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Abstract

Context: The Ministry of Management and Innovation in Pub-
lic Services (MGI) leads the formulation and coordination of the
Digital Government Strategy (EGD). DEPSI, under the Secretariat
of Digital Government (SGD), is responsible for the Privacy and
Information Security Program (PPSI), which aims at data privacy,
compliance, and institutional resilience. Problem: The culture of
privacy and information security in the Federal Public Administra-
tion faces development challenges. Despite the PPSI, there is a lack
of awareness initiatives, training, a clear strategy, best practices,
and performance indicators. Proposed Solution: The proposal
aims to develop a training journey for Practitioners working in
roles related to privacy and information security, with the goal of
identifying and promoting the best practices, skills, and competen-
cies required for these roles. IS Theory: This study aligns with
Organizational Information Processing Theory, providing mecha-
nisms to help organizations adapt to regulatory uncertainties in
privacy and security. Method: We employed a mixed approach,
combining document analysis, a literature review, and a survey.
Guidelines and standards were analyzed to map competencies and
responsibilities, while the survey gathered practitioners’ percep-
tions of the proposed training journey. Summary of Results: We
identified the key profiles and their corresponding responsibilities,
and proposed a personalized training journey. Survey results in-
dicated that the journey meets Practitioners’ expectations, being
well-evaluated in terms of criteria and assigned weights. Contri-
butions and Impact in IS: This work contributes by presenting a
proposal for a Training Journey to assess the knowledge of Federal
Public Administration employees and guide them on the best paths
for professional development.

CCS Concepts

« Security and privacy — Human and societal aspects of se-
curity and privacy; Social aspects of security and privacy;
Privacy protections.
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1 Introduction

Privacy has become a significant concern for governments and tech-
nology companies worldwide. As the provision of digital services
expands, various aspects of users’ lives are transformed into data
collected and processed by countless information systems. Orga-
nizations that handle personal data are increasingly pressured by
their users, employees, and various stakeholders to build systems
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that respect individuals’ right to privacy [1]. These demands are
accompanied by a new wave of privacy legislation. Over the past
decade, countries across all major regions of the world have enacted
data protection laws, bringing the total number of countries with
such regulations to 157 by mid-March 2022 [14].

Privacy and information security managers are often responsi-
ble for designing, managing, testing, and implementing a range
of technical and organizational controls necessary to ensure reg-
ulatory compliance. Therefore, it is essential that they not only
fully understand the significance of privacy and security issues but
also possess knowledge of existing privacy laws and standards [4].
However, the interpretation of legal documents tends to be vague,
making it challenging to translate these legal requirements into
concrete engineering practices [12].

The Brazilian General Data Protection Law, known as LGPD
(Law 13.709/2018), came into effect in August 2020. It consists of
ten chapters and 65 articles addressing control measures, compli-
ance evidence, rights, and obligations related to the processing of
personal data [8]. According to Article 3, the law applies to any
data processing operation aimed at offering or providing goods or
services or processing data of individuals located within Brazilian
territory [7].

Failure to comply with the law can result in severe penalties, sub-
jecting violators to the following administrative sanctions imposed
by the National Data Protection Authority (ANPD), as outlined
in Article 52: warnings; simple fines (2% of the revenue from the
last financial year, capped at fifty million reals per violation); daily
fines; publication of the violation; blocking and/or deletion of the
personal data involved; partial suspension of database operations;
suspension of data processing activities; and complete prohibition
of business activities related to data processing [7].

Many of the proposed approaches to mitigate or clarify the spec-
ifications of legal requirements are inadequate for addressing legal
ambiguities, which are common in laws and regulations [23]. These
approaches often fail to quickly rewrite legal texts and require inter-
pretation to resolve any ambiguities that may arise in the existing
legislation or regulations [22]. Managers and practitioners in the
ICT field bring different, and sometimes conflicting, perspectives
to the interpretation of legal texts, and in some cases, they may not
fully grasp all the principles of the LGPD [5, 32]. Therefore, they
need models to support compliance with the LGPD [2].

Privacy Engineering addresses the gap between legislation, re-
search, and practice, emerging as a field focused on the design,
implementation, adaptation, and evaluation of theories, methods,
techniques, and tools to systematically capture and address privacy
issues in the development of sociotechnical systems [15]. According
to Stallings [35], privacy engineering encompasses the technical
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capabilities and management processes necessary to implement,
deploy, and operate privacy resources and controls in functioning
systems. Examples of privacy resources include privacy notices,
consent management platforms, transparency tools (such as pri-
vacy dashboards), data portability mechanisms, and data deletion
mechanisms (the right to be forgotten).

Many studies have addressed privacy from the perspective of
software practitioners, particularly through interview-based re-
search that allows for an in-depth understanding of practitioners’
opinions and industry practices [4, 5, 10, 29, 30]. These studies often
emphasize practitioners’ perceptions of privacy and personal fac-
tors. Other research focuses on the privacy perspectives of specific
roles, such as application developers [3, 11, 20]. However, there
are still significant gaps in the research, such as the lack of studies
emphasizing the importance of privacy and information security
culture, as well as the adoption of concrete training practices for
practitioners dealing with privacy laws in the industry.

In this context, the aim of this research is to explore this gap by
investigating how organizational culture influences the understand-
ing and practice of privacy and information security. This study
stands out for its originality in integrating cultural and practical as-
pects, proposing a model that not only analyzes norms, guidelines,
best practices, and legislation but also recommends strategies for
training practitioners working in the field of privacy and informa-
tion security.

The relevance of this work lies in the increasing importance of
privacy legislation and the necessity of ensuring that practitioners
in the field possess the knowledge and skills required to implement
effective data protection and information security practices. By
addressing these issues, the research not only contributes to the
existing literature but also provides practical insights that can be
applied in the training of practitioners and the enhancement of
privacy and information security policies in Brazilian organizations.

2 Background and Related Work

Privacy is a process of boundary regulation, where individuals
adjust their accessibility along a spectrum of openness and closeness
depending on the context [18]. User privacy can be understood as
the right to decide when, how, and for what purpose their personal
information is shared with others or organizations [18]. However, as
Nissenbaum points out [27], privacy cannot be defined in absolute
terms because it holds different meanings for each individual, and
privacy expectations are strongly tied to the context in which it
is applied. Furthermore, defining an appropriate profile for a data
privacy practitioner also depends on the context and the applicable
legislation.

The General Data Protection Law (LGPD) [7] outlines specific
roles for practitioners working in the field of data privacy, namely:
Controller, Processor, and Data Protection Officer (DPO). Mello
and Miramontes [24] presented the legal definitions, duties, and
responsibilities of the Controller, Processor, and Data Protection
Officer, along with an introduction to the National Data Protection
Authority (ANPD), which serves as the regulatory and interpretive
body of the LGPD.
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Evandro et al. [9] explored the application of the General Data
Protection Law in Brazil and how companies are adapting to en-
sure compliance with the law’s guidelines. The authors proposed a
framework to support Information and Communication Technol-
ogy (ICT) practitioners in implementing LGPD principles within
organizations. They also conducted a survey with Brazilian ICT
practitioners regarding their organizations’ compliance with the
LGPD, revealing weaknesses in data privacy management and in-
formation security methodologies across various companies.

Rocha et al. [33] investigated the challenges faced by software
practitioners in Brazil when implementing the principles of the
General Data Protection Law. The authors identified the main diffi-
culties that hinder developers from applying privacy requirements
and ensuring compliance with the LGPD in software applications.
They proposed a reference guide to support ICT practitioners in
implementing the law’s principles.

Iwaya et al. [17] explored the perspectives, mindsets, and privacy
practices used by software practitioners, as well as organizational
aspects related to data privacy. The authors conducted interviews
with 30 software practitioners from nine countries, qualitatively
analyzing the responses through thematic analysis to develop a pri-
vacy engineering framework. They identified three interconnected
themes: 1) Practitioners’ personal privacy mindset and posture, cate-
gorized into knowledge, attitudes, and behaviors; 2) Organizational
privacy aspects, including decision-making power and examples
of privacy climate; and 3) Privacy engineering practices, focusing
on procedures and controls used in the industry. The authors em-
phasized the positive impact of privacy laws, such as the GDPR,
on practitioners’ behavior and organizational culture. Moreover,
organizational culture strongly influences privacy practices. The
results suggest that fostering a conducive environment for privacy
engineering depends on aligning the privacy values of practitioners
with those of their organizations, with support from leadership and
top management. Organizations should also promote education
and training on privacy methods and tools.

Peixoto et al. [30] investigated developers’ level of knowledge
and understanding of privacy, focusing on personal, behavioral,
and external environmental factors that influence their decision-
making regarding privacy requirements. The authors conducted
semi-structured interviews with thirteen practitioners from six com-
panies and identified nine personal factors, five behavioral factors,
and seven external environmental factors that shape developers’
decisions about privacy. Among the key factors identified were the
lack of knowledge about privacy laws, the lack of understanding
of information privacy concepts, and the inability to distinguish
between privacy and security concepts.

According to related studies, several challenges still remain re-
garding the implementation of the LGPD, as well as in the train-
ing of practitioners working in this area. Most studies indicate
that practitioners lack knowledge about both privacy and privacy
laws. Moreover, there are organizational weaknesses in developing
and applying data privacy management and information security
methodologies in Brazilian organizations, particularly within fed-
eral public administration agencies. These weaknesses, combined
with the lack of practical guidance from academia and industry
concerning the roles defined by the LGPD, highlight the need for a
methodology to support the individual and organizational training
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of practitioners working in data privacy and information security,
particularly Controllers, Processors, Data Protection Officers, and
Information Security Managers.

3 Study Settings

This study aims to create a training journey model for practitioners
working in the field of data privacy and information security. To
achieve our objective, we conducted a literature review to identify
the criteria, sub-criteria, competencies, and qualifications that these
practitioners need to acquire in order to fulfill their roles. Addi-
tionally, we developed a quantitative evaluation model to assess
whether a practitioners is qualified to perform this role based on the
identified criteria. Therefore, this research has an applied nature as
it seeks to solve specific problems, namely, the creation of a training
journey for practitioners working in data privacy and information
security. Specifically, we will present the proposed training journey
for the role of the Data Protection Officer (DPO).

This research also has an exploratory nature [13], as we con-
ducted a literature review, a case study with privacy practitioners,
and applied a survey to gather their perceptions regarding the
proposed model. Therefore, this research employs both qualita-
tive and quantitative approaches. The qualitative approach enabled
the classification of the criteria, sub-criteria, competencies, and
qualifications needed to perform the role’s functions, while the
quantitative approach was used for the statistical analysis of the
survey data [21]. Figure 1 presents the methodology adopted to
conduct this research.

1sion of the Problem
Literature Document Criteria Competency
Review Analysis Extraction Classification

i AHP - Analytic Hierarchy Process |—ﬂ
.

| Creation of the
i | Hierarchical Value ——»|
Structure

Experts Criteria Weight
Judgment Analysis

Figure 1: Methodology adopted to conduct this research

In the Literature Review phase (Figure 1), a literature review was
conducted to identify documents containing information related
to the qualifications and competencies required for privacy prac-
titioners. The analyzed documents included standards, guidelines,
laws, regulations, government official documents, and judgments.

In the Document Analysis phase (Figure 1), the documents were
thoroughly reviewed by two researchers to identify procedures,
qualifications, best practices, competencies, skills, and internal poli-
cies related to the roles of practitioners working in privacy and in-
formation security. During the Criteria Extraction and Sub-criteria
(Figure 1) for the training journey phase, a detailed review and
analysis of standards, laws, regulations, guides, decrees, official
government documents, and judgments were conducted. These
documents provided the necessary parameters to define the cur-
riculum content, skills, and competencies required for practitioners
to assume their roles. The criteria were used to guide the training
journey, covering technical, legal, and operational aspects, along
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with sub-criteria that detailed the specific competencies required
for each role.

The Competency Classification phase (Figure 1) concludes the
problem diagnosis, that is, the understanding and comprehension of
the issue. As a result of this phase, the criteria and sub-criteria were
classified. Additionally, the skills and competencies were labeled
according to the complexity level of the skills/qualifications, being
categorized as: Beginner, Basic, Intermediate, Advanced, and Expert.
In the Creation of the Hierarchical Value Structure phase (Figure
1), we began the block for applying the Analytic Hierarchy Process
(AHP). The problem was transformed into a hierarchical structure
containing the criteria and their respective sub-criteria. The skills
and competencies/qualifications were transformed into sub-criteria.
This structure is one of the prerequisites for applying AHP [34].

After the creation of the Hierarchical Value Structure based on
standards, laws, guidelines, regulations, decrees, official documents,
and judgments, experts with expertise in data protection and legal
compliance were invited to assign weights and priorities to each
criterion and sub-criterion (Experts Judgment, Figure 1). With the
support of AHP, the experts compared the criteria and sub-criteria
pairwise, evaluating the relative importance of each in relation to
the others, considering aspects such as legal compliance, technical
capability, governance, and accountability in handling personal
data [34].

To perform the pairwise comparison, the experts used Saaty’s
scale [34]. This phase (Criteria Weight Analysis, Figure 1) is impor-
tant because it is through the experts’ judgment that AHP calculates
the weights of the criteria and sub-criteria, which will later be as-
sessed in the proposed training journey. Based on this judgment, it
was possible to determine the relevance of each criterion for propos-
ing the training journey. After calculating the weights using AHP,
a consistency index analysis was conducted. This index measures
how consistent the experts’ judgment was, concluding the AHP
application phase [34].

In the Journey Development phase (Figure 1), we began the
Model Creation and Validation block. After analyzing the weights
of the criteria, we proposed the training journey. The criteria and
sub-criteria, along with their respective weights, became indica-
tors. Thus, as the employee completes the training and progresses
through their journey, the criteria and sub-criteria will be met, and
their respective weights will accumulate, generating a final index.
The passing grade for each criterion and sub-criterion is 60% for
the practitioner to be approved.

In the Testing phase (Figure 1), we conducted a simulation of
the proposed training journey with federal public administration
employees who work as data protection officers, data controllers,
and information security managers. Through this case study, we
validated the proposed training journey model to verify whether
the AHP weights and the proposed model were able to transform
the qualitative information provided by the participants into quan-
titative values (percentage of knowledge level).

In the Survey Application phase (Figure 1), we conducted a sur-
vey during a postgraduate course session for employees of federal
public administration agencies (part of the Privacy and Informa-
tion Security training program), with the goal of gathering the
perceptions of practitioners working in privacy and information se-
curity regarding the proposed Training Journey model. The survey
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consisted of 7 closed-ended questions and 1 open-ended question,
totaling 8 questions. All questions and their respective answer
options are available at Zenodo. A total of 22 practitioners partici-
pating in the training course responded to the survey. Finally, in
the Results Analysis (Figure 1), we analyzed the survey responses
both quantitatively and qualitatively and refined the model based
on the suggested improvements.

4 Results

In the literature review conducted, 48 documents containing guide-
lines on Information Security and Privacy skills and competencies,
provided by the government, were identified. Of these, 18 docu-
ments are related to privacy and the profiles described by the Gen-
eral Data Protection Law (LGPD), while 30 documents pertain to
Information Security and their respective profiles according to reg-
ulations. Figure 2 shows the respective percentages of the types of
documents analyzed/cataloged. Of the identified documents, 59.5%
are guides and guidelines, while 11.9% are international technical
standards.
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Laws Decrees and Ordinances

Books and Studies

Normative Instructions

International Technical Standards

Federal Court of Accounts of Brazil Judgments
Guides and Guidelines - - 1 59.5
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Figure 2: Distribution of Guidance Sources (%)

It is worth highlighting that some documents were particularly
important in the extraction of criteria, competencies, skills/qualifications,
and responsibilities. Among them are the regulations and guides
from the National Data Protection Authority (ANPD), the LGPD,
and the Privacy and Information Security Program (PPSI). Table 1
presents the amount of data extracted from 18 documents for the
proposed training journey for the Data Protection Officer. Based

Table 1: Information Extracted from the Documents

Topic Quantity Sources
Responsibilities 95 LGPD, PPSI, ANPD
Skills 29 PPSI
Principles 9 LGPD

on the information extracted from the documents presented in
Table 1, we held several meetings with the managers of the Sec-
retariat of Digital Government (SGD) to define the criteria to be
used in creating the Data Protection Officer’s Training Journey.
After several analyses by the three researchers and the managers, a
consensus was reached, and the following criteria were established:
Professional Training, Academic Education, Language Certification,
Professional Certification, Competencies, and Skills.

The Professional Training criterion was chosen due to the spe-
cific competencies found in the documents (Table 1). These docu-
ments require the practitioner to have experience in the field and
knowledge to handle the technical terms inherent to the Data Pro-
tection Officer’s profile. As a result, Years of Experience and Time

Spésito et al.

in Role became subcriteria under Professional Training. The Aca-
demic Education criterion was chosen because the practitioner is
required to hold a bachelor’s degree or a postgraduate qualification
in the relevant field. Therefore, Bachelor’s Degree and Postgraduate
Degree were established as subcriteria under Academic Education.

Regarding the Language Proficiency criterion, it was chosen due
to the number of articles, ISOs [16], technical standards, and the
GDPR [28] being written in other languages. As for the Profes-
sional Certification criterion, it was selected because it serves as
a strong reference in the job market, and there are already certi-
fication organizations that offer exams focused on the LGPD and
Data Protection. The Competencies criterion had each of its skills
grouped according to their themes and were classified into six
subcriteria: Knowledge in Information Technology, Privacy By De-
sign, Privacy Strategy, Legislations, Guidance Documents and Risk
Management and Compliance. Each of the competencies in these
subcriteria was labeled according to its complexity and difficulty,
which will serve as a guide for the future Data Protection Officer
to know where to start their journey or even complement their
professional development. The labels are: Beginner, Basic, Interme-
diate, Advanced, and Expert. The following Tables 2, 3, 4, 5, 6, 7
partially presents the competencies related to the six subcriteria
mentioned earlier, the complete table with all skills is available at
https://zenodo.org/records/15008980. Regarding the Knowledge in
Information Technology skills, Table 2 presents the 7 competencies
and qualifications related to the theme.

Table 2: Knowledge in Information Technology

Level Skills

Beginner Basics of IT and Information Systems [25]
Concepts of Privacy and Security in IT
Data Storage Basics

Basic Access Management and Authentication
Basic Knowledge of Cloud Data Storage
Intermediate Systems Monitoring and Auditing

Data Loss Prevention

Regarding the Privacy By Design sub-criterion, we identified 12
competencies required for the Data Protection Officer, as shown
partially in Table 3.

Table 3: Privacy By Design

Level Skills
Beginner Privacy Principles

Notions of Compliance with Privacy Regulations
Basic Basic Implementation of Privacy by Default

Integration of Privacy by Design in Simple Projects
Documentation and Compliance Evidence

Intermediate Privacy Impact Assessment with a focus on Privacy by Design
Data Management and Minimization
Advanced Development of System Architectures with Privacy by Design

Privacy-Focused Threat Modeling

In the sub-criterion Privacy Strategies, we identified 35 skills, as
shown partially in Table 4.

In the documents regarding laws and data privacy legislation,
we identified 35 skills, as shown partially in Table 5.

Through an analysis of Guidance Documents created by Na-
tional Data Protection Authority (ANPD) and Secretariat of Digital
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Table 4: Privacy Strategies

Level Skills

Beginner Basic Concepts of Privacy

Notions of Privacy and Data Protection
Basic Consent Management

Data Mapping and Personal Data Inventory

Intermediate Anonymization and Pseudonymization
Data Lifecycle Management
Privacy Governance Models
Advanced Privacy Education and Culture in the Organization

Privacy Incident Resolution
Expert Privacy Tool Evaluation Criteria [26]
Corporate Social Responsibility and Transparency

Table 5: Legislations

Level Skills

Beginner LGPD Basic Notions [7]

Principles of the Access to Information Law [6]
Basic Compliance with LGPD and its Obligations [7]
Confidential and Personal Information [7]

Intermediate Data Retention and Deletion Policy [7]
Incident Notification Obligations [7]
Advanced ISO 29100 — Information Privacy Framework [16]

1SO 27701 — Information Privacy Management [19]
Expert Knowledge about the General Data Protection Regulation
(GDPR) [28]

Government (SGD), we were able to identify 27 skills related to the
respective documents, as shown partially in Table 6.

Table 6: Guidance Documents

Level Skills

Beginner Knowledge of General Privacy and Security Structuring Re-
quirements

Basic Knowledge about the PPSI Framework Maturity Indicators

Knowledge of the PPSI Framework Cybersecurity Controls

Knowledge about the Privacy by Design and Default Guide

Knowledge about Data Protection and Electoral Legislation
in Practice

Intermediate
Advanced

In the sub-criterion Privacy Strategies, we identified 18 skills, as
shown partially in Table 7.

Table 7: Risk Management and Compliance

Level Skills

Beginner Privacy Incident Management
Compliance Fundamentals

Basic Privacy Risk Management
Privacy Leadership

Intermediate Risk-Based Decision Making

Execution of Operational Risk Analysis
Implementation of LGPD Compliance Programs
Integrating Privacy with Business Strategy
Continuous Risk and Compliance Monitoring
Expert Data Governance and Corporate Privacy Strategy
Relationship with Regulators

Advanced

Based on the criteria and sub-criteria identified in the analyzed
documents, we constructed a value hierarchy structure to apply the
AHP. This structure represents the criteria (Experience, Academic
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Background, Language Proficiency, Professional Certification, Com-
petencies) and sub-criteria (Work Experience, Job Experience, Un-
dergraduate, Postgraduate, Beginner, Intermediate, Advanced, Ex-
pert, IT Knowledge, Privacy by Design, Privacy Strategies, Legisla-
tions, Guidance Documents, Risk Management and Compliance).
These criteria and sub-criteria were adopted to propose the Data
Protection Officer training journey based on the judgments made
by privacy experts, as shown in Figure 3.

Journey

Professional Acaimic Language  Professional Skills and Abilities
experience background Proficiency Certification /Qualifications
Experience IiGraduation Basic IT knowledge
Time Intermediated Privacy by Design
Time in the Advanced Privacy Strategies
Role Legislation
Guidelines
Risk management
and compliance

Postgraduate

Figure 3: Hierarchical Structure of Criteria and Sub-criteria

Once the construction of the final hierarchical value structure
was completed, we proceeded to evaluate the criteria and sub-
criteria using pairwise comparison [34]. The results of the com-
parison of the criteria and sub-criteria are presented in Table 8.
The consistency index of this comparison was 8%, which is be-
low the 10% recommended by the AHP method. After the evalua-

Table 8: Evaluation of the Criteria and Sub-criteria for the
Proposed Training Journey

Sub-criteria for C and Skills / Quali
Criteria Academic | Professional | Language | Professional | Competencies and
kg d d Profici Certification | Skills / Qualifications
Academic Background x 15 =3 17 17
Professional Background x x 5 13 15
Language Proficiency X X X 17 19
Professional Certification x x x x 13
Competencies and Skills / X X x x X
Qualifications

tion/assessment of the criteria by the experts, the corresponding
weights were assigned to each of them, as shown in Figure 4.

Language Proficiency —fm 3 -

Academic background —jmm 5 [
Professional experience —jmm—m 14 -
Professional Certification — f——— 27 =

Skills and Abilities/Qualifications — j————————s——— 5() | | -
0 20 40 60 80 100

Figure 4: Weights of the criteria after the experts’ assessment

Regarding the Professional Experience/Education criterion, the
sub-criterion Experience Time (75) was judged by the experts as
moderately more important than Time in the Role (25), meaning
that the former holds a value three times more important on the
quantitative scale. The consistency index for this judgment was 0%,
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below the 10% recommended by the AHP method. The Language
Proficiency criterion was also evaluated by the privacy experts. Ta-
ble 9 shows the classification assigned to this criterion. The consis-
tency index for this judgment was 2%, below the 10% recommended
by the AHP method.

Table 9: Evaluation of the Language Proficiency Criterion by
the Experts

Language Proficiency Criterion
Certification Basic Inter d Ad d
Basic X T2 13
Intermediate X X 1
Advanced X X X

In the Academic Background criterion, the experts rated the
Bachelor’s degree (66) sub-criterion as moderately more important
than the Postgraduate degree (33) sub-criterion, which corresponds
to a score of 2. The consistency index of this judgment was 0%, well
below the 10% recommended by the AHP method.

The judgment of the weights assigned by privacy experts to the
subcriteria of Competencies and Skills/Qualifications is presented
in Table 10. The consistency ratio of this judgment was 3%, which
is below the 10% threshold recommended by the AHP method.

Table 10: Evaluation of the Language Proficiency Criterion
by Experts

Competencies and Qualifications Criterion

Suberiteria Knowledgein| Privacy | Privacyby | Legislations | Guidance Risk
T Strategies Design Documents | Management

and
Compliance

s s 17 15 s
13 n4 13
13 16 12

1

x

x x 1 =6
x

x

Knowledge in IT

Privacy Strategies

Privacy by Design

Legislations

Guidance Documents x x =5

AR

x
x
x
x
x

Risk Management
and Compliance

x x x

The Figure 5 presents the global weights of the subcriteria used
in the proposed model to calculate the training journey of the Data
Protection Officer. After defining all the weights for the criteria and

Basic

Intermediate —
Advanced
Postgraduate —

IT knowledge
Graduation

Time ixﬁ the Role
Privacy by Design
Privacy Strategies
Risk Management and Compliance |
Experience Time -
Legislations —
Guidance Documents

Figure 5: Global Distribution of Subcriteria Weights

subcriteria, we inserted the values into the proposed model. Figure
6 (a) presents the proposed model. It is worth noting that the fields
highlighted in red represent the weights of the criteria, the fields
highlighted in orange represent the weights of the subcriteria, the
fields highlighted in blue represent the score of the practitioner
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who conducted the assessment, and the fields highlighted in green
represent the actual score of the item provided by the practitioner. If
the privacy practitioner has a score higher than the weight of a cri-
terion or sub-criterion, the model will only consider the maximum
value of the criterion.

Figure 6 (b) shows the calculation of the score for the Compe-
tencies and Skills/Qualifications criterion, based on the levels and
competencies presented in Tables 2, 3, 4, and 5. As the practitioner
performs the assessment of their competencies, a radar chart is
generated, highlighting the areas where the Data Protection Officer
needs to improve their knowledge and skills (Figure 6). The required
competencies for the privacy practitioner have specific weights,
and the competencies that the Data Protection Officer reports not
possessing during the assessment will be marked with a dark red
color, as shown in Figure 6. The color scale was defined according
to the weight assigned to each competency.

The dashboard shown in Figure (a) 6 also includes two additional
bar charts. The top bar chart displays the calculated percentage of
the overall score for the entire assessment (diagnostic) completed
by the Data Protection Officer (DPO). The score is calculated by
summing the scores of all the subcriteria. The bar chart in the lower-
left corner, containing five bars, shows the score for each criterion.
For the Data Protection Officer to be considered qualified to take
on the responsibilities of the position, they must have a score of
60% or lower for each criterion and sub-criterion in the proposed
training journey.

It is important to note that the values presented in Figure 6
is a simulation involving a data privacy practitioner who wishes
to take on the role of Data Protection Officer in a federal public
administration agency. In this evaluation, it became evident that
the practitioner needs to obtain certain professional certifications
to assume this role. In the Competencies and Skills/Qualifications
criterion, the practitioner achieved the necessary score to be ap-
proved and take on the Data Protection Officer role. However, the
subcriteria Privacy by Design and Privacy Strategies fell below the
desired 60% threshold. This result indicates that the practitioner
needs to improve their knowledge in key areas to perform this
function effectively. A full simulation of the data protection officer
assessment/diagnosis, along with the values for criteria such as
competencies and skills/qualifications, is available at Zenodo.

4.1 Survey Results

During the class on Privacy Management and Personal Data Pro-
tection, we presented the proposed model of the Training Journey
to the students. We explained the entire process of constructing
the proposal, from the analysis of documents to the definition of
weights using AHP. The presentation was delivered by the three
authors of this paper, and course participants asked questions about
the development of the work, as well as the expectations of the
federal public administration regarding the mandatory training
journey for all agency members. After the presentation and ad-
dressing any possible doubts, we conducted a simulation of the
proposal with the students, gathering their skills and competencies
to assess their knowledge level regarding the abilities needed to
perform the role of Data Protection Officer or Information Security
Manager. Following the simulations and necessary adjustments to
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Figure 6: Figure (a) shows the simulation of the DPO Assessment/Diagnosis, while (b) shows values of the Criteria: Competencies

and Skills/Qualifications.

the criteria and subcriteria, as well as their respective weights, we
conducted a survey to gather their perceptions of the proposed
model. Table 11 presents the participants’ profiles. The survey was
completed by 22 practitioners, all of whom work in federal public
administration agencies. All responses from the survey are available
at at Zenodo.

We asked the participants how they seek to develop the quali-
fications necessary to perform the role of Data Protection Officer,
Data Controller, Data Processor, or Information Security Manager
(Q7). 72.7% of the participants reported that they do so by taking
courses offered by the National School of Public Administration
(ENAP), the School of Tax Administration of Brazil (ESAF), the
Virtual Learning Environment of the Federal Comptroller General’s
Office (CGU), the Brazilian Legislative Institute (ILB), Alura, and
Udemy. 63.6% of them pursue training through seminars and un-
dergraduate and postgraduate courses, respectively. 60% stated that
they develop their skills through training programs, 59.1% through
lectures, 54.5% through workshops, and 50% of the participants
indicated that they engage in reading documents and guidelines.

Courses

Seminars

Graduate and Postgraduate
Training

Documentation and Guidelines
Lectures

Workshops

Certification Programs - e 18.2 -

Tools and Libraries —m—m 1%.6 | | | =

0 20 40 60 80

Figure 7: Methods for enhancing competencies and
skills/qualifications

Practitioners Localization %
Distrito Federal 45.5
Espirito Santo 4.5
Goias 4.5
Minas Gerais 18.2
Rio de Janeiro 18.2
Tocantins 45
Role %
Information Security Analyst 18.2
Information Security Manager 31.8
Data Protection Officer (DPO) 18.2
Manager of the Infrastructure and Information Security Division 45
Data Operator 27.3
Years Experience %
>=1 27:3
6-10 45
Education Level %
Doctorate Degree 45
Master’s Degree 36.4
Master Student 45
Postgraduate 54.5
Data Privacy Expertise %
The group works (or worked) on privacy 54.5
Thave experience working as a DPO, focusing on data privacy and 22.7
compliance

Thave never had direct or indirect experience with privacy, nor as 22.7
a Data Protection Officer

Table 11: Practitioner Profile (n=22)

In Q8, we investigated the practitioners’ perception of the method-
ology proposed for the training journey. During the class, we sim-
ulated the training journey for the profiles of the Data Protection


https://zenodo.org/records/14183221

SBSI 25, May 19 - 23, 2025, Recife, PE

Officer (DPO) and the Information Security Manager. In the survey,
we focused on the perception of the DPO profile to gather more
targeted insights, and we believe that by validating the proposal
for one profile, the training journey can be replicated for any other
profile. 60% of the participants agreed or strongly agreed that the
proposal is easy and simple to implement in order to assess the
competencies, skills, and qualifications of practitioners wishing to
act as DPOs (Q8a in Figure 8). 66.6% of the participants agreed or
strongly agreed that the proposed methodology for training the
DPO meets the needs to professionalize a practitioner aiming to
take on this role (Q8b in Figure 8).

80% of the participants agreed or strongly agreed that the criteria
and subcriteria used are relevant and effective for assessing the
competencies, skills, and qualifications of practitioners intending
to work as Data Protection Officers (Q8c in Figure 8). 60% of the
participants strongly agreed or agreed that the competencies, skills,
and qualifications identified in the literature are sufficient to as-
sess the desired profile for the Data Protection Officers (Q8d in
Figure 8). 66.6% of the participants strongly agreed or agreed that
the classification of competencies, skills, and qualifications into
levels: Beginner, Basic, Intermediate, Advanced, and Expert, along
with their respective weights, effectively guide the practitioner in
identifying the areas they need to specialize in to become a Data
Protection Officers (Q8e in Figure 8).

73.3% of the participants strongly agreed or agreed that the dis-
tribution of weights given by privacy experts to the criteria and
subcriteria for competencies, skills, and qualifications using AHP
was done according to the needs of the desired profile for a Data Pro-
tection Officer (Q8f in Figure 8). 66.7% of the participants strongly
agreed or agreed that the 60% threshold for the criteria and sub-
criteria is an acceptable value for assessing the level of knowledge
required to perform the role of Data Protection Officer (Q8g in
Figure 8). However, only 46.6% of the participants strongly agreed
or agreed that the proposed methodology is capable of motivating
and engaging the target audience to train and achieve the required
score to perform the role of Data Protection Officer (Q8h in Figure
8). On the other hand, 46.7% of the participants strongly agreed or
agreed that the proposed methodology for assessing the level of
knowledge is fairer compared to other existing evaluation meth-
ods, which only take into account the exam score from a course or
certification (Q8i in Figure 8).

Strongly Disagree Bl Disagree 7 Neutral ll Agree W Strongly Agree

Figure 8: Practitioners’ Perceptions

Regarding the open-ended question (Q9), all participants pro-
vided satisfactory comments on the proposal, and some suggested
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improvements or ways to promote it. Respondents #R4 and #R13
stated:

“The federal public administration should conduct multidisci-
plinary workshops to train practitioners, as well as use discussion
groups (forums).”

‘T understand that the methodology serves as a guide for the Data
Protection Officer to understand the necessary knowledge and
begin their training journey, considering the levels of beginner,
basic, intermediate, and advanced. I believe that the criteria re-
lated to the ICT area are set at a higher level than is practically
needed. In this regard, I think that the more applicable knowledge
would be related to information security, data management, and
information security risks at the beginner and basic levels.”

Based on the results obtained from the survey, it is possible to
conclude that the proposed training journey meets the expectations
of practitioners working in privacy and information security within
federal public administration agencies. Furthermore, it is likely that
the training will be well-received by them as a tool for diagnosing
the necessary competencies, skills, and qualifications required to
take on the role of Data Protection Officer in any federal public
administration agency.

5 Discussions

The results from the analysis of documents, legislation, guidelines,
and standards enabled the creation of a training journey model
for practitioners working in privacy and information security, in
compliance with the General Data Protection Law (LGPD) and the
related normative instructions. The findings highlight the impor-
tant role that organizational culture plays in the acceptance and
implementation of privacy and information security practices. The
development of a privacy mindset through continuous training can
transform how practitioners and organizations approach compli-
ance with the LGPD and related information security guidelines.

The application of the Analytic Hierarchy Process method proved
to be a robust approach for prioritizing criteria and sub-criteria re-
lated to the competencies, skills, and qualifications of practitioners
working in privacy and information security. Ribeiro and Canedo
[31] also used the Analytic Hierarchy Process method to select the
best alternatives for implementing security criteria in a Federal pub-
lic administration agency. The results showed that the Risks to Data
Privacy criterion was the highest priority for the implementation
of personal data security within the agency, as the main objective
of the LGPD is to keep personal data private and accessible only to
the data subject. Finally, the results highlight the need for a more
proactive approach from organizations to ensure their practitioners
are adequately trained to address the challenges of complying with
privacy and information security laws, thereby reducing risks and
penalties.

6 Threats to Validity

To ensure the reliability of the results, it is important to consider
potential threats to the validity of the study. Based on Wohlin’s
model [36], we discuss the threats to internal, external, construct,
and conclusion validity, and present the strategies implemented
to mitigate them. Threats to Internal Validity: Subjectivity in
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Weight Assignment — Although the Analytic Hierarchy Process is
a robust decision-making technique, the assignment of weights to
criteria can be subjective, depending on the interpretation of the
researchers or expert group. This subjectivity may introduce bias,
especially when there is no clear consensus on which qualifications
are most important. To mitigate this threat, the weights were de-
fined and assessed by multiple experts, and various simulations
were conducted, covering different areas of knowledge. Threats
to External Validity: Outdated Information and Lack of Context
- The qualifications were defined based on legal documents, stan-
dards, and regulations. However, these sources may not align with
current industry or public sector practices and requirements. Addi-
tionally, laws and regulations often have long review cycles, which
may lead to outdated information. Criteria established in different
legislative or regulatory contexts may therefore not reflect the spe-
cific needs of the data protection officer role. To mitigate this threat,
we recommend that the proposed training journey model be regu-
larly updated to ensure that the competencies and qualifications
remain aligned with current demands.

Threats to Construct Validity: Definition and Measurement
of Criteria — Construct validity may be threatened by how the
concepts of competencies, skills, and qualifications were defined
and measured in the model. If these concepts are not clearly oper-
ationalized, there may be a discrepancy between what the model
intends to measure and what is actually measured. To mitigate this
threat, normative documents and literature reviews were used to
clearly define the criteria, along with consultations with field ex-
perts to validate the definitions. Threats to Conclusion Validity:
Consistency of Results — Conclusion validity may be compromised
if the obtained results are inconsistent or if there is significant
variability in the interpretations of the experts. Additionally, the
analysis could be susceptible to statistical errors or misinterpreta-
tions of the data. To reduce this threat, method triangulation was
used, combining simulations, privacy expert analysis, and reviews
of standards, which strengthens the robustness of the conclusions
drawn. Another factor that may impact conclusion validity is re-
lated to the survey conducted with 21 practitioners in the privacy
and information security field. Since the number of participants
was relatively small, this may limit the generalization of the results
to a broader context. Furthermore, the practitioners’ perceptions
may vary depending on their experiences and organizational pro-
files, which could influence their responses. To mitigate this threat,
the responses were triangulated with other data sources, and the
diversity of the participants’ areas of expertise was considered in
the analysis of the results.

7 Conclusions

The proposed model provides a strong foundation for training data
protection officers in federal public administration agencies, ensur-
ing practitioners possess the knowledge needed to support organi-
zations in complying with data privacy laws. To maintain alignment
with legislative updates, we recommend regular updates to the pro-
posed model, tailored to each organization’s needs, to ensure that
data protection officers’ skills and competencies remain current. By
basing desired qualifications for practitioners on normative criteria,
federal public administration can mitigate the risks of regulatory
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non-compliance while empowering data protection officers to oper-
ate effectively in a dynamic environment where continuous training
and knowledge updates are essential. Although implementing the
proposed model may face some resistance from practitioners or
decision-makers, these guidelines can support practitioners in en-
hancing their competencies and skills by enabling self-assessment
of their knowledge against the requirements needed for the role
of data protection officer. Additionally, the criteria derived from
the literature serve both as tools for regulatory adherence and as a
framework for ongoing professional development. This approach
helps identify areas for growth, encourages further training, and
adapts officers’ profiles to organizational changes and data privacy
legislation updates.

In tests conducted with practitioners in privacy and security,
the model proved efficient and aligned with the necessary skills, as
the assigned weights successfully highlighted each professional’s
strengths and areas for improvement in relation to the requirements
for the role of data protection officer. The proposed model provided
a detailed overview of mastered competencies and areas needing
enhancement, emphasizing its practical applicability in both public
and private organizations. Therefore, the model serves as a tool
to support practitioners in developing the skills needed to meet
legal standards in privacy, data protection, and information security.
Furthermore, it contributes to discussions on Information Systems
Perspectives and Trends in Government and Education by offering
a framework to identify and classify essential data protection and
information security competencies. This approach enhances the
effectiveness of information management, particularly in areas that
handle critical and sensitive government data.

Implementing this model can significantly enhance data qual-
ity, information security, and regulatory compliance, fostering a
culture of responsibility and ethics in information system use. It
promotes innovative and adaptive practices to meet the evolving
demands of various sectors, equipping public and private organi-
zations to address current and future information management
challenges. Furthermore, this evaluation model for data protection
officer qualifications and competencies aligns closely with Brazil’s
Major Research Challenges in Information Systems for 2016-2026,
particularly in privacy and information security. These challenges
highlight the need for solutions that ensure data integrity and
enable efficient information management amid rapid digital trans-
formation.

Data Availability

The materials produced during the research, including the survey
form and the file containing all the survey responses, are available
at https://zenodo.org/records/15008980.
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