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Abstract
Context: The concern for security in IoT networks is becoming
increasingly common, considering the accelerated use of these de-
vices in recent years.
Problem: Traditional methods for detecting attacks in IoT net-
works are ineffective due to device heterogeneity. While learning
approaches show promise in threat detection, the computational
limitations of IoT devices make it challenging to implement these
solutions.
Solution: This work proposes a deep learning solution for IoT
attack detection, focusing on efficient threat mitigation using the
Programming Protocol-independent Packet Processors (P4) lan-
guage, adaptable feature extraction for algorithm inference, and
execution on SBC devices.
SI theory: This work is based on General Systems Theory and
Machine Learning Theory, emphasizing integrating components in
IoT networks and learning for attack detection.
Methods: This study uses a case study to evaluate the effectiveness
of deep learning algorithms in detecting attacks in IoT networks,
adopting a descriptive and quantitative approach with metrics like
accuracy and F1 score.
Results: In our work, the Long Short Term Memory (LSTM), Con-
volutional Neural Network (CNN), and Gated Recurrent Unit (GRU)
algorithms achieved accuracy rates of 96.9%, 95.6%, and 93.9%, re-
spectively. However, the CNN model was selected for the final
implementation due to its superior inference time and resource
consumption performance.
Contributions and impact in the IS area: This work contributes
to Information Systems by integrating deep learning and P4 pro-
gramming for attack detection and mitigation in IoT networks,
enhancing security, and promoting further research in the field.

CCS Concepts
• Security and privacy→ Intrusion detection systems.

Keywords
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1 INTRODUCTION
The Internet of Things (IoT) comprises billions of devices connected
to the Internet. Currently, these devices can be found everywhere
and in different areas of application: they can be found in homes,
offices, transportation, healthcare, urban mobility, and more . The
number of IoT networks has been growing quickly, but with this
growth comes a concern: the technology still needs advancements
to ensure security in device communication [22].

The vast amount of data and the popularization of IoT networks
make them attractive targets for malicious attacks. [25] mentions
that IoT systems (IoTS) are complex, and devices are generally
highly heterogeneous. Due to limited computing and energy re-
sources, IoT devices cannot support robust security structures.
Therefore, ensuring security across a broad attack surface in IoT is a
challenge [5]. Due to software vulnerabilities that compromise the
confidentiality, integrity, and availability of information, it is cur-
rently considered essential to perform static and dynamic analyses
of the entire information system. Previously, the analysis focused
on individual files or software components [15].

According to [2], finding a technique capable of monitoring
IoT devices and providing an intelligent solution for attacks is an
ongoing necessity. Machine learning (ML) and deep learning (DL)
are potent data analysis methods for analyzing data, learning IoT
network traffic patterns, and understanding how components and
devices interact and the data transferred between them. Traditional
ML algorithms have been used in security solutions; however, these
algorithms rely heavily on attack signatures to achieve good results.
On the other hand, DL models require less of this dependency, as
they work by discovering the most important features of the data
and recognizing patterns [21].

With the increasing use of these approaches, it becomes neces-
sary to assess the performance of different algorithms accurately
and compare the results to find the best technique for the prob-
lem. Moreover, research using datasets that provide vast network
flows tends to yield more consistent results with a real IoT network.
Besides, the algorithm’s test performance should be as close as
possible to when it is implemented. Finally, using P4 programming
is a relatively new approach that has been the subject of research
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in recent years. Although it has been explored in few studies to mit-
igate attacks, such as in studies like [20] and [12], where the work
focused only on Denial of Service (DoS) and Distributed Denial of
Service (DDoS) attacks, its adaptability and achieved results make
it an excellent alternative for IoT networks.

In this work, we conduct a comparative analysis of different Deep
Learning algorithms — CNN, LSTM and GRU — with a focus on
attack detection. The initial analysis was carried out on Google Co-
laboratory, where the algorithms were trained and tested. Among
the models evaluated, the CNN algorithm, in general, outperformed
the others in metrics such as accuracy, precision, recall, and F1
score. The selection of DL algorithms aligns with the need for
anomaly-based systems, allowing the detection of various types of
attacks. Comparing the three algorithms contributes to the field of
IS by providing insights into their effectiveness in various contexts.
In addition, this work contributes to privacy, ethics and informa-
tion security, as well as innovation and digital transformation, by
presenting a solution that automates security processes in IoT net-
works.

The proposed solution includes, in addition to the DL algorithm
for detection, a P4 application responsible for mitigating the packets
by blocking those identified as attacks. P4 also serves a fundamental
role in providing the features needed for the DL model’s classifi-
cation. To enable the execution of the solution at any point in the
network, it was necessary to convert the DL algorithms into a
lighter and more compact format using OpenVINO1. This new for-
mat makes the algorithms compatible, including with Single Board
Computer (SBC) operating at the edge of IoT networks, considering
that these devices have computational limitations that prevent the
execution of the algorithms in their original format (TensorFlow
SavedModel). The three models were reevaluated, now converted
and implemented on a Raspberry Pi 4. To allow the execution of the
solution, a controller was developed that receives the features ex-
tracted with P4 and enables packet classification, as well as adding
rules to the P4 tables to block packets classified as attacks. In the
new tests, accuracy, inference time for the classification of each
model, and CPU and RAM consumption of the device were eval-
uated. In the accuracy evaluation, the algorithms showed similar
results, ranging from 93% to 96%, with LSTM achieving the best
result. Regarding execution time and resource consumption, the
CNN algorithm was superior to the others.

This work is organized as follows: Related work is discussed in
Section 2. The methodology is described in Section 3. The proposed
architecture is presented in Section 4. Results, discussions, and the
performance of the proposed solution are described in Section 5.
Finally, Section 6 discusses the conclusion and future work.

2 REFERENTIAL THEORY
This section will present the main concepts addressed in this work.

2.1 Internet of Things
According to [8], the concept of a network of smart devices was
first introduced and discussed in 1982, with a modified Coca-Cola
machine at Carnegie Mellon University becoming the first internet-
connected device capable of reporting its stock and whether newly
1https://docs.openvino.ai/2025/index.html

loaded beverages were cold. Kevin Ashton is known as the inventor
of the term "Internet of Things" to describe a system where the
Internet is connected to the physical world through sensors.

With the increasing use of IoT, concerns about the security of
these networks are now well known. The main pillars of Informa-
tion Security primarily aim to ensure the confidentiality, integrity,
and accountability of systems and data. In [24], it is stated that,
however, traditional solutions have significant limitations when
applied to IoT devices. This is because the computational power
of these devices is, in most cases, insufficient for long-duration
operations. Furthermore, scalability concerns arise due to the many
connections established by IoT devices.

2.2 Attacks
IoT systems have limited computational resources and storage,
which renders traditional intrusion detection systems inefficient
due to the heterogeneity of networks and the increasing vulner-
abilities arising from the growth of IoT devices. The two main
intrusion detection techniques in IoT systems are signature-based
and anomaly-based methods. According to [1], the signature-based
technique works well for known attacks. However, a drawback
of this approach is its inability to detect zero-day or unknown at-
tacks, as it relies on signatures of previously identified attacks. The
anomaly-based technique is preferred as it analyzes normal traffic
patterns and triggers an alert or blocks traffic when an abnormal
pattern is detected.

Attacks on IoT devices generally occur at the physical, applica-
tion, or network layer. At the physical layer, attacks can control the
device by modifying its hardware. At the application layer, attacks
are executed using software applications and include phishing, tro-
jans, ransomware, worms, etc. The network layer is where most
attacks occur, including eavesdropping, man-in-the-middle attacks,
DoS or DDoS attacks, exploitation attacks, spoofing attacks, among
others [14].

2.3 Deep Learning
An alternative for attack detection in IoT networks is the use of
learning algorithms. Deep learning (DL) is a powerful form of ma-
chine learning that enables computers to solve perception problems.
Deep learning methods, such as deep artificial neural networks,
make use of multiple processing layers to observe patterns and
structures in large datasets. Each layer learns a concept from the
data, forming a sequence that repeats for the subsequent layers;
the higher the level, the more abstract the discovered concepts are
[17].

The use of ML and DL in various IDS (Intrusion Detection Sys-
tems) models is a powerful technique for detecting attacks in Inter-
net of Things networks and recognizing new types of intrusions
to secure access to these networks. The need for creating an intru-
sion detection system to identify attacks quickly and automatically
increases as IoT usage becomes more widespread and the large
volume of data becomes a frequent target for attackers [13].

2.4 P4 Language
In the context of mitigating identified attacks, we can observe
the use of data plane programming. Currently, the most widely
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used programming language and concept for the data plane are
Protocol-Independent Packet Processors (P4). Initially introduced
as research in 2014, P4 is now developed and standardized by the
P4 Language Consortium. It is supported by various software and
hardware platforms and has been widely adopted both in research
and industry [11].

According to [4], P4 is a high-level language for programming the
data plane. P4 can work in conjunction with SDN control protocols
such as OpenFlow. Among the functions that can be configuredwith
P4, programmers have the ability to change how switches process
packets after deployment. Switches are not tied to any specific
network protocol, and programmers can detail packet processing
functions independently of the hardware used.

3 RELATEDWORK
Several works in the literature aim to detect attacks by monitoring
network traffic. In [18], an Intrusion Detection and Prevention Sys-
tem (IDPS) was developed for an IoT network, employing Complex
Event Processing (CEP) technology to analyze traffic and identify
potential attacks on devices using MQTT and CoAP protocols. How-
ever, traditional IDPS methods have limitations in both detection
accuracy and adaptability to different devices. In light of this, re-
cent research has proposed the use of Machine Learning for traffic
classification, considering that ML can automate this verification,
delivering good results in the face of device diversity and increasing
detection speed [2].

[19] presented an intelligent detection system for detectingDDoS
attacks of different magnitudes. The proposed method functions as
a sensor that can be installed at any point in the network and can
classify traffic using a strategy with the Random Forest algorithm,
which performs classifications by analyzing traffic samples collected
from network devices.

In addition to traditional ML techniques, recent studies have in-
troduced deep learning to detect and mitigate attacks. [6] developed
a DDoS attack detection system in SDN environments, known as
DDoSNet. This method employs Deep Learning techniques, com-
bining Recurrent Neural Network (RNN) with the autoencoder al-
gorithm. The model was trained using the CICDDoS2019 dataset2,
which contains a diverse range of DDoS attacks. The experiments
demonstrated accuracy of 99.81%, precision of 99.77%, recall of
99.89%, and F1 score of 99.83%, results that surpass conventional
machine learning solutions for security in cloud services.

In the context of IoT, [10] compares the performance of vari-
ous machine learning approaches for accurately detecting attacks
and anomalies in IoT systems. The machine learning algorithms
used included Logistic Regression (LR), Support Vector Machine
(SVM), Decision Tree (DT), Random Forest (RF), and Artificial Neu-
ral Network (ANN). The conducted experiments indicated RF as
the best-performing algorithm with an accuracy of 99.4%. This
study utilized a dataset with approximately 450,000 samples and
encompassed seven different types of attacks.

In [23], a new security and attack detection system is presented,
using a DL model to detect malicious devices efficiently. The pro-
posed mechanism employs a Convolutional Neural Network (CNN)

2https://www.unb.ca/cic/datasets/ddos-2019.html

for precise data extraction and utilizes the Long Short-Term Mem-
ory (LSTM) model for classification. Data were collected from a set
of IoT devices, twenty of which were Raspberry Pi infected with
various malicious codes, and only three devices with network traffic
were considered normal. Eight different types of attacks were used
in the experiment, and the method achieved an accuracy of 96%.

[20] presented a set of Machine Learning-based DDoS Attack
Detection (DAD) strategies and the integration of SDN state data
planes, with a particular focus on SYN flood attacks in the Trans-
mission Control Protocol (TCP). The authors introduce stateful data
planes to reduce latency in data forwarding and quicker access to
critical network resources for ML algorithms, resulting in a faster
response and reduced attack-induced damage. Four ML algorithms,
RF, KNN, SVM, and ANN, were evaluated in this research for DDoS
attack detection, and the test results showed that attack detection
can achieve accuracy, precision, recall, and F1 score above 98% in
most cases, with a time reduction to less than 200 𝜇𝑠 when P4 is
used for feature extraction.

Combining different algorithms to achieve improved results is
also addressed in [12]. This article utilized the Long Short-Term
Memory and Naive Bayes algorithms to handle Denial of Service
(DoS) attacks in P4-based Software-Defined Networks. The devel-
oped model achieved an accuracy of 88% on the SDN-DL dataset,
98% on NSL-KDD, and 96% on CICIDS2017. Finally, the authors
compared the developed technique with machine learning and deep
learning methods.

In this regard, several studies have focused on machine learning
algorithms for attack detection, while research combining deep
learning algorithms with the P4 language remains more scarce.
Most of the works presented collect data and perform attack detec-
tion outside the IoT environment. Typically, the data is forwarded to
the cloud or a desktop where the learning model, whether machine
learning or deep learning, is located, and from there, incoming
traffic is classified. The few identified studies that combine Deep
Learning and P4 have only been applied to DDoS attacks, excluding
other types of attacks from their experiments. With the growing
adoption of these core concepts, research involving deep learning
models and using the P4 language in attack mitigation is essential
to enhance IoT network security.

In this work, both detection and mitigation are performed di-
rectly on the IoT device, eliminating the need to send packets for
external classification, which could result in higher latency. Cover-
age of various types of attacks is also an important feature of this
solution, as the algorithms were trained on a dataset containing
14 types of attacks. Besides, the proposed solution demonstrates
adaptability to different devices, with an integrated development
approach that allows it to operate at any point in the IoT network.

4 MATERIALS AND METHODS
This work presents a comparative study between three deep learn-
ing algorithms, evaluating their results using cross-validation. The
selected metrics were accuracy, precision, recall, and F1 score. Addi-
tionally, we present an architecture that combines a deep learning
algorithm with the P4 language for detecting and mitigating attacks
in IoT networks. We also assess CPU and memory consumption



SBSI’25, May 19 – 23, 2025, Recife, PE Antônia Mayara de A. da Silva, Michel Sales Bonfim, Arthur de Castro Callado, and Enyo José T. Gonçalves

while running the solution on an SBC device. The following sub-
sections provide further details on the methods and tools used.

Figure 1 illustrates the stages necessary for developing themethod-
ology. The first stage involved defining the models and hardware
used. In the second stage, the selected models were tested and eval-
uated. The third stage focused on architecture planning, defining
both functionality and employed technologies. In the fourth and
final stage, the proposed solution was developed and tested.

Architecture planningTraining and testing 
of the models

Development and 
testing

Algorithm and
Hardware Definition

Figure 1: Employed methodology.

4.1 Algorithm and Dataset Selection
The selection of the algorithms was based on a literature review to
identify which deep learning algorithms achieved the best results
in traffic classification. The CNN was chosen for its high capa-
bility to identify specific patterns in network packets, extracting
important features without the need to model long-term temporal
dependencies.

The choice of the LSTM algorithm was due to its ability to ana-
lyze data patterns over time. Since network traffic occurs sequen-
tially, LSTM can capture relationships between packets and detect
anomalies. Additionally, this algorithm handles complex data well
without losing important information.

GRU is a simplified alternative to LSTM, with fewer parameters
and lower computational consumption. Including this algorithm al-
lows for an evaluation of whether a lighter architecture can achieve
performance similar to LSTM, providing a comparison between
computational cost and effectiveness in detecting malicious traffic.

Although LSTM and GRU are both recurrent neural networks,
they handle memory differently, which can impact their final per-
formance. In our study, LSTM and GRU are used to assess how
these differences affect traffic detection in IoT networks. Despite
their similarities, variations in memory management may lead to
different results in certain applications.

After defining the algorithms, the research was focused on iden-
tifying data sets with a focus on attacks on IoT networks. Among
the datasets found, Edge-IIoTset [7] was chosen. The choice for
Edge-IIoTset was due to the scope of dataset. This dataset was de-
veloped to validate proposed security solutions for IoT networks
and employs more than ten types of IoT devices to collect traffic,
resulting in 14 types of attacks, including DoS/DDoS, man in the
middle and malware attacks. Edge-IIoTset uses the Zeek tool to
extract features and makes the .pcap files of each capture available.
An important characteristic of this dataset is its coverage of the
seven layers in defining the scenarios. The main technologies used
in IoT were implemented at each layer, seeking to develop accurate
and complete traffic.

4.2 P4Pi
Currently, various devices support the P4 language, including pro-
grammable network interface cards (NICs), bare-metal switches,
and FPGAs. Additionally, some platforms facilitate the development
and testing of P4 programs, such as P4Pi [16].

P4Pi is a platform developed by the P4 EducationWorking Group
with the goal of popularizing the teaching and use of the P4 lan-
guage on low-cost hardware, such as the Raspberry Pi. Although
the initial objective was to facilitate learning P4, its development
on an SBC device emerges as an alternative for implementing pro-
grammable switches on devices with computational limitations.
Furthermore, P4Pi supports various networking technologies, such
as stateful forwarding, packet filtering, NAT (Network Address
Translation), and load balancing. This platform leverages the DPDK
library, which assists in packet processing and optimization in the
data plane, as well as the T4P4S3 compiler and the P4Runtime4 API.

4.2.1 T4P4S. We chose the T4P4S compiler for this experiment,
a framework that functions as a target-independent compiler for
protocol-independent packet processors. In its initial version, P4Pi
includes T4P4S as the default compiler, and it is compatible with
various versions (including P414 and P416. It supports a DPDK-
based software switch. There is also the P4C compiler, but for P4Pi
devices, it exhibited a lower performance when compared to T4P4S
[16].

4.2.2 P4Runtime. The P4Runtime API is an interface developed
for the control plane to control the behavior and elements of the
data plane, acting as a link between the two layers. It is used for
state manipulation and adding rules to tables. Its creation aimed
to make communication between the controller and P4 switches
easier and more abstract, enabling the execution of more complex
monitoring operations.

5 P4-DL Architecture
The proposed architecture was developed to detect and mitigate
malicious traffic, as illustrated in Figure 2. Data traffic can originate
from the broader internet via the Ethernet interface or from devices
connected to the Wi-Fi interface. Regardless of the source, the
traffic must pass through the P4 switch on the Raspberry Pi 4. The
necessary features are extracted by switch and sent to the decision
module, which is composed of the DL model that achieved the best
performance in the tests and the controller responsible for adding
the rules. If the traffic is classified as benign, it continues normally,
but if it is classified as an attack, a new rule is added to ensure the
discarding of new malicious packets.

Deep Learning algorithms are complex and consume a lot of
computational resources. To execute these algorithms in limited
environments, such as IoT, the OpenVINO platform is a commonly
used. In this work, OpenVINO will be utilized to optimize Deep
Learning models and run them on Raspberry Pi. It is worth men-
tioning that Raspberry PI 4 supports OpenVINO Runtime5.

3https://github.com/P4ELTE/t4p4s
4https://p4.org/p4-spec/p4runtime/main/P4Runtime-Spec.html
5https://docs.openvino.ai/2022.3/home.html
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Decision Module

Switch P4

Inference Model 
+ 

Controller

Traffic

Normal Traffic

Attack

IoT network 

Figure 2: Architecture model.

5.1 Hyperparameter definition
For training and testing the three algorithms, the hyperparameters
were defined in a similar way. To perform cross-validation, the
dataset was divided into 5 folds, with parameters set to shuffle the
data before splitting and the random_state set to 42.

In all three models, an initial layer was created to filter the data
input and map the main characteristics, followed by a layer for
dimensionality reduction. The CNN also has a convolutional layer,
a pooling layer for more complex data extraction, a Flatten layer
to convert the features into a unidirectional vector and a dense
layer with 15 output units. The LSTM model, in addition to the two
initial layers, has an LSTM layer with 50 units for processing the
data sequence, a dropout layer with a value set at 0.5 to prevent
overfitting during the training, a Flatten layer, a dense layer with 64
input units for assigning weights and a dense layer with 15 output
units. The GRU, like the others, still contains two GRU layers with
50 units each, interspersed with two dropout layers with values
fixed at 0.5, a Flatten layer and a dense layer with 15 dropout units.
exit.

To compile the three models during the training process, the
ADAM optimizer was chosen. As for the loss function, the function
sparse_categorical_crossentropy was defined, this option is widely
implemented to deal with data that contains many classes.

5.2 P4 implementation
The use of the P4 programming in this solution aims to ensure
processing speed and network flexibility. Our P4 program has been
implemented to extract the features required by the DL algorithm
and to support rules for blocking malicious traffic.

We extended a traffic filter code available in the official P4Pi
repository [9] to create our mitigation mechanism. Then, the code
was compiled and validated using the IPerf tool, where a server was
created on the Ethernet interface and a client connected to the Wi-
Fi interface. In a P4 implementation, it is common to define headers
only up to layer four at most. In our implementation, we defined
the headers related to the application algorithms by accessing the
payloads of the transport layer protocols.

For feature extraction, the data was sent to the classifier via di-
gests. The extraction is performed with the help of in-band network
telemetry (INT), using the eXport Data (XD) mode of operation.
INT-XD works by sending telemetry data directly to the controller
without altering the original packet [3]. In this mode, each node is
responsible for creating the instructions and collecting the neces-
sary data. To avoid overhead, a digest was defined for each protocol,
extracting the corresponding fields required for the inference model.
In the switch, the structures for each digest are defined with the
protocol header information, and an action is created to collect and
prepare the data for sending. The sending is done conditionally: for
example, if the packet is TCP, the switch checks the destination port.
If the port matches the default port for MQTT, HTTP, or MBTCP,
the switch will send, in addition to the TCP digest, the correspond-
ing protocol digest. If the destination port does not match any of
these defined ports, the switch will send only the TCP protocol
digest. The same type of check occurs with UDP. When the packet
is ICMP, only the digest for this protocol is sent, with no additional
verification required.

Figure 3 presents the structure of each table in the P4 switch. The
three tables receive exact-type data and have two actions associated
with them. During the rule creation process, the tables are populated
according to the protocol of the verified packet.

One of the fundamental parts of the P4 code is Apply. When
starting, it initializes a variable with a value of 0 and a check is
made to see if the IPv4 header is valid and if the TTL is not zero.
Once both conditions are met, it checks whether the ICMP packet
is valid and whether the variable is still zero. After that, it searches
the rules table for any rule that matches the analyzed header; if
positive, updates the variable to 1. The exact process is repeated for
TCP and UDP headers in their respective tables. Finally, check the
value of the variable; if it is 1, the packet is discarded. Additionally,
a Python controller was developed to receive the inference results
and add rules to the tables. In Figure 4, we present an excerpt from
the Apply block of code.
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table idps_icmp_exact {
        key = {
            hdr.ipv4.srcAddr: exact;
            hdr.ipv4.dstAddr: exact;
        }
        actions = {
            drop;
            NoAction;
        }
        size = 1024;
        default_action = NoAction();
}

table idps_udp_exact {
        key = {
            hdr.ipv4.srcAddr: exact;
            hdr.ipv4.dstAddr: exact;
            hdr.udp.srcPort:  exact;
            hdr.udp.dstPort:  exact;
        }
        actions = {
            drop;
            NoAction;
        }
        size = 1024;
        default_action = NoAction();
    }

table idps_tcp_exact {
        key = {
            hdr.ipv4.srcAddr: exact;
            hdr.ipv4.dstAddr: exact;
            hdr.tcp.srcPort:  exact;
            hdr.tcp.dstPort:  exact;
        }
        actions = {
            drop;
            NoAction;
        }
        size = 1024;
        default_action = NoAction();
    }

ICMP table UDP table TCP table

Figure 3: Table structure.

apply {
        bit<8> dropped = 0;
        if (hdr.ethernet.isValid() && hdr.ethernet.etherType == 

0x0806) {
            if (idps_arp_exact.apply().hit) {
                dropped = 1;
            }
        } else if (hdr.ipv4.isValid()) {
            if (hdr.tcp.isValid() && dropped == 0) {
                if (idps_tcp_exact.apply().hit) {
                    dropped = 1;
                }
            } else if (hdr.udp.isValid() && dropped == 0) {
                if (idps_udp_exact.apply().hit) {
                    dropped = 1;
                }
            } else if (hdr.icmp.isValid() && dropped == 0) {
                    if (idps_icmp_exact.apply().hit) {
                    dropped = 1;
                }
            }
        }

if (dropped != 1) {
            if (hdr.ipv4.protocol == 1) {
                send_digest_icmp();
            }else if (hdr.ipv4.protocol == 17 && hdr.udp.dstPort

  == 53){
                send_digest_udp();
                send_digest_dns();
            }else if (hdr.ipv4.protocol == 6 && hdr.tcp.dstPort ==
  80){
                send_digest_tcp();
                send_digest_http();
            }else if (hdr.ipv4.protocol == 6 && hdr.tcp.dstPort == 

1883 && hdr.mqtt.msgType == MQTT_PUBLISH){
                send_digest_tcp();
                send_digest_mqtt_publish();
            }...
            }

standard_metadata.egress_port = 
(standard_metadata.ingress_port + 1) % 2;

Figure 4: Apply block.

5.3 Decision Module
Figure 5 illustrates how the solution’s decision module operates.
This module corresponds to a Python program that communicates
with the P4 switch through P4Runtime. After feature extraction
by the switch, the digests are received by the feature collector
and converted into the format required by the inference model.
Subsequently, the packets classified as attacks are directed to the
rule manager, which adds the rules to the correspondence table.

5.3.1 Feature Collection. In this submodule, the received digests
are separated into variables defined for each field. At this stage,
when necessary, the data is converted to decimal format. With
the correct format, the information is stored in a matrix and then
consumed by the inference model. Figure 6 shows an example of
how these digests work.

5.3.2 InferenceModule. The inferencemodule runs on a new thread,
with each row of the received matrix representing a new input to
the model. Before the inference is executed, data processing occurs,
including column conversion and missing data filling. The data
related to the source and destination IP addresses and ports are

Switch P4

Decision Module

Feature
Collection

Inference
Module

Rule
Management

Figure 5: Decision Module
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send_digest_tcp(){
                  digest<digest_data_tcp>(ID, {

                hdr.ipv4.srcAddr, 
               hdr.ipv4.dstAddr,

            hdr.tcp.srcPort,
            hdr.tcp.dstPort,
           hdr.tcp.ackNo, 

               hdr.tcp.checksum, 
             hdr.tcp.seqNo    

});

digest_data = {
            "digest_id": digest.digest_id,

            "src_addr": src_ip,
            "dst_addr": dst_ip,

            "srcport": tcp_srcport,
            "dstport": tcp_dstport,
            "protocolo": protocolo,

            "tcp.ack_raw": tcp_Ack_raw,
            "tcp.checksum": tcp_checksum,

            "tcp.seq": tcp_seq
        } 

In the switch In the controller

Figure 6: Example of digest operation.

stored before the inference begins to be used later if the model
classifies the packet as an attack.

5.3.3 Rule Management. Figure 7 presents an example of rule cre-
ation. First, the classifier must detect the packet as an attack. Then,
the driver retrieves the necessary data to create the rules, which
are then inserted into the switch’s rule table. For creating an ICMP
rule, the source and destination IP addresses are required. For UDP
and TCP rules, in addition to the IP addresses, the source and des-
tination ports are also necessary. By default, each table supports
1024 rules. As this limit is reached, older rules are deleted to allow
for the insertion of new ones.

6 EVALUATION AND DISCUSSION
Initially, we trained and tested three algorithms—CNN, LSTM, and
GRU—and analyzed the results of the Accuracy, Precision, Recall,
and F1 score metrics. For this algorithm selection phase, we used the
Edge-IIoTset dataset. The selected algorithms were trained accord-
ing to pre-established parameters and evaluated using the K-fold
cross-validation technique. Next, we converted the algorithms us-
ing the OpenVINO tool to enable their execution on the Raspberry
Pi. We ran the three algorithms and re-evaluated accuracy, adding
assessments of CPU and RAM consumption. Finally, we selected
the algorithm with the best results for the final version of the ar-
chitecture.

6.1 Cross-validation
This technique randomly divides the dataset into k iterations, where
each iteration tests the model with the reserved portion and uses
the remainder for training. Therefore, the tests are performed with
data the model has not seen before. For this stage, the number of
defined iterations was 5.

Figure 8 shows the results of the three algorithms when eval-
uating accuracy. In the first fold, the CNN and LSTM algorithms
presented similar results, above 99%, while the GRU algorithm
started with results slightly lower than the others, with 95%. In the
following folds, the GRU algorithm saw an increase in its results
and approached CNN and LSTM with a value greater than 99%.

Figure 9 presents the results of the precision metric of the CNN,
GRU and LSTM algorithms. In the first folds, the CNN and LSTM
algorithms achieved similar values, while the GRU presented lower
precision with results close to 98%. In the other tests, the results
followed the same pattern, with CNN presenting superior results
to the other two algorithms.

The results of the Recall metric are presented in Figure 10. As
identified in previous tests, GRU remained the algorithm with the

lowest values and the CNN and LSTM algorithms obtained very
close results. The results achieved showed 94% recall in the GRU
algorithm and 96% in the CNN and LSTM algorithms.

Finally, Figure 11 presents the results of the F1 score metric.
The CNN algorithm started testing with values around 98% and
remained stable throughout the 5 folds. The same was observed in
the LSTM algorithm, where the results of all tests obtained values
between 98% and 99%. The GRU algorithm presented results in the
range of 96% to 97% in the 5 interactions.

Table 1 presents the average values of the results of the three
algorithms.

Table 1: Average of algorithm results.

Algorithms Acc (%) Pre (%) Rec (%) F1 score (%)
CNN 99.9 99.8 97.7 98.7
GRU 99.0 98.8 94.2 96.5
LSTM 99.7 99.5 97.5 98.1

In general, the three algorithms presented similar results when
executing these steps. However, it is important to highlight that the
CNN algorithm presented better results than the others in three of
the four metrics evaluated, while the GRU algorithm obtained the
lowest values in the fourmetrics collected. The inferior performance
of the GRU algorithm can be explained by the combination of the
simplicity of its structure and the complexity of IoT traffic data,
which requires analysis of local and temporal patterns, areas in
which CNN and LSTM excel. Compared to LSTM, GRU is lighter
and faster; however, this reduction in complexity can compromise
its ability to identify patterns. Hyperparameter tuning could also
have contributed to these results; however, we seek to standardize
the definition of architectures and tests to allow a fair comparison.

6.2 Experiment Configuration
To evaluate the algorithms on the Raspberry Pi, the switch was
configured to extract and send the features to the classifier. The data
can be sent to the controller either through mirroring or digests.
The choice to send summaries was made to avoid overloading the
controller, which receives only the necessary data and not the entire
packet.

The developed controller contains the DL algorithms already
converted with the help of OpenVINO into the intermediate rep-
resentation (IR) format. The implementation is divided into two
threads: the first receives the digest data and organizes it into a
queue, while the second executes the inference model, consumes
the data, and creates the rules when necessary.

6.3 Performance Analysis
To evaluate the performance of each algorithm on the Raspberry Pi,
the Tcpreplay tool was used. The tests aimed to determine which
algorithm presented the highest percentage of correct classifications
and the lowest CPU and RAM usage for performing inferences. To
reproduce the traffic with Tcpreplay, a capture of normal Message
Queuing Telemetry Transport (MQTT) traffic and a capture of Port
Scanning attacks from the Edge-IIoTset dataset, containing a total
of 15,278 packets, were used.
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Attack

Classifier

ipv4.srcAddr c0 a8 07 37 ipv4.dstAddr c0 a8 07 3e

srcPort 07 5b dstPort eb a2

192.168.7.55 192.168.7.62

1883 60322

Figure 7: Example of Rule Creation

Figure 8: Accuracy of the three algorithms.

Figure 9: Precision of the three algorithms.

After conducting the tests, the CNN, LSTM, and GRU algorithms
achieved similar results in the OpenVINO implementation. Table
2 presents the results of the accuracy and total inference time
metrics for the generated traffic. The LSTM algorithm reached a
correct classification rate of 96.93%, while the CNN achieved 95.60%
accuracy in predictions, and the GRU correctly classified 93.95% of
the packets.

When analyzing the waiting time for each algorithm to finish
the classification, CNN was the algorithm that finished this process

Figure 10: Recall of the three algorithms.

Figure 11: F1 score of the three algorithms.

Table 2: Evaluation on the Raspberry Pi.

Metrics CNN LSTM GRU
Accuracy (%) 95.60 96.93 93.95
Total time (s) 7.128 12.815 12.230

the fastest. In LSTM, the package took around 12.815 s to complete
the package inference. In GRU, the estimated time to complete this
step was 12.230 s. The CNN algorithm completed this step in 7.128
s.
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Using the Netdata6 tool, we collected data on CPU and RAM
usage during the tests. As shown in Figure 12, when only the con-
troller is running, the average CPU usage remains around 55%.
When the classifier is started, a peak in CPU usage is observed
across all three algorithms: in the CNN and GRU algorithms, the
peak reaches approximately 80%, while in the LSTM algorithm, the
peak reaches up to 90%.

In Figure 12, we also identified an increase in CPU usage when
Tcpreplay was started. As expected, there was a significant rise
in all three algorithms. The average CPU usage while the CNN
algorithm was running stabilized at 85%. For the LSTM, the average
CPU usage was 91%. Finally, the GRU algorithm had an average
consumption value of 89% during traffic execution.

0

25

50

75

100

CNN LSTM GRU

CPU

Figure 12: CPU usage.

In summary, the CPU usage peaks and averages reflect the char-
acteristics of each model and the demands of each stage (control,
classification, and traffic). CNN, being less complex, consumes less
CPU, while LSTM, requiring more sequential processing, is more
resource-intensive. GRU, despite being less complex than LSTM,
still demands a high level of CPU due to its temporal dependencies.

The execution of the controller also caused an increase in RAM
usage on the Raspberry Pi. Figure 13 illustrates how this increase
occurred for each algorithm. The CNN and GRU algorithms showed
similar growth, with averages of 3.32 and 3.31, respectively, while
the LSTM algorithm reached an average of 3.51.

Among the reasons justifying the higher RAM usage by the
LSTM algorithm is the model’s greater complexity. Unlike CNN
and GRU, its internal structure requires more robust processing of
inputs to handle both long-term and short-term memory.

Thus, the results demonstrated that, after implementing the al-
gorithms on the Raspberry Pi, the values obtained by the three
algorithms did not show significant variation in classification ac-
curacy, although the LSTM was slightly superior to the others.
However, the CNN was faster than the other algorithms in criti-
cal metrics for many environments: inference execution time and
resource consumption (in this work, we evaluated CPU and RAM
usage), making it the chosen algorithm for the final implementation
of the solution.

6https://www.netdata.cloud/
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Figure 13: RAM Usage.

The final version with the CNN algorithm showed promising
results. Considering that the tests were conducted in a real environ-
ment, the time spent on packet classification is minimal, making it
suitable for implementation in real-time attack detection. The algo-
rithm’s accuracy shows a high percentage of correct predictions.
The dataset used contains a considerable variety of attacks, and still,
after conversion, the model achieved a result above 95%. During
the tests, resource consumption showed some spikes that deserve
attention. It is important to emphasize that the implementation of
this solution should be done on a device dedicated exclusively for
this purpose. The average values are acceptable and did not impact
the solution’s performance, but they should be monitored in the
long term to prevent an increase in latency.

6.4 Threats to validity
The validity of experimental results is a key factor in research in-
volving experimentation. As cited by [26], it is essential to consider
and mitigate various threats to validity. Among these, four key
aspects should be addressed: internal validity, external validity, con-
struct validity, and conclusion validity. Regarding internal validity,
an important consideration is the configuration of hyperparame-
ters. Inadequate configurations can compromise results, leading to
unfair comparisons between algorithms. To minimize bias, cross-
validation was used for model partitioning and evaluation. Addi-
tionally, the reliance on tools like OpenVINO was recognized as
a potential influence on the results, especially if its limitations or
specific optimizations are not applicable to other scenarios. To mit-
igate potential threats to external validity, a dataset was selected
that includes all traffic generated by IoT network devices, along
with 15 distinct types of attacks. The dataset contains both .pcap
and CSV files, and its documentation specifies how data classifi-
cation and labeling were performed. Another important aspect is
that the solution allows deployment at different points within an
IoT network, increasing its applicability to various scenarios. It
can be implemented either in a central location or at the network
edge, providing flexibility and adaptability. In our approach, the
solution operates between the Broker and IoT devices. Networks
such as smart homes and industrial IoT networks typically follow
this configuration and could serve as potential deployment scenar-
ios. One limitation is that the algorithms were trained with MQTT
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packet data. If the network uses a different protocol, such as CoAP,
retraining will be necessary, along with the inclusion of mandatory
fields in the P4 switch. For construct validity, the experiment consid-
ered multiple evaluation metrics, including standard performance
metrics such as accuracy, precision, recall, and F1-score, as well as
resource consumption metrics (CPU, RAM, and processing time)
to provide a more comprehensive assessment. Finally, regarding
conclusion validity, we considered the selection of a limited fraction
of the dataset for evaluation on the Raspberry Pi, which may not
fully encompass the diversity of attacks available.

7 CONCLUSION
This work addresses one of the main challenges faced by IoT net-
works: security. Our work is based on General Systems Theory by
treating IoT networks. In practice, the solution combines attack
detection and mitigation, increasing the security of these systems.
We compared different DL algorithms, considering the growing
application of these techniques and the need for studies in this
area. Additionally, we introduced an architecture for detecting and
mitigating attacks by combining the DL algorithm with the P4 lan-
guage, an emerging language for programming data planes. Three
DL algorithms were selected, and their accuracy, precision, recall,
F1 score, inference time, and CPU and RAM usage were evaluated.
In the first tests, the results showed a balance between the algo-
rithms, with very small differences in the metric values, with CNN
being slightly superior. With the implementation of the algorithms
on the Raspberry Pi and the conversion of the models using Open-
VINO, the results showed slight variations, ranging from 93% to 96%.
However, considering the impact of implementing this architecture
on an SBC device, the evaluation of inference time and resource
consumption were the determining factors in the selection of the
CNN algorithm for the final version of the architecture.

It is important to emphasize that the developed architecture
covers a wide range of attacks, not limiting itself only to denial-of-
service attacks, which are mostly the target of research. Moreover,
the implementation of deep learning algorithms on SBC devices
for the purposes of this research represents a promising result for
the area of IoT network security, which faces challenges due to the
computational limitations of these devices.

In future work, we intend to introduce the detection and mitiga-
tion of adversarial attacks, which are attacks focused on impairing
the classification of machine learning and deep learning algorithms.
Another important step is to compare the performance of the archi-
tecture on another IoT device to assess the viability of the solution.
Finally, we plan to implement efficient rule management by deleting
the least used rules and dynamically adding new ones.
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