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Abstract. Research Context: Digital government increasingly relies on large-
scale data processing for public services. Ensuring citizens’ privacy while en-
abling data-driven value creation is a critical challenge for Information Sys-
tems (IS) in the public sector. Scientific and/or Practical Problem: Traditional
safeguards (e.g., access control, anonymization) are insufficient against reiden-
tification risks and inter-organizational data sharing demands. Public agencies
lack actionable guidance to select and deploy Privacy-Enhancing Technologies
(PETs) fitting legal, organizational, and technical constraints. Proposed So-
lution and/or Analysis: We synthesize categories and application patterns of
PETs (Differential Privacy, Secure Multiparty Computation, Homomorphic En-
cryption, Federated Learning, Trusted Execution Environments, Synthetic Data)
and analyze their suitability to government scenarios. We provide policy-to-PET
mapping using recent Brazilian federal decrees. Related IS Theory: Grounded
in Sociotechnical Systems (alignment of people, processes, and technologies),
Privacy by Design as a strategy, and Information Governance for accountability,
transparency, and risk management. Research Method: Concept-centric analy-
sis of PETs and their governance implications; document analysis of 2025 exec-
utive decrees mentioning personal data; analytic generalization to derive PET
selection rationales for public-sector 1S. Summary of Results: We (i) clarify
privacy vs personal data protection for design, (ii) categorize PETs by function
and lifecycle stage (data in use, input/output privacy), (iii) derive PET recom-
mendations for inter-agency collaboration, secure analytics, and transparency
(e.g., MPC/HE for cross-entity processing, Differential Privacy for open statis-
tics), and (iv) identify capability and governance gaps (skills, interoperability,
stewardship). Contributions and Impact to 1S area: We bridge PETs’ techni-
cal capabilities with IS governance needs in digital government, offering a ra-
tionale for PET selection under regulatory, organizational, and sociotechnical
constraints. The study advances responsible innovation in 1S, informs public-
sector architectures, and aligns with Brazil’s GranDSI-BR (2016-2026) by ad-
dressing ethics, transparency, and societal impacts of intelligent IS.

1. Introduction

Digital transformation has redefined how governments interact with citizens, with pub-
lic services increasingly mediated by digital platforms and intelligent information sys-
tems [Venson et al. 2024]. In Brazil, federal, state, and municipal governments here-
after referred to as digital governments have progressively adopted information and com-



munication technologies (ICT) to enhance transparency, efficiency, and citizen experi-
ence. This movement, initially reinforced by the Digital Governance Strategy (EGD)
[da Gestdo e da Inovagdo em Servicos Publicos 2016], aligns with the global shift to-
wards data-driven governance, but it also raises pressing challenges regarding privacy,
security, and ethical use of personal data [Porto et al. 2025, Rocha and Canedo 2025,
Braz and Canedo 2025, Spésito et al. 2025].

The expansion of digital services has led to unprecedented growth in the volume,
variety, and complexity of personal data processing [Spoésito et al. 2025a]. While offering
clear benefits to citizens and organizations, this scenario amplifies risks to privacy and
intensifies the need for robust governance models [Mahmodi Parchini et al. 2025]. Tradi-
tional safeguards, such as anonymization or access control, are insufficient in contexts of
large-scale integration and inter-organizational data sharing [Shahriar et al. 2025]. From
an Information Systems (IS) perspective, addressing this problem demands a sociotech-
nical approach that integrates people, processes, and technologies. Citizens, as data sub-
jects, require autonomy and trust; organizations must establish transparent and account-
able data governance; and technological mechanisms must ensure that services remain
both innovative and privacy-preserving [Saraiva et al. 2025].

Unlike the private sector, public organizations operate under constitutional prin-
ciples of legality, transparency, and public interest, which impose additional constraints
on the design and operation of digital services [Pedrosa et al. 2025]. In the Brazilian
context, public agencies are required to share data across institutions to support public
policies, while simultaneously ensuring compliance with the LGPD and sector-specific
regulations[Sposito et al. 2025]. This dual requirement creates unique challenges for the
implementation of Privacy by Design, as technical solutions must be aligned not only
with data protection principles but also with organizational, legal, and inter-institutional
governance structures[Azevedo and Canedo 2025]. As a result, approaches and technical
solutions commonly adopted in the private sector cannot be directly transferred to public
digital services without careful adaptation.

Privacy-Enhancing Technologies (PETs) emerge as a promising class of solutions
to reconcile innovation with fundamental rights. PETs encompass techniques such as
Differential Privacy [Dwork and Roth 2014, Nissim and Wood 2017], Secure Multiparty
Computation [Lindell 2020], Homomorphic Encryption [Kurth 2023], Federated Learn-
ing [Co-Operation and Development 2023], and Trusted Execution Environments (TEEs)
[Kurth 2023]. Unlike traditional approaches that protect data only at rest or in transit,
PETs extend protection to data in use, enabling secure computation, collaborative analyt-
ics, and responsible information sharing. They directly support the principle of Privacy
by Design [Andrade et al. 2022], reinforcing compliance with Brazil’s General Data Pro-
tection Law (LGPD) [Brasil 2018] and international frameworks such as the General Data
Protection Regulation (GDPR) [Parliament and Council 2018].

Nevertheless, PETs are not a silver bullet. Their effectiveness depends on the con-
vergence of legal, organizational, and technical measures. Implementing PETs in digital
governments requires overcoming barriers such as lack of technical expertise, fragmented
governance structures [Lemieux and Werner 2023, Razi et al. 2025, Saniei 2020], and
limited capacity for interoperability across public agencies [Kamm et al. 2023]. These
challenges highlight the strategic role of PETs in shaping not only technological infras-



tructures but also organizational processes and cultural attitudes towards responsible in-
novation in IS [Calvi et al. 2024].

Despite the increasing regulatory emphasis on privacy and data protection, re-
cent assessments indicate that the adoption of Privacy-Enhancing Technologies (PETSs)
in Brazilian public digital services remains limited and uneven. Reports from oversight
bodies and regulatory authorities highlight that privacy requirements are often addressed
through procedural or legal measures, with little guidance on how to operationalize them
through concrete technical solutions (e.g., oversight reports from Brazilian regulatory and
audit bodies)[Spésito et al. 2025, PUBLICOS 2024]. This gap between regulatory expec-
tations and practical implementation underscores the need for systematic approaches that
translate legal obligations into actionable technical and organizational mechanisms.

This study investigates how PETs can strengthen privacy and data protection in the
context of Brazilian digital governments. We analyze concepts and categories of PETs,
present current examples, and examine their alignment with sociotechnical principles of
IS. Furthermore, we conduct a case-based analysis of federal executive decrees published
in 2025 that explicitly regulate personal data processing, deriving recommendations for
PET adoption. In doing so, the paper contributes to the GranDSI-BR 2016-2026 by
addressing the grand challenge of ensuring ethics, responsibility, and social impact in the
development of intelligent information systems for public administration.

To address this gap, this paper makes the following contributions. First, it sys-
tematically analyzes recent Brazilian federal regulations related to digital government
and data protection, identifying concrete obligations that affect the design and opera-
tion of public digital services. Second, it establishes a structured mapping between these
regulatory requirements and Privacy-Enhancing Technologies, bridging legal, organiza-
tional, and technical perspectives within a sociotechnical Information Systems frame-
work. Third, it derives practical implications for public managers, system designers, and
policymakers, offering guidance on how PETs can support the operationalization of Pri-
vacy by Design in complex, inter-organizational public-sector environments.

The remainder of this paper is organized as follows. Section 2 reviews the back-
ground and related work on privacy, LGPD compliance, and PETs. Section 3 details
the research method, including the regulatory mapping, PETs categorization, and cross-
analysis. Section 4 reports the case-based results derived from Brazilian federal executive
decrees (2024-2025), presenting PET recommendations and their legal hooks. Section 5
discusses implications for Information Systems theory and digital government practice,
relating the findings to international frameworks and the Brazilian context. Section 6 ex-
amines threats to validity (construct, internal, external, and reliability). Finally, Section 7
concludes and outlines avenues for future work.

2. Background and Related Work

The consolidation of data privacy and personal data protection is a global con-
cern, with direct implications for Information Systems (IS). In Brazil, the General
Data Protection Law (LGPD) [Brasil 2018], inspired by the European Union’s GDPR
[Parliament and Council 2018], established a comprehensive framework for processing
personal data. It introduced principles such as purpose limitation, necessity, transparency,
and security, while also creating the National Data Protection Authority (ANPD). In



2022, Constitutional Amendment n° 115 elevated personal data protection to a funda-
mental right, reinforcing its centrality to digital government initiatives. However, stud-
ies show that Brazilian developers and organizations still face difficulties in interpret-
ing and operationalizing the LGPD, due to lack of practical guides, limited training,
and prioritization of functional over non-functional requirements [Peixoto et al. 2025,
Rocha and Canedo 2025, Spésito et al. 2025b, Matos et al. 2025].

Although privacy is constitutionally guaranteed (Article 5 of the Brazilian Con-
stitution) !, the rapid growth of digital platforms has exposed structural weaknesses.
Developers report barriers such as insufficient methodological support, absence of stan-
dardized tools, and the complexity of translating legal provisions into software require-
ments [Peixoto et al. 2025, Rocha and Canedo 2025, Spésito et al. 2025b]. Initiatives
such as taxonomies of privacy requirements aligned with ISO/IEC 29100 and LGPD
[Ferrao et al. 2024], privacy patterns catalogs [Neves Camélo and Alves 2023], and au-
tomated compliance tools have been proposed, yet adoption in industry remains limited
[Sposito et al. 2025b]. These challenges indicate the need for socio-technical approaches
that combine law, organizational processes, and technical design.

Privacy-Enhancing Technologies (PETs) provide technical mechanisms to opera-
tionalize legal and organizational requirements. Recent surveys [Razi et al. 2025] identify
four key categories of PETs widely used to strengthen privacy in IS: 1) Data Anonymiza-
tion: Techniques such as k-anonymity, [-diversity, and ¢-closeness aim to prevent re-
identification while balancing privacy and utility. Tools like ARX and sdcMicro are
applied in domains such as healthcare and government statistics; 2) Data Encryption:
Symmetric and asymmetric cryptography, together with advanced techniques like Ho-
momorphic Encryption, Attribute-Based Encryption, and Proxy Re-encryption, ensure
confidentiality during storage, transmission, and processing [Kurth 2023]; 3) Synthetic
Data Generation: Generative models (GANs, VAEs, copula-based approaches) create
artificial datasets that preserve statistical properties of real data without exposing indi-
viduals, enabling applications in healthcare, finance, and Al model training; and 4) Dif-
ferential Privacy: Introduces mathematically calibrated noise into queries or datasets,
providing quantifiable guarantees against re-identification even in large-scale analytics
[Dwork and Roth 2014].

Other emerging approaches include Federated Learning, Trusted Execution En-
vironments (TEEs), and privacy-preserving machine learning frameworks (e.g., PySyft,
TensorFlow Privacy) that enable computation on distributed or encrypted datasets while
maintaining privacy guarantees [Andrade et al. 2022, Razi et al. 2025].

The adoption of PETSs in IS is closely linked to frameworks and methodolo-
gies from Requirements Engineering. Approaches such as PriS, LINDDUN, SQUARE,
STRAP, and Secure Tropos provide systematic ways to elicit, analyze, and vali-
date privacy requirements [Spdsito et al. 2025b]. Privacy by Design (PbD) principles
[Andrade et al. 2022] advocate embedding privacy into the architecture of IS, shifting
from “privacy-by-policy” to “privacy-by-architecture”. Despite promising results in aca-
demic settings, their industrial application remains incipient in Brazil, reflecting the
broader challenge of aligning theory, regulation, and practice in sociotechnical contexts.

Thttps://www.planalto.gov.br/ccivil_03/Leis/L4320.htm



In this sense, PETs act not only as technological enablers but also as governance
instruments, reinforcing accountability, transparency, and trust in digital public services.
Their systematic adoption is essential for bridging the gap between compliance with
LGPD and the effective protection of citizens’ privacy in digital government ecosystems
[Saraiva et al. 2025].

From an Information Systems perspective, PETs should not be understood merely
as isolated technical mechanisms, but as sociotechnical artifacts whose effectiveness de-
pends on organizational processes, governance arrangements, and institutional capabili-
ties. In public digital services, their adoption requires coordination across agencies, align-
ment with legal interpretations, and integration into service design and data management
practices. This reinforces the need for approaches that go beyond cataloging technologies
and instead connect PETs to concrete regulatory and organizational requirements.

While these studies provide important insights into privacy regulation and the
technical capabilities of PETs, they largely remain at either a conceptual or technolog-
ical level, offering limited guidance on how legal requirements can be systematically
translated into actionable design decisions in public-sector digital services.

2.1. Tools and the Use of PETs in Brazilian Digital Governments

Recent initiatives have provided structured frameworks to support the choice and recom-
mendation of PETs for different processing scenarios. Examples include: (i) the ENISA
PETs Control Matrix [ENISA 2016], which evaluates online and mobile privacy tools
through generic and specific criteria such as maturity, usability, and technical proper-
ties; (i1) the TNO Decision Tree [TNO 2021], which guides organizations via an inter-
active process to identify applicable PETs (e.g., secure multiparty computation, feder-
ated learning, synthetic data, homomorphic encryption); and (iii) the UK-DSIT Adoption
Guide [Department for Science and Technology 2025], which emphasizes ethical gover-
nance and provides recommendations based on concrete use cases. These frameworks
illustrate international efforts to systematize the decision-making process regarding PET
adoption, highlighting both technical features and organizational aspects.

In Brazil, however, the effective use of PETs by digital governments remains in-
cipient. Motivations for their adoption are clear compliance with the LGPD, alignment
with ethical and legal principles [Porto et al. 2025], and the promotion of innovation and
inter-institutional collaboration but important challenges persist. Among them are the
lack of technical expertise within the public sector, limited awareness of PETs’ potential,
scarcity of national case studies, fragmented governance structures, and concerns about
the risks of adopting emerging and complex technologies [Saraiva et al. 2025]. Addition-
ally, infrastructural limitations and the heterogeneity of public agencies hinder interop-
erability and coordinated adoption. As a result, governments often resort to traditional
measures such as anonymization, while more advanced PETs remain underutilized.

Thus, while Brazil possesses a robust regulatory framework, including the LGPD
and ANPD resolutions, the translation of these norms into practical PET adoption still re-
quires capacity building, methodological support, and a cultural shift towards embedding
privacy-by-design into public information systems. Addressing these challenges is essen-
tial for enabling digital governments to act as promoters of PET adoption and to reinforce
citizens’ trust in public digital services.



In summary, existing research has extensively discussed privacy principles, regu-
latory frameworks, and individual PETs, but there is a lack of systematic approaches that
bridge these dimensions in the context of public digital services. In particular, prior stud-
ies rarely establish traceable links between concrete legal obligations and the selection or
combination of PETSs, nor do they address the organizational and governance implications
of such mappings. This gap motivates the present study, which aims to operationalize
Privacy by Design by aligning regulatory requirements with PETs within a sociotechnical
Information Systems perspective. These limitations reinforce the need for approaches that
explicitly map regulatory obligations to PETs in a traceable and context-aware manner.

3. Research Method

This study adopts a qualitative research design grounded in document analysis and
concept-centric synthesis. The objective is to investigate how Privacy-Enhancing Tech-
nologies (PETSs) can support compliance with Brazilian data protection regulation in the
context of digital government. The focus on decrees published in 2025 reflects the most
recent regulatory cycle of Brazilian digital government, allowing the analysis to capture
current policy priorities and unresolved challenges related to the operationalization of
privacy requirements.

The corpus is composed of three complementary sources: (i) Brazilian leg-
islation and regulation, including the LGPD (Law No. 13.709/2018) [Brasil 2018],
Constitutional Amendment n° 115/2022 2, and resolutions issued by the National
Data Protection Authority (ANPD)®; (ii) Federal Executive Decrees published in
2025%, which explicitly mention personal data processing and information security
in the context of digital government; and (iii) Scientific and technical literature
on PETSs, including international frameworks such as ENISA’s PETs Control Matrix
[ENISA 2016], TNO Decision Tree [TNO 2021], and the UK-DSIT Adoption Guide
[Department for Science and Technology 2025]. The research followed three main steps:

1. Regulatory mapping: systematic extraction of obligations, principles, and guide-
lines from the LGPD, constitutional provisions, ANPD resolutions, and selected
decrees. The objective was to identify explicit requirements (e.g., confidential-
ity, transparency, accountability) and implicit needs (e.g., interoperability, secure
sharing) that could be operationalized through PETs. This stage produced a struc-
tured matrix of regulatory demands.

2. PETs categorization: review and synthesis of PETs according to recent sur-
veys and technical reports, grouping them into functional categories such as
anonymization, differential privacy, synthetic data generation, federated learning,
and homomorphic encryption. For each category, we characterized strengths, lim-
itations, and potential applicability to government contexts. This step resulted in
a taxonomy of PETs tailored for digital public services.

3. Cross-analysis: alignment between the regulatory demands identified in Step 1
and the technical capabilities organized in Step 2. This stage aimed to generate
actionable PET recommendations by linking specific legal/organizational provi-
sions to PETs that could support compliance. The analysis produced mapping

Zhttps://www.planalto.gov.br/ccivil_03/constituicao/Emendas/Emc/emc115.htm
3https://www.gov.br/anpd/pt-br
“https://www4.planalto.gov.br/legislacao/portal-legis/legislacao-1/decretos 1/2025-decretos



tables indicating which PETs address which regulatory clauses, and under what
conditions they could be deployed in Brazilian digital government ecosystems.

Figure 1 illustrates the overall research design, highlighting the inputs, analytical
stages, and expected outcomes.

Inputs (Sources)
— Brazilian Laws and Regulations: LGPD, Const. Amendment 115/2022, ANPD guidelines

— Federal Executive Decrees (2025)
— Scientific/Technical Literature on PETs: surveys and adoption guides
— IS/RE References: Privacy by Design, LINDDUN, PriS, SQUARE, STRAP, Secure Tropos

Analytical Pipeline
Step 1 — Regulatory Mapping: (LGPD, ANPD, decrees)

Step 2 — PETSs Categorization: group by function/lifecycle
Step 3 — Cross-Analysis: regulatory demands — PET capabilities — digital gov applications.

Outputs (Expected Results)
— Identified regulatory gaps (missing technical guidance; unclear operationalization in decrees)

— PET recommendations per scenario
— Governance implications (roles, processes, accountability, capacity building)
— Decision-support artefacts (selection rationale, mapping tables, checklists)

Figure 1. Research method: inputs, analytical pipeline, and expected outputs.

The cross-analysis followed a qualitative, concept-centric approach, aiming at an-
alytical alignment rather than quantitative scoring. The resulting mappings should there-
fore be interpreted as contextual PET recommendations, not prescriptive technical man-
dates. This approach is consistent with Information Systems research, as it focuses on
the alignment between regulatory requirements, technological capabilities, and organiza-
tional decision-making in digital government contexts.

4. Results

Following the protocol in Section 3, we examined federal executive decrees published in
Brazil’s Didrio Oficial da Unido between Jan. 1 and Aug. 17, 2025, selecting only those
that explicitly mention the term “personal data”. Decrees of appointment/exoneration and
those merely creating or altering organizational charts were excluded. The analysis was
performed on the full text of each decree in isolation (besides LGPD), and all PET rec-
ommendations are educational in nature and context-dependent (organizational maturity,
datasets, risk, infrastructure, etc.)

The following subsections present the analysis of selected federal executive de-
crees. For each decree, we describe the regulatory context, identify privacy-relevant data
processing scenarios, and derive PET recommendations grounded in legal provisions and
organizational requirements. The tables synthesize these mappings, highlighting the rela-
tionship between PETs, their practical utility, and the corresponding legal justification.



4.1. Decree No. 12.574, of August 5, 2025: National Integrated Policy for Early
Childhood

This decree establishes the National Integrated Policy for Early Childhood (PNIPI), focus-
ing on the coordinated management of public policies for all Brazilian children. Although
the decree does not explicitly mention the term personal data, it requires the processing
of information related to socioeconomic, territorial and regional situations, as well as
ethnic-racial, gender, and disability characteristics. Consequently, it involves the process-
ing of data concerning vulnerable data subjects (children) and sensitive categories (e.g.,
ethnic-racial and disability data).

The combination of vulnerable and sensitive data heightens the risks of discrimi-
nation and re-identification, making compliance with the LGPD particularly challenging.
PETs are therefore essential to enable secure integration, sharing, and analysis of such
data across agencies while maintaining privacy protection. The PET recommendations
derived from this analysis are summarized in Table 1.

Table 1. PET recommendations for Decree No. 12.574/2025 (National Integrated
Policy for Early Childhood).

PET Application Utility Legal Justification
Secure Joint elabora- | Enables ministries | Intersectoral coordi-
Multi-Party tion of studies, | (Health, Education, | nation and federative
Computation | indicators, and | Social Assistance) to | articulation (Art. 1,
(SMPC) statistics on | collaborate securely | §1; Art. 2, VII-VIII);
early childhood | in  monitoring child | data integration and
without agencies | development without | strategic action plan
accessing  each | revealing the datasets | (Art. 5, §3; Art. 6;
other’s raw data under their custody Art. 7, III)
Homomorphic | Secure  sharing | Ensures confidentiality | Monitoring and
Encryption and processing | of data in transit and | evaluation with inte-
(HE) of sensitive, so- | storage, particularly in | grated data (Art. 5,
cioeconomic, and | cloud and integrated | §§1-2; Art. 7, III);
territorial ~ data | systems, while enabling | LGPD  compliance
for monitoring | computation over en- | (Art. 5, §6)
and evaluation of | crypted datasets
PNIPI
Differential Public  dissemi- | Minimizes re- | Publication of pro-
Privacy (DP) | nation of disag- | identification risk, | tected data (Art.
gregated data for | strengthens trans- | 5, §5); promotion
social control, | parency, and enables | of equity and anti-
policy-making, public monitoring of | discrimination (Art.
and academic | PNIPI without com- | 2, X); coordinated
research promising individual | monitoring and eval-
privacy uation (Art. 7, IV)

These PET recommendations illustrate how PETs can support intersectoral collab-
oration while mitigating risks of discrimination and re-identification in policies involving



https://www.in.gov.br/web/dou/-/decreto-n-12.574-de-5-de-agosto-de-2025-646726880
https://www.in.gov.br/web/dou/-/decreto-n-12.574-de-5-de-agosto-de-2025-646726880

vulnerable populations.

4.2. Decree No. 12.572, of August 4, 2025: National Information Security Policy

This decree establishes the National Information Security Policy (PNSI), providing struc-
tural guidelines for information security governance within the federal public adminis-
tration. Although the decree does not specify concrete categories of personal data to be
processed, it explicitly includes the protection of personal data as one of its principles
and objectives. The text also outlines classical PET recommendations of information se-
curity and governance, such as administrative controls and personnel training, which are
fundamental for effective implementation.

Because PETs are not limited to technological tools alone, this decree creates
opportunities to embed privacy-by-design approaches from the outset, balancing innova-
tion with information security and personal data protection. Such measures contribute
to building citizens’ trust in the safe use of their data by digital governments. The PET
recommendations are summarized in Table 2.

Table 2. PET-related recommendations for Decree No. 12.572/2025 (National In-
formation Security Policy).

PET/Measure | Application Utility Legal Justification
Access Control | Management of ac- | Reduces risks of | Public responsibility
and Identity | cess to systems and | unauthorized access, | and risk management
Management data, including au- | prevents policy vio- | (Art. 3, I and VI)

thentication, autho-
rization, and audit-
ing

lations, and supports
the principles  of
confidentiality  and
institutional account-
ability for information
security

Education and

Training of public

Fosters a culture of in-

Education as an in-

Training in | agents involved in | formation security, re- | strument for culture
Information the data lifecycle in | duces human errors, | (Art. 3, IV) and pro-
Security federal administra- | and raises awareness | motion of qualifica-
tion of best practices tion and continuous
culture (Art. 8, III

and I'V)
Governance, Development of | Ensures transparency, | Development of poli-
Standard- policies, regula- | accountability, and | cies, regulations, and
ization, and | tions, audits, and | alignment with es- | international cooper-
Auditing compliance assess- | tablished standards, | ation (Art. 8, II and
ments to ensure | reinforcing credibility | VI); auditing by the
effective implemen- | in public information | internal control sys-
tation of the PNSI security governance tem (Art. 9); respon-

sibilities of agencies
and entities (Art. 10)



https://www.in.gov.br/web/dou/-/decreto-n-12.572-de-4-de-agosto-de-2025-646197612

This decree reinforces that PET adoption in digital government depends not only
on cryptographic mechanisms, but also on governance structures, training, and account-
ability processes.

4.3. Decree No. 12.564, of July 24, 2025: Biometric Verification in Payroll-Deducted
Credit Operations

This decree regulates Article 2-1 of Law No. 10.820/2003 to establish procedures and
technical requirements for biometric identity verification of workers, their consent for the
processing of biometric personal data, and the use of electronic and digital signatures in
payroll-deducted credit operations for contracting and registration. The normative text
requires that public operators and financial institutions adopt biometric verification with
proof of life, ensuring the authenticity of individuals in payroll-deduction credit transac-
tions.

Although the decree identifies workers as the data subjects, it does not specify
which biometric modality may be used (e.g., facial recognition, fingerprints, or others).
The text explicitly cites the principle of authenticity and recommends multi-factor authen-
tication techniques as security mechanisms. The PET recommendations are summarized
in Table 3.

Table 3. PET recommendations for Decree No. 12.564/2025 (Biometric Verification
in Payroll-Deducted Credit).

PET/Measure | Application Utility Legal Justifica-
tion

Zero- Applied in biomet- | Eliminates the need to | Ensure authen-

Knowledge ric verification, al- | expose or transfer bio- | ticity of the

Proof (ZKP) | lowing the verify- | metric data to the finan- | contracting party
ing entity to confirm | cial institution, ensuring | (Art. 2); biomet-
that the biometric | stronger privacy protec- | ric  verification
data matches a valid | tion. Supports secure bio- | with proof of life
record without re- | metric verification with | (Art. 3, II, a)
vealing the biomet- | proof of life, guarantee-
ric itself ing authenticity of the
contracting party

4.4. Decree No. 12.561, of July 24, 2025: Mandatory Biometric Registration for
Social Security Benefits

This decree establishes the mandatory biometric registration for the granting, mainte-
nance, and renewal of federal social security benefits. The regulation requires the process-
ing of personal data from all citizens who are beneficiaries of social services, although it
does not specify the exact categories of data to be used in biometric registration and veri-
fication.

The decree explicitly states the interoperability between biometric databases of the
National Driver’s License (CNH), the Federal Police’s civil identification system, and the
National Civil Identification managed by the Superior Electoral Court, until the creation


https://www.in.gov.br/web/dou/-/decreto-n-12.564-de-24-de-julho-de-2025-644406570
https://www.in.gov.br/web/dou/-/decreto-n-12.564-de-24-de-julho-de-2025-644406570
https://www.in.gov.br/web/dou/-/decreto-n-12.561-de-23-de-julho-de-2025-643870556
https://www.in.gov.br/web/dou/-/decreto-n-12.561-de-23-de-julho-de-2025-643870556

of a unified Biometric Registry. It also reinforces the need to ensure security, privacy, and
protection of personal data in these processes. The recommendations are summarized in
Table 4.

Table 4. PET recommendations for Decree No. 12.561/2025 (Mandatory Biometric
Registration for Social Security Benefits).

PET/Measure | Application Utility Legal Justification
Homomorphic | Protection of | Enables secure valida- | Art. 2, §3 (inter-
Encryption biometric  data | tion without exposing | operability) and Art.
(HE) processing  dur- | raw biometric data, miti- | 4 (biometric verifica-

ing authenticity | gating fraud and leakage | tion)
verification, even | risks
in shared envi-

ronments
Secure Secure  collab- | Ensures protection of | Art. 2, §3 (inter-
Multi-Party oration  among | biometric data across | operability) and Art.
Computation | public agencies | different entities, pre- | 4 (biometric verifica-
(SMPC) for biometric val- | serving  privacy  in | tion)

idation  without | interoperability
revealing the full
datasets  under
their custody

4.5. Decree No. 12.560, of July 23, 2025: National Health Data Network and SUS
Digital Platforms

This decree creates the National Health Data Network (RNDS) and regulates the SUS
Digital Platforms, ensuring interoperability within the Unified Health System (SUS)
across the entire national territory. The RNDS is designed to integrate health, admin-
istrative, financial, and registration data related to health services and actions.

The decree encompasses all categories of data subjects, including children, ado-
lescents, the elderly, and other vulnerable groups. Although it does not list data cate-
gories explicitly, it mandates the processing of personal data revealing physical and men-
tal health information (therefore classified as sensitive), in addition to financial and regis-
tration data, whether from the present, past, or future.

It explicitly cites the principles of information security, privacy, confidentiality,
transparency, and the ethical and lawful use of data, in line with the LGPD. The PET
recommendations derived from this analysis are summarized in Table 5.

4.6. Decree No. 12.555, of July 16, 2025: Cabotage Program (BR do Mar)

This decree regulates the rules, criteria, and procedures to be observed by public and
private entities for the implementation, authorization, execution, and monitoring of the
Cabotage Incentive Program (BR do Mar), established by Law No. 14.301/2022. It also
regulates provisions of Law No. 9.432/1997 and Law No. 10.893/2004.


https://www.in.gov.br/web/dou/-/decreto-n-12.560-de-23-de-julho-de-2025-643871577
https://www.in.gov.br/web/dou/-/decreto-n-12.560-de-23-de-julho-de-2025-643871577
https://www.in.gov.br/web/dou/-/decreto-n-12.555-de-16-de-julho-de-2025-642515847

Table 5. PET recommendations for Decree No. 12.560/2025 (National Health Data
Network and SUS Digital Platforms).

PET/Measure | Application Utility Legal Justification
Homomorphic | Interoperability of | Supports secure ex- | Art. 2 (proportional-
Encryption personal and sensitive | traction of statistics, | ity); Art. 6 (confiden-
(HE) health data across | medical queries, au- | tiality and informa-
multiple entities, | dits, and population | tion security)
ensuring secure | studies, while rein-
computation without | forcing confidential-
exposing raw data ity in transit and
processing
Secure Collaboration among | Preserves  privacy | Art. 3 (secure inter-
Multi-Party multiple entities in | of patients and | operability); Art. 6
Computation | scenarios such as epi- | health profes- | (protection of data in
(SMPC) demic monitoring and | sionals,  enabling | federated access and
registry  integration, | inter-institutional broad sharing scenar-
without any entity | analyses  without | i0s)
accessing full datasets | undue exposure
from others
Differential Publication of reports, | Indispensable to | Art. 6 (principles of
Privacy (DP) | dashboards, and | ensure broad public | privacy, confidential-
public statistics (in- | access to Brazilian | ity, and efficiency);
cluding for research) | health information | Arts. 15-16 (dissem-
while minimizing | while safeguarding | ination and access to
re-identification risks | individual privacy information)

The decree specifies the requirements for navigation companies and the conditions
for vessel chartering. From its provisions, it can be inferred that personal data processing
primarily involves crew members and maritime workers, including sensitive data related
to health. It also provides for collaboration and data sharing between public and private
sector entities.

These aspects create opportunities for adopting PET's to ensure privacy-preserving
inter-institutional collaboration and to support transparency mechanisms. The recommen-
dations are summarized in Table 6.

This case highlights that PETs are also relevant beyond traditionally sensitive do-
mains such as health or social protection, extending to logistics and labor-intensive eco-
nomic programs.

5. Discussion

The analysis of federal decrees published in 2024-2025 revealed that, although Brazilian
digital government initiatives are progressively incorporating privacy and security prin-
ciples, there remain significant challenges in operationalizing these obligations into con-
crete technical measures. The recommendations presented in the Results section demon-
strate that Privacy-Enhancing Technologies (PETs) [Razi et al. 2025] provide actionable



Table 6. PET recommendations for Decree No. 12.555/2025 (Cabotage Program —

BR do Mar).

PET/Measure | Application Utility Legal Justification
Secure Collaboration among | Preserves privacy in | Art. 5 (oversight
Multi-Party multiple entities (e.g., | inter-institutional co- | of Brazilian crew
Computation | Ministry of Ports and | operation, enabling | admission); Art. 4
(SMPC) Airports, Ministry | federated analyses | (data  processing

of Labor and Em- | while preventing | for program mon-

ployment, ANTAQ) | undue exposure of | itoring); Art. 28

to jointly analyze | sensitive information | (reporting of health

crew and worker data events)

without revealing full

datasets
Differential Publication of dash- | Strengthens  trans- | Art. 22 (monitoring
Privacy (DP) | boards, reports, and | parency, social | of the BR do Mar

statistics derived from | accountability, and | Program)

BR do Mar data | public oversight

while minimizing | without compro-

risks of individual | mising individual

re-identification privacy

pathways to address these challenges, particularly when sensitive data and vulnerable
populations are involved. These recommendations should be understood as analytical
guidance rather than prescriptive solutions, as their feasibility depends on organizational
maturity and contextual constraints.

From a theoretical perspective, our findings align with the literature that em-
phasizes the persistent difficulties faced by Brazilian developers and organizations
in translating the LGPD into practice [Peixoto et al. 2025, Rocha and Canedo 2025,
Sposito et al. 2025b].  As highlighted by Ferrdo et al.  [Ferrdo et al. 2024] and
Camelo et al. [Neves Camélo and Alves 2023], the absence of standardized tools, tax-
onomies, and design patterns hinders the consistent adoption of privacy by design
[Andrade et al. 2022]. The decrees analyzed here illustrate this gap: while they incorpo-
rate LGPD principles (e.g., authenticity, transparency, confidentiality), they do not spec-
ify how such principles should be technically operationalized. Our mapping suggests that
PETs can act as socio-technical bridges between legal mandates and information system
implementations, reinforcing the socio-technical nature of privacy protection.

International frameworks such as ENISA’s PETs Control Matrix [ENISA 2016],
the TNO Decision Tree [TNO 2021], and the UK-DSIT Adoption Guide
[Department for Science and Technology 2025] provide structured decision-making
processes for PET adoption, balancing legal compliance, usability, and governance. Our
results echo these initiatives, but with a Brazilian focus: PETs such as Secure Multi-Party
Computation, Homomorphic Encryption, and Differential Privacy emerge as critical
for inter-institutional data sharing, biometric authentication, and the dissemination of
public statistics. Unlike these generic frameworks, our analysis grounds PET selection in



concrete regulatory mandates, explicitly linking legal provisions to technical mechanisms
in public-sector contexts. These findings extend prior studies by contextualizing PET
applicability to specific regulatory scenarios in the Brazilian public sector, such as the
National Integrated Policy for Early Childhood, the National Health Data Network, and
the BR do Mar Cabotage Program.

The discussion also highlights that PETs cannot be viewed as purely technological
artifacts. As observed by [Spésito et al. 2025a] and [Saraiva et al. 2025], their effective
adoption depends on organizational readiness, training of public servants, and robust gov-
ernance structures. This was evident in decrees such as the National Information Security
Policy, where recommendations centered not only on cryptographic tools but also on iden-
tity management, auditing, and capacity building. This reinforces the view that PETs act
as governance instruments, supporting accountability, transparency, and citizen trust in
digital services.

Moreover, the analysis points to the need for advancing research on the socio-
technical integration of PETSs, embedding privacy by design and PETs into the archi-
tecture and governance of digital public services. While academic contributions on
privacy patterns, taxonomies, and requirements engineering frameworks are advancing
[Sposito et al. 2025b, Andrade et al. 2022], their translation into government practice re-
mains incipient. The decrees studied illustrate both the opportunity and the urgency of
embedding privacy by design and PETs into the architecture of digital public services.
Bridging this gap requires interdisciplinary collaboration across law, computer science,
information systems, and public administration.

Finally, this study contributes to the broader IS research agenda by demonstrating
how empirical analysis of regulatory instruments can be combined with technical knowl-
edge from PETs to generate context-specific recommendations. By doing so, it responds
to the call for research that addresses the “Grand Challenges of Information Systems
in Brazil” (GranDSI-BR 2016-2026), particularly the challenges of digital governance,
transparency, and privacy in an era increasingly shaped by artificial intelligence and data-
intensive systems.

6. Threats to Validity

As with any qualitative study based on document analysis, this research is subject to
certain limitations that must be acknowledged. To enhance transparency and method-
ological robustness of the study, we discuss threats to validity across four dimensions.
Construct validity concerns whether the concepts analyzed were correctly identified and
operationalized. The analysis was limited to decrees explicitly referencing the term
“personal data”. As a result, some normative texts with indirect implications for pri-
vacy and data protection may not have been included. Furthermore, the mapping of
PETs to regulatory provisions was interpretative, based on the authors’ synthesis of le-
gal and technical sources. To mitigate this, the study relied on established frameworks
in privacy engineering [Sposito et al. 2025b, Andrade et al. 2022, Spdsito et al. 2025a,
Saraiva et al. 2025] and on international PET adoption guides [ENISA 2016, TNO 2021,
Department for Science and Technology 2025]. This scope was deliberately adopted to
ensure analytical consistency and traceability.

Internal validity relates to the causal inferences drawn from the analysis. This



study did not seek to establish causal relationships but rather to explore opportunities for
applying PETs in the context of Brazilian decrees. However, by focusing on textual analy-
sis only, we did not account for political, organizational, or technological factors that may
influence the implementation of these decrees in practice. The recommendations should
therefore be interpreted as illustrative rather than prescriptive. External validity refers to
the generalizability of findings. The decrees analyzed were restricted to the period be-
tween December 2024 and August 2025, which may not represent the entire regulatory
landscape of Brazilian digital government. Moreover, the recommendations are tailored
to the Brazilian context and may not be directly applicable to other jurisdictions, although
the methodological approach linking regulations to PETs can be adapted internationally.
Although the empirical scope is national, the analytical approach can be transferred to
other regulatory contexts with similar data protection frameworks.

Reliability addresses the consistency and replicability of the study. The analy-
sis followed a systematic process: (i) selection of decrees based on explicit mentions
of personal data; (ii) extraction of relevant provisions; and (iii) mapping to PETs using
theoretical and practical references. Nonetheless, because the mapping process required
interpretative judgments, different research teams might arrive at partially different rec-
ommendations. To mitigate this risk, we documented the analysis procedure and provided
detailed tables (Section 4) to support verification and replication.

In sum, while the study provides valuable insights into the applicability of PETs
in Brazilian digital government, its results must be interpreted in light of the methodolog-
ical boundaries. Future work should triangulate document analysis with interviews, case
studies, or empirical evaluations of PET adoption to strengthen construct and external
validity.

7. Conclusion

This study analyzed the role of Privacy-Enhancing Technologies (PETs) as strategic tools
and approaches to ensure the protection of personal data and the privacy of citizens in the
context of Brazilian digital government. The study showed that privacy and data protec-
tion, recognized as fundamental rights, must adapt to technological transformations and
the growing flow of information in a data-driven society. The exponential increase in per-
sonal data processing has demanded proportional responses, and PETs have emerged as
essential mechanisms to balance the legitimate use of personal data with the safeguarding
of individual rights.

Our findings highlight that PET adoption extends beyond technical mechanisms to
encompass organizational, legal, and cultural dimensions of data governance. Embedding
privacy by design into the architecture of systems and services requires not only techni-
cal safeguards but also robust governance structures and institutional cultures oriented
toward accountability and transparency. Although complex, PETs such as Homomorphic
Encryption, Secure Multi-Party Computation, and Differential Privacy offer viable and
proactive mechanisms to mitigate risks and support ethical and lawful data processing,
particularly in critical domains such as health, early childhood, and social security.

The case analysis of federal executive decrees published in 2024-2025 under-
scored both the opportunities and challenges of PET adoption in the public sector. While
the decrees reinforce LGPD principles authenticity, confidentiality, transparency, and



security they do not specify the technical pathways for operationalizing them. Our
mapping demonstrated that PETs can bridge this gap by providing actionable solutions
to enable secure interoperability, privacy preserving data sharing, and trustworthy dis-
semination of public information. These findings align with international frameworks
[ENISA 2016, TNO 2021, Department for Science and Technology 2025] while contex-
tualizing their application in the Brazilian regulatory environment. Our mapping demon-
strated that PETs can bridge this gap by providing actionable, regulation-grounded rec-
ommendations.

Despite their promise, PET adoption in Brazilian digital government still faces
significant barriers, including limited technical expertise, institutional resistance to adopt-
ing emerging technologies, and concerns about implementation costs and interoper-
ability. As highlighted in related studies [Peixoto et al. 2025, Rocha and Canedo 2025,
Spésito et al. 2025a, Saraiva et al. 2025], overcoming these challenges requires invest-
ment in capacity building, organizational readiness, and systematic governance practices.
Addressing these gaps will be crucial for enabling PETSs to move from academic propos-
als and international reports into sustained and large-scale adoption in the Brazilian public
sector.

In conclusion, the effectiveness of privacy protection in digital government de-
pends not only on advanced technologies but on a multidimensional approach that inte-
grates institutional, legal, technical, and cultural aspects. Strengthening data governance,
expanding the training of public servants, and systematically embedding PETs into digital
services are decisive steps toward supporting the development of a modern, transparent,
and trustworthy state one that respects and protects its citizens across all dimensions of
digital interaction.
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