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Abstract. Research Context: Generative Artificial Intelligence (GenAl), partic-
ularly Large Language Models (LLMs), is advancing rapidly, raising concerns
about privacy, data protection, risk management, and regulatory compliance.
Despite transformative potential, adoption remains immature and constrained
by ethical, technical, and legal limits. Scientific and/or Practical Problem:
Organizations, developers, and end users face risks of privacy violations, re-
identification, model inversion, and opacity. Current frameworks such as GDPR
and Brazil’s LGPD struggle to address GenAl’s complexity, leaving gaps be-
tween technical safeguards and legal obligations. Proposed Solution and/or
Analysis: We performed a systematic mapping focused on privacy-preserving
mechanisms, risk management frameworks, and compliance models applicable
to GenAl. We synthesize state-of-the-art approaches, their strengths and limita-
tions, and assess how they enable trustworthy adoption. Related IS Theory: The
study is grounded in information systems governance, privacy by design, and
responsible Al, using sociotechnical lenses integrating technological, organiza-
tional, and regulatory perspectives. Research Method: Following a protocol,
we searched four major digital libraries (ACM DL, IEEE Xplore, ScienceDirect,
SpringerLink), applied inclusion and exclusion criteria, and conducted qual-
ity assessment. From 1,138 initial studies, 44 were analyzed in depth, and 15
met all thresholds. Summary of Results: We identify four principal categories
of privacy techniques (differential privacy, federated learning, cryptographic
approaches, synthetic data), five risk management frameworks (e.g., NIST Al
RMF, MITRE ATLAS/AI Security), and compliance instruments (DPIA, confor-
mity assessment, FRIA). Comparative analyses reveal trade-offs among robust-
ness, scalability, and regulatory alignment. Contributions and Impact to the
IS area: This study consolidates mechanisms for addressing privacy, risk, and
compliance in GenAl, highlights gaps between technical safeguards and legal
requirements, and distills design implications for trustworthy systems. It sup-
ports scholars and practitioners in engineering responsible Al and informs IS
research agendas, organizational policies, and regulatory strategies for intelli-
gent information systems.



1. Introduction

Generative Artificial Intelligence (GenAl), especially systems based on Large Lan-
guage Models (LLMs), has advanced rapidly in recent years and currently enables
sophisticated automation in everyday tasks such as document summarization, lan-
guage translation, question answering, and human—machine conversational interaction
[Warudkar and Jalit 2024]. Beyond these tasks, GenAl supports a wide range of appli-
cations including content generation, creative processes, personalization, methodological
innovation, intelligent chatbots, and automated decision support [Master et al. 2024]. As
a result, GenAl systems are quickly permeating various domains such as healthcare, fi-
nance, industry, education, and government, largely driven by the integration of LLM-
based services offered by major technology corporations. Despite the transformative po-
tential, the adoption and integration of GenAl solutions have not been originally designed
with ethical principles, privacy guarantees, data protection rights, risk management, or
compliance with regulatory frameworks in mind [Rocha et al. 2023]. This creates a press-
ing need for maturity models and mechanisms that support responsible and trustworthy
adoption.

From the perspective of Information and Communication Technology (ICT) pro-
fessionals, additional challenges emerge: the need to align technical and legal aspects
throughout the software development life cycle, ensuring privacy by design from re-
quirements elicitation to system implementation [de Paula Porto et al. 2025]. At the same
time, academic, industrial, governmental, and societal initiatives have pointed to several
limitations: lack of transparency in model training, opacity in decision-making processes,
risks of privacy breaches in prompts, exposure to adversarial attacks, and weak control
mechanisms to prevent misuse or unintended consequences.

To address these challenges, this article reports the results of a systematic mapping
study (SMS) that investigates how privacy preservation, risk management, and regulatory
compliance have been approached in the context of GenAl. The study analyzed 1,138
papers retrieved from four major digital libraries, of which 44 were selected and 15 met
the established quality threshold. The results show that the main technical mechanisms
discussed include differential privacy, federated learning, cryptographic techniques, and
synthetic data generation; the main risk management frameworks identified include NIST
Al RMF and MITRE AI Security; and the main compliance instruments analyzed are
DPIA, CA, and FRIA. The findings highlight the trade-offs between robustness, scalabil-
ity, and regulatory alignment, while also revealing gaps between technical safeguards and
legal requirements. Therefore, this work provides a consolidated view of the state of the
art and points to future directions for research and practice on GenAl adoption.

2. Research Method

This study follows the Systematic Mapping Study (SMS) process as out-
lined by Petersen et al. [Petersenetal. 2015] and Kitchenham and Brereton
[Kitchenham and Brereton 2013a]. The protocol was carefully planned to ensure rigor,
transparency, and replicability, covering the following stages: definition of the research
question, search strategy, selection criteria, study selection, data extraction, and synthe-
sis. To guide the SMS, the following broad research question (RQ) was defined: RQ.1.
How are privacy, risk management, and regulatory compliance being addressed in



the development, deployment, and adoption of Generative AI (GenAl) systems, and
what are the implications for trust and responsible use?

This RQ is intentionally broad, as recommended for SMSs, to capture research
trends and classify contributions rather than evaluate causal effects. For the purpose of
analysis and synthesis, three complementary lenses were considered: L.1: Privacy and
Adoption: perceptions and concerns of users and developers, and their implications for
trust and organizational uptake of GenAl; L.2: Technical and Risk Mechanisms: pri-
vacy preserving techniques (e.g., Differential Privacy, Federated Learning, cryptography,
synthetic data) and risk management frameworks across the Al lifecycle, and L.3: Regu-
latory Compliance: alignment with data protection and Al governance instruments (e.g.,
GDPR/LGPD, DPIA, Conformity Assessment under the EU Al Act, FRIA) and associ-
ated challenges.

The literature search was performed in four major digital libraries widely used
in software engineering research due to their breadth and indexing quality: ACM
Digital Library, IEEE Xplore, ScienceDirect, and SpringerLink. Database specific
adaptations of the search string were applied to respect query syntax, and the full
protocol (search, screening, quality assessment, and extraction) was executed to en-
sure reproducibility. We developed a search string iteratively, following PICO (Pop-
ulation, Intervention, Comparison, Outcome) as suggested by Kitchenham and Char-
ters [Kitchenham and Brereton 2013b]. The final string was: ("Generative AI" OR
"GenAI") AND ("privacy" OR "data protection" OR "ethic*" OR
"GDPR") AND ("risk+" OR "mechanism*" OR "compliance"). Database
specific adaptations were applied to respect query syntax limitations. Searches were con-
ducted between March and September 2025 without time restrictions.

We defined objective inclusion (IC) and exclusion (EC) criteria, adapted from es-
tablished guidelines: IC1: Primary studies published in peer-reviewed venues (journals
or conferences); IC2: Studies addressing the research question; EC1: Secondary studies
(systematic reviews, mappings, surveys); EC2: Non-English publications; EC3: Studies
not available for download or with fewer than 5 pages; EC4: Duplicates or gray litera-
ture (blogs, theses, reports) ; ECS: Studies are not addressing the research question. The
study selection was conducted in several phases: (1) execution of the search string in all
selected sources; (2) removal of duplicates using the StArt tool [Fabbri et al. 2016]; (3)
title, abstract, and keyword screening; (4) full-text reading for final eligibility; (5) quality
assessment using a checklist adapted from Petersen et al. [Petersen et al. 2015]. Dis-
agreements among reviewers were resolved in consensus meetings, as recommended by
best practices. Each candidate study was assessed against a Quality Assessment Check-
list (QAC) with nine questions covering clarity of objectives, methodological soundness,
and relevance to privacy, risk, or compliance in GenAl. Scores were assigned (Yes = 1,
Partially = 0.5, No = 0), and a threshold of 7/10 was defined for inclusion.

Data extraction followed a structured form based on Petersen et
al. [Petersen et al. 2015], capturing metadata (authors, venue, year), research focus
(privacy, risk, compliance), proposed mechanisms, advantages, and limitations. To
ensure consistency, one researcher performed the extraction and another validated it.
The extracted data were analyzed using both quantitative (publication trends, country
distribution, keyword frequencies) and qualitative approaches (thematic coding of
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mechanisms and regulatory challenges). Results were synthesized to highlight research
gaps and potential directions, consistent with SMS goals of mapping research landscapes.

3. Results

This section reports the results of the systematic mapping. We first present a descrip-
tive overview of the corpus and the screening flow. We then synthesize the evidence on
(1) privacy-preserving mechanisms (Section 3.1), (i1) risk-management approaches (Sec-
tion 3.2), and (iii) regulatory and compliance instruments (Section 3.3). Throughout the
section, we cross-reference the comparative matrices in Tables 1, 2, and 3. Figure 1 sum-
marizes the selection pipeline. From 1,138 retrieved records, iterative filtering (year, type,
and scope), title, abstract, keyword screening, and a short read of introductions and con-
clusions reduced the set to 76 candidates. After applying inclusion/exclusion criteria, 44
primary studies remained for full-text analysis. A Quality Assessment Checklist (QAC)
retained 15 studies for in-depth synthesis (privacy: 4; risk: 5; compliance: 6), ensuring
transparency and reproducibility of the mapping protocol.

Automatic search in digital libraries
Records = 1,138
Initial filters (year, type, scope)
Records = 482
Title/Abstract/Keywords screening
Records = 98
Intro/Conclusion screening
Records =76
Inclusion/Exclusion criteria
Records =72
Full-text assessment
Primary studies = 44
Quality Assessment (QAC)
Included for synthesis = 15

Figure 1. Screening and selection flow adopted in the SMS.

Figure 2 shows a right-skewed distribution: one publication in 2020 and 2022, a
rise in 2023 (6 papers), and a marked peak in 2024 (26 papers), with continued activity
into 2025 (10 papers up to our search cutoff). This pattern is consistent with the diffusion
of LLM-based GenAl and the maturing debate on privacy, risk, and compliance. It also
implies that most contributions are recent and, therefore, frameworks and engineering
practices remain in active evolution.
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Figure 2. Publications per year in the mapping (2020-2025).

Figure 3 indicates that the United States and India account for the largest share
of publications, followed by Germany and China. This concentration suggests regional



influences: EU-based work more often anchors mechanisms in GDPR/DPIA/FRIA and
Al Act Conformity Assessment, whereas US-based contributions emphasize governance
and operationalization (e.g., NIST AI RMF, MITRE, CSA MRM). We account for these
contextual biases in the synthesis. Figure 4 shows that privacy is the most frequent theme
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Figure 3. Publications per country in the mapping.

(28 occurrences), followed by risk (18 occurrences) and compliance (14 occurrences).
This mirrors the field’s trajectory: immediate concerns with data protection and leakage
(training and inference), then structured risk management across the Al lifecycle, and,
increasingly, formal regulatory articulation for GenAl.

l
18

15— 14 ,
12

10 — —

# Studies

0
I I I
Privacy Risk Compliance

Categories

Figure 4. Publications per category in the mapping.

3.1. Privacy-Preserving Mechanisms

We categorize mechanisms by how they act on the training and inference pipeline: (1)
Differential Privacy (DP), (ii) Federated Learning (FL) and decentralized training, (iii)
Cryptography and Secure Multi-Party Computation (SMPC), and (iv) Synthetic data gen-
eration and anonymization. Table 1 summarizes coverage across the selected studies.

Differential Privacy (DP) is widely regarded as one of the most robust mech-
anisms to protect individual data points during both training and inference in machine
learning systems. The principle of DP consists in adding calibrated random noise to data,
gradients, or outputs in such a way that the presence or absence of any single individual
in the dataset remains unnoticeable [Hu et al. 2020, Ouadrhiri and Abdelhadi 2022]. Ad-
vanced techniques, such as relevance based adaptive noise and user level DP, have been
developed to balance privacy protection with model utility [Wei et al. 2021]. However,
these approaches often require careful tuning of privacy budgets (¢), as excessive noise
addition can lead to significant degradation of model accuracy, particularly in deep learn-
ing contexts.



Recent critical analyses point out that many implementations of DP in machine
learning relax its formal guarantees to preserve utility. For instance, the adoption of (¢, §)-
DP and other relaxations has become widespread, allowing smaller amounts of noise but
weakening the theoretical protection offered. In practice, this means that DP-based ML
often amounts to “noise addition with a privacy label,” which falls closer to traditional
statistical disclosure control methods and lacks meaningful ex ante guarantees. Indeed,
large € values commonly used in real applications (sometimes well above 1, or even as
high as 8-14) essentially nullify the theoretical protection of DP, rendering the privacy
guarantees ineffective [Blanco-Justicia et al. 2023].

Moreover, [Blanco-Justicia et al. 2023] showed empirically that standard machine
learning techniques to reduce overfitting (e.g., dropout, regularization, transfer learning)
can achieve a better trade-off between utility, efficiency, and privacy than many DP imple-
mentations. Their findings emphasize that DP often introduces substantial computational
overhead without necessarily providing stronger protection against attacks such as mem-
bership inference. As a result, while DP remains a theoretically strong framework with
desirable composability properties, its practical use in ML and especially in generative
Al must be carefully reassessed. Claims of privacy protection under DP should always
be accompanied by empirical evaluations, as the actual guarantees depend not only on
the € values but also on model behavior, dataset sensitivity, and training procedures. In
summary, Differential Privacy provides an important conceptual foundation for privacy-
preserving machine learning, but its misuse or overly relaxed implementations may offer
little more than superficial protection. For generative Al systems, which rely on large-
scale sensitive data, Differential Privacy must be applied with strict parameterization and
complemented with other safeguards (e.g., risk management frameworks, federated learn-
ing, or encryption) to ensure effective privacy protection in practice.

Federated Learning (FL) and Decentralized Approaches has emerged as a
promising paradigm for enabling collaborative training of machine learning models with-
out requiring the centralization of sensitive data. Instead of transmitting raw datasets,
only model updates or gradients are shared, thereby reducing direct exposure of personal
information [Wu et al. 2021, Mothukuri et al. 2021]. Recent studies highlight that FL is
particularly effective when combined with complementary techniques such as Differen-
tial Privacy, secure aggregation, and anonymization strategies, which further strengthen
resilience against privacy breaches [Ma et al. 2021]. Advanced schemes, including per-
sonalized FL, vertical FL, and robust aggregation mechanisms, have been proposed to
address challenges posed by heterogeneous and non-IID data distributions across clients,
as well as to mitigate the impact of adversarial behaviors [Ma et al. 2021]. Nonetheless,
despite its advantages, FL remains vulnerable to inference and reconstruction attacks, as
malicious actors may still exploit gradient updates to infer sensitive attributes or recon-
struct original data. To address these limitations, recent research emphasizes the inte-
gration of lightweight cryptographic primitives, adaptive aggregation methods, and trust-
aware mechanisms as necessary enhancements for ensuring stronger security guarantees
in GenAl contexts [Mothukuri et al. 2021].

Homomorphic Encryption and Secure Multi-party Computation (SMPC) are
fundamental mechanisms that enable computations on sensitive data without exposing the
information in plaintext. Homomorphic encryption, in particular, allows operations to be



performed directly on encrypted data, ensuring that only the final results are revealed after
decryption. SMPC, in turn, makes it possible for multiple parties to collaborate in joint
computations while preserving the confidentiality of their private inputs [Ma et al. 2021].

These approaches have proven especially relevant in multi-party and inter-
institutional contexts, such as healthcare and finance, where data privacy is critical
[Kaissis et al. 2020]. Nevertheless, the high costs of communication and computation
remain significant barriers to large-scale adoption. To address this challenge, recent
advances have explored the integration of homomorphic encryption into more efficient
schemes, such as xMK-CKKS, a multi-key variant proposed for federated learning sce-
narios. This scheme allows each participant to use a distinct encryption key, requiring
the collaboration of all parties for the decryption process. As a result, the risk of in-
formation leakage is reduced even in scenarios involving collusion between servers and
compromised devices, while also mitigating performance limitations observed in previ-
ous techniques [Ma et al. 2021]. Despite these advances, important challenges remain,
particularly regarding scalability and resilience against sophisticated adversarial attacks.
Still, the combination of homomorphic encryption and secure multi-party computation
stands out as one of the most promising strategies to ensure privacy in distributed and
GenAl systems.

Synthetic Data Generation and Anonymization: Synthetic data generation, par-
ticularly through the use of Generative Adversarial Networks (GANs), has emerged as a
promising mechanism to preserve privacy while enabling data sharing in sensitive do-
mains. These techniques aim to produce datasets that closely approximate the joint distri-
bution of real data without exposing individual records, thereby mitigating privacy risks
[Yoon et al. 2020]. Recent advances have proposed frameworks such as ADS-GAN, de-
signed specifically for medical data, which introduce a quantifiable mathematical defini-
tion of “identifiability.” This approach measures the probability of re-identification based
on the combination of all attributes of an individual patient. By leveraging conditional
GANs, ADS-GAN minimizes identifiability risks while maintaining the statistical fidelity
of the generated data. Comparative evaluations across multiple independent datasets
demonstrate that ADS-GAN not only reduces the likelihood of re-identification but also
preserves model performance when trained on synthetic data, outperforming other state-
of-the-art anonymization methods.

Beyond GAN-based approaches, anonymization strategies such as data minimiza-
tion, controlled release, and de-identification continue to play an important role in reduc-
ing re-identification risks [Kaissis et al. 2020]. Nevertheless, these traditional techniques
often lack the ability to capture complex data distributions, which may limit their util-
ity for advanced Al applications. Thus, combining synthetic data generation with for-
mal definitions of identifiability and robust anonymization mechanisms represents a more
comprehensive solution for enabling privacy preserving data sharing in domains such as
healthcare, finance, and government.

Comparative Analysis of Privacy and Data Protection Mechanisms: Table 1
summarizes the contributions of each study with respect to these mechanisms. Overall,
Differential Privacy and Federated Learning emerged as the most frequently applied ap-
proaches, while SMPC appeared less often due to its computational complexity. Synthetic
data generation and anonymization techniques were increasingly discussed as comple-



mentary strategies, reflecting the need to balance utility and privacy in GenAl applica-
tions.

Table 1. Comparative analysis of privacy mechanisms identified in the selected
studies.

Author

[Wolfe et al. 2024]
[Jadon and Kumar 2023]
[Zhang and Boulos 2023]
[Kamaruddin et al. 2024]
[Hopster and Maas 2023]

[Master et al. 2024]

[Hassan et al. 2024]

[Lin et al. 2020]

SMPC Synthetic Data Anonymization

[Lin et al. 2024]
[Park and Madisetti 2025]
[Maliakel et al. 2024]
[Gupta et al. 2023]
[Kumar et al. 2023]
[Kumar et al. 2021]
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3.2. Risk Management Mechanisms

This subsection discusses the main risk management mechanisms identified in the se-
lected studies, with emphasis on frameworks tailored for generative artificial intelli-
gence (GenAl) and cybersecurity. AI RMF (NIST Artificial Intelligence Risk Man-
agement Framework) developed by NIST, builds upon the foundations of the Cyberse-
curity Framework (CSF) [Barrett 2018] and adapts them to the domain of artificial intel-
ligence. The framework organizes risk management into four core functions: Govern,
Map, Measure, and Manage. Each function is designed to assist organizations in identi-
fying, assessing, monitoring, and mitigating risks throughout the lifecycle of Al systems,
including GenAl applications.

The AI RMF adopts a broad and neutral definition of risk, encompassing not only
potential harms but also opportunities, which broadens its applicability across diverse or-
ganizational contexts. This philosophy aligns with the CSF approach, which structures cy-
bersecurity risk management into high-level functions (Identify, Protect, Detect, Respond,
and Recover), thereby ensuring flexibility and sector-specific adaptation [Barrett 2018].
Nevertheless, practical implementation of the Al RMF in GenAlI contexts faces several
challenges. These include the need for subjective interpretations during deployment, sig-
nificant requirements for specialized technical and human resources, and limited techni-
cal detail for critical scenarios such as prompt injection attacks or sensitive data leakage
[Shah and Bajpai 2025, Schmitz et al. 2024]. As such, while the AI RMF offers a ro-
bust and adaptable conceptual foundation, its effectiveness in practice depends on being
complemented by technical safeguards and domain specific frameworks.

Fraunhofer IAIS AI Assessment Catalog developed in Germany, provides a
structured framework for evaluating Al systems across multiple dimensions, including
fairness, autonomy, transparency, reliability, security, and data protection. These dimen-
sions are further subdivided into risk areas that cluster similar mitigation measures and
affected stakeholders or objectives. The catalog relies on quantifiable scales and measur-
able indicators (e.g., degree of data anonymization) to operationalize its evaluation criteria
[Schmitz et al. 2024].

One of the framework’s main strengths lies in its ability to explicitly link risks to
specific system properties, such as model architecture versus embeddings, allowing for



a more fine-grained and context-aware analysis. Additionally, the catalog supports case-
specific risk evaluations, enabling tailored assessments rather than generic checklists. Im-
portantly, it offers concrete evaluative criteria for mitigation strategies, providing action-
able insights for practitioners and policymakers. Nevertheless, the framework presents
notable limitations. Its high degree of complexity poses significant challenges for large-
scale adoption, particularly for organizations lacking specialized expertise. Moreover, the
numerous cross-dependencies among dimensions make aggregation of risk scores diffi-
cult, reducing the clarity of overall system assessments. Finally, while the catalog pro-
vides detailed criteria at the dimension level, it offers limited guidance on synthesizing
results into comprehensive, high-level risk profiles. Despite these challenges, the Fraun-
hofer IAIS Al Assessment Catalog remains a valuable tool for bridging abstract ethical
principles and concrete risk mitigation in AI governance.

Criticality Pyramid (German Data Ethics Commission — DEK): The Critical-
ity Pyramid, developed by the German DEK, provides a conceptual framework for clas-
sifying Al systems into five levels of criticality, ranging from minimal to unacceptable
risk, based on their potential for harm and the scale of impact. This model is particu-
larly valuable for policymakers and regulators as it communicates risk in a clear, intuitive
manner, supporting transparent decision-making about acceptable uses of Al technologies
[Baloukas et al. 2024]. One of its main strengths lies in its simplicity, offering a high-
level categorization that is accessible to both experts and non-experts, thus serving as a
useful tool for establishing political priorities and legal boundaries. However, despite its
communicative power, the framework lacks operational granularity for practitioners and
system engineers. It does not provide concrete methods for implementing technical safe-
guards or mitigating risks in practice, making it difficult to apply directly in system design
or compliance processes. As such, while the Criticality Pyramid is effective as a strate-
gic policy instrument, it must be complemented by more technical and context-specific
frameworks to guide implementation and enforcement in real-world GenAl systems.

Al Model Risk Management (MRM) proposed by the Cloud Security Alliance
(CSA), emphasizes governance of AI models with a strong focus on validation, monitor-
ing, and documentation throughout the model lifecycle. Unlike broader regulatory frame-
works, MRM is pragmatic and engineering oriented, making it particularly suitable for de-
velopment teams that require actionable controls in practice. Recent work has highlighted
its relevance in contexts where Generative Al is integrated into the Software Development
Life Cycle (SDLC), stressing the need for responsible adoption guided by fairness, bias
mitigation, privacy, transparency, and accountability [Shah and Bajpai 2025]. MRM con-
tributes by offering concrete practices, such as auditing, assessments, and benchmarking,
to safeguard model integrity and trust. However, despite its strengths, its scope remains
limited when addressing higher level governance challenges, such as ethical oversight,
regulatory alignment, and cross organizational accountability, which are crucial for long-
term responsible Al adoption.

The MITRE AI Security Framework is a cybersecurity-oriented reference
model that provides actionable controls to safeguard Al systems against adversarial
threats, including malicious prompt injections, model manipulation, and data leakage.
Unlike broader governance oriented frameworks such as the NIST AI RMF, the MITRE
approach is highly pragmatic and engineering-focused, offering technical safeguards that
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can be directly applied by software development and MLOps teams. It emphasizes proac-
tive defense strategies such as adversarial testing, monitoring pipelines, and resilience
measures to ensure Al robustness across deployment environments. The framework’s
main strength lies in its practical utility, serving as a complement to higher-level ethical
or governance frameworks. However, its limitations are equally clear: the MITRE frame-
work prioritizes technical security risks while offering limited guidance on addressing
broader ethical, legal, and societal concerns such as fairness, transparency, or account-
ability [Shah and Bajpai 2025].

Comparative Analysis of Risk Management Mechanisms in GenAl Systems:
As shown in Table 2, the NIST AI RMF appears most frequently due to its broad applica-
bility and adaptability, although its implementation remains challenging in practice. The
Fraunhofer catalog and the Criticality Pyramid are also referenced, especially in stud-
ies emphasizing contextual risk classification and transparency. Meanwhile, CSA MRM
and MITRE provide more pragmatic, engineering oriented guidance, focusing on model
governance and technical safeguards. However, their scope is narrower, and they tend to
underrepresent broader ethical and societal risks. Overall, the mapping reveals that no
single framework provides comprehensive coverage, highlighting the importance of in-
tegrating complementary mechanisms in order to achieve both technical robustness and
ethical accountability in GenAl systems.

Table 2. Comparative analysis of risk management mechanisms identified in the
selected studies.

Author NIST AI RMF Fraunhofer Pyramid MRM MITRE
[Lee et al. 2024]
[Dominguez Hernandez et al. 2024]
[Nidhisree et al. 2024]
[Humphreys et al. 2024]
[Hacker et al. 2023]
[Rauh et al. 2025]
[Djeffal 2025]
[Schmitz et al. 2024]
[Beltran et al. 2024]
[Baloukas et al. 2024]
[Shah and Bajpai 2025]
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3.3. Laws and Regulations

This subsection discusses the main legal and regulatory mechanisms identified in the se-
lected studies. It is important to note that our review excluded recent frameworks that
are not yet globally recognized or consolidated, focusing instead on those with more ma-
ture adoption in practice and governance debates. Conformity Assessment (CA) is a
cornerstone of the EU Al Act, applying primarily to high-risk Al systems. Its purpose
is to verify ex-ante compliance with a set of legal, technical, and ethical requirements,
including data governance, documentation, transparency, human oversight, robustness,
and cybersecurity [Thelisson and Verma 2024, Kim et al. 2025]. Successful assessments
culminate in a declaration of conformity and CE marking, enabling the system’s access
to the European market.

However, while CA establishes preventive safeguards prior to commercialization,
several challenges remain. First, the process demands significant financial and tech-
nical capacity, which creates barriers for small and medium-sized enterprises (SMEs)
[Worsdorfer 2024]. Second, scholars highlight the absence of detailed procedural guide-
lines for conducting assessments, raising risks of inconsistent application across jurisdic-
tions and sectors [Thelisson and Verma 2024]. Moreover, critiques from Metcalf et al.



[Metcalf 2025] warn that CA may be vulnerable to regulatory capture, as powerful in-
dustry actors could shape standards and enforcement in ways that privilege incumbents
while undermining fundamental rights protections. Thus, while CA is pivotal for the EU’s
risk-based governance model, its effectiveness depends on independent oversight, trans-
parency, and continuous refinement to avoid becoming a purely bureaucratic exercise.

Data Protection Impact Assessment (DPIA) established under the GDPR,
is a complementary mechanism to the Al Act that applies when the processing of
personal data entails high risks to individuals’ rights and freedoms. DPIA requires
organizations to evaluate proportionality, necessity, and mitigation measures before
data processing, thereby embedding privacy-by-design principles into Al development
[Thelisson and Verma 2024]. Over the years, the DPIA has been consolidated in regu-
latory practice across Europe, with national data protection authorities issuing detailed
guidance. Despite its maturity, the DPIA faces notable limitations. Its scope is restricted
to personal data, leaving out broader risks such as systemic bias, lack of transparency, or
societal harms that are common in generative Al systems. Moreover, as Zhang and Meng
[Zhang and Meng 2025] argue in the context of Legal Judgment Prediction, traditional
impact assessments often fail to capture the opacity and technical complexity of modern
Al models, which can undermine both accountability and trust. Consequently, while the
DPIA remains a crucial instrument for protecting privacy, it must be complemented by ad-
ditional frameworks such as CA and proposed Fundamental Rights Impact Assessments
(FRIA) to ensure a holistic governance approach for generative Al.

Fundamental Rights Impact Assessment (FRIA) was introduced in the EU
Al Act as a complementary governance mechanism. Unlike Conformity Assess-
ment (CA) and Data Protection Impact Assessment (DPIA), FRIA broadens the
scope by requiring users of high-risk Al systems to systematically evaluate poten-
tial impacts on human rights, marginalized groups, democracy, and the environment
[Thelisson and Verma 2024, Briggs and Cross 2024]. This mechanism extends respon-
sibility beyond providers, involving both public and private entities that deploy such sys-
tems. FRIA integrates ethical and social considerations into decision-making processes,
while also fostering transparency and accountability in sensitive domains. However, prac-
tical challenges remain: its implementation may overlap or conflict with other regulatory
assessments (such as CA and DPIA), and there is still a lack of clear methodologies and
standardized mitigation criteria. Additionally, FRIA may increase bureaucratic burden,
particularly for small and medium-sized enterprises, potentially hindering its large-scale
adoption [Thelisson and Verma 2024, Kim et al. 2025].

Comparative Analysis of Compliance Mechanisms for GenAl Systems. Ta-
ble 3 presents a comparative analysis of the main compliance mechanisms identified in
the selected studies. Conformity Assessment (CA) appears as the core element of the Al
Act, DPIA remains essential for GDPR compliance, and FRIA emerges as an innovative
mechanism that extends evaluation beyond data protection to encompass broader funda-
mental rights. Overall, DPIA is the most frequently discussed mechanism, while CA and
FRIA appear more selectively, reflecting both the regulatory focus on risk classification
and the growing recognition of human rights in GenAl governance.



Table 3. Comparative analysis of compliance mechanisms for GenAl systems.
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RQ.1 Summary: The mapping shows that privacy-preserving mechanisms for
GenAl are mostly concentrated on Differential Privacy and Federated Learning,
although both face practical limitations in scalability and robustness. Users remain
concerned about privacy leaks, re-identification, and transparency, which directly
affect trust and adoption. Risk management relies mainly on high-level frame-
works such as the NIST Al RMF, complemented by more technical but narrower
approaches like MITRE AI Security and CSA MRM. Regulatory compliance is
fragmented: DPIA (GDPR) is widely adopted, CA (Al Act) introduces preventive
safeguards but faces feasibility issues, and FRIA emerges as a promising yet im-
mature mechanism to integrate broader fundamental rights. Overall, the findings
highlight persistent gaps between technical safeguards and legal requirements, rais-
ing challenges for the responsible adoption of GenAl.

4. Discussion of Results

This section critically reflects on the findings of the mapping study, structured into three
main perspectives: (i) privacy, trust, and adoption (4.1), (ii) risk management approaches
(4.2), and (iii) regulatory compliance mechanisms (4.3). Each subsection contrasts theo-
retical proposals with the practical limitations observed across the analyzed studies, aim-
ing to consolidate implications for the design and governance of GenAl systems.

4.1. User and Developer Perceptions: Privacy, Trust, and Adoption

User Privacy Perceptions. Users remain primarily concerned with the collection, stor-
age, and potential misuse of personal data by GenAl systems. Key risks include unautho-
rized extraction, re-identification, profiling through inferred attributes, and leakage of sen-
sitive information via model outputs or attacks such as model inversion and membership
inference [Golda et al. 2024, Liu et al. 2025, Diro et al. 2025]. Concerns are amplified by
the proliferation of deepfakes, which compromise not only privacy but also public trust
in digital ecosystems [Gupta and Rathore 2024, Al-Kfairy et al. 2024, Wang et al. 2023].
Interestingly, user trust appears paradoxical: end-users often value systems with human-
like characteristics, user-friendly interfaces, and richer functionalities over those with ro-
bust privacy-preserving mechanisms. This finding suggests a potential “privacy usability
trade-off.” As [Djeffal 2025] notes, reflexive prompt engineering can mitigate these ten-
sions by embedding ethical and legal awareness directly into user interactions.

Developer Privacy Perceptions. Developers face the dual challenge of complying with
complex regulations (e.g., GDPR) while implementing technical safeguards such as Dif-
ferential Privacy, Federated Learning, and encryption [Feretzakis et al. 2024]. However,



empirical studies show that in practice, developers often neglect privacy mechanisms
when using GenAl tools for software testing and coding tasks, inadvertently exposing
sensitive data or proprietary information [Chen et al. 2025]. This gap is partly explained
by the difficulty of interpreting legal frameworks that employ vague or principle-based
language [de Paula Porto et al. 2025]. Conversely, developers with stronger technical-
legal literacy leverage GenAl to improve productivity, debugging, and automated testing,
but their practices vary significantly. [Petrovska et al. 2024] emphasize the need to em-
bed responsible GenAl practices into software engineering education, given the growing
expectation from industry partners that graduates will use these tools responsibly.

Impact on Trust and Adoption Privacy risks directly undermine user trust and con-
sequently slow organizational adoption of GenAl. Studies confirm that privacy con-
cerns are particularly salient in high-stakes sectors such as healthcare and finance
[Zhang et al. 2026]. At the same time, adoption is not uniformly inhibited: when per-
ceived benefits are substantial or organizational reputation is strong, users may tolerate
higher risks [Kumar et al. 2021]. Transparency, explainability, and effective privacy con-
trols act as trust mediators, softening the negative impact of privacy concerns and enabling
conditional adoption.

4.2. Risk Management for GenAl Systems

Engineering-oriented approaches. [Shah and Bajpai 2025] advocate embedding tech-
nical and organizational controls across the Al lifecycle, including human-in-the-loop
oversight, open-source gate-keeping, continuous audits, and adoption of structured frame-
works such as MITRE Al Security and CSA Model Risk Management. While these
approaches provide actionable guidelines, they fall short in specifying technical imple-
mentations such as prompt filtering, output sanitization, or runtime monitoring key for
preventing inference-time data leaks.

Operational-technical approaches. [Baloukas et al. 2024] propose an integrated
framework combining differential anonymization with quantifiable quality metrics and
automatic generation of legal licenses tied to data risk levels. This bridges the gap be-
tween anonymization and regulatory obligations, particularly for training data sharing.
However, its scope is limited to controlled environments and does not extend to emer-
gent risks in inference stages, such as prompt injection or training data extraction. In
sum, while the literature offers strong conceptual and sector-specific frameworks (e.g.,
NIST AI RMF, Fraunhofer catalogs), practical challenges persist in operationalizing risk
controls for GenAl, especially in adversarial contexts.

4.3. Regulatory Compliance for GenAl Systems

GDPR Compliance. Studies such as [Khowaja et al. 2024] highlight GDPR violations
in current GenAl practices, including personal data collection without explicit consent
and inadequate purpose limitation. Although these works correctly diagnose risks, most
discussions remain principle-based, without mapping how requirements such as data min-
imization or erasure translate into technical safeguards for GenAl architectures (e.g., fine-
tuning or in-context prompting).



Opacity, Re-identification, and Hallucinations. [Zhang and Meng 2025] stress that
LLM opacity undermines GDPR rights such as explanation and erasure, as models may
regenerate sensitive data even after deletion requests. [Kim et al. 2025] reinforce that
transparency gaps in training datasets hinder effective DPIAs under the Al Act, particu-
larly for high-risk systems. Yet, few studies offer scalable technical mitigations against
re-identification, with proposals like Federated Learning and Differential Privacy rarely
validated in real-world GenAl deployments.

Intersection of AI Act and GDPR. [Teo 2024] illustrate how the EU Al Act requires
Conformity Assessments (CA) for high-risk systems, which overlap with GDPR provi-
sions on data quality and documentation. Their careAl tool proposes integrating DPIA
and CA to avoid duplication. However, conflicts remain: while the Al Act allows for
provider-led self-assessment in many cases, GDPR mandates independent oversight for
high-risk data processing. Studies such as [Worsdorfer 2024] and [Metcalf 2025] further
warn that regulatory capture and resource asymmetries may undermine effective enforce-
ment, especially for SMEs.

Broader ethical and social dimensions. [Briggs and Cross 2024] caution that without
mechanisms such as Fundamental Rights Impact Assessments (FRIA), GenAl risks un-
dermining established human rights at scale, particularly for marginalized groups and
democratic processes. FRIA offers a means of integrating social and ethical risks, but
suffers from methodological ambiguity and potential overlap with existing assessments
[Thelisson and Verma 2024]. Overall, the literature underscores a regulatory landscape
still in flux: while GDPR provides strong legal foundations, GenAl challenges its en-
forceability; the Al Act introduces complementary governance mechanisms but raises
concerns about feasibility and coherence; and FRIA emerges as a necessary but underde-
veloped safeguard for broader rights.

5. Threats to Validity

As with any Systematic Mapping Study (SMS), the findings of this work are subject to
limitations that may affect their validity and generalizability. Construct validity con-
cerns whether the study design and protocol adequately capture the intended research
questions. Our search string was iteratively refined using the PICO strategy and applied
to four major digital libraries (ACM DL, IEEE Xplore, ScienceDirect, and SpringerLink).
While this ensured broad coverage, the choice of keywords (e.g., “Generative AI”” instead
of narrower terms such as “LLLMs”") may have biased retrieval toward general discussions,
potentially omitting domain specific studies. In addition, gray literature and industry re-
ports were excluded, which may underrepresent emerging practices in the fast-evolving
GenAl landscape. Internal validity relates to the rigor of study selection and data ex-
traction. To mitigate bias, inclusion and exclusion criteria were predefined and applied
in multiple stages (screening by title/abstract/keywords, full text reading, and quality as-
sessment). A Quality Assessment Checklist (QAC) with a scoring threshold was used
to ensure consistency. Nevertheless, selection decisions may still have been influenced
by subjective judgments, particularly in borderline cases. Mitigation included consensus
meetings between reviewers.



Conclusion validity addresses whether the results and interpretations are sound
and supported by the data. Quantitative analyses (e.g., publication trends, country distri-
bution) relied on descriptive statistics, while qualitative synthesis depended on thematic
coding. Although triangulation between reviewers was applied, the limited number of
included high-quality studies (15) reduces statistical power, which must be considered
when generalizing findings. Comparative tables were designed to increase transparency
but may oversimplify nuanced contributions. External validity refers to the generaliz-
ability of results beyond the analyzed sample. The mapping focused exclusively on peer
reviewed literature published in English, which may limit applicability to non-English-
speaking contexts or industry practice. Furthermore, given the rapid evolution of GenAl,
many relevant technical mechanisms or regulatory responses may not yet be represented
in the academic literature. Thus, findings should be interpreted as an overview of the state
of research rather than a definitive assessment of real world adoption. Overall, threats
were mitigated by following established SMS guidelines, using multiple digital libraries,
adopting transparent selection and quality assessment criteria.

6. Conclusion

This study aimed to provide a comprehensive overview of the state of the art regarding
privacy and data protection, risk management, and regulatory compliance in the context
of Generative Artificial Intelligence (GenAl) systems. To this end, we conducted a sys-
tematic mapping study following a transparent and replicable protocol, which resulted
in the selection and in-depth analysis of fifteen high quality studies out of 1,138 ini-
tially retrieved records. The results identified four major categories of privacy preserving
mechanisms (differential privacy, federated learning, cryptography and secure multi-party
computation, and synthetic data generation/anonymization), five risk management frame-
works (including NIST AI RMF, MITRE AI Security Framework, and CSA Model Risk
Management), and three compliance instruments (DPIA, CA, and FRIA). The compara-
tive analysis revealed important trade-offs between technical robustness, scalability, and
regulatory alignment, highlighting both the potential and limitations of each approach.

As a contribution, this study consolidates and systematizes recent scientific pro-
duction, offering a reference for researchers and practitioners interested in designing and
adopting GenAl systems in a more responsible manner. Academically, the findings extend
the understanding of how technical and regulatory mechanisms have been investigated,
while also identifying relevant gaps, such as the lack of empirical evaluation of privacy
techniques in real-world GenAl deployments. In practice, the results can inform organiza-
tions and policymakers in selecting mitigation and compliance mechanisms that are better
suited to their contexts. Finally, the mapping also underscores the need for future research
that more effectively integrates technical and legal solutions, for example by developing
explainability metrics applicable to LLMs, methodologies for continuous auditing, and
governance models that reconcile organizational efficiency with the protection of funda-
mental rights. In this way, the study contributes to advancing the debate on responsible
GenAlI adoption and paves the way for new investigations in a rapidly evolving field.
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