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Abstract. Research Context: In modern universities, where there is a constant
flow of people, it is essential to implement computer vision surveillance sys-
tems to detect incidents and alert security personnel, in order to ensure the
safety of all members of the academic community. Practical Problem: Univer-
sities are faced with numerous security issues, including limited resources, a
diverse range of technical infrastructure, and a mix of old and new systems. Be-
sides, traditional security methods are reactive, slow to notice incidents, which
in turn makes quick response in emergencies very hard. Proposed Solution:
We present the solution in the form of the Campus Surveillance Interoperability
System (CSIS), which is an open-source, modular, and interoperable architec-
ture that we put forth for the specific surveillance needs of universities. CSIS
utilizes a variety of computer vision models from the YOLOvI Ix set, special-
ized in recognizing weapons, fires, floods, graffiti, suspicious behavior, and li-
cense plates. Related IS Theory: Our paper adopts a Socio-technical theory,
which recognizes that the effectiveness of information systems depends on the
interaction between social and technical components rather than on technology
alone. Research Method: In a real-world university setting, we put our proof
of concept to the test. We had real-time video stream input, ensemble-based in-
ference, and a centralized alert management system. We assessed the accuracy
of the models. Summary of Results: We achieved an average accuracy of 83%
for license plate recognition, weapon detection, graffiti, and smoke detections.
Although we achieved moderate accuracy in fire detection and lower perfor-
mance in flood detection. Considering sociotechnical concerns, we evaluate
CSIS’s ability to automate surveillance tasks. Contributions and Impact to IS



Area: CSIS architecture introduces an interoperable architecture for intelligent
surveillance, demonstrating a model of interoperability in real time;

1. Introduction

The organizational and functional complexity of modern Federal Universities transforms
them into dynamic sociotechnical ecosystems. These institutions are characterized as
open academic environments where the free circulation of people and knowledge is fun-
damental to the proper functioning of academic life. They manage student and staff data
and sensitive infrastructure (Information Technology, laboratories). This leaves universi-
ties susceptible to both physical and digital security threats.

To ensure adequate security, traditional surveillance approaches employed by uni-
versities are often insufficient to capture the diversity of incidents and the contextual nu-
ances that characterize academic environments [Laroca et al. 2021, Delnevo et al. 2024,
Keerthana et al. 2023, Zhou et al. 2022]. Moreover, many universities operate with lim-
ited financial resources and rely on heterogeneous infrastructures that must interoperate
legacy systems with modern digital platforms. Within this context, universities increas-
ingly confront incidents such as unauthorized access, armed robbery, fire outbreaks, flood-
ing, suspicious behavior, and acts of vandalism.

In this context, the proposed solution is to invest in Al-based surveillance tech-
nologies to address the limitations of traditional surveillance approaches. The Cam-
pus Surveillance Interoperability System (CSIS) architecture, an open-source system
designed to enhance university surveillance and real-time security response, integrates
a set of YOLOvI11x [Jocher and Qiu 2024] models to detect incidents such as weapon
in hand, suspicious behavior, fire outbreaks, flooding, vehicle monitoring through li-
cense plate recognition, and acts of vandalism in a semantic level of interoperability
[Figueiredo et al. 2025]. The selection of YOLOv11x is guided by practical consider-
ations rather than comparative experimentation. YOLOv11x provides efficient real-time
inference on available university hardware, integrates natively with the Ultralytics training
and inference ecosystem to facilitate the development of multiple detectors, and benefits
from stable documentation, tooling, and community support. At the time of implemen-
tation, this ecosystem was more mature than those of YOLOV9/10 or RT-DETR, and
its performance-to-complexity trade-off is deemed adequate under the institutional con-
straints. More than this, the CSIS solution integrates a pragmatic level to enable the detec-
tion of suspicious behavior, considering vehicles and people, and to account for intention
and context, thereby interoperating with traditional systems.

A proof of concept was implemented at a Federal University to evaluate its effec-
tiveness. Technical experimental results demonstrated high detection accuracy, particu-
larly in license plate recognition (96.79%). The CSIS models perform in detecting various
security threats, with high accuracy for weapon detection (90%) and graffiti recognition
(76%), moderate accuracy for fire and smoke (71%), and lower performance for flood
detection.

Beyond such proofs of concept, we aim to describe the impacts of our approach
within the Security Coordination sector of a Federal University. We assess these impacts
by considering the staff, people, processes, and technologies involved in mediating or
investigating an incident.



The findings suggest that CSIS solutions within the university environment are
likely to yield substantial impacts, not only at the individual level by enhancing privacy
protection, personal safety, and well-being but also at the organizational level, through
improved institutional security management, operational efficiency, resilience, and tech-
nological integration, providing, thus, a socio-technical solution.

The remainder of this paper is organized as follows: Section 2 reviews related
work; Section 3 describes the sociotechnical ecosystem currently operating within the
Security Coordination sector, followed by an overview of the CSIS ecosystem at Section 4
that depicts CSIS social, organizational and technical impacts as surveillance solution for
academic environments; Section 5 evaluates the performance of the CSIS architecture in
a real-world context, and finally, Section 7 presents our Conclusions and Future Work.

2. Related Works

The integration of Artificial Intelligence (AI) into surveillance systems has marked a
shift from traditional passive video monitoring to intelligent, automated detection and
response. This shift has been driven by advances in machine learning algorithms and
increased computational power, enabling real-time analysis and decision-making capabil-
ities.

To address the security challenges inherent in complex environments such
as universities, several solutions have emerged. For example, [Santos et al. 2023,
Moura et al. 2021, Santos et al. 2024] proposed object detection frameworks for public
safety based on YOLO models, focusing primarily on weapon and fire detection. Al-
though effective in specific contexts, these solutions are often limited in terms of scalabil-
ity and multi-threat integration.

The CSIS architecture proposes a comprehensive framework for real-time inter-
operability between surveillance devices and institutional systems. At its core, CSIS in-
tegrates YOLO-based computer vision models for object detection and image classifica-
tion. Originally introduced by [Redmon et al. 2016], YOLO formulates object detection
as a single regression problem, enabling fast and accurate inference in a single forward
pass. Owing to its real-time performance and architectural efficiency, YOLO has become
a widely adopted solution in surveillance applications.

Over the years, the YOLO framework has evolved. Notable developments include
the C3k2 module introduced in YOLOv11x [Jocher and Qiu 2024], which improves fea-
ture fusion, and the attention-centric enhancements of YOLO12 [Tian et al. 2025], which
aim to improve detection in complex and cluttered environments. These architectural re-
finements address persistent challenges related to inference speed, multiscale accuracy,
and resource efficiency [Wang and Liao 2024].

Recent applications have demonstrated YOLO’s versatility in university surveil-
lance contexts. Authors in [Xiao et al. 2024] developed an autonomous inspection
robot equipped with YOLO to detect threats during patrols across academic premises,
exemplifying the integration of object detection with robotic systems. Similarly,
[Tantra and Widjaja 2024] implemented a YOLO model to enforce campus dress code
compliance, achieving a mean precision of 51.8% and an Fl-score of 45%. Although
modest in accuracy, their work highlights the potential of computer vision for non-
traditional monitoring tasks aligned with institutional policies.



These advancements demonstrate the feasibility of processing video streams in
real time to identify diverse events, including fires, smoke, cold weapons, firearms, floods,
graffiti, and vehicle license plates. By integrating such models, CSIS provides simultane-
ous detection of multiple incident types, surpassing earlier solutions that often focused on
isolated threats.

Beyond the technical perspective, multiple studies have underscored the
relevance of Al-based surveillance in educational environments. Authors in
[de Andrade et al. 2024] highlight that intelligent monitoring systems enhance public per-
ception of safety and aid in crime prevention. Authors in [Shiri 2024] highlight their ef-
fectiveness in deterring recidivist offenders, while [Kerich et al. 2024] outlines common
institutional threats, such as theft and vandalism, that disrupt campus operations.

Despite growing adoption of these technologies, security incidents persist. Au-
thors in [Ekpoh et al. 2020] identified insufficient technology and a lack of trained per-
sonnel as key factors behind the ongoing crime in Nigerian universities. This reveals a
persistent gap between existing surveillance infrastructure and the evolving demands of
campus safety. In this context, interoperability emerges as a critical requirement.

Authors in [Anagnostopoulos et al. 2021] conducted a comprehensive survey
on smart campus surveillance systems and emphasized the need for seamless in-
tegration across heterogeneous technologies. However, the diversity of heteroge-
neous systems in a campus university requires a direction for a full interoperabil-
ity solution [Maciel et al. 2019]. In this perspective, authors in [Mane et al. 2021,
Ribeiro et al. 2019] propose solutions for interoperability at the syntactic, semantic, and
pragmatic levels, the latter referring to shared expectations regarding the effects of ex-
changed messages. In such a complex environment, taking a three-fold perspective of full
interoperability [Maciel et al. 2019], sociotechnical [Ralha et al. 2025a], and Al-based
Information Systems [Ralha et al. 2025b], this work introduces CSIS, an interoperable
approach through syntactic, semantic, and pragmatic levels to provide smart campus uni-
versity surveillance as its case study.

By incorporating advanced object detection models and supporting interoperabil-
ity at syntactic, semantic, pragmatic levels, the CSIS architecture directly addresses the
gaps identified in the literature, offering a scalable and comprehensive solution for mod-
ern university surveillance.

3. Sociotechnical Ecosystem

From a sociotechnical ecosystem perspective, the current processes of the Security Coor-
dination Unit at a Federal University integrate human, technological, and organizational
components that operate interdependently to ensure institutional security.

At the social level, the ecosystem comprises surveillance operations carried out
by a rotating team of 12 operators. Three operators are assigned to day shifts and three
to night shifts, thereby ensuring uninterrupted 24/7 monitoring of a network of over 650
surveillance cameras. The six operators are scheduled to work on alternate days. Their
primary responsibility is to observe, identify, and document incidents captured by the
monitoring system, thereby contributing to the university’s overall safety and security.
The broader security team consists of 95 agents engaged in daily field activities, and



the Security Coordination Unit is under two supervisors. Human intervention remains
central. As evidenced in the monitoring process, manual actions continue to outweigh au-
tomated solutions in overseeing the university environment. For example, it is practically
unfeasible for three operators to continuously monitor all events captured by 650 surveil-
lance cameras. The fatigue associated with such intensive human surveillance, coupled
with the limited resources typically available in universities, underscores the need for new
technical and scientific advancements to improve monitoring practices.

At the technical level, the process involves the use of monitoring tools, access con-
trol systems, cameras, networks, radio communication, a dedicated social media applica-
tion (Short and Instant Message Service), and information platforms that support the col-
lection, analysis, and dissemination of security data. The university operates a network of
650 surveillance cameras distributed in an area of approximately 50,000 km2. Within this
traditional surveillance framework, threats are typically detected through three primary
channels: direct observation by surveillance operators via monitoring screens, identifica-
tion by local security agents, or reporting by members of the institution. Once a threat
is identified, a team of security agents is promptly alerted through radio communication
and a dedicated social media—based notification system (including Short and Instant Mes-
sage Service) to intervene at the incident site. Simultaneously, the two supervisors of the
Security Coordination Unit are generally informed in real time. The incident response
process is adapted to the specific nature of each threat. For instance, in the event of a fire,
if the intervention by security personnel proves insufficient to contain the situation, the
fire department is automatically notified and dispatched. Likewise, in cases of suspicious
behavior, once the threat is confirmed, a security officer is deployed to assess the individ-
ual. If the person is found to be armed, the Federal Police are immediately contacted to
intervene on-site.

At the organizational level, policies, decision flows, procedures, and responsibili-
ties define how human and technological resources are coordinated to detect, report, and
mitigate incidents.

Accordingly, our ecosystem is designed to assist and complement the exist-
ing surveillance infrastructure, providing more robust support for informed and timely
decision-making. In this context, the Security Coordination Unit operates as an adaptive
ecosystem, where technological innovations, emerging threats, and changes in work prac-
tices continuously reshape the interactions among people, processes, and technologies.

4. CSIS Ecosystem

The CSIS (Campus Surveillance Interoperability System) architecture was developed to
provide an intelligent, interoperable, and modular surveillance solution for academic en-
vironments.

4.1. CSIS Ecosystem Architecture

The CSIS architecture monitors the university surveillance environment through
security cameras and delivers real-time notifications to a centralized dashboard
[Figueiredo et al. 2025], as illustrated in Figure 1. It can detect and process incidents such
as fire, smoke, weapon possession, flooding, suspicious behavior, vandalism (e.g., graf-
fiti), and vehicle license plate recognition. The monitoring services are structured upon



multiple interoperability layers, such as syntactic, semantic, and pragmatic, supported by
a centralized event handling hub module and an integrated events dashboard.
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Figure 1. CSIS Architecture. Source: the authors

4.1.1. Syntactic Interoperability Layer

The syntactic layer ensures that data exchanged among system components adheres to a
well-defined structure and format. It emphasizes the standardization of communication
protocols, message encoding, and data schema, thereby enabling different subsystems to
consistently interpret and parse the exchanged information [Ribeiro et al. 2021].

Within CSIS, each surveillance camera is connected and authenticated in the sys-
tem environment, establishing the technical foundation for seamless integration. Commu-
nication between the cameras and the system is managed through the Real-Time Publish-
ing and Subscription (RTPS) protocol, as defined by the Internet Engineering Task Force
(IETF) under Request for Comments (RFC) 2326 [Schulzrinne et al. 1998]. Depending
on latency and reliability requirements, either the Transmission Control Protocol (TCP)
or the User Datagram Protocol (UDP) is employed for multimedia stream transmission.



At the syntactic level, raw metadata from the streams is also collected, including
camera identifiers, timestamps, frame structures, latency and frames per second (fps).
These syntactic descriptors are critical for synchronization, traceability, and reliable data
handling across CSIS services.

4.1.2. Semantic Interoperability Layer

The semantic layer assigns meaning to structured data received from the Syntactic Inter-
operability Layer. It interprets and enriches raw information by identifying relevant enti-
ties, patterns, and contexts, making data machine-understandable and enabling intelligent
decision-making across heterogeneous systems [Ribeiro et al. 2021, Mane et al. 2021].

Our architecture implements the semantic layer by using different frameworks
and strategies. A key task is to analyze video frames to identify meaningful objects
and contextual elements within the monitored environment. To accomplish this task,
our approach employs pre-trained object detection models based on the YOLOvI1x
architecture [Jocher and Qiu 2024] to perform semantic detection of entities such as
fire, smoke, graffiti [Moura et al. 2021], suspicious behavior [Santos et al. 2024], car
plates [Santos et al. 2023], and persons with knives or weapons.

Each detection includes contextual metadata, such as the event location and
the specific camera identification. These elements contribute to a structured un-
derstanding of the monitored scene, and they are crucial for generating meaningful
alerts [Gondim et al. 2025]. The semantic layer ensures that data transmitted between
components carries a shared, machine-readable meaning, which is essential for interoper-
ability across heterogeneous environments.

4.1.3. Pragmatic Interoperability Layer

At the pragmatic layer, the system interprets object detections and contextual information
within predefined intention rules, focusing on achieving goals. Rules are designed to
reflect the intended functional behavior of the surveillance system by aligning system
actions to achieve their goals.

The primary mechanism supporting this interpretation is the Event-Condition-
Action (ECA) model [Dube et al. 2002, Paschke 2006], which enables the system to au-
tomatically trigger appropriate responses to specific events detected in the environment.
However, due to its simplicity and effectiveness, the ECA model is considered suitable
for our approach.

In the context of license plate recognition [Santos et al. 2023], as illustrated in
Figure 2, the producer system performs Automatic Number Plate Recognition (ANPR)
combined with Paddle Optical Character Recognition (OCR) to detect vehicle plates, ver-
ify their registration status, and compute a confidence score for the recognition. Once
the plate is successfully identified, the system triggers the traffic.plate_recognized event.
On the consumer side, the access-control system interprets this event by applying ECA
rules that reflect pragmatic intentions, evaluating the incoming event based on criteria
such as the vehicle’s authorization status, its frequency of occurrence within a defined pe-
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Figure 2. ECA rules for license plate inspection.

riod (e.g., the past 30 days), and whether the recognition confidence exceeds a predefined
threshold. When these conditions are met, the system may take actions such as denying
access or notifying security personnel. This example highlights how pragmatic interpre-
tation translates low-level recognition outputs into high-level access-control decisions.
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Figure 3. ECA rules for suspicious behavior detection.

In the suspicious behavior detection scenario [Santos et al. 2024], as illustrated
in Figure 3, the producer system analyzes CCTV video streams to detect human behav-
iors, extract temporal attributes such as duration and time of occurrence, and compute
a confidence measure. When potentially suspicious activity is detected, the event secu-
rity.behavior detected is generated. The consumer security system interprets this event
by applying ECA rules that reflect pragmatic intentions, such as identifying loitering be-
havior after hours with sufficient duration and confidence. If these conditions are met,



the system initiates actions including raising an alert with an appropriate severity level,
starting video recording, and notifying security personnel. This scenario illustrates how
contextual and temporal information is pragmatically interpreted to enable timely and
goal-driven security responses.

Collectively, these scenarios demonstrate how ECA rules enable pragmatic inter-
operability by linking perception-level events to intention-oriented actions, thereby en-
suring that heterogeneous producer and consumer systems operate coherently to achieve
shared surveillance objectives.

4.1.4. Hub of Events

The hub of events are a structured data consisting of the detection object, its context, and
the corresponding action which sent to the Event Bus API (event producer). The Hub of
Events module handles the entire event processing life cycle.

The Monitor Service accesses event data in real time via the WebSocket proto-
col and forwards this to the Update Service. The Event Bus maintains records of both
detected events and their associated actions. The Update Service component receives the
information over HTTP, stores it in a database, and republishes it to other components
such as dashboards and mobile devices used by security personnel. To optimize perfor-
mance, a memory cache stores redundant information.

4.1.5. User Interface

The user interface is composed of two primary access roles: the Security Team and
the Security Manager or Dashboard Operator as illustrated in Figure 4. These users
interact with the system through a centralized dashboard designed to display alerts, events,
and analytical data in real time.

Dashboard Vigilancia Universitaria

....................................

Figure 4. CSIS Dashboard

Detections are published in real time to a centralized dashboard that presents ge-
olocated alerts, associated confidence levels, and annotated video snapshots. This inter-
face enables security personnel to visualize, prioritize, and efficiently respond to critical
events.



Security managers can review past events, generate reports, adjust rule parameters,
and supervise the surveillance process. Meanwhile, field agents receive mobile alerts with
contextual information, enabling rapid response to detected incidents. The system also
includes a module for user registration and authentication, ensuring that only authorized
personnel can interact with sensitive monitoring data. The interface is also flexible to
accommodate future extensions to support mobile devices.

5. Experiments and Results at Security Coordination Unit of a federal
university

To evaluate the CSIS performance in a real-world context, experiments are conducted at
the Security Coordination Unit of a federal university. The aim is to evaluate the models’
detection efficacy in unconstrained surveillance environments, specifically their capacity
for low-latency and real-time event recognition. The experiments are conducted using
video streams captured by surveillance cameras integrated into the system. Each scenario
was selected based on real incidents recorded by a Federal University’s Security Coordi-
nation Unit, with the aim of reproducing the system’s practical operation under typical
risk situations.

5.1. Datasets and Hyperparameter Setup

The quality, diversity, and volume of training data are crucial for developing robust, ac-
curate, and generalizable object detection models. Selecting appropriate datasets directly
influences a model’s performance in real-world scenarios. Table 1 provides a detailed list
of the training datasets used for each object detection model within our architecture.

Table 1. Datasets for specific detection tasks.

Task Dataset N
Car plate [Laroca et al. 2022] 20,000
Fire and smoke [Cazzolato et al. 2017] 9,448
weapon in hand [Assalim 2024] 4,098
[Lim et al. 2021] 5,500
Flood [Aquarium 2023] 700

[Bhutad and Patil 2021] 2,000
Graffiti and spray [Moura et al. 2021] 516
[Marcin 2023] 42

The variation in dataset sizes (for example, 20,000 for vehicle plates versus 42
for graffiti) implicitly reveals the challenges associated with acquiring large, high-quality,
and well-annotated datasets for all possible campus security scenarios. This disparity in
data volume often correlates with the model’s performance across different tasks. The di-
verse selection of datasets is crucial for the robustness and versatility of the CSIS models,
allowing them to operate effectively in a wide range of real-world scenarios. Although
Table 1 lists datasets of different sizes, it is important to emphasize that these datasets
are not used jointly in a single multi-class training process. Each detection task in the
CSIS architecture is handled by an independent model, trained separately with its own



data and pretrained weights. For all models, the dataset was split approximately into 80%
for training, 10% for validation, and 10% for testing.

The evaluation metrics employed to assess the performance of the YOLOv11x
model across its various detection tasks are standard in object detection research and
provide a comprehensive assessment of the model’s effectiveness: Precision (P) reflects
the model’s accuracy in identifying relevant objects, Recall (R) reflects the model’s sen-
sitivity in detecting all relevant objects, and Mean Average Precision (mAP) provides
an overall evaluation of detection quality across all classes and Intersection over Union
(IoU) thresholds. Specifically, mAPS50 indicates that the average precision is calculated
at an IoU threshold of 0.5, a common benchmark in object detection [Silva et al. 2025].

Hyperparameter Setup. The models for detecting fire and smoke, firearms or bladed
weapons, graffiti, and flooding were trained using the YOLOvI.1 architecture from the
Ultralytics library, with input images resized to 640 x 640 pixels. This resolution of-
fers a balance between spatial accuracy and computational cost for near real-time object
detection. Training was conducted with a batch size of 16 and the Stochastic Gradient
Descent (SGD) optimizer, using an initial learning rate of 0.01, momentum of 0.937, and
weight decay of 0.0005, ensuring stable convergence and robust performance, as depicted
in Table 2. An early stopping strategy was applied after 10 epochs without performance
improvement to mitigate overfitting. All experiments were trained on CMCAD Fabiola-
Greve on an A100 GPU with 80 GB of RAM.

Table 2. Training setup and essential hyperparameters (YOLOv11x)

Category Setting / Value

Model YOLOv11xx

Input image size 640 x 640

Batch size 16

Early stopping 10 epochs

Optimizer Stochastic Gradient Descent (SGD)
Initial learning rate  0.01

Momentum 0.937

Weight decay 0.0005

Loss function Default YOLOv11x detection loss

Data augmentation Mosaic, flip, color augmentation, Auto Augment

5.2. Campus scenario

Experiments were carried out on training real-time camera streams, enabling rapid and
accurate identification and supporting the immediate generation of alerts or automated
responses to ensure timely intervention. This scenario comprises seven surveillance cam-
eras distributed throughout the university campus. Among these cameras, one positioned
at the university’s main entrance is linked to a model dedicated to performing license
plate recognition for automobiles, motorcycles, and buses. Another camera, located in
one of the university’s main parking areas, is connected to a model specialized in detect-
ing suspicious behavior. The remaining five cameras are configured with task-specific



deep learning models for graffiti detection, fire and smoke detection, flood detection, and
the identification of individuals carrying firearms or bladed weapons.

5.2.1. Semantic interoperability

In the context of image analysis, semantic interoperability is achieved when different sys-
tems can exchange and interpret image-related information based on a shared understand-
ing of meaning. CSIS incorporates specialized models for vehicle license plate recog-
nition, enabling efficient, real-time identification and tracking. Figure 5 illustrates an
example of automatic license plate recognition'.

— e
ne—plate—vehicle 0.89
| '-—J». - 7

_— Y

o

Figure 5. Real-time vehicle license plate recognition (anonymized data).

After plate detection, we implemented a text recognition model (PaddleOCR) and
achieved 96.79% accuracy, demonstrating strong performance in extracting text across
different lighting and visibility conditions. This result validates the effectiveness of li-
cense plate recognition. Whenever the system detects vehicle license plates not registered
in the university database, an alert is triggered. Figure 6 illustrates the detection of the
flooding model on the campus, specifically designed to assist in managing natural disas-
ters within the university environment.

Figure 6. Flood detection

Figure 7. Graffiti and spray detec-
tion.

Figure 7 depicts graffiti detection. The detection model identified the act of graffiti
in progress, correctly classifying the event and triggering the corresponding alert. This

!For anonymization purposes, the license plate has been removed from the original image.



type of task is essential for asset preservation and enabling rapid intervention by secu-
rity teams, thereby helping preserve patrimony and ensuring timely responses to acts of
vandalism.

In addition, we have implemented fire and smoke detection systems, which ana-
lyze camera feeds and environmental data to detect signs of fire or smoke at the earliest
stages. These models help to ensure rapid responses to potential fire incidents, minimizing
the risks to life and property within monitored areas.

Furthermore, our models for detecting firearms and bladed weapons enhance
surveillance capabilities, enabling the identification of dangerous objects in real time.
This technology helps prevent violent incidents by enabling security personnel to respond
proactively before threats escalate.

5.2.2. Pragmatic interoperability

In the context of image analysis, pragmatic interoperability is achieved when different
systems can exchange and interpret messages through image-related information with a
shared understanding of both context and intention.

The interpretation of suspicious behavior in monitored environments, such as
parking lots, depends on the situational context in which the action occurs. Although
computer vision systems can identify similar patterns of movement or posture, the prag-
matic meaning of these actions varies according to contextual factors such as location,
object of interest, and the presumed purpose of the observed agent.

Our model for detecting suspicious behavior in parking areas considers an indi-
vidual who is crouching or seated on a bench in close proximity to a vehicle for approx-
imately one minute as potentially exhibiting suspicious behavior. Such conduct may be
associated with attempts to damage the vehicle, remove personal property, or gain unau-
thorized access. In this context, the combination of spatial proximity, body posture, and
the duration of the action provides contextual indicators suggestive of a possible intention
to engage in unlawful interaction. Although the duration of the stay is similar, the relation
between the action and the environment differs. A single semantic analysis of the image
based on objects, positions, and movements is insufficient to determine the nature of the
action.

vehicle

= 229: Suspeito(a) (60-885) <

Figure 8. Detection of suspicious behavior for a person standing near a vehicle.



Figure 8 illustrates the detection of suspicious behavior in a parking area. This
type of detection is particularly relevant for preventive alerts and for monitoring potential
risk situations. For the detection of suspicious behavior, we employed the YOLOv11x-
Pose model, which provides native human keypoints and integrates seamlessly with the
model track function, enabling the system to analyze posture and temporal persistence
using tracked identities across frames.

5.2.3. Quantitative Results

Table 3 shows the performance models across several datasets, evaluating Precision,
Recall, and mean Average Precision. Precision indicates the model’s accuracy in iden-
tifying relevant objects; recall reflects its sensitivity in detecting all relevant objects; and
mAP provides an overall evaluation of detection quality.

Table 3. Precision (P), recall (R), and mean Average Precision (mAP) results for
YOLOv11xx model in each dataset.

Models P R mAP50
Fire and smoke 0.71 0.52 0.57
Weaponinhand 0.90 0.58  0.75

Flood 049 030 032
Graffiti and spray 0.76 0.71  0.76
Plate 0.99 099 0.99

Our results demonstrate that the models can perform detection tasks with satis-
factory precision and robustness across diverse scenarios. Each specialized detector (fire,
weapons, floods, graffiti, spray, and license plates) contributes to an integrated and effi-
cient surveillance framework. These findings validate the practical applicability of CSIS
and support its deployment in real-world environments. We also presented experiments
conducted at the Security Coordination Unit of a Federal University, illustrating the mod-
els” performance under real monitoring conditions.

Although some tasks, such as the flood detection scenario, still require dataset
expansion, the overall performance remained consistent. The results reinforce the sys-
tem’s potential to enhance the Security unit’s operational capacity and optimize incident
response through automated alerts and integrated analyses.

6. Impacts and Limitations

6.1. Social Impacts

The implementation on the university campus has generated impacts for students, faculty,
staff, and visitors. Our approach improves the safety of individuals operating, helping
prevent threats of theft and assault. A real-time automated monitoring enhances confi-
dence and well-being by automatically detecting incidents, reinforcing a sense of security
and control over the campus environment. The sense of security provided by CSIS allows
students and staff to use the university’s public spaces with less concern than previously.



CSIS’s ability to detect fires, floods, or suspicious behavior at an early stage re-
duces students’ and staff’s exposure to risks and helps protect their physical integrity.
The agility in responding to incidents, with automatic alerts directed to security agents
(property security or the fire brigade), reduces response time and minimizes the impact of
critical situations.

Automated threat detection and classification reduce operators’ cognitive load and
enhance overall operational efficiency.

CSIS adheres to ethical standards, ensuring the privacy of individuals involved in
the monitoring process and complying with the regulations of the General Data Protection
Law (LGPD).

6.2. Organizational Impacts

Implementing our approach in a university environment entails substantial organizational
transformation. The alerts and events generated by CSIS are transmitted via a centralized
dashboard housed within the Security Unit. Such a dashboard enables supervisors and
operators to visualize incidents in real time and coordinate appropriate interventions. By
consolidating event data into a single platform, the dashboard mitigates information over-
load and enhances situational awareness, thereby facilitating timely and evidence-based
decision-making in critical security scenarios.

At the organizational level, the dashboard impacts by fostering integration across
university sectors, reducing data fragmentation, and improving communication among
operators, supervisors, and security managers. Consequently, institutional workflows are
reinforced, response procedures are standardized, and decision-making processes become
more agile and evidence-driven, ultimately minimizing response times during critical in-
cidents.

Moreover, the dashboard’s systematic event recording enables the Security Unit
to identify recurring patterns, assess structural vulnerabilities, and implement preven-
tive measures. In this way, CSIS generates organizational intelligence that strengthens
institutional governance and enhances the overall resilience of the university’s security
infrastructure.

6.3. Technical Impacts

CSIS has provided technical advances in a university surveillance environment. It is struc-
tured around three interoperability layers (syntactic, semantic, and pragmatic) that to-
gether enable seamless integration of heterogeneous surveillance infrastructures. Devices
are registered and authenticated within the system, ensuring the synchronized collection
of essential metadata, such as frame rate and latency, for accurate frame description at
the syntactic level. At the semantic layer, incident detection in the syntactic layer is per-
formed using computer vision models optimized for real-time operation, thereby ensuring
both accuracy and timeliness in event recognition. Suspicious incidents and their contex-
tual information are processed at the pragmatic layer, where they are evaluated against
predefined conditions. Only after this analysis is the event conditioned on the Hub Of
Events module for subsequent handling. Once in the Hub Of Events module, the event
is interpreted as a representation of the underlying intention associated with the detected



incident. The Events Hub module is responsible for managing duplicate events, storing
them in a database, and forwarding validated records to the Dashboard.

Our ecosystem provides an ensemble-based approach to incident detection. Rather
than relying on a single model, the system employs multiple YOLOv11x models, each
specialized in recognizing a particular class of threat or incident. This modular and scal-
able architecture not only allows models to be implemented or removed as needed but also
enhances detection coverage, improves accuracy, and increases robustness in real-world
deployments.

6.4. Limitations
Although the CSIS ecosystem helps address practical issues, several limitations remain.

The performance of detection models is influenced by the availability and balance
of training datasets. For example, license plate recognition tasks benefit from extensive
datasets, while flood and graffiti detection scenarios are constrained by limited data. This
leads to reduced detection performance and limits the models’ generalization capacity.
Expanding and diversifying datasets for underrepresented threats is essential to enhance
model stability and reliability.

The experimental evaluation was limited to a federal university, using a limited
number of cameras and context-specific institutional procedures. Although the scenarios
represent authentic operational conditions, the findings are not directly generalizable to
other campuses or corporate environments with differing infrastructures, security proto-
cols, or spatial configurations. Additional deployments in multi-campus or heterogeneous
institutional contexts are necessary to evaluate scalability and external validity.

Pragmatic interoperability in CSIS is implemented using Event—Condition—Action
(ECA) rules, which, while transparent and effective, impose limitations. The rule-based
approach depends on manually defined conditions and thresholds, making it less adapt-
able to new suspicious behaviors, ambiguous situations, or conflicting interpretations of
context and intention. As a consequence, the current solution could struggle with more
complex or emergent situations that require higher-level reasoning or dynamic interpreta-
tion of intentions.

Additionally, the system architecture is closely integrated with the YOLOv11x
family of models, chosen for their maturity and real-time performance on the available
hardware. Although this selection is operationally justified, the absence of a comparative
evaluation with alternative detectors limits conclusions about detector-agnostic perfor-
mance. Future research should investigate the effects of various vision architectures on
both semantic and pragmatic interoperability.

An additional aspect concerns the operational analysis of false positives and false
negatives. Although standard detection metrics are presented, the study does not quan-
titatively assess the downstream impact of undetected events resulting from operator
workload, alert fatigue, or decision-making processes. A more comprehensive, human-
centered assessment would yield further insights into long-term system adoption and user
trust.

Finally, while privacy protection and compliance with data protection regulations
are considered conceptually, the study does not incorporate a formal privacy impact as-



sessment or user perception analysis. Given that surveillance systems operate in sensitive
social environments, further research is needed to assess ethical considerations, trans-
parency, and acceptance across diverse stakeholder groups.

7. Conclusions and Future Work

Our CSIS approach contributes to a university surveillance and security detection envi-
ronment. Designed for multi-level interoperability (syntactic, semantic, and pragmatic), it
embodies an understanding of contemporary security challenges within a complex socio-
technical ecosystem. Its capability to detect and identify a wide range of threats, including
weapons, suspicious behavior, fires, floods, and vandalism, in real time demonstrates its
foreseen applicability.

From an operational perspective, CSIS has an innovative impact on the Security
Unit’s daily activities. A centralized security dashboard improves through an automated
monitoring, from a predominantly manual workflow to a data-driven, proactive decision-
support system. Operators now receive real-time, automated alerts enriched with contex-
tual data, enabling faster and more accurate interventions. Supervisors, in turn, benefit
from comprehensive, consolidated event logs, which streamline post-incident analysis
and support evidence-based decision-making. These advancements reduce operator fa-
tigue, which is a common challenge in continuous camera monitoring, while enhancing
coordination among surveillance operators, field agents, and emergency responders.

For future work, we envisage directions such as expanding and diversifying the
dataset and extending to multi-campi environments.
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