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Abstract. The prevalence of personal data in the hands of large companies
highlights the necessity for robust regulatory frameworks. The General Data
Protection Law (LGPD) seeks to standardize data usage, emphasizing minimal
ownership and, when needed, anonymization in line with regulations. The ab-
sence of a specific tool for anonymizing Brazilian personal data remains a sig-
nificant challenge. The lack of a dedicated tool for anonymizing Brazilian per-
sonal data poses a hurdle in achieving LGPD compliance. This study proposes
the development of a library tailored to anonymize personal data, considering
the unique aspects of Brazilian regulations. The goal is to create an efficient
and secure library for removing identifiable information from documents, align-
ing with the LGPD. Furthermore, the results obtained from the implementation
and testing of the developed library provide significant contributions to the data
privacy community. The successful integration of support for various document
formats such as .PDF, .DOCX, and .XLSX, coupled with the ability to anonymize
text strings, demonstrates the versatility and practicality of the library. Notably,
the performance tests reveal promising outcomes, showcasing the effectiveness
of each function and regular expression employed. These results not only val-
idate the functionality of the library but also underscore its potential in aiding
individuals and organizations in adhering to data protection regulations.

1. Introduction

The General Data Protection Law (LGPD)[da Republica 2018], sanctioned in 2018 and in
effect since September 2020, regulates how companies operating in Brazil should act re-
garding the collection, processing, and sharing of personal and sensitive data. In essence,
the LGPD recommends that companies anonymize personal data concerning their cus-
tomers. According to the law, personal data includes all information capable of identify-
ing its owner, such as name, ID, phone number, date of birth, location, email, and data
related to social media accounts, among other information that can lead to the identifi-
cation of the data subject. It is important to note that, according to the LGPD, data is
considered anonymized only when it has definitively lost the ability to identify a person.

Data anonymization can be applied in any context involving personal data of one
or more individuals, being not only necessary but indispensable, especially in sectors such
as health[Bild et al. 2020], social networks, and business. Data anonymization techniques
for personal information, such as masking, generalization, and distortion of data, can be
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employed to protect sensitive information like banking details and residential addresses
[Murthy et al. 2019]. The specific techniques used may depend on the type of data being
anonymized and the specific needs of the organization. Therefore, it is crucial to strike a
balance between privacy protection and the usefulness of data for analysis and research.

According to the General Data Protection Law [da Republica 2018]:

Article 46. Data processing agents must adopt security measures, both
technical and administrative, capable of protecting personal data from
unauthorized access and accidental or unlawful situations of destruction,
loss, alteration, communication, or any form of inappropriate or illegal
treatment.

These security measures, among many others, may consist of anonymization tools,
whether individual software or existing programming language libraries. Currently, var-
ious data anonymization tools are available from various internet sources, each perform-
ing their respective operations using unique and effective techniques. However, the most
efficient tools do not meet the needs of Brazilian cases, lacking support for both the Por-
tuguese language and the format of Brazilian personal data, such as CPF and RG. There-
fore, there is a need for an open-source library that is secure and efficient, usable by any
organization or individual, ensuring standardized and secure anonymization in accordance
with LGPD.

The primary aim of this study is to develop a library tailored for anonymizing
personal data in alignment with the requirements outlined in the Brazilian General Data
Protection Law (LGPD). Through a comprehensive process, including an analysis of ex-
isting anonymization techniques, examination of the LGPD, identification of Brazilian
data intricacies, and subsequent development of the library, the goal is to offer an efficient
and secure solution for removing sensitive information from documents while upholding
privacy and confidentiality standards mandated by regulations. The resultant technolog-
ical solution not only facilitates compliance with data protection laws but also enhances
information security and privacy, thereby contributing significantly to safeguarding per-
sonal data in the Brazilian context.

2. Background

2.1. General Data Protection Law

In the context of the digital society, the increasing flow of personal information and the
need to protect people’s privacy have become issues of extreme relevance [Tomas 2022].
In this regard, the General Data Protection Law (LGPD) emerges as important regulation
in Brazil, establishing guidelines for the processing of personal data by public and private
organizations [Teixeira 2020].

The LGPD was enacted in 2018 with the primary goal of ensuring individuals’
control over their personal data, establishing clear rules on how this data should be col-
lected, stored, processed, and shared [da Reptblica 2018]. The law aims to protect the
privacy, freedom, and dignity of citizens while promoting transparency in data processing
activities.

Anonymization, as emphasized by the LGPD [Kalam etal. 2005,
Carvalho et al. 2020, da Republica 2018], is pivotal for safeguarding personal data
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in Brazil. It enables organizations to utilize information for legitimate purposes like
research and analysis while preserving individuals’ privacy [Tomdés 2022]. The LGPD
stipulates specific criteria for data anonymization, requiring technical processes that
render data unidentifiable, alongside security measures to safeguard data during process-
ing. This legal framework underscores the importance of anonymization in upholding
privacy rights [Teixeira 2020], facilitating data use in compliance with regulations while
necessitating ongoing updates and security measures for effectiveness [Tomds 2022].

2.2. Anonymization

Anonymization is a process used in the protection of personal data, with the goal of ren-
dering the anonymized information in such a way that it becomes impossible to identify
the individual to whom the data refers [Tomas 2022]. This method seeks to eliminate or
modify elements that could allow for the direct or indirect identification of data subjects,
thereby ensuring the privacy and confidentiality of the information. Anonymization plays
a fundamental role in compliance with data protection laws, such as the General Data
Protection Regulation (GDPR) in the European Union [intersoft consulting 2018] and the
General Data Protection Law (LGPD) in Brazil [da Republica 2018]. By applying ap-
propriate anonymization techniques, organizations can use data for research, analysis,
and product development purposes without compromising the privacy of the individuals
involved.

The protection of privacy [Alves and Neves 2021] and personal data has become
a paramount issue in the digital era. With the increasing volume of collected information,
it is crucial to adopt appropriate measures to ensure the security and confidentiality of
this data. In this context, anonymization emerges as a promising technique capable of
preserving individuals’ privacy while allowing the secure use of sensitive information.
This chapter will address the benefits and challenges of anonymization, as well as its
relationship with GDPR and LGPD [Tomas 2022].

2.3. Anonymization Techniques

There are various techniques available, each with its own advantages and disadvan-
tages. For this work, some of the five techniques described in the paper by Murthy
et al. [Murthy et al. 2019] were chosen: Suppression and Masking. However, it is es-
sential to understand that numerous other techniques exist, which may be better applied
in different situations but with the same ultimate purpose. Additionally, one must be
aware of the limitations of anonymization, as in some cases, de-anonymization techniques
can be employed to identify individuals through correlations and data cross-referencing
[Murthy et al. 2019].

The data suppression technique involves the complete removal of a data point and
its replacement with a value that lacks meaning, such as "XXXXX.,”. This technique
is particularly useful when there is a need to conceal textual data, such as names and
addresses. However, since this method completely eliminates the data, its application may
interfere with the usability of the data, as they lose their meaning and value.Masking, on
the other hand, entails obscuring data by replacing characters based on predefined rules,
preserving certain characters like the first of a word while altering others like numbers
and letters, as detailed in [Murthy et al. 2019].
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2.4. Related Works

Several studies contribute to the field of data anonymization, providing insights into tech-
niques, challenges, and tools.

The work by [Prasser et al. 2020] offers an overview of anonymization tools and
algorithms, emphasizing the importance of balancing privacy and data utility.

Furthermore, [Jha et al. 2023] introduces z-anonymity and k-anonymity tech-
niques, demonstrating their effectiveness in protecting user privacy, especially in con-
tinuous data streams.

[Murthy et al. 2019] presents five anonymization techniques and discusses their
suitability for different types of data attributes, focusing on preserving data utility while
mitigating privacy risks.

While existing techniques in programming languages like Python [Pelgrim 2023]
provide solutions for data anonymization, there’s a gap in tools specifically tailored for
Brazilian personal data anonymization across various file types.

3. Library Proposal

The programming language chosen for this project is Python [FOUNDATION 2023], a
high-level, interpreted, and general-purpose programming language. It is widely adopted
in the data science community and has a wide range of libraries that facilitate data ma-
nipulation, processing, and analysis. The choice of Python is based on its ease of use,
code readability, and the availability of a wide variety of libraries for data anonymization
needs. For the effective functioning of the library, the Docx2txt, Docx, PDFMiner, and
Pandas libraries were used.

3.1. Architecture

By adopting a modular approach, the architecture allows for easy extensibility and cus-
tomization of the components according to the specific requirements of the anonymization
context. The interconnected components work together to ensure an efficient flow of data
throughout the anonymization process. Additionally, the modularity of the architecture
facilitates the maintenance and continuous improvement of the solution, making it more
adaptable to future changes and advancements in data protection.

The architecture can be divided into modules and components for better visual
understanding, as follows:

* External Data Import Component: Responsible for importing data from external
sources, such as CSV files, databases, etc.

* Personal Data Anonymization Module: Performs the general coordination of the
anonymization process, calling specific modules for different types of data.

* Regex Component for Personal Data: Contains regular expressions to identify and
anonymize different types of personal data (CPF, telephone, date, zip code, email).

* Anonymization Module for PDF, DOCX, XLSX and text files: Each specific mod-
ule performs data anonymization for a specific file format or for text.

* Anonymization Module for Text Strings: Performs anonymization on text strings.

* Anonymized Data Output Module: Responsible for storing or sending
anonymized data to the desired destination.
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3.2. Anonymization Approches

To create the code, it was first necessary to decide which anonymization technique
would be used in the library, based on the techniques proposed by Murthy et al
[Murthy et al. 2019]. For reasons of practicality and ease, the Suppression technique was
chosen, also aiming at data security, since there is no way to recover anonymized data
with this technique [Murthy et al. 2019]. In this case, the choosen aproach consists in
completely erase the personal data contained in documents, once the objective consists in
data anonymization in a way that the documents could be made public if needed, whithout
the risk of having personal data leaks.

Considering that all quasi-identifying attributes to be anonymized had a pattern,
xxx.xxx.xxx-xx for CPF for example, it was decided to create a class containing regu-
lar expressions that would serve to locate each data pattern throughout the text received.
Each of the expressions searches the text for a specific format, regardless of the value that
the attribute has. In the library code [Raylan Da Silva Sales 2023], the 'RegexDadosPes-
soais’ class was created with the sole purpose of storing regular expressions and compiling
them into variables through the ’re’ library [Foundation 2024]. Each variable: regexCPF,
regexTelef, regexData, regexCEP and regexEmail, receives a regular expression responsi-
ble for finding the format of CPF, Telephone (in this case, cell phone number), Date, CEP
and Email, respectively.

The ’pdfminer.six’[Valvekens 2024] library was used to process .PDF files, where
the “extract_text’ function searches for the file through the provided path, extracts the text
and stores it in string format in the text variable. After the pattern variable is created and
receives the regular expression referring to the type of data to be anonymized, the library
function ’re’: ’sub’ is used, where it receives a regular expression, a replacement string
and a string search. The function searches the search string for all occurrences recognized
by the regular expression and replaces them with the replacement string. In this case,
the replacement string used was #########. Finally, the new string with the anonymized
data is returned to the main program.

The "anonimiza_string’ function was created so that the library could offer simple
support for text strings that were already stored within variables in the program. The
operation of this function is extremely similar to the ’anonimiza_pdf’ function, since it
receives a text string along with the type of data you wish to anonymize, and passes the
arguments as parameters of the ’sub’ function that changes and returns the text with the
desired parts anonymized.

The ’anonimiza_docx2txt’” function was created so that it is capable of reading a
file in the .DOCX format and extracting its data. However, it is not capable of creating
or overwriting a new file, since the docx library — used to create the docx file — is
not compatible with PyPI. Therefore, the chosen approach was to return a text string,
containing the contents of the anonymized file according to the user’s choice.

Support for .XLSX files was added relying mainly on the
“pandas’[pandas via NumFOCUS 2024] library. The library retrieves data from the
file using the ’read_excel’ function and stores the dataset within the ’text’ variable. To
change the data within the dataset, it was necessary to use the “apply’ function, which
goes through the entire dataset changing the values passed as an argument. In this case,

196



Anais Estendidos do XX Simpésio Brasileiro de Sistemas de Informagdo (SBSI 2024)

VI Concurso de Teses e Dissertagdes em Sistemas de Informagao (CTDSI 2024) e VI Concurso de Trabal hos de Conclusdo
de Curso em Sistemas de Informagdo (CTCCSI 2024): Trabalhos de Conclusgo de Curso

the values passed as arguments consist of: a regular expression, according to the user
input and the anonymization string already used previously.

4. Validation

The test cases were made to ensure the integrity of the library and verify it works correctly,
simulating a normal use of the application, where the previous presented anonymization
functions were called, passing the archives paths, that would be stored in the variable
“arquivo” and the desired personal data to be anonymized in a string format: “CPF”,
“Telefone”, ”Data”, "CEP” and "Email”. This string was then stored in the "Flag” vari-
able, which is used in the retorna_pattern” function, that serves the purpose of retrieving
the regex function that contains the format of that specific data format. All the results
are availabe in the GitHub page of the project [Raylan Da Silva Sales 2023], in the folder
’testResults” on the ”develop” branch.

It is worth noting that in all cases of examples presented in the images, all names
or possible non-anonymized quasi-identifiers are censored with a black band, to preserve
the identity and integrity of the individuals. All data anonymized by the library becomes
the string #H#HH#H#H#H##, which does not need to be censored. The tests were carried out on
machines with the Windows 10 operating system, Python versions 3.10 and 3.11 and each
with 16GB of RAM.

4.1. PDF Anonymization

For test cases using files in the .PDF format, the strategy of recovering the anonymized
string and storing it in a . TXT file was used, for easy viewing, since the .PDF anonymiza-
tion function is not capable of generating a new file in the same format, maintaining
the original text formatting. The tests carried out were carried out on documents found
through internet searches, using the full name of individuals in single quotation marks as
the search string, which only returns results that contain exactly the string between the
quotation marks. Tests that had some type of personal data were used.

For this test, Covid-19 vaccination data from a municipality in the state of Rio De
Janeiro [de Sao Jodo da Barra 2024] were used. In this case, the data to be anonymized
are the dates of birth and dates of vaccination, as shown in Figure 1.

This list was chosen due to the amount of data contained in the file, since it
presents more than 6000 lines of information, which was considered to be a good amount
of data to evaluate the capabilities of the library created, since The library’s ability to ex-
tract data from the file and process it, in addition to returning anonymized data, could be
verified.

16/07/1972 Trabalhadores Portulj 01/09/2021 2A2 Dose ASTRAZENECA/FIOCRU; 218VCD252W
23/01/1977 Trabalhadores PortuAj 01/09/2021 2A2 Dose ASTRAZENECA/FIOCRU; 218VCD252W
05/01/1993 Trabalhadores PortuAj 01/09/2021 2A2 Dose ASTRAZENECA/FIOCRU; 218VCD252W
25/04/1995 Trabalhadores Portuj 01/09/2021 2A2 Dose ASTRAZENECA/FIOCRU; 218VCD252W
08/10/1993 Trabalhadores PortuAj 01/09/2021 2A2 Dose ASTRAZENECA/FIOCRU: 218VCD252W
04/03/1995 Trabalhadores PortuAj 01/09/2021 2A2 Dose ASTRAZENECA/FIOCRU: 218VCD252W

Figure 1. Non-Anonymized Vaccination Data

197



Anais Estendidos do XX Simpésio Brasileiro de Sistemas de Informagdo (SBSI 2024)

VI Concurso de Teses e Dissertagdes em Sistemas de Informagao (CTDSI 2024) e VI Concurso de Trabal hos de Conclusdo
de Curso em Sistemas de Informagdo (CTCCSI 2024): Trabalhos de Conclusgo de Curso

4.2. DOCX Anonymization

The first test consisted of applying the anonymization of CPF and RG, using the regular
expression already contained in the library and another entered manually. The application
was made in a .DOCX document that consisted of a declaration of nepotism that was used
by one of the authors of this study to join the Federal Supreme Court as an intern. The
file is not available to the public, but is shown in Figure 2.

Due to the fact that it is an official document, we wanted to evaluate whether the
technologies used in the created library would be able to maintain the original formatting
of the file, since if they were, the library could easily be used by government agencies to
anonymize official documents without worry about changing the original formatting.

DECLARAGAO

Eu. [N RN vl . or
_ . estudante do curso de Ciéncia Da
Computagio, selecionado (a) para realizar estégio remuncrado
no Supremo Tribunal Federal — STF, DECLARO, para todos os efeitos legais, que ndo sou
cénjuge, companheiro ou parente em linha reta, colateral ou por afinidade, até o terceiro grau,
inclusive, de Ministros e servidores em exercicio.

PARENTES PARENTES POR AFINIDADE
Parentes exclusivamente do conjuge ou companheiro(a):

Ascendentes:
1° grau pai e mae

2° grau: avb e avé 1° grau: pai e mie

3° grau: bisavé ¢ Bisavo 2 6 ¢ avd
3° gran: bisavd e Bisavd

Descendentes:
1° graw: filho e filha Descendentes:
2° grau: neto e neta 1° grau: filho e filka
3° grau: bisneto e bisneta 2° grau: neto e neta
3° grau: bisneto e bisneta
Colateral:
2° grau: irmao & irma Colateral:
3° grau: tio, tia, sobrinho e 2° grau: irméo e irma
sobrinha 3° orau- tio. tia, sobrinho e sobrinha.

Figure 2. Non-Anonymous Nepotism Statement

The code used for testing remained basically the same for the library version and
the version contained in the ’develop’ branch. Differing only in the fact that in the library
version it was necessary to recover the anonymized string and, to facilitate visualization,
a .txt file was created to store the string.

Using the library, instead of overwriting the file, it was decided to first use the
.DOCX document anonymization function, to anonymize the CPF and, after that, the
returned string was passed to the string anonymization function, since the .DOCX file
was not recreated, so it would not be possible to extract the text again. Finally, the result
was saved in a .txt file for easy viewing of the result.

4.3. XLSX Anonymization

To anonymize data in .XLSX format, a spreadsheet was used with fictitious data generated
by Artificial Intelligence ChatGPT [OpenAl 2024], with 50 lines of data and 5 columns,
where each column contains a quasi-identifier, namely: CPF, ID, Date of Birth, Cell
Phone Number and Email.

This test was created with the aim of verifying the library’s behavior when using
anonymization functions in a chained manner, where the output file was changed in each
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of them. The number of data lines, for this specific test, was not considered of paramount
importance, since the objective was to verify only the anonymization functions and the
ability of the pandas library to quickly overwrite data from a single file. The worksheet is
shown in Figure 3

A B [4 D E
10(012.345.678-90  01.234.567-8 14/07/1987 (07) 90876-5432
11|098.765.432-10  09.876.543-2 09/09/1995 (02) 98765-4321
12 |987.654.321-09 98.765.432-1 30/11/1981 03) 97654-3210
13 |876.543.210-98  87.654.321-0 17/02/1973 (04) 96543-2109
14|765432.109-87  76.543.210-9 03/05/1994 (05) 95432-1098
15|654.321.098-76  65.432.109-8 22/08/1989 (06) 94321-0987
16 |543.210.987-65 54.321.008-7 11/12/1977 {07) 93210-9876
17 |432.109.876-54  43.210.987-6 25/03/1997 (08) 92109-8765
18|321.098.765-43  32.109.876-5 05/06/1984 (09) 91098-7654
19|210.987.654-32  21.098.765-4 18/09/1978 (10) 90987-6543
20 |109.876.543-21 10.987.654-3 02/01/1993 (11) 90876-5432
21(012.345.678-90  01.234.567-8 14/07/1987 (12) 98765-4321

12717 nnoTesas o 131 a78RA221

23 lnno 7es nama o

Figure 3. Worksheet Containing Fictitious Quasi-ldentifiers

4.4. Discussion of Results

The analysis of the results obtained during the test was extremely important, as its func-
tionality and reliability could be verified. This section aims to interpret these results and
provide a more in-depth look at what was observed.

The tests carried out demonstrated that the library has remarkable efficiency in
anonymizing chained data, as was possible to notice mainly in the tests carried out with
.XLSX documents. Tests on other types of files also proved satisfactory, as the library
was able to anonymize and return text strings without complications. However, there was
a delay in the anonymization of vaccination data, where the program execution took 48.78
seconds. Future optimizations will be carried out in an attempt to reduce execution time.

The library demonstrated robustness when dealing with a variety of data types
and testing situations, having no problems with the option of manually inserting a regular
expression to identify personal data not supported by default, further increasing the possi-
bilities for anonymization in different contexts . The library, during the tests, anonymized
all selected data in an impeccable way, so that they could not be recovered, guaranteeing
the security and inviolability of the quasi-identifiers presented.

When comparing the library with other existing ones, it was possible to see compa-
rable performance in several aspects, however, this performance is superior when it comes
to the anonymization of Brazilian personal data. The library created proved to be superior
in terms of data anonymization in relation to the Anonymizedf [Fridriksson 2020] library,
since the library in this work has the ability to find data in specific types of documents
and anonymize them, while the Anonymizedf library only has the ability to generate false
data that can be used in manual text replacement. Concerning the Anonympy library
[ArtLabs 2022], the library developed for this study has demonstrated superiority in terms
of the range of data types that can be anonymized, coupled with comprehensive support
for Brazilian datasets.

5. Threats to Validity

The library lacks the capability to recreate .PDF and .DOCX files with anonymized data,
instead only providing the raw string via code. This limitation may lead to data structure
and formatting loss when attempting to reconstruct documents from the returned string.
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Efforts to find compatible libraries for .PDF and .DOCX files during the library’s devel-
opment proved unsuccessful, hindering automatic file recreation functionality.

6. Conclusion

This work aimed to create a library that serves as a personal data anonymizer for Brazilian
data. The library was designed to receive data from files in different formats and apply
the suppression technique to the desired data. It was decided to create regular expressions
that would serve as validators to traverse the texts and find the data to be anonymized.
Additionally, support for .PDF, .DOCX, and .XLSX documents was successfully added
to further enhance the library’s utility, as personal data is not always contained in a single
type of document. In the case of documents and files not supported by the library, an
option for anonymizing text strings was also included to provide even more support.

One of the main contributions of this work is the aforementioned library, as it will
assist and simplify the anonymization of data for individuals and even companies. The
library comes with documentation that facilitates its use. According to the tests, it was
possible to verify the functioning of each function and each regular expression inserted
into the library. As observed, all tests yielded expected and even surprising results in terms
of execution time and the quantity of sequentially anonymized data. Additionally, the
library demonstrated superiority in anonymizing Brazilian personal data when compared
to other tools.

Future works primarily involves improvements to the created library, specifically
adding support for the modification and creation of .DOCX and .PDF documents, similar
to what is already being done for .XLSX documents.
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