Anais Estendidos do XX Simpésio Brasileiro de Sistemas de Informagdo (SBSI 2024)

Trilhade Temas, |deias e Resultados Emergentes em Sistemas de Informagao - Resultados Emergentes: Graduagao

Towards a Comparative Study of Authentication Mechanisms
for Low-Resource Internet of Things Devices

Joel Sousa', Emerson B. Tomaz', Allysson Allex Araijo?

"Universidade Federal do Ceara (UFC)
Campus de Crateus
Crateus, Ceara — Brasil

2Universidade Federal do Cariri (UFCA)
Centro de Ciéncias e Tecnologia (CCT)
Juazeiro do Norte, Ceara — Brasil

joe_sousa@alu.ufc.br, emerson@crateus.ufc.br,

allysson.araujoQufca.edu.br

Abstract. Authenticity represents an essential facet of information security ex-
plored across various Information Systems (IS), including Internet of Things
(IoT) devices in Industry 4.0. However, deploying authentication mechanisms
in specific loT devices poses significant challenges, particularly for those with
energy, memory, and computational power constraints. Given this context, this
ongoing research project aims to compare conventional authentication mecha-
nisms for low-resource lIoT devices and identify the most efficient one among
them. As an initial result, this paper aims to present our methodological scope
and discuss preliminary empirical results derived from a computational exper-
iment using the Non-Interactive Zero Knowledge Proofs (NIZKP), algorithm in
Arduino Nano. This research seeks to enhance the comprehension of authentica-
tion mechanisms in low-resource loT devices, thus facilitating better decision-
making processes in IS settings and contributing to academia and practice.

1. Introduction

Industry 4.0 combines industrial technology, information and communication technolo-
gies to create a flexible production model for personalized digital products and services
[Zhou et al. 2015]. Due to its current level of maturity and awareness, we opted to con-
textualize this work in the scenario of Industry 4.0, although we recognize that Industry
5.0 has been gaining attention. According to Liu et al.(2020), the benefits of Industry
4.0 stem from the incorporation of various emerging technologies, such as the Internet of
Things (IoT). In summary, IoT is characterized as an open and comprehensive network of
intelligent objects that can self-organize, share information, data, and resources, and react
and act in response to situations and changes in the environment [Madakam et al. 2015].

IoT devices are embedded in various application domains, such as smart agri-
culture [Perwej et al. 2019] and smart cities [Lohiya and Thakkar 2020]. Baiyere et al.
(2020) highlighted the position of Information Systems (IS) scholars in advancing re-
search on IoT because IS operates at the intersection of information technologies, social,
business, and technical aspects. Due to information security concerns, such as the po-
tential for misuse and abuse by different actors, the impact of IoT on individuals, busi-
nesses, and society is significant [Qin et al. 2016]. Abomhara and Kgien (2015) highlight
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that IoT devices deal with different challenges, particularly in information security. Due
to resource constraints, 10T devices often lack the capacity to support complex security
schemes [Roy et al. 2018]. In order to ensure security, it is important to have mechanisms
for authentication in place to verify the entities legitimacy [Alnahari and Quasim 2021].

Among the most popular authentication mechanisms, Galla et al. (2016) highlight
RSA (Rivest, Shamir, Adleman). In this scheme, an entity employs its private key to digi-
tally sign a message, while the recipient verifies the authenticity of the message using the
entity’s corresponding public key. Najjar (2015) discusses the HMAC (Hashed Message
Authentication Code), which is a type of MAC function that uses hash functions and a se-
cret key shared between two parties to ensure the authenticity and integrity of messages.
Hung and Hsu (2018) emphasize the use of AES (Advanced Encryption Standard), this
symmetric block cipher algorithm is used to cipher and decipher information using the
same key. Additionally, Puthiyidam et al (2023) noted that NIZKP (Non-Interactive Zero
Knowledge Proofs) enables secure IoT authentication by allowing devices to prove their
identity without disclosing sensitive information and without requiring multiple rounds
of interaction between the prover and verifier. Ensuring the authenticity of IoT devices is
critical for maintaining data security and integrity in the context of Industry 4.0.

More recently, Eldefrawy er al. (2018) conducted an experiment to establish
secure channels between components of an IoT infrastructure in industrial applications
considering two different authentication mechanisms. They found that HMAC-SHA256
demonstrated advantages in energy efficiency and processing compared to ECC. In ad-
dition, Tomaz et al. (2020) explored the NIZKP in low-resource mobile health system.
They ensured the patient’s privacy-preserving throughout the system by addressing issues
of storing, managing, and sharing data using blockchain. The aforementioned papers fo-
cused on the implementation of HMAC and NIZKP as authentication mechanisms for
low-resource systems, but they did not provide any robust comparative analysis consid-
ering a pool of different authentication mechanisms. However, in an IoT scenario of
Industry 4.0, for example, there are often several devices with considerable resource con-
straints. As a result, it is important to analyze which authentication mechanisms are most
appropriate for these constrained scenarios.

In light of this motivation, this ongoing research project aims to conduct a robust
comparison among different authentication mechanisms in the context of low-resource
IoT devices to identify the most efficient one. We seek to investigate whether NIZKP
over elliptic curves demands fewer computational resources compared to conventional
authentication mechanisms, that is, HMAC, AES, and RSA. This paper aims to present
our methodological scope to achieve this objective and discuss preliminary evidence of
the feasibility of using the NIZKP algorithm on the Arduino Nano, which is a highly used
open-source electronic prototyping platform created for projects with limited resources.

This expected comparative analysis contributes to the field of IS by aiding
decision-making processes for authentication mechanisms in IoT settings, especially
for Industry 4.0 scenarios with constrained-resource 10T devices where information se-
curity is critical. In addition, this perspective is closely related to the challenge of
“Full Interoperability: Challenges and Opportunities for Future Information Systems”
[Boscarioli et al. 2017], since dealing with the complexity of IS require to explore new
models of interoperability, in which IoT plays a key role.

370



Anais Estendidos do XX Simpésio Brasileiro de Sistemas de Informagdo (SBSI 2024)

Trilhade Temas, |deias e Resultados Emergentes em Sistemas de Informagao - Resultados Emergentes: Graduagao

2. Research Method

This research positions itself as experimental with an descriptive approach. We delineate
the methodological scope through a computational experiment, based on the comparative
analysis of authentication mechanisms in low-resource IoT devices. The methodological
design of the experiment is depicted in Figure 1.
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Figure 1. Methodological Procedures.

In Step 1 (dashed lines in blue), the definition of independent variables will be
carried out, represented by the authentication mechanisms that will be part of the experi-
ment: NIZKP, HMAC, AES, and RSA. The selection of these mechanisms was based on
their widespread application. In Step 2 (dashed lines in gray), dependent variables will be
delineated, such as computational processing time, memory allocation, and energy con-
sumption. The careful selection of these variables was based on the challenges associated
with limited computational capacity, energy constraints, and memory restrictions in IoT
devices. In Step 3 (dashed lines in yellow), the definition of the Control Group and Ex-
perimental Group will be carried out. The Control Group will include RSA, HMAC, and
AES, while the Experimental Group will comprise NIZKP.

In Step 4 (marked by dashed lines in green), we will conduct three distinct ex-
periments to compare the performance. In Experiment 1, we will compare NIZKP with
RSA; in Experiment 2, NIZKP with AES; and in Experiment 3, NIZKP with the HMAC.
In Step S (indicated by dashed lines in pink), we will conduct additional iterations of the
tests from the previous step to improve the consistency of the results and reduce random
errors. We will record the experimental conditions, tasks, and Arduino Nano configu-
rations in each iteration to ensure the reproducibility of the results. We will collect the
values of the dependent variables, that is: computational processing time in millisec-
onds (ms), memory allocation in kilobytes (Kb), and energy consumption in millijoules
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(mlJ). These records will be important for analyzing the performance of each mechanism.
In Step 6 (marked by dashed lines in purple), we will proceed with the analysis of the
previously collected data, comparing the results of each mechanism, including NIZKP
(experimental group), with the RSA, AES, and HMAC (control groups).

3. Preliminary Results

We conducted a brief experiment on Arduino Nano to assess NIZKP viability. We mea-
sured memory allocation, energy consumption, and computational processing time after
30 executions, focusing on key pair generation. In the experimental setup we employed
the Arduino Nano equipped with a 32 KB Flash ROM, 2 KB SRAM memory, and an
ATmega328 processor clocked at 16 MHz. Additionally, we used the HM-10 Bluetooth
Low Energy (BLE) module, which is widely employed in IoT devices, as reported by
[Dian et al. 2018]. This module enabled Arduino communication with an Android 10
smartphone featuring a Snapdragon 632 octa-core processor and 2GB RAM, which used
the BetterTools' app for Arduino board interaction. All source code is open available at
our supporting repository?.

The mechanism deploy action produces a job output that provides information
about the memory allocation. In turn, to measure the approximated energy consumption,
we adopted the following equation (also widely adopted by [Chatzigiannakis et al. 2011,
Ma et al. 2014, Moosavi et al. 2016, Li et al. 2017]):

E=V.1-t,
where:

* [ is the consumption of energy in millijoules (m.J);
* 1/ is the operating voltage in volts (1);

e [ is the current in milliamperes (mA);

* t is the time in seconds of each operation.

According to the Arduino technical document®, Arduino Nano consumes 19 mA
at a voltage of 5V. Additionally, as mentioned before, a Bluetooth* BLE V4.0 HM-10
module was used for communication between the Arduino and the Smartphone. There-
fore, when applied to the previous equation, we have:

E=5-(19+4.%) -t

where 19 mA is the current electric current of the Arduino Nano, and 4.8 mA refers to the
electric current of the Bluetooth HM-10 module in active mode.

Figure 2 illustrates the behavior of the NIZKP during the key generation process,
highlighting the energy consumption (in mJ) and computational processing time (in ms).
This preliminary analysis of computational processing time revealed that the NIZKP re-
quired an average of 3739.07 ms, with a standard deviation of 3.86 ms. Regarding the

'Bluetooth Terminal eDebugger: https://play.google.com/store/apps/details?id=
com.e.debugger

2Source code repository: https://github.com/joe-sousa/nizkp_algorithm

3 Arduino documentation: https://store.arduino.cc/usa/arduino-nano

“Bluetooth module documentation: https://seeeddoc.github.io/BLE_Bee/res/
Bluetooth40_en.pdf
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energy consumption, we noticed an average of 514.12 mJ, with a standard deviation of
0.53 mJ. Lastly, we observed that NIZKP allocated 25832 bytes of Flash ROM, repre-
senting 84% of the available Flash memory space (30720 bytes). The NIZKP utilized
766 bytes of dynamic SRAM memory, accounting for 37% of the total available space
(2048 bytes). We can conclude that NIZKP was successfully implemented and reached
promising results, even considering the resource-constrained scenario of Arduino Nano.
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Figure 2. Time and Energy Estimation for NIZKP Key Pair Generation.

4. Final Remarks, Contributions for IS, and Next Steps

This ongoing research project aims to compare the NIZKP, HMAC, AES and RSA to
determine the most efficient in the context of low-resource Internet of Things (I0T) in In-
dustry 4.0. This research endeavor seeks to enhance the comprehension of authentication
mechanisms in low-resource IoT devices, thus facilitating better decision-making pro-
cesses in Information Systems (IS) settings. This perspective is also closely related to the
challenge of “Full Interoperability: Challenges and Opportunities for Future Information
Systems” which was discussed in I GranDSI-BR [Boscarioli et al. 2017].

More specifically, this paper aims to present the methodological scope to achieve
this previous objective and discuss a preliminary experiment concerning the viability of
deploying NIZKP on the Arduino Nano. Our next steps involve implementing the other
authentication mechanisms to be compared with NIZKP, that is, HMAC, AES, and RSA.
Subsequently, the results between the control and experimental groups will be assessed.
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