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Abstract. With the development and proliferation of the Internet of Things
(IoT), many application areas have started to make use of this new computing
paradigm. Moreover, the number of active computing devices are growing at a
rapid pace around the world. Consequently, a mechanism able to manage this
different devices has become necessary. IoT middleware solutions have been
developed to supply this need. However, device discovery, search and selection
remain a critical challenge. In this paper we present COBASEN, a work-in-
progress framework that has been designed to address the challenges regarding
the discovery, search and selection of devices when large number of devices with
overlapping and sometimes redundant functionality are available.

1. Introduction
The term Internet of Things (IoT) was coined in 1998 [Kevin 2009] and defined as the
computing paradigm that allows people and things (computing devices) to be connected
anytime, anyplace, with anything and anyone, ideally using any path/network and any
service [Perera et al. 2014]. Connectivity between devices is a critical functionality that
is required to comply with the vision of the IoT. In this sense, there are current market
statistics and predictions that show rapid growth in device deployments related to IoT
environments.

The IoT vision is in everywhere and can be applied in many areas. Therefore, it is
fundamental in the Brazilian scenario to leverage solutions related to the major computing
challenges of the country. Looking ahead, with the evolution of technology, the amount
of IoT devices will only grow. By 2020, it is estimated that there will be 50 to 100 bil-
lion devices connected to the Internet [Sundmaeker et al. 2010]. In this sense, manually
selecting and configuration of these devices together with the choice of what devices are
relevant to users and applications are considered a required task [Perera et al. 2012]. The
challenge in this work is to develop a system that can search middleware devices based
on their context characteristics and provide to the user an easy and transparent method of
discover these devices.

In this paper, we present COBASEN, a work-in-progress framework that has been
developed to facilitate the discovery, search, and selection of devices in IoT environments.
COBASEN allows to capture the users needs through a query to discover and select de-
vices. Depending on user preferences, and to aggregate devices, in order to facilitate the
use of these devices.



The remainder of this paper is organized as follows: In Section 2 we present
some background definitions and describe COMPaaS middleware architecture. Our pro-
posed solution, COBASEN, is presented in detail in Section 3. In Section 4 we provide
implementation details. Related Work are presented in Section 5. Finally, we present
conclusions and prospects for future work in Section 6.

2. IoT Middleware and Context of Things

An IoT ecosystem usually is based on a layered architecture style and use this view to
abstract the integration of objects/things and to provide services solutions to applications.
Middleware system is a software layer interposed between the infrastructure of devices
and applications, and is responsible for providing services according to devices function-
ality. In a prior work we have described COMPaaS (Cooperative Middleware Platform
as a Service) [Amaral et al. 2015], an IoT middleware composed of three main systems:
API, Middleware and Logical Device. API is the system that has the methods to be used
by applications that want to use the middleware services. Middleware is the system re-
sponsible for abstracting the interactions between applications and devices and hides all
the complexity involved in these activities. Logical Device is the system responsible for
hiding all the complexity of physical devices and abstracts their functionalities. Although
COMPaaS have all these features, it does not have a context-aware functionality to show
its devices directory, which could assist in the process of selection, data fusion, and man-
agement in COMPaaS.

Context is considered any information that can be used to characterize the sit-
uation of an entity. Entity is a person, place, or object/thing that is relevant to the
interaction between an user and an application, including the user and the application
themselves[Abowd and Mynatt 2000]. Context information about devices/things needs to
be acquired and stored with annotations that will make easy to retrieve it later. Abowd and
Mynatt [Abowd and Mynatt 2000] identified the five W’s (Who, What, Where, When, and
Why) as the minimum annotations that are necessary to understand context. Once context
can be obtained through the devices, it is possible to create a semantic version of devices
information and characteristics, which can be useful to guide users and even systems in
the identification and management of relevant devices.

3. COBASEN Framework

Our goal with this work is to allow users to discover, search, select and aggregate devices
that best suit their application requirements, making the middleware patterns transparent
to the user. COBASEN (Context-based Search Engine) is a framework which uses context
to allows user to search and select devices. Moreover, COBASEN is able to auto generate
the specification of aggregation of the desired devices based on a set of parameters, submit
the specification to the middleware, and send a feedback to user.

COBASEN framework can be divided in two components, Context Module and
Search Engine (Figure 1 (A)). Context Module is responsible for acquiring the device
context from the middleware and sending it to the Search Engine. The Search Engine
is responsible for indexing the obtained device context and answering queries using the
index. The steps proposed for COBASEN are presented in Figure 1 (B). The framework
allows users to search and select devices according to users needs (steps 1 and 2). After



the aggregation (selecting a set of devices), the user fills in a specification form (step
3). Next, the Search Engine will be responsible for creating the aggregation specification
according to the middleware standards and submit it to the middleware (steps 4 and 5).

Figure 1. (A) shows the modules of COBASEN interacting with COMPaaS. (B)
shows an overview of COBASEN framework.

3.1. Context Module

The objective of the Context Module is to assemble a structure of information with data of
each device and pass this information to the Search Engine, allowing the engine be aware
of devices context. The Context Module is connected to the middleware (Figure 1 (A)),
having access to some features of the middleware, such as the repository of registered
devices. The way that information is modeled can delimit the use of techniques of filtering
and indexing. For example, we can opt to define separately only the essential information
(URI, name) to control register and updates of devices, and concatenate the other context
information into a single string. Another strategy could be to keep all the information as
the original structure.

The first step to start the contextualization is to obtain the information of the de-
vices. Context Module monitors the middleware, and each time a device is registered or
updated, the Context Module updates the Search Engine device list. The acquisition of
the Context Module is made by accessing the information repository. Following a pre-
established pattern, the Context Module mounts a file in XML format with the information
of the devices, following the standard of the five W’s [Abowd and Mynatt 2000]. Finally,
this XML file is sent to Search Engine that will index the device in a database with its
information.

3.2. Search Engine

Search Engine is a system that aims to create an index of objects and use this in-
dex to respond queries from users. An index is a data structure that makes it ef-
ficient to retrieve objects given the value of one or more elements of the objects
[Rajaraman and Ullman 2011]. The most common situation is where the objects are
records, and the index is on one of the fields of that record (e.g. the records are book
and the field is his title).

In COBASEN, the Search Engine is responsible for enable the search of devices
through a query with the utilization of analyzer functions, enable selection of one or more



devices (aggregation), generate the specification of the respective aggregation created by
the user, send the specification to middleware and send the feedback to user.

4. Implementation and Discussion
The aim of this section is to present a brief analysis of the performance of COBASEN
applied in different scenarios which we developed based on real world requirements. The
idea is to test our system in ease of use (Figure 2) and performance Figure 3.

Figure 2. Interfaces of the prototype tool

The proposed framework was analyzed and evaluated using a prototype which we
developed using Java. The data was stored in PostgreSQL database. Figure 2 represents
the interface that the end user will interact to use COBASEN. The steps to interact with
COBASEN are: (A) search and selection of devices, (B) aggregation of devices, and (C)
creation of the specification that will be sent to the middleware.

We used a computer with AMD FX-8350 (8 core) 4.0GHz and 16GB RAM
to evaluate our proposed framework. Since we use a search engine to manage de-
vice context and related data, we employed the open source Apache Lucene API
[Apache Software Fundation ] to index data. We conducted each experiment 50 times
and averages were considered. We generate a synthetic data set which comprises de-
vice descriptions and context information (e.g. name, URI, location) for one million of
devices.

The intent of the experiment show in Figure 3 was to evaluate COBASEN per-
formance. First, in Figure 3 (A), we testing how much time the Search Engine take to
search for devices based on user request, and return a feedback to user with found de-
vices. Figure 3 (B) shows how much time COBASEN take to make the indexing process
of devices.

In Figure 3 (A), the query processing time is acceptable related to the fact that
we are not using pagination (restrict the number of returned devices per page). Even
in an extreme case where an environment that has 1 million of devices and a user who
makes a query that return up to 20000 results, the processing time did not exceed 500



Figure 3. (A) shows processing time taken when the number of devices and the
number of results per page gets increased, (B) shows processing time taken by
indexing process when number of context characteristics and numbers of device
get increased.

milliseconds. As depicted in Figure 3 (B), reducing the number of context characteristics
allows to performs COBASEN faster. Processing time starts to get increased after 100000
devices.

Inevitably, in the future, applications for IoT will be presented in several areas
related to major computing challenges in Brazil, for example, education, health, finance,
energy/oil/gas and mobility. COBASEN presents itself as a great tool in improving the
IoT applications development. In IoT environments is very unusual to come across the
fact that those who implant middleware are not who develop the applications. The deploy-
ment of a middleware in IoT environments that has characteristics with our framework
enables users to develop applications for those environments, without having to learn the
middleware patterns and/or understand the devices modeling, in an efficient way.

5. Related Work

An IoT directory must support search in order to discover heterogeneous objects
[Perera et al. 2014]. Search enables the retrieval of derived information based on syntac-
tic, semantic and structural information contained in data. COBASEN is a context-based
search engine attached in the COMPaaS IoT middleware that makes possible the search
in order to discovery and selection of devices.

In terms of IoT middleware solutions to provide searching functionalities, Linked
Sensor Middleware (LSM) [Digital Enterprise Research Institute ] provides limited func-
tionalities such as selecting devices based on location. Nevertheless, all the searching
need to be done using SPARQL query language which is not intuitive. Global Sensor
Network (GSN) [GSN Team ] is another IoT middleware. In short, GSN lists all de-
vices available in a combo-box which is used by the user to select the desired device.
Xively [LogMeIn ] is another approach, but also offers only keyword search.

As can be seen in the related work, they do not offer many features that facilitate
the search for devices. On the other hand, the work being performed with the COBASEN
aims to mitigate this gap through contextualization of devices, fast indexing methods and
semantic search for devices.



6. Conclusions and Future Work
With the advances in IoT devices technology will increase the number of devices avail-
able around us. This means that we will have access to multiple devices with similar
characteristics. The problem is that user will need to decide what device are more impor-
tant than others with similar characteristics. Trying to fill this gap we present COBASEN,
that allows middleware users who are not aware of the domain of devices to be able to
discovery, search, and select devices of an IoT middleware to develop their applications.
Our experimental results demonstrated that the proposed framework is efficient in help
users to the development of applications to IoT environments.

In future, we plan to improving both Context Module and the Search Engine.
In the Context Module we will explore techniques to analyze and categorize devices.
A challenge that we plan to address is to have a lightweight reasoning method in the
Context Module. In the Search Engine we will explore the possibilities of developing
functions to improve the querying (e.g. pagination, faceting, and filtering) and the security
(authentication and access control). The pagination technique will improve the search
engine response time.
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