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Abstract. This paper proposes that Large Language Models (LLMs) can be
viewed as a new abstraction layer capable of addressing an intrinsic limita-
tion of traditional presentations of computer organization: the absence of a
mechanism that directly connects natural language to the electronic operations
performed by hardware. We argue that, although high-level programming lan-
guages provide significant abstractions over processor architecture, they do not
fully achieve the theoretical objective of translating human commands into elec-
trical signals. We demonstrate how this gap can be addressed through the Model
Context Protocol (MCP), which facilitates mediation between commands ex-
pressed in natural language and the operating system. Finally, we discuss the
problems and vulnerabilities introduced by this new layer, as well as mitigation
strategies associated with its use.

1. Introduction

From an abstract perspective, the central problem of the field of computer organization is
to define a translation method that enables communication between humans, who speak
natural languages such as Portuguese or English, and computers, whose operation is based
on electrical signals applied to electronic circuits. Formally, we have:

fZ,CN—)S

where f denotes a theoretical translation function that maps commands expressed
in a natural language Ly into a sequence of electrical signals S, which are then applied
to the electronic circuits that constitute the hardware.

An evident difficulty in constructing such a function lies, as noted by
[Tanenbaum 2013], in the substantial difference between Ly and S. Even simple com-
mands such as "make a directory” or “’search for a specific file”, expressed in Ly, do
not have a straightforward correspondence in terms of electrical signals. The solution
presented in most textbooks, e.g., [Tanenbaum 2013], consists of decomposing the trans-
lation function f into several smaller processes, known as abstraction layers.

Systematic presentations of abstraction layers, e.g., [Tanenbaum 2013] and
[Stallings 2021]", typically, enumerate five layers. In a bottom-up approach, these are: the

Tanenbaum explicitly defines the division that we adopt here, whereas Stallings employs a similar
separation in a less systematic manner.
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digital-logic layer, which describes the organization of fundamental logical components
such as gates and registers from which the hardware is built; the microarchitecture layer,
responsible for translating macroarchitecture instructions into electrical control signals
that coordinate the operation of the processor circuits; the macroarchitecture layer, which
defines the instruction set (ISA) that the processor can execute; the operating system
layer, which manages hardware resources and provides abstractions such as processes,
virtual memory, and file systems; and finally the high-level language layer, which allows
users to write programs independently of the details of the processor architecture and the
particularities of the underlying hardware.

An attentive reader may already have noticed that one element is missing from this
layered scheme. Although high-level languages such as C or Python provide a syntax that
resembles natural language, they do not satisfy the objective established by the function f.
There therefore remains a gap between natural languages £y and the electronic operations
actually performed by the hardware.

In this article, we propose that LLMSs can serve as a new abstraction layer, bridg-
ing natural languages and the operating system. In Section 2, we define an agent to show
how this layer can be implemented using the MCP (Model Context Protocol). This lets
models interact with the operating system through natural language commands provided
by the user. Section 3 discusses problems and vulnerabilities of LLMs that may signif-
icantly affect the operating system. Finally, Section 4 compares our findings with other
proposals in the literature.

2. LLM as an Abstraction Layer

Despite the advances that led to the development of LLMs, commercial models like Chat-
GPT, Claude, and Gemini show limited usefulness on their own. They mostly generate
and transform text and lack direct access to current data, code repositories, or operating
system functions. To make them more relevant and enable real productivity gains, thus
justifying high costs for training and infrastructure, it became necessary to find ways to
integrate them with external tools, applications, and computational services.

Until recently, the primary method for integrating language models with applica-
tions relied on APIs ([OpenAl 2023]), a well-established mechanism in web and mobile
system development. In this paradigm, APIs function as interfaces that standardize com-
munication between systems, typically through HTTP requests, defining endpoints, input
and output formats, and explicit interaction rules. Although functional, this approach
has revealed significant limitations when applied to communication between LLLMs and
software systems. Among the most notable issues are the limited scalability of integra-
tions, since each additional tool requires new code and dedicated maintenance, as well
as challenges associated with the implementation and usage of orchestration frameworks
([Aljohani and Do 2025]).

In this context, in November 2024, [Anthropic 2024] introduced the (MCP), an
open-source protocol designed to standardize the interaction between LLMs and external
software. The purpose of MCP is to abstract away the particularities of individual integra-
tions by providing a uniform interface for accessing data, tools, and software capabilities.

The MCP protocol adopts a client—server architecture. The language model acts
as an MCP client, while external applications expose their capabilities through MCP
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servers. Each server explicitly describes the resources it provides, referred to as tools,
and defines the request input schemas, i.e., how the LLM must request the use of these
tools, as well as the corresponding output schemas that specify how the server responds to
those requests. Communication between client and server occurs through messages struc-
tured in JSON, enabling the model to request actions, query data, or execute operations
in a standardized manner, independent of the internal implementation of the software.

In little more than a year, the number of MCP servers has grown exponen-
tially. With only a few clicks and minimal configuration, it has become possible to
integrate LLLMs with a wide range of tools, from code-oriented IDEs such as Cursor,
Claude Code, and Copilot to advanced reverse engineering platforms such as Ghidra
([LaurieWired 2024])*>. There are even MCP servers that expose direct operations on
the execution environment to the model, including file system access, command ex-
ecution, and graphical interface automation, with implementations targeting the Win-
dows desktop environment (e.g., the CursorTouch MCP server) ([CursorTouch 2025]).
In the browser domain, MCP servers based on extensions already exist that expose
Chrome functionalities to MCP clients, as well as official initiatives integrating Chrome
DevTools debugging capabilities into agents through an MCP server ([Hangwin 2025,
Chrome Developers 2025]).

In this section, we demonstrate how MCP servers can be used to expose operating
system functionalities to an LLM, enabling the model to perform concrete actions on a
computer. Our goal is to show that, by acting upon the operating system, language models
can assume the role of an effective abstraction layer capable of completing the translation
between commands expressed in natural language and the computational operations exe-
cuted by the computer.

2.1. A Naive Exemple

Before presenting the demonstration, we describe the testing environment adopted and
justify the choices made. The construction of this environment requires three decisions:
i) which LLM will act as the MCP client; ii) which MCP server will be responsible for
executing the commands selected by the model; and iii) on which operating system these
commands will run.

As the LLM, we chose to use Claude Desktop. According to the authors’ ex-
perience, Claude Desktop proved to be a more stable and easier-to-configure alternative
when compared to other commercial solutions or locally executed models in the context
of MCP server integration. Although it is now easy to combine MCP servers with any
LLM, including open-source ones.

There are several implementations of MCP servers capable of controlling oper-
ating systems such as Linux, Windows, and macOS at different levels, we decided to
develop our own simple MCP server to illustrate the process. This decision is justified
by two reasons. The first is pedagogical in nature. The server we developed contains
about 100 lines of code and simply exposes a shell through which Claude can select and

For a practical tutorial, see “ghidraMCP: Now AI Can Reverse Malware”
(https://www.youtube.com/watch?v=u2vQapLAW88) and “’Integrando o Ghidra com o Claude utilizando
o protocolo MCP” (https://www.youtube.com/watch?v=H9yoL.8bA 1ck).
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execute commands. It is therefore sufficiently simple for students to understand its opera-
tion and to use the code as a basis for developing more sophisticated servers. The second
reason relates to issues discussed in Section 3. An intentionally simple server, lacking
validation or security mechanisms, is appropriate for the demonstration of these vulner-
abilities®>. The interested reader may consult the source code of the MCP server in the
author‘s GitHub *. Finally, we chose to use a simplified version of Debian running inside
a Docker container. The reasons for not executing commands directly on the host operat-
ing system will be discussed in the next section. The Dockerfile used is also available in
the same Git repository.

We now demonstrate how a LLM can operate over an operating system through
commands expressed in natural language, with MCP acting as an intermediary. Our
goal is to present, through concrete examples, how the model begins to function as an
abstraction layer above the operating system and high-level programming languages.

Before proceeding to the demonstration, a few additional configurations are re-
quired. When Claude Desktop is launched, a Docker container is instantiated. By default,
this container is terminated once the instructions requested by the model have been exe-
cuted. To allow inspection of the actions performed, we identify the container instantiated
by Claude and access its terminal. This step allows us to directly observe the effects of
the actions proposed by the LLLM within the execution environment.

Claude’s standard behavior is to determine which commands should be forwarded
to the MCP server. The execution of these actions can be configured either to occur au-
tomatically or to require explicit user authorization. In the experiments presented below,
we chose to require manual confirmation for each request in order to make the decision
flow explicit.

For this demonstration, we asked the LLM to create a bash script responsible for
updating the packages installed on the system on a daily basis. The prompt used in this
test is shown in Figure 1.

Agora crie um script em bash que faca a atualizacdo dos pacotes instalados e agende para
que o script seja executado uma vez ao dia.|

+ O Sonnet 4.5

Figure 1. Asking for a script for daily auto update and upgrade

Within a few seconds, Claude generates a script capable of updating the system
packages using apt and recording the update process in a log file. The JSON sent by the
MCP Server was the following:

{ ‘command': ‘cat > update_packages.sh << "EOF’
#!/bin/bash
LOG_FILE=\"/var/log/system_update.log\"
echo \"==================================\" >> $LOG_FILE

3Due to page limitations, a more practical demonstration of these vulnerabilities will be presented in
future work.
“https://github.com/hoffmann-topos-lab/SimpleOSMCPServer
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echo \"Atualizagdo iniciada em: $(date)\" >> SLOG_FILE
echo \"=======================—=—==—=——==\" >> $LOG_FILE
apt-get update >> $LOG_FILE 2>¢l

apt-get upgrade -y >> SLOG_FILE 2>¢&l

echo \"Atualizacdo concluida em: $(date)\" >> SLOG_FILE
echo \"\" >> SLOG_FILE

ECF '}

Although the generated script is relatively verbose, it is functional and follows common
system administration practices. The model then issues a second request to grant execu-
tion permission to the script, verify whether the crontab exists, and add the script to the
crontab so that it is executed every day at 2 a.m.:

{‘command‘': ‘chmod +x update_packages.sh'}
{‘command‘: ‘(crontab -1 2>/dev/null; echo \"0 2 * * * $(pwd)/
update_packages.sh\") | crontab -‘}

As we can see, it was possible to generate a simple and functional script for per-
forming administrative actions on the system. These examples illustrate how an LLM,
through the MCP protocol, can assume the role of an abstraction layer in computer or-
ganization, since it can perform an additional step that improves the interaction between
humans and machines. To show that LLMs can actually fulfill the theoretical function f,
we need to find a more robust set of tasks to measure the performance of these models.

2.2. OSWorld: A Robust Metric for OS Agents

The example presented previously is merely illustrative and does not allow us to measure
how efficient and robust the presented Al agent actually is, nor does it provide an adequate
metric for comparing other agents that rely on more robust MCP servers.

OSWorld is a benchmark proposed in [Xie 2024] that presents 369 common tasks
typically performed by humans in operating systems, both through GUI and CLI inter-
faces, and submits them to the agent, which must attempt to solve them. These tasks
range from simple activities, such as centering columns in spreadsheets or writing emails,
to more complex tasks involving multiple programs, such as creating a GIF in GIMP and
adding it to a video played in VLC, or creating a spreadsheet, attaching it to an email, and
sending it through a web browser.

The article [Xie 2024] evaluates both commercial models, such as ChatGPT-4,
Claude-3 Opus, and Gemini, and open-source models, such as Qwen-Max, Mixtral, and
Llama-3. The models are evaluated not only by their ability to solve the proposed tasks,
but also by the time required to complete them. During the testing period, the models
achieved scores ranging from 0.99% to 12.24%, while humans achieved a performance of
72.36%.

Surprisingly, approximately one and a half years after the release of the bench-
mark, commercial models such as Claude Opus, according to [Anthropic 2026], improved
their performance from approximately 12% to results surpassing average human perfor-
mance, reaching 72.7% in the Opus 4.6 and Sonnet 4.6 versions.

SHuman performance was measured through the execution of the tasks by graduate students without
prior knowledge of the activities that should be performed.
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2.3. Reflection

Although the conception of language models as an additional abstraction layer is both
viable and useful, both from the theoretical perspective of computer organization and in
practical use by non-specialized users, LLMs should not be treated as oracles. As noted
by [Turing 1950], there is a recurring human tendency to attribute epistemic authority
to computational systems, particularly when they produce correct or plausible responses,
even when their internal mechanisms are not fully understood by the user.

However sophisticated they may be, language models essentially consist of highly
parameterized probabilistic functions trained to estimate responses based on distributions
learned from training data. Like any probabilistic system, LL.LMs are subject to errors. In
contexts where such models interact directly with the operating system, these errors may
have serious consequences, including the deletion of critical files, insecure configurations,
or the generation of vulnerable code. In the next section, we discuss the nature of these
errors and their principal causes, focusing on hallucinations and vulnerabilities inherent
to the use of LLMs.

3. Problems and Limitations

In this section, we briefly review the literature discussing the causes that lead LLMs to
produce errors, as well as the vulnerabilities associated with language models from a
general perspective. We then analyze how these factors affect our thesis that Al agents
can operate as an abstraction layer in the context of computer organization.

3.1. Stochastic Errors

Given the probabilistic nature of the neural networks underlying language models, it is
expected that generated responses will be subject to errors. For a given input ¢ and its cor-
responding context c, there exists an objectively correct answer to the problem contained
in the input. This answer can be represented by a target function fy.(7,c). By contrast,
the language model produces stochastic outputs corresponding to samples drawn from a
probability distribution conditioned on the pair (i, ¢).

Let Y be the random variable associated with the model output, with distribution
Y ~ py(- | i, c). The stochastic error corresponds to the discrepancy between the correct
answer fi (4, ¢) and the responses effectively generated by the model. This error can be
formalized as the expected value of a loss function ¢, defined over the model output and
the correct answer, that is:

Error(i, c) = Eynp, [€ (Y, firue (7, c))]

In particular, when the discrepancy is modeled using an absolute distance, the
error takes the form.

Error(i, c) = Eyp, “Y — firue (7, C)H

This type of error is inherent to language models and can be mitigated but not
eliminated. Improvements in machine learning algorithms and the expansion of training
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datasets can reduce its magnitude. Nevertheless, the error asymptotically approaches a
value different from zero due to the probabilistic nature of the model outputs.

In the context of this investigation of LLMs as an abstraction layer, the impact
of such errors depends strongly on the clarity of the input provided by the user and on
the manual validation of the actions executed by the system. A properly designed system
prompt, capable of identifying ambiguity or inconsistencies in the input and explaining
the intended action to a non-expert user, can anticipate and mitigate a significant portion
of these issues.

3.2. Hallucinations

The second type of error we address is hallucination. Unlike stochastic errors, this phe-
nomenon occurs when language models generate content that is factually incorrect while
presenting it with a high degree of confidence. We may illustrate hallucinations with the
following scenario:

1. We ask a model: “When is Chico’s birthday?®”

2. The model promptly responds with confidence with a specific date, for example,
February 12.

3. However, the answer is incorrect, since Chico was actually born on May 17.

In this subsection, we examine types of hallucinations and provide a non-
exhaustive overview of their possible causes.

Authors such as [Ji et al. 2023] and [Maynez et al. 2020] propose a taxonomy in
which hallucinations can be classified into two categories: intrinsic and extrinsic. An in-
trinsic hallucination occurs when the content generated by the model directly contradicts
information present in its training data. In this case, the hallucination employs concepts
that are “known,” but manipulates them incorrectly, producing a statement that is false
with respect to the original data. This type of hallucination resembles the stochastic error
described in the previous subsection.

Extrinsic hallucinations involve information that cannot be verified because it is
not contained in the training data, such as questions about the birth date of unknown
individuals. In addition, this type of hallucination may even be factually correct while
still being considered a hallucination because it is not grounded in the indicated source.
For example, when requesting a summary of a specific book, the model may include
accurate information that actually belongs to a different work.

Another possible explanation for hallucinations is captured by the concept GIGO
(Garbage In, Garbage Out). As noted by [Kalai et al. 2025], large training datasets fre-
quently contain errors, contradictory information, or outdated data. When the model is
trained on such “garbage” (garbage in), it tends to reproduce these flaws in its outputs
(garbage out). Consequently, the system learns incorrect patterns, which contributes to
the emergence of hallucinations.” The GIGO concept can also apply to user inputs. If a

Chico is a beagle that belongs to one of the authors.

7If this concept is taken to an extreme, as in the study by [Lin et al. 2022], humans outperform lan-
guage models when answering questions based on common misconceptions. In the experiment, human
accuracy reached 94%, whereas the best model achieved only 58%, often reproducing incorrect answers
that frequently appear on the internet.
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user provides a prompt lacking sufficient contextual clarity, the resulting answer is likely
to be incorrect or imprecise.

An additional cause is the uneven distribution of knowledge across topics. The
Head-to-Tail concept introduced by [Sun et al. 2024] describes how factual knowledge
in LLMs is distributed according to the popularity of information, dividing it into head
(popular), torso (intermediate), and tail (rare or obscure). Facts in the head category are
abundant in training data, leading to higher accuracy. By contrast, long-tail information
appears less frequently, increasing the likelihood of hallucinations in rarely discussed
contexts.

Other contributing factors have also been suggested, such as the “computational
laziness” described by [Xu et al. 2024]%. In practice, hallucinations likely arise from a
combination of several of the factors discussed above.

During the literature survey conducted for this section, one particular article drew
our attention by attributing hallucinations not only to technical limitations but also to
evaluation practices. According to [Kalai et al. 2025], hallucinations are reinforced by
the way LLMs are trained and evaluated. Because language models are optimized to
perform well on benchmarks, incorrect answers that attempt to solve a problem often
receive a higher score than explicit admissions of uncertainty.

As argued by [Kalai et al. 2025], actual language models behave similarly to stu-
dents taking an exam. If the evaluation scheme assigns a score of zero to answers such as
“I do not know,” while awarding partial credit to incomplete or speculative responses, then
the strategy that maximizes expected score is to always attempt a guess, even when uncer-
tainty is high. Such evaluation incentives encourage hallucination-like responses because
there is no additional penalty for providing an incorrect answer instead of acknowledging
uncertainty.

To mitigate this issue, it has been suggested that training procedures and system
prompts should include explicit instructions specifying when the model should abstain
from answering based on a confidence threshold. An example instruction is:

Answer only if your confidence exceeds t, since errors are penalized by
t/(1 —t) points, while correct answers receive 1 point and responses such
as “I do not know” receive 0 points.

In addition, the author proposes modifying benchmark scoring procedures in or-
der to incorporate this approach, thereby encouraging the model to express uncertainty
honestly when the probability of correctness falls below a specified threshold.

Based on the discussion above, hallucinations can lead to significant problems
when considering the introduction of LLLMSs as an abstraction layer in computer organi-
zation. Whether due to errors inherent to the model or to poorly specified prompts, such
systems may pose risks to system integrity by modifying or removing important files and
configurations. One mitigation strategy, beyond the proposals of Kalai, is extensive val-
idation of user input, enforcement of strict least-privilege rules for agents interacting

8«Computational laziness” is a term introduced by the authors of the present article to describe the
tendency of language models to avoid computationally demanding reasoning processes.
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with the operating system, and explicit approval requirements for certain actions, includ-
ing explanations accessible to non-specialist users.

3.3. Vulnerabilities of LLLMs and Agents

In addition to stochastic errors and hallucinations, problems related respectively to the
probabilistic nature and the training process of LL.Ms, there exists a third factor capa-
ble of producing critical situations: vulnerabilities in the models themselves and in the
agents that employ them. In this subsection, we discuss the main vulnerabilities that may
affect the proposal of LLMSs as an abstraction layer, drawing primarily on the reports
[OWASP LLM Top 10 2024] and [OWASP Top 10 for Agentic Applications 2026].

3.3.1. Prompt Injection and Agent Goal Hijack

Two vulnerabilities frequently highlighted in OWASP reports are Prompt Injection
(LLMO01:2025) and Agent Goal Hijack (ASI01:2026). The first occurs when inputs,
supplied either directly by the user or indirectly through external sources such as web
pages, documents, or APIs, manipulate the behavior of the model in order to bypass
the directives specified in the system prompt. The Agent Goal Hijack, in turn, exploits
the autonomy of agents based on LLMs, redirecting their long-term objectives through
instructions embedded in seemingly harmless data. While Prompt Injection typically af-
fects individual responses, Goal Hijack compromises the multi-step planning process of
the agent itself, altering the previously defined execution trajectory.

In the context of our proposal of language models as an abstraction layer, these
vulnerabilities may lead to particularly severe consequences. Consider, for example, an
agent configured to analyze system logs and suggest administrative corrections. An at-
tacker could insert an obfuscated instruction within one of the log files, directing the
model to ignore security policies and execute additional commands. If the agent inter-
prets this instruction as a legitimate context, it may request the MCP server to execute
privileged commands, compromising system integrity. In an even more critical Goal Hi-
jack scenario, the agent might be induced to redefine its original objective, shifting from
an auditing task to a supposed optimization task, potentially justifying the removal of
monitoring mechanisms deemed ‘“‘redundant.”

Several mitigation strategies can be considered. First, robust validation of
inputs should be performed, treating all inputs as potentially untrusted. Second, the
principle of least privilege should be applied to MCP servers, strictly limiting the com-
mands available to the agent. Furthermore, semantic filtering mechanisms and explicit
intent validation should be applied before executing high-impact actions. Finally, human
approval should be required for sensitive operations, especially those involving permis-
sion changes, file deletion, or execution of administrative commands.

3.3.2. Supply Chain Attacks and Poisoning
Another vulnerability relevant to our proposal concerns Supply Chain attacks

(LLMO03:2025 and ASI04), which affect the development chain of language models and
MCEP servers. Unlike conventional software, whose source code can be directly inspected,
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language models are distributed as trained artifacts whose auditing lacks a clear and sys-
tematic methodology. As a result, faults, malicious modifications, or undesirable behav-
iors may remain hidden until they are exploited.

In a broad sense, the supply chain includes pre-trained models, datasets, third-
party libraries, adapters, external tools, and the MCP servers themselves that connect
the LLM to the operating system. If any of these components is compromised, whether
through the insertion of backdoors or through modifications designed to perform specific
malicious actions, the entire system may be affected. In agent-based environments, the
problem becomes even more severe because agents combine external tools dynamically
during execution. A single compromised MCP server may influence the agent’s decisions
and propagate effects throughout other parts of the system.

Within the scope of our proposal, this implies that the mediation function between
humans and the operating system may itself be compromised at its origin. Mitigation,
therefore, requires strict provenance control of models and tools, clear documentation of
dependencies, periodic audits, and the ability to quickly disable suspicious components
through immediate shutdown mechanisms.

Other vulnerability deserving attention is model Poisoning (LLLMO04). In the spe-
cific case of language models, poisoning attacks generally depend on the presence of Sup-
ply Chain attacks, since the adversary must influence the training or fine-tuning process.
This can occur through the deliberate insertion of malicious samples into the model’s
training dataset. Unlike previous attacks, Poisoning operates directly during model train-
ing, introducing biased behaviors or specific triggers that may later be activated.

Recent studies, such as Poisoning Attacks on Large Language Models Require a
Near-Constant Number of Poison Samples by [Shafahi et al. 2024], show that the number
of examples required to induce specific behaviors does not grow proportionally with the
size of the model or the dataset. This property facilitates poisoning attacks and may make
detection more difficult.

The ultimate impact is similar to that discussed in the context of Supply Chain
and Agentic Supply Chain vulnerabilities. For this reason, mitigation strategies remain
essentially the same: strict provenance control, continuous auditing, and independent
validation of critical components.

Other vulnerabilities that deserve mention include LLMO06:2025 Excessive
Agency, ASI02: Tool Misuse and Exploitation, and ASI05: Unexpected Code Execution.
However, these vulnerabilities are closely related to hallucinations, which have already
been discussed in Section 3.2.

4. Related Work, Conclusion and Future Work

Among the works surveyed, the one that most closely relates to our proposal is “The
Compressor-Retriever Architecture for Language Model OS” by [Yang et al. 2024]. In
that work, the authors propose an architecture in which the LL.M plays a role analogous
to that of a kernel, assuming responsibilities related to memory management, processes,
and system resources. Within the Compressor-Retriever architecture, the context window
is interpreted as volatile memory, while retrieval mechanisms and external tools perform
a function similar to persistent storage.

10
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Although we share the broader idea of incorporating language models into the
domain of computer organization, the two proposals differ substantially in scope and ob-
jectives. The work of [Yang et al. 2024] focuses on the internal structure of the system
and on the efficiency of context management, aiming to design a new type of operat-
ing system centered around LLMs. In contrast, our proposal positions the LLM as a
new abstraction layer above the classical hierarchy presented by [Tanenbaum 2013]. Our
objective is not to redefine existing components, but rather to extend the abstraction hier-
archy by arguing that agents based on LLMs can function as mediators between natural
language, the operating system, and ultimately the hardware.

Furthermore, while the proposal of [ Yang et al. 2024] is primarily conceptual and
architectural, our work emphasizes practical implementation through the MCP protocol
and integration with existing tools. We empirically demonstrate how a model can operate
as an intermediary between natural language commands and concrete actions within the
operating system, highlighting both its potential usefulness and the risks associated with
such integration.

The main contribution of this work is therefore the explicit extension of the tradi-
tional abstraction-layer model of computer organization by incorporating the LLM as a
new functional level above high-level languages. We examine both the advantages of this
extension and its limitations, including stochastic errors, hallucinations, and vulnerabili-
ties associated with autonomous agents and language models.

With regard to limitations, both our proposal and that of Yang face similar chal-
lenges. The probabilistic nature of LLMs inevitably entails the presence of errors. The
phenomenon of hallucinations compromises factual reliability, while the vulnerabilities
previously discussed introduce additional risks when such models are allowed to interact
directly with the operating system.

As future work, we intend to evaluate more recent open-source models using the
OSWorld benchmark in order to measure how current agentic systems perform in oper-
ating system environments. Additionally, we intend to demonstrate how the intentionally
simple MCP server presented in this work can be affected by the vulnerabilities and limi-
tations discussed in Section 3.
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