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Abstract. Decentralized architectures can reduce single points of failure in sci-
entific document repositories. However, semantic retrieval in peer-to-peer en-
vironments introduces challenges in transport efficiency and data availability.
This paper presents a Kademlia-like Distributed Hash Table (DHT) architec-
ture with explicit separation between control and data planes. Overlay main-
tenance uses User Datagram Protocol (UDP), while data-intensive transfers
use Quick UDP Internet Connections (QUIC). The architecture combines local
Approximate Nearest Neighbor (ANN) indexing with Erasure Coding (EC) for
fault-tolerant storage. Experimental results show that QUIC reduces latency
and variability in publication and retrieval operations compared to Transmis-
sion Control Protocol (TCP)-based baselines.

Resumo. Arquiteturas descentralizadas reduzem pontos únicos de falha em
repositórios científicos, mas a recuperação semântica em ambientes peer-to-
peer impõe desafios de transporte e disponibilidade. Este artigo apresenta uma
arquitetura baseada em Distributed Hash Table (DHT) do tipo Kademlia, com
separação entre plano de controle e plano de dados. A manutenção do overlay
utiliza User Datagram Protocol (UDP), enquanto transferências intensivas em
dados empregam Quick UDP Internet Connections (QUIC). A arquitetura in-
tegra indexação Approximate Nearest Neighbor (ANN) local e Erasure Coding
(EC) para tolerância a falhas. Resultados experimentais indicam redução de
latência e variabilidade em comparação a baselines baseados em Transmission
Control Protocol (TCP).

1. Introduction
Scientific document repositories remain largely centralized, creating operational bot-
tlenecks and single points of failure. Decentralized infrastructures offer an alter-
native, and Distributed Hash Tables (DHTs) are a core building block for peer-
to-peer (P2P) networks because nodes can retrieve data with only partial system
knowledge [Zhang et al. 2013]. DHTs such as Chord and Kademlia provide effi-
cient exact-match lookups through consistent hashing and O(logN) routing complexity
[Maymounkov and Mazières 2002]. However, semantic retrieval depends on similarity
search over embeddings, which conflicts with hash-based placement because hashing re-
moves semantic locality [Zhu and Hu 2007].
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Retrieving scientific documents in decentralized environments introduces storage
and transport challenges. Relevant documents may be distributed across peers without a
global index, while dense vectors increase indexing and communication costs. Naive P2P
search often relies on flooding [Tran and Nguyen 2008], and mapping multidimensional
data into the DHT identifier space may cause index fragmentation and maintenance over-
head [Zhao et al. 2015]. Data availability is also critical: replication requires M+1 copies
to tolerate M failures [Li and Xiao 2021], where Erasure Coding (EC) is more storage ef-
ficient but adds encoding, decoding, and reconstruction traffic [Balaji et al. 2018].

This paper proposes a decentralized architecture for semantic retrieval of sci-
entific documents. The design separates a UDP-based control plane for DHT main-
tenance from a QUIC-based data plane for reliable, multiplexed document transfer
[Maymounkov and Mazières 2002, Ortega and Monserrat 2020]. It also integrates EC for
storage resilience and local Approximate Nearest Neighbor (ANN) indexing, treating se-
mantic search as a service layer rather than as a DHT routing primitive.

The main contributions are: (i) a hybrid transport architecture with UDP for over-
lay maintenance and QUIC for data transfer; (ii) an experimental comparison between
TCP and QUIC for PUT and GET operations; and (iii) a service-oriented semantic re-
trieval model using local ANN indexing atop a resilient DHT overlay. The scope is lim-
ited to infrastructure behavior; no claim is made regarding semantic ranking metrics such
as Precision@k, Recall@k, or MRR. The remainder presents background, architecture,
experimental setup, results, and future work.

2. Background
DHTs provide a structured overlay that partitions data ownership among peers. Protocols
such as Chord and Kademlia assign identifiers to nodes and data keys in a shared identifier
space [Maymounkov and Mazières 2002]. In Kademlia, routing uses an XOR-based dis-
tance metric and reaches the responsible node in O(logN) steps without global topology
knowledge [Maymounkov and Mazières 2002]. This is effective for exact-match lookup,
but DHTs do not natively support full-text or semantic queries because hash-based place-
ment disperses semantically related objects [Zhu and Hu 2007].

Earlier P2P search systems used distributed inverted indexes, where peers store
posting lists for subsets of terms [Li et al. 2003]. However, multi-term queries may re-
quire large posting-list transfers, and maintaining indexes under churn imposes substantial
overhead [Li et al. 2003]. Modern retrieval often uses the Vector Space Model (VSM),
where documents and queries are high-dimensional vectors and relevance is estimated by
similarity measures such as cosine similarity [Wong et al. 1987]. ANN methods, includ-
ing HNSW, support efficient top-k retrieval in centralized settings, but distributing such
structures over a DHT is difficult because vector exchange and index traversal move the
bottleneck from CPU to network communication.

Taking about the transport protocols, TCP provides reliability but suffers
from head-of-line blocking and connection setup latency [Ortega and Monserrat 2020].
UDP avoids connection setup overhead and is suitable for Kademlia-style RPCs
[Maymounkov and Mazières 2002], but it lacks reliability and congestion control for
large payloads. QUIC bridges this gap by operating over UDP while providing TLS
1.3, reliable delivery, congestion control, stream multiplexing, and 0-RTT resumption
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[Ortega and Monserrat 2020].

Related decentralized storage systems, including IPFS-based approaches, also ex-
plore content addressing and distributed retrieval. However, this work focuses on how
control/data plane separation and QUIC-based transfers affect publication and reconstruc-
tion operations in a DHT-based scientific repository with EC and local ANN services.

3. System Architecture

The proposed architecture separates topology maintenance, data transfer, and semantic re-
trieval. It has four components: (i) a Kademlia-like DHT overlay; (ii) a UDP control plane
for peer discovery, routing table updates, liveness detection, and keep-alive probes; (iii) a
QUIC data plane for transferring embeddings, ANN results, and encoded fragments; and
(iv) local indexing and storage services, including ANN search and EC-based persistence.

The control/data plane separation is deliberate. DHT maintenance requires low-
latency messages with small payloads, while semantic retrieval and reconstruction re-
quire reliable transfer of vectors and file fragments. UDP is used in the control plane
because Kademlia-like overlays rely on parallel asynchronous queries, where failures can
be masked by contacting multiple peers concurrently [Maymounkov and Mazières 2002].
QUIC is used in the data plane because each logical operation can be mapped to an in-
dependent stream, so packet loss or congestion in one stream does not stall the others
[Ortega and Monserrat 2020].

Semantic retrieval is implemented locally at each peer. Each node maintains a vec-
tor index over the embeddings associated with its stored documents or fragments. Upon
receiving a natural-language query, the querying peer computes the query embedding,
selects a bounded set of candidate peers through the DHT overlay, and sends the query
vector through the data plane. Each candidate peer executes ANN search locally and
returns compact top-k candidates, avoiding a global ANN structure in the P2P overlay.

To ensure availability under node failures while avoiding full replication, the per-
sistence layer integrates EC. Each document is encoded into n fragments, such that any
subset of k fragments is sufficient to reconstruct the original content, following the usual
(n, k) erasure-coded storage model [Balaji et al. 2018]. During PUT, the publisher en-
codes the document, locates destination peers through the overlay, and transfers shards
using QUIC streams. During GET, the querying node discovers shard holders and re-
trieves fragments in parallel until k fragments are obtained. EC cost is therefore reflected
in encoding/decoding overhead and multi-source retrieval traffic.

4. Experimental Methodology

The experiments quantify the impact of transport-layer choices and control/data plane
separation on end-to-end completion time, latency distribution, and variability during
publication and retrieval.

The setup uses a fully emulated P2P network deployed with Mininet
[Lantz et al. 2010]. A total of 100 logical peers were instantiated on a single physical
machine with an Intel i7 13th generation CPU and 16GB RAM. No additional delay, loss,
or bandwidth shaping was configured; thus, measured differences mainly reflect protocol
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behavior under shared-host contention. This controlled scenario does not model wide-
area latency, heterogeneous bandwidth, NAT behavior, firewall restrictions, or distributed
failures.

The corpus comprises 150 scientific documents, including master’s theses and
doctoral dissertations collected during the first semester of 2025 from the official
repositories of the Graduate Program in Applied Computing at UDESC (Joinville)
[Universidade do Estado de Santa Catarina 2026] and the Graduate Program in Computer
Science at UFSC (Florianópolis) [Universidade Federal de Santa Catarina 2026], totaling
approximately 1GB of PDF documents.

The system uses EC with parameters (n = 14, k = 10), where each document is
split into 10 data fragments and 4 parity fragments. A global redundancy constant K = 8
was also applied, resulting in an effective storage footprint of approximately:

1GB × 1.4× 8 = 11.2GB (1)

Three configurations were evaluated: I) Control TCP + Data TCP, used as base-
line; II) Control UDP + Data TCP; and III) Control UDP + Data QUIC. Each configura-
tion executed full PUT and GET cycles over the corpus. The choice of 150 documents
was motivated by resource contention, since all peers ran on the same physical processor.

5. Results and Analysis
Figure 1 presents the distribution of per-file publication times. The baseline configuration
(Control TCP + Data TCP) exhibits the highest median latency and the widest spread, with
outliers exceeding 100 seconds per file. Replacing TCP with UDP in the control plane
reduces both median publication time and variability, since peer discovery and overlay
maintenance avoid connection establishment overhead.

Figure 1. Per-file publication time distribution by transport configuration

The largest improvement occurs in the Control UDP + Data QUIC configuration.
QUIC enables parallel shard uploads through independent streams, preventing slow or
congested transfers from blocking others. In accumulated publication time for all 150
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documents, Control UDP + Data QUIC reduces total publication time by approximately
38.9% compared with Control UDP + Data TCP, and by more than 46% compared with
the TCP-only baseline.

Similar trends appear during retrieval. Figure 2 shows that the TCP-only config-
uration presents higher variability and a heavier tail, reflecting sequential transfer con-
straints during shard reconstruction. UDP improves shard holder discovery, while QUIC
provides the best overall performance by allowing concurrent shard downloads until the
required k fragments are obtained.

Figure 2. Per-file retrieval time distribution during GET operations

For accumulated retrieval time, the QUIC-based data plane reduces total retrieval
time by approximately 26.3% compared with Control UDP + Data TCP. This confirms
that transport-layer multiplexing is effective in multi-source reconstruction scenarios in-
duced by EC. The results support the intuition that UDP is appropriate for lightweight
overlay maintenance, while QUIC is better suited to concurrent data-intensive transfers.

6. Conclusion and Future Work
This paper presented a decentralized architecture for scientific document storage and se-
mantic retrieval, combining a UDP-based Kademlia-like control plane, a QUIC-based
data plane, local ANN indexing, and EC for fault-tolerant storage.

Results show that separating control and data planes improves publication and re-
trieval performance. QUIC reduces latency and variability under concurrent shard trans-
fers, while UDP improves overlay responsiveness. These gains are transport-driven and
do not require changes to DHT routing logic or semantic indexing algorithms.

The evaluation was conducted in a controlled Mininet environment, which im-
proves reproducibility but limits external validity because all peers ran on a single host
and no delay, loss, bandwidth shaping, NAT, or firewall constraints were modeled. Future
studies should evaluate real or hybrid deployments, compare the proposal with state-of-
the-art decentralized storage systems such as IPFS-based solutions, and analyze EC costs
in greater depth. Future work also includes adaptive EC strategies, availability-aware peer
selection, and semantic-aware routing mechanisms.
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