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Abstract—To combat the increasing number of misconduct
cases in science, this Ph.D. research addressed the challenge of
scientific integrity with a pioneering investigation into digital
forensic analysis specifically tailored for biomedical research
imaging. This work conducted extensive research into key manip-
ulation types—copy-move forgery, image reuse, and Al-generated
content—developing novel, fully explainable, and auditable com-
putational detection methods for each. In a commitment to
transparency and to promote research in the area, these tech-
niques are provided as open-source resources. Besides the isolated
techniques for each type of image forged, a central contribution is
the development of an end-to-end system, created through collab-
oration with international forensic experts and the U.S. Office of
Research Integrity (ORI). This system automates the analysis of
scientific publications, starting from PDF documents and ending
by identifying figures with potential integrity concerns.

I. INTRODUCTION

Scientific image misconduct has been an increasing concern
to science. After manually screening over 20,000 biomedical
papers, Bik et al. [1] found inappropriate image duplica-
tion in approximately 4%, with half showing clear signs
of deliberate manipulation. Bucci [2] analyzed the PubMed
Central repository{]_] [13], concluding that about 6% of its articles
contained manipulated images. Furthermore, Acuna et al. [4],
employing a duplication detection framework on over 760,000
articles from PubMed Open Access, identified inappropriate
duplications in 9% of the biomedical publications of this
repository.

While image editing software (e.g., Photoshop) contributes
to individual cases [5]], the landscape of scientific misconduct
has grown more complex with the emergence of systematic,
fraudulent paper production, referred to as “paper mills.”
Christopher [6]], a scientific journal editor, identified multiple
submissions across different topics featuring suspiciously sim-
ilar figures, suggesting systematic fabrication. Subsequently,
Dr. Bik and others confirmed the prevalence of paper mills,
compiling a list of hundreds of suspect articles [7]-[9]. These
articles were often identified by figure reuse, which was
subjected to post-processing (e.g., color changes, cropping, ro-
tation). Their efforts identified over 600 potentially fraudulent
papers and led to numerous retractions. More recently, Nature
News shared an estimate that at least 400,000 articles have
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been produced by paper mills [10], highlighting the scale and
organized nature of the problem.

Furthermore, the advancement of generative artificial in-
telligence (AI) could make the scenario even worse. Models
capable of creating highly realistic fake images from simple
text prompts pose a significant future challenge to integrity.
Recently, Qi et al. [|[11] demonstrated that Generative Adver-
sarial Networks (GANSs) can synthesize high-quality Western
blot images—a widely used biological image used for protein
analysis—that are indistinguishable from authentic ones, even
to experienced biomedical researchers. Going further, this
capability could potentially be exploited to fabricate entire
scientific figures.

Despite this challenging landscape, the primary line of
defense in many journals and research integrity offices
still relies heavily on the manual screening of images —
a laborious process that is susceptible to human error and
severely limited in scalability. While a few researchers attempt
to explore automated tools (e.g, [/2]), the development and
widespread adoption of validated, accessible solutions have
lagged. Proprietary tools have emerged, offering potential
assistance, but often lack rigorous, systematic evaluation, and
might pose a false sense of security [[13[], [[14]. This absence
of validated, transparent tools underscores the urgent need for
reliable, automated methods to safeguard scientific integrity.

Research Contributions

Addressing this critical challenge, our Ph.D. thesis presents
a pioneering investigation into biomedical image integrity
through the lens of digital forensics. This research organized
the types of scientific manipulation and developed several
novel forensic detectors to tackle scientific misconduct. These
detectors employ diverse approaches, including image manip-
ulation localization, image provenance analysis, and the
identification of Al-generated images.

A key contribution is an integrated system, named
SILA [15]], incorporating multiple image analysis methods,
developed through international partnerships between insti-
tutions in the USA (including collaboration with the Office
of Research Integrity - ORI), Italy, and UNICAMP (Brazil).
Furthermore, the thesis assesses Western blot image quality, a
type of image frequently associated with integrity concerns.
Our analysis revealed that approximately 87% of 90,000



Western blots—claimed as “raw data”—extracted from publica-
tions exhibit significant quality issues, often stemming from
compression or post-processing artifacts, which can render
subsequent forensic analysis inconclusive.

In a commitment to advancing the field and fostering
collaborative solutions to this critical challenge, the developed
software tools and datasets generated during this research have
been made freely available as open-source resources.

In the next three sections, we will detail three core solutions
(one per section) developed during our Ph.D. research, all
published in leading journals or conferences.

II. IDENTIFYING SYSTEMATIC SCIENTIFIC FRAUDS BY
PROVENANCE ANALYSIS

Integrity researchers and whistleblowers have been increas-
ingly concerned about fraudulent organizations, known as
paper mills, which illegally mass-produce scientific articles
for profit [9]. Although multiple instances of paper mills have
been exposed through manual screening, no digital forensic
solutions have been developed to track articles from such
entities.

Our key idea for detecting such systematic fraud is that
these organizations repeatedly reuse and manipulate the same
scientific images across different articles [[17]. Exploiting such
a pattern, we designed and developed an end-to-end image
provenance analysis solution to track images and documents
produced by paper mills.

The solution begins with a large collection of suspect
PDF articles and ends by identifying reused and manipulated
images across large article sets. We evaluated our solution
using a dataset reported by Dr. Elisabeth Bik and other
investigators [8]. To test our method, we added thousands of
distractor documents to Dr. Bik’s collection, recognizing that
in real-world scenarios, paper mill articles represent only a
small fraction of the total investigated collection. As a result,
our method effectively identified all reported paper mill
articles.

The core of our provenance analysis solution, summarized
in Figure[I] operates after the initial preprocessing stages (also
developed by our research). During the preprocessing, figures
are automatically extracted from PDF documents. Then, these
extracted figures undergo parsing and content filtering, identi-
fying biomedical images and discarding graphs, drawings, and
related content. Subsequently, a Convolutional Neural Network
(CNN) is employed to generate descriptive embeddings for
each figure’s content. These resulting embeddings are then
indexed and stored within a central database, as depicted at
the top of Figure [I]

After pre-processing, a parallel analysis is initiated for each
figure indexed in the database (see Figure [T). This involves
performing a similarity search to identify the top-k most
similar figures within the database based on their embeddings.
The content of the query figure is then matched against these
retrieved top-k similar images. A content matching score,
quantifying the percentage of overlapping or similar area

between the query and retrieved images, is calculated for each
pair.

Based on these pairwise content matching scores, an ad-
jacency matrix is constructed, representing the relationships
between figures. Edges in this matrix connect figures with
significant content similarity, weighted by their matching
score. Groups of figures exhibiting content reuse are identified
as connected components within this graph structure. Finally,
by computing the Maximum Spanning Tree (MST) for each
identified group, we generate the resulting provenance graphs.
These graphs explicitly track the reuse and potential manipu-
lation of figures across different publications.

This solution and dataset have been published in PlosONE:

o Cardenuto, J.P., Moreira, D., and Rocha, A. (2024).
“Unveiling Scientific Articles from Paper Mills with
Provenance Analysis”, PlosONE, 19(10): 0312666, ht
tps://doi.org/10.1371/journal.pone.0312666

III. ARTIFICIAL INTELLIGENCE-GENERATED SCIENTIFIC
IMAGE DETECTION AND SOURCE ATTRIBUTION

Integrity experts expect that, sooner or later, paper mills
will use artificial intelligence technology to scale their pro-
duction with never-before-seen images capable of fooling even
specialists in the biomedical field. In this context, our Ph.D.
thesis performed an in-depth analysis of artificially generated
images to investigate how to detect synthetic scientific images.
As a result, we have found that current generative models
include unique and identifiable artifacts that could be used
for AI image identification. By exploiting such artifacts,
we proposed two new Al image detection methods that are
fully explainable based on Fourier and texture-based analyses.
The proposed methods outperformed the current state-of-the-
art methods based on handcrafted or deep-learning techniques
on a dataset of synthetic Western blot images generated by
Generative Adversarial Networks (GANSs) and Diffusion-based
models.

Figure [ illustrates the exploited artifacts. These patterns,
often referred to as checkerboard artifacts due to their visual
appearance, are typically introduced during the upsampling
stages (frequently involving transposed convolutions, i.e., de-
convolutions) within generative models. This stage, which is
responsible for transforming latent representations (embed-
dings) into the pixel-based RGB image space, is a common
component in all image generation architectures. The specific
implementation of this upsampling process can leave distinct,
often periodic, fingerprints in the resulting image, which serve
as detectable indicators of synthetic content.

The checkerboard artifacts are particularly pronounced in
the Fourier domain, where they often appear as unique energy
peaks in the magnitude spectrum (check Figure [5). Based on
this observation, we propose a detection approach centered on
Fourier-based analysis, specifically by extracting and analyz-
ing these energy peaks from an input image.

Furthermore, our investigation revealed that texture features,
quantified by Gray Level Co-occurrence Matrix (GLCM)
analysis, are also consistently altered in Al-generated images,


https://doi.org/10.1371/journal.pone.0312666
https://doi.org/10.1371/journal.pone.0312666

e

DATABASE PANEL P
FOR EACH COLLECTED PANEL

o CONTENT RETRIEVAL 1

[
2
EVIDENCE
h DATABASE
PANEL P

¥y

<& CONSISTENCY CHECK 2
AND MATCHING

#4 [SOLATE RELATED ITEMS s

:'{."4‘ [.-""‘ e | \_-' 3 % '. .o i | CS;ITENT SHARED CONNECTED
G = [ i TABLES Ci
w [ ) [ ( G " K ] HOMOGRAPHY OMPONENT
TOP-K RANK (PROCESSING QUEUE, TRANSFORMATION
FOR EACH

EXPAND SEARCH
S UPDATE 4
CONTENT SHARED TABLE

SHARED AREA

D_“’

RTEDD

FINDING REUSED CONTENT

CONTENT SHARING SCORE 3

= CONSISTENT KEYPOINTS
* M CONVEX HULL

CONNECTED COMPONNET

o& PROVENANCE GRAPH °©

VISUALIZATION | & %
_________ > _x

¥

&)
|
&
K

’

AFTER ALL PANELS PROCESSED

©

MAXIMUM
SPANNING TREE

TRACKING REUSED
IMAGES

Fig. 1. Overview of the proposed provenance analysis pipeline. For each query figure, a similarity search retrieves the top-k most similar figures from the
database. Pairwise content matching then quantifies the similarity between the query and retrieved figures. An adjacency matrix, weighted by these similarity
scores, captures the relationships between figures. Groups of related figures are identified as connected components within this graph. Finally, Maximum
Spanning Trees (MSTs) are computed for each group to construct the provenance graphs, indicating the reuse and potential manipulation across publications.

Figure reproduced from [16] under Creative Commons license.

likely due to artificial patterns (e.g., the checkerboard) intro-
duced during the image generation process.

The proposed workflow, summarized in Figure [3 outlines
our detection methodology. It initiates with the extraction of
residual noise from the input image, a step designed to enhance
the subtle, low-level artifacts of synthetic content. The image
residual is then subjected to both Fourier domain analysis
(examining energy peak characteristics) and texture analysis
(extracting informative GLCM features).

Our evaluation demonstrates that both fourier and texture-
based features can be used for a one-class classification
approach. By training a classifier, specifically Probabilistic
Principal Component Analysis (PPCA) [[18]], using only fea-
tures extracted from pristine (non-Al-generated) images, we
were able to effectively distinguish Al-generated images from
authentic ones based on deviations from the learned pristine
distribution.

The findings, method, and dataset from this front were
published in the paper:

« Cardenuto, J.P., Mandeli, S., Moreira, D., Bestagini,
P, Delp, E., and Rocha, A. (2024). “Explainable
Artifacts for Synthetic Western Blot Source Attribu-
tion”, 1EEE International Workshop on Information
Forensics and Security (WIFS), Rome, Italy. doi:
10.1109/WIFS61860.2024.10810680.

IV. A SYSTEM FOR SCIENTIFIC IMAGE ANALYSIS - SILA

Another key outcome of this research, developed through
collaboration with the Office of Research Integrity (ORI-USA)
and an international team of digital forensic researchers, is
a system for image analysis (SILA) — the first open-source
system specifically designed for scientific image examination
within the context of research integrity.
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Fig. 4. Comparison between a CycleGAN (a) and a pristine (b) Western blot
image. The CycleGAN image contains checkerboard artifacts visible when
zooming into the image. The highlighted Fourier spectrum peaks (see the
yellow arrows) also indicate the presence of those artifacts. Image reproduced
from © 2024 IEEE International Workshop on Information Forensics and
Security (WIFS) [[19] article.

SILA implements an end-to-end pipeline employing fully
explainable and auditable methods, a critical requirement for
investigations in this sensitive domain. Starting with a collec-
tion of articles in PDF format, SILA automatically extracts
figures, identifies visually similar image panels across the
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Fig. 5. Proposed workflow. Given a questioned Western blot, we perform
residual noise extraction, fourier artifacts, and texture analysis to perform
synthetic image detection. Image reproduced from © 2024 IEEE International
‘Workshop on Information Forensics and Security (WIFS) [19] article.

collection, and performs both copy-move forgery detection
and image provenance analysis to trace image reuse and
manipulation.

The individual modules were rigorously evaluated using a
custom dataset curated by our research team. This dataset
contains actual documented cases of image manipulation
within the biomedical literature. Ground truth annotations were
established through a consensus process involving multiple
collaborators, guided by the information provided in the of-
ficial retraction notices for the manipulated articles. Due to
copyright restrictions, the original figures and articles used to
construct this dataset cannot be publicly released. However,
to promote reproducibility and further research, the dataset’s
comprehensive metadata and annotations are publicly available
at |github.com/danielmoreira/sciint/tree/dataset| (Last accessed:
March 31, 2025).

Both the dataset and SILA system have been published in
Scientific Reports - Nature:

e Moreira, D., Cardenuto, J.P., et al. SILA: a system for

scientific image analysis. Scientific Reports - Nature, 12,
18306 (2022). https://doi.org/10.1038/s41598-022-21535
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Fig. 6. SILA’s workflow starts with PDF figure extraction and ends with
provenance analysis. Figure reproduced from [[I5] under Creative Commons
license.

V. CONCLUSIONS AND FUTURE WORK

In conclusion, this work investigated the core problems of
scientific image integrity from a forensic perspective. The
proposed solutions open numerous research opportunities for
future work facilitated by freely available datasets and methods
developed by the herein research, including:

« Image quality assessment;

« Image and document provenance analysis;

« Fully-explainable Al-generated image detection;
Copy-move forgery detection;

A system for image analysis;

Besides promoting a new generation of integrity methods, we
hope our research stimulates new discussions to understand the
current quality of scientific images, a comprehensive under-
standing of the limitations of existing integrity methods, and
potential guidelines based on forensic and integrity knowledge
that publishers and integrity offices can feasibly implement.

VI. RESEARCH ACCOMPLISHMENTS

The main accomplishments of this research are:

« Four journal publications directly related to digital foren-
sics and scientific integrity [20], [21]], [15[, [22f;

¢ One journal publication related to digital forensics and
synthetic realities [23]];

o One conference paper related to digital forensics and
scientific integrity [19]];

o Three new datasets/benchmarks for digital forensics ap-
plied to scientific integrity [24f], [16], and the SILA
dataset available at https://github.com/danielmoreira/s
ciint/tree/dataset;

The full list of publications is summarized in Table

In recognition of the excellence of this Ph.D. thesis, our
research has earned the Google Latin America Award (LARA)
[25]. The Google LARA Award recognizes innovative and
cutting-edge computer science research projects that impact
science and society, created in Latin America. Additionally,
this Ph.D. thesis has been selected for presentation in the
Congresso da Sociedade Brasileira de Computacdo (CSBC)
2025 thesis award, which means it is among the top 10 best
computer science theses defended in Brazil in 2025.

Besides that, our research has also been featured in multiple
media articles, as enumerated in Table [T}

Finally, we thank Coordenacdo de Aperfeicoamento de
Pessoal de Nivel Superior (CAPES) and Fundacdo de Amparo
a Pesquisa do Estado de Sao Paulo (FAPESP) for funding
this research, which was fundamental to accomplishing all the
listed achievements.
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