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Abstract. The accelerated evolution in the Machine Learning (ML) field
has made the use of hardware solutions indispensable for training and
inferring models. This article presents the performance evaluation of three
implementations of a Convolutional Neural Network: a sequential version and
two parallel versions, one using Intel oneAPI and the other with OpenMP, all
running on the CPU. The comparative analysis is based on a network intrusion
dataset (NSL-KDD), focusing on speedup and scalability. It shows that the
implementation using Intel® oneAPI achieves the best performance compared
to the sequential and OpenMP versions.

1. Introduction

Recent advances in Machine Learning (ML) have led to an increasingly larger number
of layers and parameters for deep neural network models, aiming for better inferences.
This led to longer training times for each model, sometimes numbering weeks. With the
advent of new systems, such as autonomous cars (Silva et al., 2024; Silva and de Freitas,
2025), which have interconnected devices with different architectures, it is also necessary
to integrate them to quickly respond to information received by the system, such as sensor
signals.

To reduce the time spent training models and perform this integration, high-
performance computing (HPC) is increasingly present in the development of these
models, using accelerator devices such as Graphics Processing Units (GPUs) and Field-
Programmable Gate Arrays (FPGAs) (Kuon et al., 2008) to achieve both goals. In
this context, Intel® oneAPI emerges, an environment developed by Intel® aiming to
ease heterogeneous programming for different accelerators and devices using a single
codebase. For this same purpose, OpenMP (Chandra et al., 2001) has been used and
achieved good performance results. However, to the best of our knowledge, there are no
previous works addressing a comparison between them in this specific context.

Thus, this work aims to conduct tests in the oneAPI environment and compare
them with the sequential and OpenMP-based parallel versions. To this end, three versions
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of a Convolutional Neural Network (CNN) were developed: sequential, OpenMP- and
oneAPI-based parallel versions, to evaluate speedup and scalability. The training and
testing dataset used was the NSL-KDD (Dhanabal and Shantharajah, 2015), a dataset for
network attacks, with approximately one hundred thousand instances and two classes.

This article is structured as follows: Section 2 briefly presents a background about
CNN s; Section 3 discusses related works; Section 4 presents the methodology, including
materials and development method; Section 5 describes the evaluation of results obtained;
and finally, Section 6 shows the conclusions of the work, besides proposed future works.

2. Convolutional Neural Networks

Convolutional Neural Network (CNN) (Li et al., 2022) is a machine learning model
initially created to classify visual data. They are a class of deep neural networks, inspired
by the organization of the human visual cortex, and are particularly effective for tasks
involving images. A CNN architecture is composed of layers such as convolutional
and dense layers, often interleaved with activation functions like ReLLU. The model goes
through two main processes: training (to learn weights) and prediction (inference using
the trained model).

2.1. Convolutional Layer

The first learning stage involves passing a 1D kernel through the data, multiplying the
input by the weights of the kernel by region of the input, like a sliding window, to extract
features from the input and place them in a new matrix with smaller dimensions than the
original. In this work, convolution was used in only one dimension, as the inputs were
feature vectors and not matrices, as in the case of image classification.

2.2. Dense Layer

The dense layer functions similarly to a Multi Layer Perceptron (Popescu et al., 2009),
comprising layers of neurons that receive the output of the convolutional layers for
classification and adjust their weights through backpropagation. This algorithm applies
the chain rule to calculate the gradient of the loss function and, thus, adjust the weights in
the direction that minimizes the error.

2.3. Training Process

The training process of a CNN is a repetition composed of two steps: forward propagation
and backward propagation. This repetition is known as the number of epochs and is
completed after passing through the entire dataset. To optimize this process, especially
when using a GPU, the data is not processed all at once. Instead, the dataset is divided into
batches. This approach is essential to minimize the data transfer overhead between the
system memory (host) and the GPU memory (device), in addition to taking full advantage
of the SIMD (Single Instruction Multiple Data) nature of these devices.

In the forward stage, the input data, grouped into batches, passes through the
network layer by layer. It begins at the first convolutional layer. The output is passed
through an activation function and then sent to the next layer, which can be another
convolutional layer or dense layers. Dense layers perform a weighted sum of their inputs,



apply an activation function to introduce nonlinearity, and finally generate the model’s
prediction.

The backward stage begins when the previous one ends. Firstly, the prediction
error is calculated by comparing the model’s output with the expected value. This error
is then propagated backward. Based on this information, the weights are adjusted so that
the error is smaller in the next epoch.

2.4. Prediction Process

After training is complete, the model has a set of optimized parameters that minimize
the loss function for the training data. These parameters represent the knowledge gained
during training and are now used to make predictions on unknown instances, a process
known as inference.

3. Related Work

This section describes other research works related to parallel CNNs and intrusion
detection studies.

Maciel et al. (2024) proposes and evaluates an energy-efficient hardware
architecture for intrusion detection systems using a Convolutional Neural Network
(CNN). The authors implemented it on a heterogeneous platform that combines a CPU
and FPGA, aiming to improve performance and energy efficiency in security applications.

Wang et al. (2023) proposes the application of deep learning models for intrusion
detection in networks, exploring architectures such as CNNs, RNNs, LSTMs and hybrid
combinations. The implementation was developed in Python with TensorFlow library,
using the CSE-CIC-IDS2018 dataset, with GPU-accelerated training and inference
processes.

Peng et al. (2019) proposes the use of a Convolutional Neural Network (CNN)
for the detection of intrusion in vehicle networks, achieving excellent accuracy results
and low latency times in attacks. The model was trained using a GPU. The programming
language chosen for development was Python, along with the TensorFlow library and its
high-level API, Keras.

Ioannou and Fahmy (2019) demonstrates a high-performance network intrusion
detection system by implementing a CNN on an FPGA SoC. The model training was done
in software using Python with TensorFlow (on CPU/GPU), while real-time inference was
accelerated using an FPGA.

The main difference between this study and the existing literature, as summarized
in Table 1, lies in the programming tools and the focus on optimization. While most
related work utilizes specialized hardware, such as FPGAs and GPUs, to accelerate
intrusion detection, this research focuses on optimizing performance in multi-core CPUs.
For this, two distinct parallelization approaches were analyzed and compared: an
implementation based on the OpenMP standard and another using the oneAPI ecosystem.
This comparative analysis seeks to determine the most efficient approach for this class of
hardware.



Table 1. Overview of related work

Language | OpenMP | oneAPI | OpenCL | CPU | GPU | FPGA
Maciel et al. (2024) C++ X X X X
Wang et al. (2023) Python X X
Peng et al. (2019) Python X X
Ioannou and Fahmy (2019) | Python X X X
This work C++ X X X

4. Methodology

This section presents the materials and method used to design and evaluate our proposal,
besides design decision related to CNN versions.

4.1. Materials
The environment used in the development and test is present in Table 2:

Table 2. Environment

Technical Specifications
oS Windows 10
CPU | AMD Ryzen 7 5700X 3.4GHz 8-Cores 16-Threads
GPU | NVIDIA GeForce RTX 3060 12GB
RAM | 32 GB DDR4

The database used was NSL-KDD, with, after preprocessing (Alvarez Almeida
and Carlos Martinez Santos, 2019), 33 columns, 102,350 training instances, and 10,369
test instances, where each record represents a server-client connection labeled as attack
or normal. This database is an improvement of a previous database, KDD99 (Tavallaee
et al., 2009), having a record balance between classes and no duplicate records.

4.2. Developed code

A sequential CNN algorithm was developed using the C++ language as a baseline. The
next step was to produce two parallel versions' using the oneAPI SYCL Khronos Group
environment and OpenMP, parallelizing the batch execution steps, layer forwarding, and
weights adjustment per layer in backward, respecting the existing dependencies between
these steps.

It is worth noting that because the graphics card used in the experiments is
an NVIDIA®, which is not natively supported by oneAPI, it was necessary to use a
plugin(Codeplay Software Ltd. / Intel) to enable execution on these devices. However,
this plugin does not offer the same level of integration and optimization available for
hardware that is natively supported by the one API environment.

4.3. Trained Models

Table 3 describes the layers of each trained network. The goal is to identify the factors
that influence the time reduction between code versions. The networks were trained three
times in fifty epochs to collect the average time for each, with 400 instances per batch.
The standard deviation is below 3.59%, considering all results presented in Section 5.

ICode available at: https://github.com/cart-pucminas/parallel-ML



Table 3. Network Architectures

Model | Convolutional Layers (1D) %:5§0E§}£)erslayer)
1 1x5 20— 20 - 20 — 20 — 20 — 2
2 1x5—=1x%x5 45 — 20 — 2
3 1x5 45 — 20 — 2
4 1x5 45 — 45 — 20 — 2
5 1 x5 100 — 100 — 100 — 20 — 2
5. Results

In this section, the best results in speedup and scalability will be presented, comparing
oneAPI with OpenMP and sequential codes. Tests were conducted using the same random
seed to ensure replicability and the accuracy of each model for the dataset test batches, as
shown in Table 4.

Model | Accuracy (%)
1 88.31

2 89.31

3 89.26

4 91.73

5 924

Table 4. Accuracy per Model

5.1. Speedup

Figures 1, 2, 3, 4 and 5 show each model speedup. The models with the highest speedup
for OpenMP and one API compared to the sequential approach were models 1, 2, and 5.

Model 2 indicates that convolutions are an impactful factor, as they are essentially
matrix multiplications, which is a highly parallelizable operation, and are expected to
show better results for larger inputs.

Models 1 and 5 indicates that the number of layers and neurons per layer are two
other factors that influence speedup, since the neural network’s forward and backward
operations depend on the previous and subsequent layers, respectively, and are only
parallelizable within themselves, justifying parallelization only in cases of a large number
of neurons per layer.
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Figure 5. Model 5 Speedup

5.2. Scalability test

Scalability tests were performed varying the number of threads between configurations
of 1 (sequential), 2, 4, 8, 12, and 16. Figure 6 illustrates the graph obtained for Model 5
as an example of the code’s behavior at different thread counts. It shows that the one API

version scaled well up to eight threads, while being faster than the OpenMP one at any
count and 42% faster than OpenMP’s 16-thread version, despite the latter showing better

scalability results for twelve and sixteen threads.
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6. Conclusion

This work presented a comparative performance analysis of three distinct
implementations of a Convolutional Neural Network (CNN) for network intrusion
detection, using the NSL-KDD database. A sequential version in C++, a parallel version
with OpenMP, and another with Intel’s SYCL implementation were developed, evaluated,
and compared. The objective was to calculate the performance gain and strong scalability
in heterogeneous hardware environments, specifically CPU. The research focused on how
different network architectures and the choice of parallelization technology influence
training and inference times, which are indispensable factors in this field.

The overall results show an advantage for OpenMP parallelism in the smaller
models. However, as more layers with more neurons were added, SYCL’s oneAPI
began to show far better results in the CPU context. The expected results for the GPU
environment were not achieved due to memory management issues between devices,
which prevented it from outperforming the oneAPI best CPU tests in this experiment.
In the best-case scenario, it stood at the same timescale as the oneAPI CPU for Model 5
at 8 threads.

As future work, extending this study to GPUs and FPGA s is suggested, leveraging
the oneAPI ecosystem’s support for these kinds of architectures. This would enable a
more comprehensive analysis of code portability and the efficiency of this technology
across a new hardware category.
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