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Abstract—Vehicular Ad Hoc Networks (VANETS) are complex
and dynamic networks that provide communication between
vehicles. Due to its dynamism, it is difficult to adequately manage
the resources and services of vehicular networks and to execute
ITS (Intelligent Transportation Systems) applications reliably.
In particular, applications developed to provide safe driving
have strong requirements for vehicular communication, and this
communication is provided without guarantees. In this paper,
we present a context-aware failure detector service. This service
uses Context information and Quality of Context metrics to
improve the quality of detections. The concept of context has
been developed for pervasive systems. It is used in VANETSs to
represent the status of a vehicle and its environment, including
other vehicles and their communication. The failure detector
service has been implemented in a simulation environment based
on the Veins framework. The results demonstrate the effectiveness
of the failure detector in using context and context quality
metrics.

Index Terms—Context-aware, VANETSs, Failure Detector.

I. INTRODUCTION

Intelligent Transportation Systems (ITS) applications are
being studied to provide safe and comfortable driving and
travel on roads and streets. To execute these applications, it is
necessary to provide reliable communication between vehicles,
especially those developed to provide safe driving. However,
providing communication between vehicles is a challenge due
to their constant movement, making the network dynamic.
To address these challenges, Vehicular Ad-Hoc Networks
(VANETS) have been studied, and numerous protocols have
been developed [12], [17].

In [10], [13], [14] we presented a context-aware VANET,
defining mobility and communicating context. We also pre-
sented quality of context metrics, such as Validity Time,
Minimal Validity Time, Age, Confidence, and Stability, with
their formulas. Context and QoC metrics may be used by
network protocols when deciding how to adapt to changes
in the environment of vehicles and their communication to
provide a better communication service. Context-aware sys-
tems have been proposed for pervasive systems, and have been
investigated for VANETS in many works [6], [15].

An important service to be included in this context-aware
VANET is a failure detector. It aims to monitor vehicles and
inform those that are functioning and communicating, as well
as those that are suspected of being faulty. The dynamic
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characteristics of VANETSs make it difficult to develop a failure
detector in these networks. Despite this, there are some works
in this area, such as Cambruzzi et al. ( [3]) that present a failure
detector for VANETS, using vehicle communication reach.

In this paper, we propose a failure detector protocol based
on the FD presented in [3], which runs over our context-aware
VANET. Our FD uses context information and QoC metrics
to help monitor vehicles. We present our algorithms, discuss
their behaviour, and present some simulation results.

The rest of the paper is organized in the following sections:
Section II presents related works; Section III presents the sys-
tem model with the description of the context and some QoC
metrics; Section IV presents the failure detector algorithm;
Section V shows the prototype implementation and simulation
results; and Section VI is the conclusion.

II. RELATED WORKS

In distributed failure detectors, such as those developed for
VANETS, vehicles are monitored through the use of messages.
These services may be implemented using the push model,
where nodes send heartbeat messages to each other, or the
pull model, where monitoring nodes send “Are-you-alive”
messages to the monitored ones and wait for an ”I-am-alive”
message in return. As there are no guarantees in the delivery
of messages, which may be lost or delayed, a failure detector
for VANETS is assumed as unreliable, and the failure detector
may be wrong when it suspects a fault [4], [7]. These services
may also be fully distributed, where nodes monitor all the
other nodes, or hierarchical.

Cambruzzi et al. [3] present a failure and connectivity
detector that executes among neighbouring nodes in a VANET.
Neighbour nodes are near vehicles, considering a limited
radius. The protocol sends periodic messages to maintain a
neighbourhood list. The failure detector algorithm maintains
a list of neighbours suspected of being faulty. A timeout to
wait for return messages from the monitored neighbours is
calculated, using the distance between the involved nodes.

Abrougui et al. [1] present a fault-tolerant service discovery
protocol for vehicular networks, based on a cluster infras-
tructure. The failure detector exchanges beacon messages in
rounds, also determining a time-to-live for each message. The
algorithm detects permanent and intermittent failures.



Davoodi et al. [5] present a failure detection methodology
for multi-agent systems executing over vehicular networks.
The methodology is semi-decentralized and can detect agent
faults and those of their nearest neighbours.

Jiaxi Liu et al. [9] present a hierarchical failure detector
service for VANETSs, where Road Side Units (RSUs) are
responsible for monitoring neighbour vehicles. It assumes an
unreliable failure detector, which uses mobility information
from vehicles in calculating timeouts by the RSU. It is also
possible to indirectly detect faulting vehicles, as RSUs send
their suspect list to each other.

Byeon et al. ( [2]) present a hierarchical failure detector for
VANETS where vehicles are monitored by Road Side Units
(RSUs) and by other vehicles. It uses estimations of the speed
and location of the vehicles, along with a dynamic timeout for
receiving heartbeat messages.

In these works, the use of environmental information is ad
hoc and not structured. In our work, information is formalized
as context information and QoC metrics, which are maintained
by a context-aware VANET system. We formalize mobility
information as context information and propose a failure
detector service that is based on context information and QoC
metrics. The failure detector in this paper is distributed and
does not use cluster infrastructure.

III. SYSTEM MODEL

We assume a vehicular ad hoc network (VANET) composed
of autonomous vehicles moving through streets or roads.
Vehicles are equipped with sensors, such as GPS and a
speedometer, to monitor their position, speed, and direction
of movement. The granularity of the information and the
periodicity of their monitoring depend on the type of sensors
used.

The vehicles communicate with each other through their
hardware and software. We assume that there is a connection
between two vehicles if they are within the reach of each
other’s wireless signal. If the vehicles can’t communicate
directly, the VANET tries to construct a communication route
between them. The routing algorithm is out of the scope of
this work. Communication occurs by message transfer in both
directions. Vehicles maintain their clocks synchronized due to
GPS.

Vehicles fail by crashing. In this case, the vehicle stops
sending messages. This happens when a vehicle stops func-
tioning or if there is a problem with its communication
capabilities. A connection between two vehicles may fail by
omission when a message is missing, as the communication
is not reliable, and messages can be lost.

A. A Context for VANETs

Context information is maintained in each vehicle by a
context monitoring service that executes a continuous mon-
itoring loop. This service monitors information from local
sensors, such as GPS and a speedometer, and maintains this
information in a local context database. With this information,
the system also calculates the direction of vehicle mobility.

The monitoring system obtains the same information from
remote vehicles using monitoring messages. Together with
each local or remote information, the context system maintains
timestamps, indicating when the information was obtained
[10], [13], [14]. Position and mobility information are used to
calculate, for each remote vehicle related to the local one, its
relative speed. Based on this information and the timestamps
of each information, the system defines the Neighbourhood
context.

The Neighbourhood context identifies the vehicles that
are neighbours of the local one. Vehicles are assumed as
neighbours if their distance is less than the radius of their
communication signal [10].

o Neighbour - the remote vehicle is a neighbour;

o Non-Neighbour - the remote vehicle is not a neighbour.

Executing the monitoring system, vehicles also send their
Neighbourhood list to each other, together with the timestamp
of the last contact they received from these neighbours (T'sp’.
— timestamp of remote vehicle r in the context).

We also presented the following quality of context metrics:

« Validity Time (V'T;,;) - this metric represents an estima-
tion of the time during which a remote vehicle (r) may
continue to be a neighbour for the local one ([), assuming
that the vehicles may maintain the direction and speed of
their movement.

« Minimum Validity Time VT7" — similar to Validity
Time, but assuming that vehicles are moving away at
maximum speed. It may be considered as a hard Validity
Time.

« Timeliness — represents how recent the calculated Validity
Time is.

o Age (Age,) — the age of context information (Age”f’ is
the age of the Neighbourhood context relating a remote
vehicle r to the local one 1) is the difference between the
current timestamp and the timestamp when the informa-
tion has been obtained.

e Trusted Validity Time (I'V1,;) — it is the Minimum
Validity Time, considering the Age of the metric.

The algorithms of the monitoring system are out of the

scope of this work.

IV. FAILURE DETECTOR ALGORITHM

The context-aware failure detector described in this section
is based on the algorithms presented by Cambruzzi et al. [3].
We use the same ideas with some changes, characterizing it
as a context-aware failure detector.

The failure detector is distributed in modules, one for each
vehicle in the VANET. Performing the failure detector, each
vehicle monitors its neighbours, which are identified by the
Neighbourhood context, and detects the occurrence of failures.
The service is executed in push mode, where each vehicle
sends heartbeat messages to its neighbours, which wait for
these messages for a period (timeout). If a heartbeat message
does not arrive in time, the sender is suspected of failure.

As an unreliable failure detector, the service may suspect
vehicles that are executing correctly. We define two types



of fault suspicions. We say that there is a suspicion if the
service does not receive a heartbeat message from a neighbour
before its timeout, and the Trust Minimal Validity Time
(IT'VT,;) relating the remote vehicle with the local one is
greater than 0, indicating that the remote vehicle should still
be within the reach of their communication radio. In this
case, before suspecting the vehicle, the algorithm executes
a second monitoring, in the pull mode, sending a Are-you-
alive? message to the vehicle and waiting for the I-am-alive
response. The timeout defined for the waiting of the I-am-alive
message is calculated as timeout, = rtt, + a, where rtt,
is the round-trip time (period for a message to be transferred
from [ to r and back), and « is an error value. If TV'T},. equals
0, but the Validity Time (V7)) related to the vehicles is still
valid, the protocol assumes that r is weakly suspected. In this
case, it is possible that the vehicle is out of the range of the
communication and will soon be assumed as Non-Neighbour.

The Algorithm 1 presents the failure detector protocol.
Executing Task TO, the vehicle periodically sends context
heartbeat messages to all neighbours. When a vehicle receives
a heartbeat message from a remote vehicle r, it executes task
T1. In this case, it calculates a new timeout for r, and if it is
in the SuspectList or the WeakSuspectList, it is removed
from it. The timestamp for the received heartbeat message is
inserted in the Context.

Task T2 monitors the timeouts for each monitored neigh-
bour vehicle. If a heartbeat message from a remote vehicle r
does not arrive during its timeout (f3,.), the monitored vehicle
is Suspected or WeakSuspected to be faulty.

Task T3 monitors context information sent by neighbours
about their neighbours. It verifies if there is a timestamp for
the vehicle r in the context (T'sp’) that is more recent than
the timestamp of the last received heartbeat from this vehicle
(T'sp,). It indicates that the heartbeat message from r was
lost by the local vehicle but received by some other common
neighbour. In this case, if vehicle r is suspected, it is removed
from WeakSuspectedList or SuspectList.

Task 4 waits for an [-am-alive message from a remote
vehicle r, in response to an Are-you-alive message. It functions
as a second monitoring for vehicle r, before suspecting it
of being faulty. Task 5: Reply to a received Are-you-alive
message with an I-am-alive message.

In this algorithm, the timeout (3, is calculated in the same
way as in [3], as B, = Q + A, + A, where @ is the period
to send each heartbeat message, A, is the square mean for
the last n delays, and A, is a delay coefficient related to the
distance between the local and monitored vehicles, which is
indicated in the context.

As an unreliable failure detector, it presents false suspicions
when a heartbeat message is lost or late. Due to the dynamic
behavior of VANETS, messages are frequently lost or delayed,
causing these false suspicions. On the other hand, as the failure
detector runs in distributed modules within each car, distinct
vehicles may have different views of the monitored vehicles,
which can be suspected by some vehicles and not by others.
These particular views of the system’s state are common

Algorithm 1:

1 Task: TO ;
2 while True do
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if HeartbeatTime then

send Heartbeat(Tsp) to all neighbours

Task: T1;
while True do
if receive Heartbeat() from r then

Insert T'sp,- in Context;
Calculate (3, (timeout for vehicle r) ;
if r € SuspectList then

| remove r from Suspect List

if r € WeakSuspectList then
| remove r from WeakSuspect List

Task: T2 ;
while True do
if tsp — maz(tsp,,tspl) > 3, then

if isNeighbor(r) and TVT},. > 0 then
send Are-you-alive() tor ;
define timeout, = rtt, + o ;
run T4
else
if isNeighbor(r) and VT;, > T'sp then
L insert » € WeakSuspectList,

Task: T3 ;

while True do

forall r,isNeighbour(r) A (r €
WeakSuspectlist V r € SuspectList) do

if r € SuspectList NTV T}, >0
ATspl > Tsp, then
remove r from SuspectList ;
Calculate (3, (timeout for vehicle r)

if r € WeakSuspectList NVT,. >
Tsp A Tspl. > Tsp, then
remove r from WeakSuspectList ;
Calculate 3, (timeout for vehicle r) ;

Task: T4 ;

wait (receive I-am-alive() from r) or (tsp > timeout,)

if not (receive I-am-alive() from r then
| insert 7 in Suspect list;

Task: TS ;
if receive Are-you-alive() from r then
| send I-am-alive(tsp) to r




in distributed asynchronous systems because messages can
be lost or delivered with varying delays. Using the context,
it is possible to differentiate the suspicions, depending on
the situation of the vehicles, and in some cases execute a
monitoring validation for suspected vehicles before assuming
they are indeed suspicious. We utilize quality of context
metrics, such as V7T,; and TV'T,;, intending to qualify the
fault suspicions. The context-aware VANET uses the failure
detector service to update context information. The service
may also be used by ITS applications.

V. THE SIMULATION ENVIRONMENT

For the performance evaluation, we compared our proposed
failure detector (FD1) to the failure detector presented in [4]
(FD2), in terms of the mean number of false suspicions (FS).
We implemented the failure detector algorithms over the Veins
framework (Vehicles in Network Simulation) [11], which inte-
grates the network simulator OM NeT [16] and the vehicular
mobility simulator SUMO [8]. Our algorithm executes using
an implementation of the Context-aware VANET described
earlier, with quality of context metrics. To validate the context-
aware engineer approach adopted in our failure detector, we
disabled the false suspicion confirmation mechanism in this
initial performance evaluation.

In this work, we developed simulation scenarios with 4, 10,
and 50 vehicles, moving at a maximum speed of 50km/h, on
a straight road and in the same direction. The period to send
a heartbeat context message is 0.1s. Each simulation scenario
ran for 300 seconds and was replicated (re-executed) 10 times
to obtain the mean values of the number of false suspicions
with a 95% confidence level.

TABLE I
FALSE SUSPICIONS - FS

FD Vehicle FS Mean FS Confidence Interval
Density

FDI | 4 4.03 [2.76, 5.29]

FD2 | 4 4.05 [2.78, 5.32]

FDI 10 48.79 [46.85, 50.73]

FD2 | 10 48.68 [46.75, 50.61]

FD1 | 50 162.54 [158.43, 166.65]

FD2 | 50 162.66 [158.55, 166.77]

As shown in Table I, the evaluated failure detectors pre-
sented similar performance in terms of the number of false
suspicions, highlighting the effectiveness of using context and
context quality metrics.

VI. CONCLUSION

We presented a context-aware failure detector that uses the
quality of context metrics to qualify fault suspicions. It is an
unreliable failure detector, as it may raise false suspicions due
to messages being lost or delayed. The algorithm uses the
Neighbourhood context to determine which vehicles should
be monitored, and QoC metrics, such as Validity Time and
Trusted Validity Time, to qualify the fault suspicions. We
describe and discuss the algorithm. Some simulation results

are used to argue that the context-aware failure detector has
similar behavior to existing ones.

The failure detector is an early version that may evolve
using other QoC metrics to optimize fault detections, making
the detection less unreliable. In future works, we will investi-
gate the use of other QoC metrics with the FD. We will also
conduct additional experiments to evaluate our algorithm.
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