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Abstract—Electronic Control Units (ECUs) play a critical role 

in modern automotive systems, providing data for performance 
analysis, calibration, and validation. Traditional commercial 
acquisition tools are widely used but often limited by high costs, 
dependency on high-performance computers, and restricted 
integration with modern cloud and edge-processing 
infrastructures. To overcome these limitations, we developed the 
Intelligent Acquisition and Analysis System for ECUs (IASE), an 
embedded platform designed for real-time data acquisition and 
calibration. This paper presents a secure communication 
architecture for the second generation of the system (IASE v2), 
enabling remote connectivity through 4G networks while 
ensuring confidentiality, integrity, and authenticity of transmitted 
data. The architecture integrates MQTT over TLS with 
per-device certificates and mutual authentication (mTLS). We 
validate the solution through experiments under real-world 4G 
conditions, demonstrating reliable performance, secure 
Over-The-Air (OTA) updates, and message delivery consistency. 
Results show that the proposed approach ensures robust data 
security without compromising scalability, making it suitable for 
modern automotive testing environments. 

Keywords—ECU Data Acquisition, MQTT, TLS, Mutual 
Authentication, Embedded Automotive Systems. 

I.​ INTRODUCTION 
The development of vehicles in the automotive industry 

largely follows the V-model of production, in which each 
project stage is validated until the final integration of the 
prototype [1], [2]. In the testing and validation phase, 
Electronic Control Units (ECUs) provide essential data on 
performance, calibration, and emissions. For this purpose, 
manufacturers rely on commercial data acquisition solutions 
provided by companies such as ETAS, Vector, ATI, and 
Bosch. Although consolidated in the sector, these tools present 
relevant limitations: high cost, dependence on external 
high-performance computers, and restrictions on integration 
with modern processing architectures and remote servers [3], 
[4], [5], [6]. 

To address these limitations, previous works introduced the 
Intelligent Acquisition and Analysis System for ECUs (IASE) 
[7], a low-cost embedded platform for real-time data 
acquisition and calibration, supporting integration with remote 
servers and mobile interfaces. The first generation of the 
system implemented automotive communication protocols, 
standardized data handling, and modular firmware based on 
state machines [8]. In its evolution to IASE v2, new hardware 
resources were added, along with support for Over-The-Air 

(OTA) updates and remote configuration of experiments, 
broadening its applicability in different testing scenarios. 

With the use of mobile connectivity, the need arose to 
ensure secure communication between the embedded platform 
and the cloud server. In mobile networks such as 4G, data 
transmission can be exposed to threats such as spoofing, 
replay, and man-in-the-middle attacks [9], [10]. This paper 
proposes a secure communication architecture for ECU data 
acquisition systems, based on MQTT over TLS with unique 
per-device certificates, enabling mutual authentication (mutual 
TLS – mTLS). The solution ensures confidentiality, integrity, 
and authenticity of the transmitted data, while maintaining the 
lightness and scalability required in automotive embedded 
systems. 

The remainder of this paper is organized as follows. 
Section II reviews related work and the state of the art in 
secure communication for automotive systems. Section III 
describes the proposed architecture. Section IV discusses the 
communication workflow and presents results obtained in 
preliminary tests. Section V concludes the paper and outlines 
future work. 

II.​ BACKGROUND 
Lightweight protocols such as MQTT have been widely 

adopted for IoT and vehicular applications due to their 
scalability and low overhead [11]. Recent studies highlight the 
use of MQTT over TLS to provide confidentiality and 
integrity while maintaining acceptable performance in 
constrained devices [12], [13]. 

Mutual TLS (mTLS) has also been investigated as a 
mechanism for device-level authentication, particularly in 
large-scale deployments requiring secure key and certificate 
management [14]. However, integration of mTLS in 
automotive data acquisition platforms remains limited. 

Compared to these approaches, the IASE v2 system 
represents an advance by combining secure MQTT/TLS 
communication, certificate-based authentication, OTA update 
mechanisms, and a complete server-side infrastructure tailored 
to ECU data acquisition scenarios. 

III.​ SYSTEM ARCHITECTURE 
The proposed architecture ensures secure and reliable data 

transmission between the embedded acquisition platform and a 
remote server during ECU testing and validation. Fig. 1 
illustrates the overall structure of the system, composed of the 
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IASE v2 board, the 4G communication channel, and the server 
infrastructure. 

 
Fig. 1.    IASE v2 overall structure 

A.​ Embedded Platform 
The IASE v2 board integrates an embedded processor and 

a 4G modem, enabling direct communication with a remote 
server without external computers. Each device is provisioned 
with a unique digital certificate and private key, issued by an 
internal public key infrastructure (PKI). These credentials are 
used to authenticate the device and establish secure 
connections through mutual TLS (mTLS). The firmware also 
supports Over-The-Air (OTA) updates, allowing remote 
installation of new experiments, firmware versions, and 
updated certificates. 

B.​ Server Infrastructure 
The server side is implemented using the Django 

framework and a MySQL database for storing firmware 
versions, certificates, experiment configurations, and update 
history. An Nginx reverse proxy provides an additional 
security layer by enforcing mTLS authentication before 
forwarding requests to the Django server. This setup ensures 
that both the client and the server authenticate each other 
before any data exchange. The server also manages certificate 
distribution, update policies, and experiment association to 
specific boards, guaranteeing that each device receives the 
correct software and configuration. 

 

C.​ Secure Communication Layer 
Communication between the IASE board and the server is 

based on the MQTT protocol over TLS 1.3. MQTT provides a 
lightweight publish/subscribe mechanism, which is 
particularly suitable for resource-constrained embedded 
systems and scenarios requiring efficient data transmission. By 
combining MQTT with TLS and unique per-device 
certificates, the system ensures: 

●​ Confidentiality, through end-to-end encryption of 
messages. 

●​ Integrity, by protecting data against tampering during 
transmission. 

●​ Authenticity, via mTLS authentication where the 
client proves its identity with a certificate and the 
server validates it using the CA. 

The complete mTLS authentication workflow is shown in 
Fig. 2. In this process, the server first sends its certificate to 
the client for validation. The client then presents its unique 
device certificate, which is verified by the server. The MQTT 
over TLS channel is established if, and only if, both sides are 
authenticated. 

D.​ Data Exchange 
It is necessary that all the data arrives in-order and 

once-and-only-once, however, MQTT QoS 2 is not an option 
for the volume of data and amount of MQTT messages the 
IASE v2 firmware sends every second, as it would need an 
extremely low latency of under 4 ms. 

In order to achieve the guarantees and speeds necessary, 
the data exchange was implemented using MQTT QoS 1 
(guarantees that the message will be received at least once) 
and an embedded sequence number on each message. With 
these two decisions, the receiver is able to process each 
message once-and-only-once and in-order. 

E.​ OTA Update and Certificate Management 
The OTA mechanism supports secure updates of firmware 

and certificates. Devices periodically check for new versions, 
download validated binaries through secure endpoints, and log 
update operations in the server database. By using HTTPS 
requests protected by mTLS, the architecture guarantees that 
only authenticated devices receive authorized updates. 

 

Fig. 2.    Mutual TLS (mTLS) authentication flow between the IASE board and the remote server. 



F.​ Security Guarantees 
By integrating MQTT, TLS, and per-device certificates, 

the architecture protects the communication channel against 
common network threats such as spoofing, replay attacks, and 
man-in-the-middle (MITM) attacks. Furthermore, the OTA 
update process guarantees that only authenticated and 
authorized devices can download new firmware or certificates, 
preventing unauthorized software from being installed in the 
embedded platform. 

IV.​ RESULTS AND VALIDATION 
To validate the proposed architecture, a series of 

experiments were conducted using the IASE v2 board 
connected to a remote server over a 4G mobile network. Each 
device was provisioned with a unique certificate and private 
key, enabling secure authentication with the server through 
mutual TLS (mTLS). The tests aimed to evaluate the impact of 
the security layer on communication performance, resource 
usage, and reliability under real-world conditions. 

A.​ Experimental Setup 
The evaluation environment consisted of: 

●​ Client side: IASE v2 board with embedded processor, 
4G modem, and firmware supporting MQTT over 
TLS. 

●​ Server side: Django framework with MySQL 
database, fronted by an Nginx reverse proxy enforcing 
mTLS authentication. 

●​ Network: Commercial 4G mobile network, subject to 
typical latency and bandwidth variations. 

The experiments included the transmission of ECU 
acquisition data encapsulated in MQTT messages, as well as 
OTA updates of firmware and certificates. 

B.​ Performance Evaluation 
Fig. 3 shows how, when using HTTP, the message sending 

queue kept growing when under a spotty 4G connection and a 
full experiment generating a lot of data. Under identical 
conditions, the proposed MQTT over TLS system successfully 
handled high-throughput data streams, demonstrating stable 
queue management despite the additional TLS overhead. This 
difference arises because HTTP incurs substantial overhead 
from repeated request–response cycles and full header 
transmission, making it unable to recover efficiently from 
short periods of low bandwidth or intermittent connectivity. 
As a result, the queue grows continuously and cannot drain 
fast enough to sustain real-time throughput. 

By contrast, MQTT’s lightweight framing, persistent 
sessions, and asynchronous publish–subscribe model enable 
rapid recovery after transient link degradation. Although brief 
spikes in the MQTT queue occur due to the small size of 
individual messages, the protocol drains the backlog quickly 
once the connection stabilizes. These results indicate that 
MQTT over TLS provides significantly better resilience and 
efficiency than HTTP in variable 4G environments, making it 
more suitable for continuous ECU data acquisition. 

Fig. 3.  Message queue evolution under HTTP, plain MQTT, and MQTT with 
TLS in a 4G environment. 

By contrast, MQTT’s lightweight framing, persistent 
sessions, and asynchronous publish–subscribe model enable 
rapid recovery after transient link degradation. Although brief 
spikes in the MQTT queue occur due to the small size of 
individual messages, the protocol drains the backlog quickly 
once the connection stabilizes. These results indicate that 
MQTT over TLS provides significantly better resilience and 
efficiency than HTTP in variable 4G environments, making it 
more suitable for continuous ECU data acquisition. 

Fig. 3 also shows that plain MQTT exhibits larger queue 
peaks than MQTT over TLS. This behavior results from the 
lower protocol overhead of plain MQTT, which enables a 
higher maximum throughput. Under the same data-generation 
rate, this higher efficiency causes the queue to grow more 
rapidly during brief 4G interruptions. With TLS, the added 
encryption overhead slightly reduces the effective 
transmission rate, leading to slower queue accumulation and 
smaller peaks. 

C.​ Reliability Tests 
The IASE v2 firmware saves a local copy of every single 

byte of data it acquires from a vehicle’s ECU. This allows the 
byte-by-byte verification of everything that the server 
received. 

 

 
Fig. 4.  Comparison of the number of data cycles from a server-generated data 
file and a locally-generated data file. 

Tests were run where the 4G connection was unstable, or 
even unavailable for some period of time. In all test scenarios, 
the server-generated data files were byte-to-byte identical to 



locally stored copies, confirming lossless and reliable data 
transmission even under unstable 4G connectivity, as can be 
seen on Fig. 4. 

V.​ CONCLUSION AND FUTURE WORK 
This paper presented a secure communication architecture 

for the IASE v2 platform, enabling reliable ECU data 
acquisition over mobile networks. By combining MQTT, TLS 
1.3, and per-device mTLS authentication, the proposed system 
ensures confidentiality, integrity, and authenticity of ECU 
data, while maintaining the lightweight operation required in 
embedded automotive systems. 

Experimental results demonstrated that the architecture 
provides robust message delivery and OTA update security 
under real-world 4G network conditions, with negligible 
performance degradation compared to unsecured 
communication. 

Future work will focus on extending the validation to 5G 
and Wi-Fi 6 networks, and scaling the certificate management 
infrastructure for large fleets of test vehicles. 
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