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Abstract. Protecting system user data is an increasingly relevant topic as le-
gislation and regulations emerge to ensure security and privacy. This study
presents a proposal for using LLM models to support the assessment of systems’
compliance with the LGPD. This is an automated, requirements-based approach
that enables simulations of various scenarios. Using LLMs to measure systems’
compliance with the LGPD can result in benefits such as faster and more diverse
solutions and reduced manual effort. However, risks such as analysis or inter-
pretation errors, response quality, and dependence on accurate requirements
specifications must be considered. This research is in an early stage, and the
approach was evaluated on an ad hoc basis.

1. Introduction
With the availability of systems for various purposes and the growing use of digital ap-
plications, the risk of potential data breaches may also increase. Furthermore, misuse or
breach of user data may result in penalties. In this sense, designers and developers of such
technologies must comply with regulations that guarantee user privacy, such as the Gene-
ral Data Protection Regulation (GPDR) [Parliament 2016], which in Brazil is covered by
the LGPD [Brasil 2018] [Rocha et al. 2023]. In Brazil, software development organiza-
tions, whether public or private, that handle user personal data must comply with a large
number of regulations and ensure that business and system requirements are legally com-
pliant, i.e., they implement the LGPD in all their software systems [Canedo et al. 2020].

One approach to facilitating software development is the collaborative construc-
tion of Software Engineering models or artifacts [de Souza et al. 2012]. These elements
serve as abstractions of the software being built, including requirements specifications,
use case diagrams, class diagrams, and even the actual software source code. Models
vary in their degree of formalism, presentation format, and documentation. This implies
several possible scenarios and combinations.

In recent years, Large-Scale Language Models (LLM), such as GPT and Copilot,
have emerged as relevant players in software development processes [Hou et al. 2024].
These models not only aid in code generation, but also influence architectures and work-
flows [Ozkaya 2023].

One way to adapt a system to the LGPD is to determine its level of compli-
ance with the law. To do so, it is necessary to analyze aspects of the system in light
of LGPD provisions. However, this is a demanding task. One way to measure a sys-
tem’s level of compliance with the LGPD is through checklists [Mendes et al. 2021], gui-
des [Neves Camêlo and Alves 2023], questionnaires [Araújo et al. 2021], or interviews

11º Workshop sobre Aspectos Sociais, Humanos e Econômicos de Software (WASHES 2026): Artigos Curtos

1



[Neitzke et al. 2023]. In addition, it is necessary for someone familiar with the system
to participate in clarification sessions, who can discuss subjective aspects of the law, and
who can eventually adjust the system according to LGPD requirements and experiment
with new scenarios. The objective of this research is to evaluate the compliance of sys-
tems with the LGPD with the support of LLM, using software requirements specifications
for scenario simulations as a basis.

2. Conceptual Proposal and Automated Solution
To measure a system’s compliance with the LGPD, it is necessary to
have evaluation mechanisms, such as checklists [Mendes et al. 2021], guides
[Neves Camêlo and Alves 2023], questionnaires [Araújo et al. 2021], or interviews
[Neitzke et al. 2023]. However, this task is manual and subject to different interpretati-
ons, even considering the text of the law. One way to automate the evaluation and allow
for experimentation with different scenarios is using LLM.

The purpose of this research is to create a mechanism that, based on prompts and
requirements specifications, can analyze the system under study from the perspective of
its compliance with the LGPD. Consequently, it can also identify risk areas and potential
improvements. An example of a prompt to be used with the addition of a requirements
specification as an attached file or in text would be:

Prompt: Act as a senior consultant in LGPD compliance. Analyze the following Software Require-
ments Specification and provide an opinion on its adherence to the General Data Protection Law (Law
13.709/18). Follow the analysis structure below:

1. **Identification of Personal Data:** List and classify all personal mentioned data.
2. **Purpose and Legal Basis:** For each stated processing purpose, identify the corresponding
proposed legal basis and assess its adequacy.
3. **Data Subject Rights:** Does the specification describe how the data subject’s rights (Art. 18)
will be met? Which ones?
4. **Security Measures:** Is there mention of security controls, retention periods, or anonymization?
5. **Sharing with Third Parties:** Does the document list operators/partners who will receive the
data?
6. **Risk Analysis:** List the 3 main risks to compliance with the LGPD that you identify in the
document.
7. **Executive Summary:** A summary with strengths, gaps, and recommendations.

With a pre-formatted initial solution, the possibilities expand: human review, so-
lution refinement with feedback from the LLM, and generation of the final version of the
report. Evaluation scenarios are simulated at various points in this process. If the solu-
tion reveals inconsistencies with any legal provisions, specific refinements can be made
to provide a more appropriate response. If the solution returns indications of failures or
the absence of some security aspect, for example, specific refinements can be made to
generate a more complete response.

It is also possible to apply a questionnaire or checklist to a some specification. In
general, the answers vary depending on the interpretation of the LLM, the level of detail in
the specifications, and the questionnaire. This assessment is an alternative way to assess
the level of compliance with the LGPD.

Based on a requirements specification, a prompt is defined for an LLM appropri-
ate to the level of detail of the requirement information and output format. Another option

11º Workshop sobre Aspectos Sociais, Humanos e Econômicos de Software (WASHES 2026): Artigos Curtos

2



Figura 1. Proposed approach flow

is to use checklists or questionnaires that assess LGPD compliance based on the require-
ments specification. The scenario definition activity helps simulate compliance with the
law and can be refined after refinements. Executing the prompts in the LLM yields results
that, together with the questionnaire results, are consolidated and can be complementary.
The solutions are analyzed and refined again, undergoing human validation at the end of
the process. Finally, a level of LGPD compliance is determined for the system in question,
which can be forwarded to a development team.

Figure 1 presents a flowchart of the proposed solution. This solution can be imple-
mented through an application that integrates the user interface with a LLM. Additionally,
the application’s functionality can be extended to assess the quality of LLMs, qualitative
user records, databases of potential legal flaws in requirements, software requirements
aligned with legal articles, etc.

3. Preliminary Results
For the purpose of a preliminary evaluation of the approach, a simple example of the ap-
proach was used, following the evaluation flow of a functional requirements specification
and a use case specification. Both were analyzed by an LLM, with a prompt similar to the
one presented, and both were evaluated by a checklist proposed in [Mendes et al. 2021].
The subject of the documentation was a system for managing a university restaurant.

For the LLM analysis regarding the requirements specification, the following
strengths were listed: provision for profile-based access control (authentication), which
is the basis for security; and segregation of modules (Student, Professor, Administrator)
demonstrating initial concern with the principle of need-to-know responsibilities. The
gaps highlighted were: the system was designed for functionality, not for privacy. There
are no requirements to meet the rights of data subjects (correction, deletion, portability);
there is no legal justification for the processing of sensitive data, generally socioecono-
mic data; and requirements for retention, anonymization for reports, and transparency
regarding sharing with the university system are lacking. And as recommendations: in-
clude a privacy module, with a dashboard where the data subject can download their data
(portability), request corrections, and monitor the purpose of their data use; detail in the
documentation that the socioeconomic form will have a specific consent step, informing
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that refusal does not prevent the use of the rest of the system, but makes it impossible to
apply for specific aid (consent linked to purpose); and implementation of an automatic
routine for anonymizing or deleting application data, respecting the legal deadlines for
storing public documents via log.

For the analysis of the LLM with the use case, the strengths were: concern with
authentication and security for payments; and mention of communication failures and
exception handling. For gaps: absence of provision for the rights of data subjects; lack of
definition of retention and deletion periods; sharing with third parties without contractual
details; and lack of mention of data anonymization. Finally, as recommendations: include
in the system a module for addressing the rights of the data subject (Art. 18); define and
document retention periods for each type of data; formalize a payment contract under the
terms of Art. 39 of the LGPD; record access logs and ensure traceability; and revise the
specification to include privacy principles from the design stage.

In both documents, aspects of Privacy by Design were highlighted, as neither was
designed following these principles. The concept of Privacy by Design, proposed by Ann
Cavoukian [Cavoukian 2010], addresses the incorporation of privacy and personal data
protection from the very beginning of the product and service design process. There is a
need for justifications to the legal bases and better data governance. For the use case speci-
fication, due to the format used, LLM returned that the system has an adequate functional
structure, but requires significant adjustments to be in full compliance with the LGPD,
especially regarding transparency, data subject rights, and third-party management.

Regarding the checklist on the specification of requirements, in general, although
the functional requirements meet the business needs, the specification is silent regarding
practically all non-functional requirements related to privacy and data protection. The
system, as described, presents serious risks of non-compliance with the LGPD, as it han-
dles data without providing for the mechanisms of transparency, security, and data subject
rights required by law. Regarding the checklist on the specification of the use case, from
the point of view of data protection, the specification is insufficient, as it treats personal
data only as a means for the transaction, without considering the legal requirements of
transparency, consent, security, and data subject rights.

As limitations and threats to the validity of this preliminary assessment, the human
assessment was superficial, and may contain biases, misunderstanding of the checklist
issue, different opinions in checking the issues, and superficial or non-detailed knowledge
of the specifications. Regarding the use of LLM, it was basically the application of a
prompt, without refinement, which may bring incorrect or misleading information from
the assessment. Furthermore, only one LLM was used. Another aspect to consider is the
security and privacy of the process itself, given the risk of sending potentially sensitive
software requirements to third-party templates.

4. Challenges, Impacts and Relationship with Social, Human and Economic
Aspects of Software Development

Several challenges and impacts can be listed as a result of applying the described appro-
ach. When they arise, the following situations may impact the development of software
solutions, increasing or reducing costs, changing specifications, and increasing develop-
ment effort. Challenges include: quality of assessment responses; lack of assessment
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across all aspects of the LGPD; need for human validation; misinterpretation of the law;
different LLMs offer different solutions and formats; increased effort for development
teams; complexity of different simulation scenarios; and variety of methods for assessing
LGPD compliance.

Regarding the technical, social, human, and economic aspects of software deve-
lopment, some considerations about the approach can be observed. Remember that this
is a research proposal, which needs refinement and experimentation, so these are prelimi-
nary results. It is expected that after more elaborate experimentation with the approach,
further considerations, improvements, and user feedback will be provided.

From a technical view, there are several situations. The agility in the involved
tasks, such as refining and adjusting requirements, is a benefit. However, there is the
issue of accuracy and reliability in the results, as LLM can provide incorrect or misleading
information. In terms of productivity, there are scalable results, as the task execution time
decreases, making it possible to increase the number of requirements. Regarding tools
and practices, there is a need for adaptation or evolution, as there is a process change.
Finally, the use of LLMs in requirements can provide false information, which raises
ethical issues, topic closely related to the use of LLMs in everyday life.

Human and social aspects are directly related to research. The non-replacement
of the professional is a situation that must be considered, as using an LLM often requires
human validation. This may imply the need for adaptation of the requirements professio-
nal, who will use the LLM as a support tool. The feeling of eliminating the professional is
something to be avoided, as there is a possibility that the professional will think that they
will lose their usefulness or their job itself by using the LLM. However, there is a change
in responsibilities, a need for professional adaptation. Finally, the impact on development
teams can be beneficial, but it must be applied carefully.

Finally, from an economic aspect, there is the possibility of cost savings for pro-
jects and companies with the use of LLMs, however, other costs may be added. The need
for professionals knowledgeable in LLMs, or at least who work well with Prompt En-
gineering, can be a cost. The impact of LLM results on requirements can be significant
for projects, as poorly structured, erratic, or missing requirements may occur. Depending
on the case, there may be a need for LLM licenses, and this may be an additional cost.
Finally, the cost reduction/addition ratio should be evaluated by the team.

5. Final Remarks

This research proposes the use of LLMs to measure a system’s level of compliance with
the LGPD, based on requirements, and the possibility of analyzing different solutions
through simulations of various scenarios. For a system or functionality, a preliminary or
consultative analysis is necessary to establish criteria for evaluating the law. Subsequently,
a checklist strategy can guide a process flow that will operationalize the development.
Both steps can be generated by the presented proposal.

A suggestion for improving the research would be to investigate, cite, and adopt
language models specifically trained or adjusted to Brazilian legislation, especially LGPD
and its regulatory framework. Using a model with this profile that “knows” the LGPD,
not just through prompt instruction, but because it has been trained with Brazilian legal
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data, could bring significant benefits to the research. It can search for a model that has
been trained with this data and cite it explicitly in the text.

Benefits include the possibility of obtaining faster and more diverse solutions re-
garding system compliance with the LGPD, and less human effort to generate responses.
However, there are potential problems, such as incorrect assessments, specification de-
pendence, and low solution reliability. The next steps include implementing the proposal
and analyzing the impacts of its use.
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