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Abstract. Organizations collaborate in industrial networks to share business
risks, innovate, and deliver value-added products and services, relying on trust
management. However, mistrust among stakeholders arises due to a lack of in-
formation transparency, coordination issues, and incentive misalignment. To
overcome this problem, this work proposes a decentralized reputation system
based on blockchain, smart contracts, and tokenization. Particularly, we ad-
dress the problem of selecting partners for multi-stakeholder production through
their token-based reputation. Our proof-of-concept evaluation results show that
the proposed system is agnostic for Ethereum Virtual Machine-based (EVM)
blockchains with low computational overhead.

1. Introduction
In dynamic business environments, organizations collaborate through a network of
customers, partners, and suppliers as a strategy to share business risks and fos-
ter innovation in a multi-stakeholder approach to deliver value-added products and
services [Kostić and Sedej 2021, Winkler et al. 2023]. Trust management is cru-
cial for the collaborative success of business partnerships in industrial networks
[Conway and Garimella 2020, Schaffers 2018]. This applies, for instance, to the auto-
motive industry, which needs to coordinate and align hundreds of suppliers and manufac-
turers given globalization [Große et al. 2024].

However, inter-organizational collaboration faces several challenges in practice,
such as mistrust among parties, lack of coordination, incentive misalignment, and com-
plexity in dealing with the interplay of collaboration and competition among stakeholders
to create business value [Lumineau et al. 2015, Goldsby and Hanisch 2022]. These chal-
lenges can cause conflicts and introduce opportunistic behavior, which delay or hinder its
outcomes.

In addition, inter-organizational collaboration commonly relies on third-
party enforcement to ensure that organizations engage in collaborative efforts



[Lumineau et al. 2015]. The centralized governance approach leads to loss of trans-
parency due to information asymmetry between organizations [Winkler et al. 2023]
compromising network-level goals if business partners do not see interactions and
coordinated efforts as a legitimate way of conducting business [Wegner et al. 2022,
Provan and Kenis 2007].

Conversely, blockchain emerges as a distributed-ledger technology that enables
secure decentralized transactions among several parties. Trust in the blockchain sys-
tem is established due to the decentralized consensus mechanism, data immutability, and
transparency of transaction records [Li et al. 2020a]. Its taxonomy features enterprise
blockchains across many industries, including the automobile, energy, food, and health
care [Goldsby and Hanisch 2022].

The use of blockchain to enhance trust management in business settings has been
previously investigated in the literature, with the use of reputation systems based on scores
[Große et al. 2024, Alemany et al. 2023, Pal et al. 2021]. However, these authors do not
investigate a token-based reputation system that links the stakeholders’ tokens with their
contribution to the blockchain network and their organizational reputation. Additionally,
the authors do not address how blockchain-based reputation systems can enhance inter-
organizational trust for business collaborations in industry networks. This study focuses
on answering the following research questions (RQ):

RQ1: How can inter-organizational trust in business collaborations be managed in
a decentralized manner?

RQ2: How can blockchain’s transparency and smart contracts support business
partnership formation by enhancing trust and automating agreements?

For this purpose, we propose a blockchain-based reputation system for trust man-
agement in business collaborations built on tokenization and smart contracts. Particularly,
we address the issue of choosing appropriate partners for multi-stakeholder production to
enhance trustful collaboration without third parties or intermediaries. Furthermore, we
evaluate the feasibility of our proof-of-concept solution on two EVM-based blockchains
with different consensus protocols, focusing on execution times and transaction costs.
This work has the following contributions:

• A blockchain-based reputation system relying on tokenization and smart contracts
for the development of trustworthy relationships in business collaborations with-
out any trusted intermediary or a third party;

• A decentralized system relying on smart contracts to provide business partnership
formation for multi-stakeholder production.

This study is organized as follows: Section 2 provides background on trust man-
agement in inter-organizational collaboration, blockchain technology, and smart con-
tracts. Section 3 reviews related works. In section 4, we present our proposed blockchain-
based reputation system. We also provide an evaluation of the proof-of-concept. Section
5 discusses the applicability of the solution in other existing use cases and its response
to the research questions. Section 6 concludes the study and suggests future research
directions.



2. Background
This section provides a background on trust management in inter-organizational collabo-
ration, highlighting multi-stakeholder production. It also introduces blockchain and smart
contracts as technologies that enhance trust within these collaborative settings.

2.1. Trust Management in Inter-organizational Collaboration
Legally independent organizations may voluntarily organize themselves in network ar-
rangements to exchange information, technology, capital, or assets aiming to achieve
common goals [Ganeshu et al. 2024, Ramezani and Camarinha-Matos 2020], such as in-
creasing their competitiveness through combining complementary capabilities for multi-
stakeholder production [Kostić and Sedej 2021]. In this setting, collaborative agreements
are established between stakeholders.

Selecting appropriate business partners involves creating a pool of organizations
with the required capabilities for multi-stakeholder production and an interest in collabo-
ration. In this sense, it involves information sharing between companies to enable search-
ing, evaluation, and ultimately, selection of a transaction partner [Kostić and Sedej 2021].

As shown in Figure 1, in established network-based organizations, the distri-
bution of trust relations among organizations vary [Provan and Kenis 2007], reflecting
the different types of bonds among partners (e.g., administrative or technical bonds), as
well as their social, institutional, cognitive, technological, and organizational proximity
[Klimas et al. 2023]. This aspect may impose restrictions on business partnership forma-
tion.

 
   Subtitle

Stronger inter-organizational 
relationship
Weaker inter-organizational 
relationship

Collaborative Agreements

Figure 1. Network-based relationships in inter-organizational collaboration.

In this scenario, we define inter-organizational trust as the subjective belief and
prediction that business partners intend to meet their obligations [Chen et al. 2014].
Therefore, trust management is a key determinant of inter-organizational collabo-
ration [Schaffers 2018]. Simultaneously, network governance is central to coordi-
nating collaborative agreements and supportive action leading to business success
[Goldsby and Hanisch 2022]. As a result, two main network governance modes have
emerged: i) centralized and ii) shared.

Centralized governance relies on a third party or an intermediary authority to man-
age inter-organizational trust by decreasing direct organization-to-organization interac-



tions [Ganeshu et al. 2024]. Conversely, shared governance allows for collective man-
agement and self-governing collaborative efforts [Bridoux and Stoelhorst 2022].

However, both governance modes have their limitations: while centralized gover-
nance causes loss of transparency due to information asymmetry [Winkler et al. 2023]
and has single points of failure, shared governance suffers from administrative inef-
ficiencies due to a lack of coordination in achieving consensus through negotiation
[Wegner et al. 2022]. In this work, governance refers to the ability of organizations to
establish business partnerships without the need for a third-party intermediary or central-
ized architecture.

2.2. Blockchain and Smart Contracts

Blockchain is a decentralized database in which transactions among several parties are
permanently recorded in an append-only structure in a peer-to-peer network following
a consensus protocol [Li et al. 2020a, Gad et al. 2022]. Blockchain consensus protocol
describes how the network nodes - any device able to connect with the network - agree on
the validity of a transaction before it can be recorded.

Blockchain utilizes public key cryptography to secure information propaga-
tion against data adulteration and non-repudiation [Fang et al. 2020]. In addition,
blockchain has permissioned and permissionless settings [Islam et al. 2023]. Permis-
sioned blockchains require explicit permission for consensus node inclusion, while per-
missionless blockchains do not require specific authorization.

Blockchain systems also enable token implementation - digital units represent-
ing various digital assets. Essentially, these tokens can serve as an organization’s
tool to self-govern their business model and encourage coordination among different
actors in a regulated ecosystem, all working towards achieving a common objective
[Hülsemann and Tumasjan 2019, Chen 2018, Freni et al. 2022].

Moreover, smart contracts are self-executing agreements controlled by program-
ming codes under specific conditions. In enterprise blockchains, smart contracts enable
the automated execution of business processes and secure transactions among organiza-
tions based on business rules [Chen et al. 2023, Li et al. 2020b]. Particularly, this work
employs an agnostic system for business partnership formation, meaning it can be imple-
mented using smart contracts on permissioned and permissionless blockchains.

Some of the main advantages of blockchain technology for trust management in
business collaborations include transparency, immutability, and traceability of transac-
tion records, which can help address issues related to information asymmetry and coor-
dination among stakeholders [Winkler et al. 2023, Kostić and Sedej 2021]. In addition,
blockchain can provide a secure and decentralized environment for organizations to inter-
act without reliance on a single controlling entity [Kostić and Sedej 2021].

3. Related Works

Some authors have proposed conceptual frameworks or explored conceptually
blockchain-based solutions for trust management in business environments. For instance,
[Chen et al. 2023] conducted two case studies of eastern banks to present a high-level
conceptual framework with empirical evidence highlighting blockchain’s public key cryp-



tography, distributed ledger, consensus mechanism, and smart contracts to improve inter-
organizational trust.

Similarly, [Mukhametov 2020] reviewed the problem of self-organizing net-
work communities through reputation systems, acknowledging that providing infor-
mation/calculations and user participation are two main aspects of reputation sys-
tems. [Conway and Garimella 2020] highlighted that the elements of trust in peo-
ple/organizations include verified identity, reputation, and history of interactions. More-
over, [Große et al. 2024] proposed design principles for blockchain-based capacity ex-
change platforms, including identity verification, incentive mechanisms, information
screening, and reputation building.

In contrast, some proof-of-concept solutions have been proposed in the litera-
ture. For example, [Alemany et al. 2023] presented a blockchain-based model to compute
the reputation of the stakeholders from a transport network based on scores to optimize
resource management. [Qi et al. 2022] explored a blockchain-aided secure reputation
system for an e-commerce platform focusing on feedback anonymity and authenticity
through cryptographic tokens. Moreover, [Pal et al. 2021] provided a blockchain-based
system to implement different trust metrics while allowing a common set of trust evi-
dence.

[Doğan and Karacan 2023] used verifiable credentials for identity management
and tokens for authenticity feedback and incentives. The tokens were necessary for a
buyer to submit feedback about sellers and could be redeemed for discounts or other ben-
efits on the buyer’s future purchases within an e-commerce platform.

However, none of the presented works used a token-based reputation system to
foster inter-organizational trust, in which tokens held by stakeholders represent their rep-
utation, and token rewards are used as an incentive mechanism to increase the organi-
zation’s reputation in the network based on its contribution. In particular, none of the
presented works explore how smart contracts can automate stakeholders’ token incen-
tives and competencies while providing partnership formation in business collaborations.
Table 1 summarizes related work and the proposed study.

Table 1. Related works and the proposed study.

References Blockchain-
based

Token-based
reputation

Token-based
incentive

Decentralized
partnership
formation

[Große et al. 2024]
[Alemany et al. 2023]
[Mukhametov 2020]
[Conway and Garimella 2020]
[Chen et al. 2023]
[Qi et al. 2022]
[Doğan and Karacan 2023]
[Pal et al. 2021]

This work



4. Proposed Blockchain-based Reputation System
Figure 2 illustrates an overview of the proposed blockchain-based reputation system. Or-
ganizations represent the stakeholders - nodes - in the blockchain. Each stakeholder has a
number of tokens in their digital wallet based on their contribution to the system. In this
sense, there is a direct correlation with the stakeholder’s reputation, i.e., a greater number
of tokens represents a greater reputation.
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Figure 2. An overview of the proposed blockchain-based reputation system for
business collaborations.

Note that reputation tokens do not have real monetary value in our context. How-
ever, partnership formation represents a business opportunity for multi-stakeholder pro-
duction. In this sense, this approach is consistent with previous literature that highlights
that blockchain nodes can be motivated to behave cooperatively to keep their reputa-
tion tokens at a high level, encouraged by rational and indirect profit-driven incentives
[Han et al. 2022].

The contribution to the ecosystem is related to two main aspects: i) an organi-
zation sharing information about its profile and competencies, and ii) an organization
attesting that a business partner successfully provided a complementary competency.
Therefore, we address competence-based trust, which is related to the expectation that
a business partner has the required technical skills, experience, and reliability to fulfill
specified obligations [Chen et al. 2023]. In addition, the tokenization process creates a
self-governed tokenomic system with rules to align stakeholders’ behavior with the busi-
ness’ goal [Freni et al. 2022].

4.1. Proposed Workflow
The entire logic of the token-based reputation system is embedded in a single smart con-
tract. When stakeholders want to select a business partner for multi-stakeholder produc-
tion, they interact with the smart contract through a user application that communicates
with the blockchain environment through an application programming interface (API).
Figure 3 illustrates the proposed workflow that can be divided into the following phases:
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Figure 3. Workflow in the blockchain-based reputation system. Stakeholders in-
teract with the smart contract through a user application to select business
partners for multi-stakeholder production.

1. Pre-collaboration phase: organizations can send transactions containing their at-
tributes - competency or profile data - to the smart contract in return for a token
reward. This allows them to share information that enables other stakeholders to
propose business partnerships based on their complementary competencies. When
a stakeholder A is interested in finding a partner for multi-stakeholder production,
it can send a query to the smart contract containing the desired partner’s attribute.
In response, the smart contract returns a list with the addresses of the stakehold-
ers that match the query. The user application can order the addresses of the
stakeholders based on their token-based reputation to support partner selection (as
illustrated in Figure 2).

2. Partnership initiation phase: if stakeholder A is interested in collaborating with
stakeholder B, it can send a transaction to create a proposal for partnership. Stake-
holder B is notified of the pending proposal by an event. If stakeholder B accepts
the proposal, a business collaboration for multi-stakeholder production is success-
fully established.

3. Post-collaboration phase: after the establishment and operation of the multi-



stakeholder production, organizations can evaluate each other’s complementary
attributes based on their partnership performance. If stakeholder A is satisfied
with the performance of stakeholder B’s attribute, stakeholder B is rewarded with
tokens. Note that proposals between stakeholders are sent, accepted, and evalu-
ated through the smart contract in the blockchain system, which ensures transpar-
ent and immutable transaction records for all organizations involved. In this sense,
blockchain transparency can help address issues related to information asymme-
try and coordination, as stakeholders can make more informed decisions about
business partnerships and coordinate activities more effectively based on proposal
records.

4.2. Threat Analysis for Stakeholders’ Reputation
This section presents potential threats regarding the blockchain-based reputation system
as follows:

• False attribute (Threat 1): organizations could submit false attributes (compe-
tency or profile data) to the blockchain to collect token rewards and increase their
token-based reputation. However, we argue that this situation can be overcome
since all organizations on the blockchain network have transparent access to the
relationship between the number of proposals accepted for a given attribute and
the number of positive evaluations for it. In this sense, false attributes would be
easily identified, and sanctions could be applied to malicious nodes. In the future,
we intend to explore in more detail the quality of data published on the blockchain.

• Token exchange (Threat 2): an organization could receive tokens from another
in our system to increase its reputation through purchasing tokens. This could
be detrimental to the fairness and accuracy of the reputation system. However,
we argue that blockchain’s transparency would highly discourage this process,
as transactions between nodes would be recorded, and sanctions could also be
applied to transgressors.

• False evaluation (Threat 3): organizations could submit false evaluations about
a partner’s attribute to the blockchain to manipulate their token-based reputation.
However, we argue that as business collaboration in the use case is profit-oriented
(through multi-stakeholder production), it is not in the organizations’ interest to
artificially increase the reputation of partners whose attributes do not meet the
specified obligations. In the case in which organizations attempt to artificially
lower the reputation of partners who have met specified obligations, we argue
that blockchain transparency supports identifying false evaluations and applying
sanctions.

Note that sanctions in our context could comprise off-chain governance mech-
anisms (through legally binding punishments applied to the organizations) or on-chain
sanction policies such as withdrawing reputation tokens from the transgressor. Further-
more, we assume that the majority of the network is honest and there is no interest in
collusion between organizations to act maliciously in the use case. Further discussions
about this topic are out of the scope of this study.

4.3. Proof-of-Concept Implementation and evaluation
This section presents the feasibility evaluation of our proof-of-concept solution. We use
a local machine with an Ubuntu 23.10 operating system, an Intel Core i7-10510U @ 8x



4.9GHz CPU, and 16GB RAM.

Although enterprise blockchains are commonly implemented in permissioned set-
tings [Petersen 2022], in this work, we evaluate the proposed solution in the Hyperledger
Besu platform, using a Byzantine Fault Tolerance-based (BFT) protocol, in addition to the
Sepolia test network, using the Proof-of-Stake protocol. This approach is used to explore
the applicability of the blockchain-based reputation system in EVM-based permissioned
and permissionless blockchains. In addition, we focus on evaluating execution times and
transaction costs of the smart contract’s functions. We plan to evaluate the tokenomics of
our solution in future studies.

Figures 4 and 5 illustrate the distribution of execution times for the main functions
in our smart contract, as illustrated in Figure 3. We conducted 500 executions for each
function using Hyperledger Besu and Sepolia networks. Our results for Sepolia indicate
small data variability. The average execution times for each function are similar, ranging
from 12.14 to 12.41 seconds. The resulting execution times are due to a high number of
transaction calls and consensus communication delays in public blockchains.

Figure 4. Execution time for the main smart contract functions in 500 iterations
using the Sepolia test network.

Our results for Hyperledger Besu also show small data variability. The average
execution times for each function are similar, ranging from 4.12 to 5.04 seconds. The
low execution times are due to the minimum consensus communication delay in the local
network, which consists of four consensus nodes.

In addition, the distribution of execution times indicates that typical values remain
under 15 seconds for both evaluations (permissionless and permissioned). We argue that
this result is adequate for our blockchain-based reputation system as creating and accept-
ing proposals means establishing business partnerships for multi-stakeholder production,
which requires a relatively long time span.

Table 2 compares the transaction gas cost for the main functions in the smart
contract. By default, permissioned networks have no gas costs associated with sending
transactions. Therefore we consider the price of the gas consumed in Hyperledger Besu



Figure 5. Execution time for the main smart contract functions in 500 iterations
using the Hyperledger Besu platform with four consensus nodes.

as zero. In the Sepolia network, we conducted 500 executions for each function and
collected the average (Avg.) and standard deviation (Std.) of the gas cost in ether and
the approximated value in dollars. The results show adequate gas costs associated with
transactions for all functions in the smart contract, with low standard deviations.

Table 2. Gas cost of the main functions in the smart contract for 500 executions.

Function
Permissioned

Network
(ETH/USD)

Permissionless Network

Avg. (ETH) Std. (ETH) ≈ Avg.(USD) ≈ Std.(USD)

Add Attribute 0 0.000027 0.000005 0.09 0.02
createProposal 0 0.000213 0.000111 0.71 0.37
acceptProposal 0 0.000095 0.000143 0.31 0.47

Evaluate
Collaboration

0 0.000047 0.000099 0.16 0.33

5. Discussion
This section presents how the proposed solution addresses the research questions pre-
sented in Section 1, as discussed below.

• RQ1: How can inter-organizational trust in business collaborations be managed
in a decentralized manner?
The proposed blockchain-based reputation system relies on tokenization and smart
contracts to foster trust among stakeholders by offering a transparent and decen-
tralized means of quantifying and monitoring their contributions in the blockchain.
Stakeholder contributions include information sharing— a key element in inter-
organizational collaboration— and assessing partners’ reliability to fulfill speci-
fied obligations (competency). In this sense, the proposed system enhances inter-
organizational trust in a decentralized manner.



• RQ2: How can blockchain’s transparency and smart contracts support business
partnership formation by enhancing trust and automating agreements?
The proposed solution enables multi-stakeholder production by providing ac-
cess to business partners. Organizations in the blockchain system share compe-
tency/profile data, sending transactions to the smart contract to receive token re-
wards, which facilitate partner identification based on complementary attributes.
Stakeholders can query the smart contract to find suitable partners, leveraging
blockchain transparency. In the process, reputation tokens are associated with a
stakeholder’s likelihood of becoming a business partner, i.e., the more reputation
tokens a stakeholder has, the greater their chances of being chosen for business
partnership. Partnership proposals are created and accepted via transactions, and
stakeholders evaluate each other’s performance, fostering trust and collaboration.

Moreover, the proposed solution is feasible in permissioned and permissionless
blockchains, expanding its applicability for trust management between public or private
entities in contexts other than business.

The proposed blockchain-based reputation system for business collaborations
may also provide valuable feedback about stakeholders’ reputations aligned with core
competencies to support business strategy in partner selection [Franco and Haase 2020,
Esmaelnezhad et al. 2023] and in production planning and control [Tiwari et al. 2024] to
deliver multi-stakeholder production. Particularly in this use case, as information sharing
that enables partnership formation may involve exchanging sensitive organizational data,
permissioned blockchains emerge as a preferable solution. In the future, we intend to
explore data privacy in our system in more detail.

In addition, as reported in the literature [Afsarmanesh and Camarinha-Matos 2009],
the size of networks of customers, partners, and suppliers (i.e., the quantity of organiza-
tions collaborating in industry networks) varies significantly, according to the application,
from less than 20 to up to 1000. We argue that as the network size increases, coordination
and trust management at a network level become increasingly complex, and our solution
becomes more relevant.

Simultaneously, increasing the number of validator nodes in the blockchain net-
work raises the complexity of exchanging consensus messages. In particular, for the Hy-
perledger Besu (BFT-based consensus), the network operates without performance loss
with up to 30 validator nodes [Garcia et al. 2022]. However, we argue that our systems
could afford some performance loss as real-time is not a strong requirement for the busi-
ness partnership formation use case.

6. Conclusion

Trust management is crucial for the collaborative success of multi-stakeholder produc-
tion in industry networks. However, challenges such as lack of information transparency,
coordination issues, and incentive misalignment can lead to mistrust among stakeholders.

In this work, we introduced a proof-of-concept for a blockchain-based reputation
system. The proposed solution, tailored for the business collaboration use case, links the
blockchain node’s tokens with their contribution to the network and their organizational
reputation, supporting business partnership formation through smart contracts and tok-



enization over a decentralized infrastructure. Our evaluation shows the feasibility of our
solution in permissionless and permissioned EVM-based blockchains.

This research contributes to understanding how blockchain mechanisms impact
trust management applications. Despite dealing with a use case in the private domain,
our solution applies to several collaborative multi-stakeholder settings. Future studies
may address data quality and privacy concerns in competency-based trust management of
industrial networks.
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