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Abstract. Blockchain-based software development faces significant challenges
related to decentralization, coordinating system elements across network nodes,
and making complex decisions about the distribution of software components
between blockchain and conventional structures. Additionally, the limitation
in data storage capacity in blockchain transactions requires integrating solu-
tions, raising critical access control issues, and removing false or legally prob-
lematic data when stored on the ledger. ldentity management also undergoes
transformations, with users being identified by encrypted addresses and their
interactions validated by private access keys, presenting security and informa-
tion recovery challenges in case of private key loss. The integration between
blockchains and conventional systems becomes essential to ensure the archi-
tectural integrity of the systems. In this context, an approach is introduced for
developing blockchain-based systems, focusing on integrating conventional sys-
tems through Model-Driven Engineering (MDE). The central proposal aims to
fill a gap in the literature, providing a comprehensive strategy from conception
to implementation in blockchain-based systems, using MDE as a software en-
gineering technique. This work is presented as a position paper, representing
an ongoing effort outlining an innovative perspective in blockchain systems de-
velopment. This exploratory research project investigates potential synergies
between blockchain and MDE techniques. We hope to contribute significantly to
the seamless integration between blockchain and conventional systems.

1. Introduction

The blockchain technology has emerged as an innovation that is bringing about substan-
tial transformations in how software systems are conceived. Its features, such as privacy,
transparency, decentralization, and immutability, offer remarkable potential for applica-
tions across a wide range of sectors [Angelis and Ribeiro da Silva 2019, Khan et al. 2019,
Six et al. 2022]. In the healthcare sector, for instance, the inherent immutability of
blockchain ensures the integrity and security of patients’ medical records, preventing any



undesired manipulation. Similarly, in supply chain management, the ability to accurately
trace all transactions of a product from its origin to the end consumer provides complete
transparency and assists in fraud reduction. Other areas, such as financial services, lo-
gistics, electronic voting, and intellectual property, have also embraced blockchain-based
systems to enhance the reliability and security of their operations.

Blockchain is a distributed ledger technology that allows participants to record
transactions irreversibly. Its fundamental characteristic lies in data immutability, ensuring
stored information’s integrity and reliability. The blockchain operation occurs in a decen-
tralized or partially decentralized network. The validation and recording of transactions
on the blockchain are accomplished through a consensus algorithm, ensuring that all par-
ticipants agree on the current state of the network. This makes it resistant to censorship
attempts and isolated failures, providing transparency and transaction security. There are
various types of blockchains, including public ones like Bitcoin [Nakamoto 2008] and
Ethereum [Buterin et al. 2014], which are open-access and permissioned ones that re-
strict access to authorized participants. Additionally, private blockchains are controlled
by a single entity or consortium, such as Hyperledger Fabric.

The blockchain technology has been integrated into conventional software sys-
tems, incorporating essential elements such as smart contracts, enabling the direct exe-
cution of system logic on the blockchain. In this way, systems introduce a new source
of trust, not necessarily relying solely on information stored in their internal databases
but rather depending on the current state of the blockchain network as the primary source
of truth. In this context, applications utilizing blockchain face new challenges, notably
immutability, which in certain cases makes the alteration process a challenging task
[Velasco et al. 2023a]. Additionally, consensus algorithms also substantially impact sys-
tem architecture, primarily due to their crucial role in maintaining the integrity and reli-
ability of the network. These challenges, inherent in blockchain adoption, drive the need
for innovative approaches in developing systems based on this technology.

Given these complexities inherent in blockchain applications, there is a press-
ing need for structured approaches that can manage these intricacies effectively. Model-
driven engineering (MDE) emerges as a potent technique, offering robust tools for de-
signing, simulating, and validating the architectural integrity of blockchain-based sys-
tems before their actual implementation [Seidewitz 2003]. The synergy between MDE
and blockchain is grounded in the ability of MDE to abstract higher levels of system
complexity into manageable models, which can be directly translated into executable
smart contracts, enhancing both the development process and maintenance lifecycle of
blockchain applications.

Several studies have focused on automating the development of smart con-
tracts, aiming to empower individuals to create and deploy their smart contracts on
a blockchain network [Teles-Borges et al. 2024, Hamdaqa et al. 2022, Qasse et al. 2021,
Velasco et al. 2023b, Velasco et al. 2023c]. MDE is one of the prominent soft-
ware engineering techniques in the development of contracts [BariSic et al. 2021,
Jurgelaitis et al. 2022, Tsai et al. 2019, Qasse et al. 2021]. However, comprehensive soft-
ware system modeling remains an issue that needs attention. In some cases, the system
is not considered as a whole, neglecting aspects that include client, server, deployment,
maintenance, and all stages involved in conventional software development.



The central purpose of this position paper is to delve into the analysis of inherent
complexities in the comprehensive development of blockchain-based systems. This ap-
proach represents an extension of research from a previous that outlined a model-driven
strategy for smart contract development [Velasco et al. 2023a, Velasco et al. 2023b,
Velasco et al. 2023c, Velasco 2023]. In this context, the emphasis is on expanding this
approach and investigating how it can be holistically applied in constructing blockchain-
based software systems. The primary goal is to foster a comprehensive understanding of
the development of these systems, considering all elements involved in their conception
and implementation while also exploring challenges, identifying emerging trends, and
highlighting relevant research issues.

The remaining sections of this paper are structured as follows: in Section 2, the
justifications for conducting research in blockchain-based systems development are pre-
sented. Section 3 discusses related works in the blockchain and smart contract devel-
opment domain that leverage some MDE techniques. Subsequently, in Section 4, the
objectives of this paper are outlined, considering it as an ongoing research idea. Finally,
in Section 5, concluding remarks are presented, addressing the research on this theme and
the expected contributions.

2. Justification

As the adoption of blockchain expands across sectors such as healthcare, finance, logis-
tics, and others, the need to develop software systems that fully harness the potential of
blockchain becomes evident [Six et al. 2022]. This encompasses aspects such as the over-
all system architecture, interactions between different components, system integrations,
ensuring security, and regulatory compliance, among others.

As the blockchain components integrate with other system elements, the archi-
tecture’s complexity becomes even more apparent [Barbaria et al. 2023]. An exam-
ple is the influence of the blockchain’s consensus algorithm on transactions originat-
ing from external systems. These systems may need to adapt quickly to the constantly
changing state of the network if a transaction is invalidated by the consensus algorithm
[Viriyasitavat and Hoonsopon 2019]. This introduces an additional layer of complexity
in managing the system architecture.

Furthermore, conventional systems, understood here as systems that do not utilize
blockchain, often adopt a centralized logic structure where all operations are executed
internally. However, incorporating smart contracts redefines this approach, requiring spe-
cialized management [Velasco et al. 2023a]. Such a transformation implies that devel-
opers must meticulously consider the interaction of these contracts with the system as a
whole, introducing a new layer of complexity to the overall architecture.

Other issues that arise during the blockchain software development process con-
cern decentralization. The distribution of system elements across nodes in the network
brings forth challenges related to coordination and communication, aspects not typically
confronted in centralized architectures. Decision-making regarding which parts of the
software should reside on the blockchain and which should remain in conventional struc-
tures also proves to be a complex dilemma, requiring careful assessments of effectiveness,
security, and feasibility of such implementation [Six et al. 2022].

Blockchain-based systems also face challenges related to the storage of volumi-



nous data, as the current structure of blockchain transactions does not allow for the storage
of extensive information, necessitating the incorporation of other elements such as the In-
terPlanetary File System (IPFS) [Deepa et al. 2022]. This raises critical issues of access
control to information and, in some cases, the need to remove data from the network due
to falsehoods or legal implications. Therefore, there is a need to design systems that con-
sider these complexities, ensuring the proper integration of software elements into any
system without compromising its architectural integrity.

Furthermore, these types of systems introduce new approaches to identity manage-
ment, where users are identified through encrypted addresses, and their interactions on the
network are verified through their private access keys [ Yang and Li 2020]. This approach
involves pseudonymizing users’ identities, turning them into cryptographic pseudonyms
rather than directly identifiable personal information. However, this also poses significant
challenges in digital identity management, as the loss of the private key results in irrecov-
erability, making the use of brute-force algorithms unfeasible for retrieval. Consequently,
blockchain systems face emerging challenges in digital identities, requiring solutions to
ensure users can securely manage their information on the network. In this context, it is
crucial to consider the incorporation of this new identification model into conventional
systems.

Given the complexities introduced by blockchain, MDE can offer significant tools
for system development. Although the direct integration of MDE in blockchain environ-
ments is still in an exploratory phase, its abstraction and detailed modeling capabilities
hold promise for addressing architectural and operational challenges. MDE has the po-
tential to facilitate the simulation of complex scenarios and the validation of architectures
before actual implementation, providing a platform to refine design decisions and ensure
system integrity [Curty et al. 2023]. The promising area of research here lies in explor-
ing how MDE can be specifically applied to develop systems that integrate blockchain
technology rather than focusing on advancing the technologies of MDE or blockchain
themselves.

3. Literature Review

Since the first generation of blockchain, symbolized by the advent of Bitcoin
[Nakamoto 2008], various researchers have explored the potential of this technology in
their respective fields of study, owing to its characteristics of immutability, transparency,
security, and anonymity. With the emergence of Ethereum [Buterin et al. 2014], which
enabled the implementation of smart contracts on its virtual machine, new possibilities
for application emerged, integrating smart contracts as essential components in a variety
of contexts. These studies encompass the use of blockchain as a means to achieve spe-
cific goals, as well as contributions to the ongoing development of the technology, whether
through the development of tools or collaboration with the core of the technology itself.

The application of blockchain technology spans various domains. In the health-
care sector, for instance, the technology is employed to ensure the integrity and se-
curity of data [Ghosh et al. 2023]. In the supply chain, blockchain is used to track
the entire production process [Pournader et al. 2020]. Additionally, in the Internet of
Things (IoT)-related projects, blockchain is crucial in ensuring data reliability and
protection [Alladi et al. 2019]. In banking and financial systems, blockchain elimi-



nates the need for a trusted third party, with cryptocurrencies serving as a means of
value exchange [Chowdhury et al. 2021]. Moreover, blockchain technology also finds
application in governmental systems, contributing to the enhancement of governance
[Carter and Ubacht 2018].

As a consensus among researchers, blockchain technology poses significant chal-
lenges. In our previous work outlined in [Velasco et al. 2023a], we conducted a litera-
ture review that identified critical challenges faced by smart contract developers through-
out their development cycle and the broader challenges presented by the technology in
this area. Building upon these findings, we have developed a model-driven approach to
make the smart contract modeling process more intuitive for stakeholders, as discussed in
[Velasco et al. 2023c¢, Velasco 2023]. Further extending this work, we created a graph-
ical tool for modeling smart contracts for the Ethereum Virtual Machine, detailed in
[Velasco et al. 2023b].

In the context of developing blockchain-based systems, [Curty et al. 2023]
presents a detailed analysis of the use of MDE, low-code, and no-code platforms to facil-
itate the creation of blockchain applications. This study conducts a structured literature
review, comparing academic and industrial approaches to highlight the technical com-
plexities involved and how these can be abstracted to broaden the adoption of blockchain
technologies in the business sector. One of the key points emphasized is the potential
of low/no-code platforms to simplify the development process, allowing even users with
limited programming knowledge to create robust applications. This work identifies sev-
eral research opportunities, such as the need to develop new approaches that integrate
MDE more effectively into low/no-code platforms, aiming at the optimization and effi-
ciency of blockchain applications. The relevance of this study to current research lies in
its comparative and analytical approach, which clarifies the current state of MDE usage in
blockchain applications and suggests paths for future investigations that could strengthen
and expand the applicability of this disruptive technology.

In the field of smart contract development, various efforts are underway to en-
hance and innovate the modeling and implementation of these contracts. Approaches
based on Model-Driven Engineering (MDE) and Model-Driven Architecture (MDA) have
been applied in projects to simplify contract creation. For instance, some studies have
proposed chatbots employing natural language to model contracts [Hamdaqa et al. 2022,
Qasse et al. 2021], while others have explored multichain contract structures to ad-
dress reliability issues [Barisi¢ et al. 2021]. Furthermore, MDE-based frameworks have
been developed to generate legal contract models and transform them into Solidity
code specific to the Ethereum platform [Jurgelaitis et al. 2022, Tsai et al. 2019]. In
[Teles-Borges et al. 2024], Jabuti CE is introduced, a tool implemented as an extension
for Visual Studio Code. This tool enables the modeling of smart contracts through the
Jabuti DSL, providing the ability to specify platform-independent contracts for Enterprise
Application Integration.

Other approaches include tools enabling the runtime writing of contracts us-
ing JSON and Typescript models [Santiago et al. 2021], as well as frameworks em-
ploying patching mechanisms to repair already deployed contracts [Jin et al. 2022].
Solutions involving UML state diagrams in contract generation are also explored
[Garamvolgyi et al. 2018, Jurgelaitis et al. 2022], along with tools for writing formally



verified contracts [Tsai et al. 2019]. These endeavors showcase a variety of innovative
approaches and techniques to tackle the challenges of smart contract development.

In other works, a software architectural concern is evident. In
[Barbaria et al. 2023], an architectural model was introduced to integrate blockchain
technology into the healthcare industry using Hyperledger Fabric. The solution was
designed to manage sensitive health data across various healthcare and research institu-
tions, ensuring the security of this sensitive data through a decentralized paradigm that
demonstrates resilience to current cyber threats.

4. Goal

This position paper presents a proposal to facilitate the development of blockchain-based
systems by applying MDE. The main goal is to develop a clear and efficient methodology
that can be applied to simplify the creation of these blockchain-based systems. Initially,
we have defined a series of specific objectives. The first step is to conduct exploratory
research to gain a deep understanding of the blockchain domain and its intersection with
conventional software systems. This initial phase is crucial for identifying specific needs
and the technical complexities that MDE needs to address.

After the exploratory research, we will focus on a comprehensive study of the in-
trinsic complexities of developing blockchain-based systems, covering the conceptual and
implementation phases. This study will include formulating the theoretical and practical
bases necessary to develop blockchain systems effectively. Furthermore, our scope will
include the development of specific approaches that enable efficient modeling of these
systems. These approaches will be tested through case studies in different usage scenar-
10s to validate their practical applicability.

Finally, we intend to ensure the quality of the proposed approaches through col-
laborative evaluations with external users, ensuring that they effectively meet the needs of
blockchain-based software systems according to predefined quality metrics. We acknowl-
edge that this project is still in its exploratory phase. As part of our future objectives, we
are designing a model to serve as a reference for implementing blockchain systems using
MDE principles. This model will be detailed later in the project development to provide
a robust and adaptable framework for future development.

5. Final Remarks

Blockchain technology has proven to be a powerful tool for developing and enhancing
software systems. It has been studied in various contexts, both in academia and industry.
This article acknowledges this reality and emphasizes the need for further exploration in
blockchain-based systems development. Consequently, significant results are anticipated
through this research.

One of the most significant contributions lies in establishing seamless integration
between blockchain-based and conventional software systems. This contribution is ex-
pected to enable the widespread adoption of blockchain technology in various real-world
contexts. The research will contribute to advancing scientific knowledge by filling gaps
in existing literature and identifying new approaches at the intersection of blockchain and
systems modeling. As the research findings translate into applicable practices and tools,



they are expected to positively impact the software development and blockchain industry,
allowing companies and organizations to enhance their blockchain-based systems.

Regarding when these results can be expected, the project is structured in phases,
with preliminary results anticipated within the next 12 months. Following the initial
phase, further refinements and additional case studies will be conducted, aiming for a
comprehensive rollout of findings and practical applications within the next 24 to 36
months. This timeline depends on ongoing collaborations and the continuous adaptation
of our methodologies to emerging challenges and opportunities within the field.
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