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Abstract. This paper proposes an architecture based on permissioned
blockchain and self-sovereign digital identity (SSI) to address demands related
to privacy, traceability, and decentralized governance in healthcare. Decentral-
ized Identifiers (DIDs) and Verifiable Credentials (VCs) give patients greater
control over their clinical data. The hybrid on-chain/off-chain approach en-
ables the recording of immutable events and the management of credential is-
suance and verification. A functional prototype, SSISH (Self-Sovereign Iden-
tity System for Healthcare), demonstrates secure and interoperable workflows
for examinations, diagnoses, and treatments. Preliminary results indicate in-
creased transparency and reliability in information exchange, although further
evaluation of scalability and governance in real-world environments remains
necessary.

1. Introduction
The increasing digitalization of healthcare services has enabled significant advance-
ments, such as improved clinical data sharing among institutions and enhanced pa-
tient care. However, challenges related to privacy, security, and control over sen-
sitive information persist because centralized systems predominantly manage this
data. Such systems are vulnerable to security breaches, data leaks, and unautho-
rized modifications, which undermine the trust of patients and healthcare profession-
als [Nascimento-Silva-Junior et al. 2017]. In response, decentralized digital identity
models have emerged. These models, based on Decentralized Identifiers (DIDs) and the
Self-Sovereign Identity (SSI) approach, empower individuals by returning control over
digital credentials and personal data to them [Reed et al. 2021].

The adoption of decentralized authentication and authorization mechanisms in
healthcare seeks to minimize reliance on intermediaries, enhance interoperability, and
strengthen user sovereignty over personal data. Blockchain technologies have gained
prominence for their immutability, auditability, and traceability. In particular, permis-
sioned networks like Hyperledger Fabric balance transparency and privacy while enabling
federated governance and configurable consensus. Additionally, the Hyperledger Indy,



Aries, and Ursa projects provide a foundation for managing decentralized identities, facil-
itating the issuance and verification of Verifiable Credentials (VCs) [Allende López 2020,
Santos et al. 2022].

Regulations and social demands across various countries further reinforce the re-
alization of privacy and control over sensitive information. In Brazil, digital identity
initiatives, such as e-CPF, e-Tı́tulo, and the National Identity Document, have yet to fully
unify personal documents and healthcare data [MGI 2023, Robichez et al. 2019]. Scien-
tific evidence indicates that blockchain and SSI can provide more secure and practical
solutions in this context [Bai et al. 2022, Miers et al. 2020]. Demonstrating the applica-
bility of these approaches in healthcare can enhance patient services while mitigating risks
related to data leaks, fraud, and inconsistencies in clinical records.

This work explores integrating blockchain technologies and self-sovereign digital
identity (SSI) in a healthcare use case. It proposes an approach based on the Hyperledger
Fabric platform for recording clinical assets and events, combined with the Hyperledger
Indy, Aries, and Ursa ecosystem for managing decentralized credentials and identities.
The solution is implemented by developing a functional prototype called SSISH (Self-
Sovereign Identity System for Healthcare), which demonstrates the feasibility of issuing,
storing, and verifying VCs related to examinations, diagnoses, and treatments, ensuring
action traceability and patient privacy.

This proposal is grounded in a literature review on conceptual and technological
bases of the topic, including scientific documents, W3C specifications, and repositories of
relevant projects. Based on this foundation, we designed and implemented SSISH using
the open-source library CC-Tools (Chaincode Tools) for asset development and RESTful
API integration in Hyperledger Fabric, along with Aries Cloud Agent Python (ACA-Py)
for credential issuance and verification.

The paper is structured into seven sections, beginning with this introduction. Sec-
tion 2 explores the theoretical foundations of blockchain, decentralized digital identity,
and SSI, along with related work. Section 3 details the core technologies employed –
Hyperledger Fabric, Aries, Indy, and Ursa – and their integration. Section 4 presents a
healthcare use case, outlining the scenario, participants, developed assets, and proposed
architecture. Section 5 describes the implementation of the functional prototype. Finally,
Section 7 discusses the results, conclusions, limitations, and future research directions.

2. Theoretical Foundation

2.1. Blockchain and Applications in Healthcare

Blockchain technology operates on a distributed ledger where transactions are securely
stored in a chain of blocks, protected by hash functions. This structure ensures data
immutability, as any attempt to modify a record disrupts the entire chain, making tamper-
ing evident [Nakamoto 2008]. Authorized participants validate and share transactions in
permissioned networks like Hyperledger Fabric, enhancing privacy, access control, and
shared governance among stakeholders [Burle 2019].

In the healthcare sector, blockchain supports the registration of electronic medical
records, the tracking of pharmaceuticals, and the secure exchange of clinical informa-
tion among institutions [Azaria et al. 2016, Robichez et al. 2019]. Its key benefits include



transparency and auditability, which help prevent fraud and ensure compliance with reg-
ulations such as Brazil’s LGPD [LEI-13709 2018] and the European GDPR1. However,
challenges remain, including scalability, data exposure on public networks, and a lack
of standardization. Moreover, the development of smart contracts, particularly in pub-
lic blockchain environments like the Ethereum Virtual Machine (EVM), presents several
technical barriers such as language limitations, immutability constraints, and lack of de-
velopment tools or accessible educational resources [Velasco et al. 2023]. In response to
the challenges, researchers and developers have proposed hybrid solutions that store only
metadata or hashes on the blockchain while keeping large data volumes in secure exter-
nal repositories [Leite 2022]. This strategy also simplifies data correction or deletion,
preventing permanent on-chain storage of full records [Wolff and Henriques 2021].

2.2. Digital Identity and SSI

Digital identity encompasses attributes and information defining a subject online, which
may be a natural person, legal entity, or device [Wangham et al. 2010]. In traditional
models, credential authenticity relies on centralized Identity Providers (IdPs), such as so-
cial networks or government authorities. However, this architecture creates single points
of failure, is vulnerable to data breaches, and reduces user autonomy over personal infor-
mation [Allen 2016].

In decentralized digital identity, specifically in Self-Sovereign Identity (SSI), users
manage their credentials through a digital wallet, controlling which attributes to share and
under which conditions. W3C standards, such as Decentralized Identifiers (DIDs) and
Verifiable Credentials (VCs), reinforce this model by enabling cryptographically verifi-
able claims without requiring continuous interaction with the issuer [Reed et al. 2021].
Zero-Knowledge Proof (ZKP) techniques also enhance privacy by allowing users to dis-
close the necessary information, such as proving they are over 18 without revealing their
exact date of birth [Bai et al. 2022].

A Zero-Knowledge Proof (ZKP) is an artifact combining semantic metadata, cryp-
tographic validity, and governance rules throughout the data lifecycle. It can be inspired
by the Hyperledger AnonCreds model, distinguishing three dimensions: (i) attributes dis-
closed for semantic interoperability (e.g., date of birth); (ii) hidden but cryptographically
compromised attributes, allowing auditability without re-identification; and (iii) predi-
cates evaluated in zero-knowledge, such as proving legal majority without revealing the
exact age. These proofs can be serialized as Linked Data Proofs (W3C Verifiable Cre-
dentials Data Model 2.02). The coexistence of both formats promotes interoperability and
supports research on selective disclosure policies (for example, what portion of clinical
data should remain verifiable, to whom, and for how long, within decentralized networks).

In healthcare, SSI offers advantages by allowing patients to store Verifiable
Credentials (VCs) related to medical tests, prescriptions, and diagnoses in their dig-
ital wallets, thereby preserving privacy and reducing dependence on legacy systems.
Nonetheless, challenges include the adoption of open standards, integration with elec-
tronic health records, and regulatory compliance due to the sensitive nature of healthcare
data [Wolff and Henriques 2021].

1General Data Protection Regulation - Available at: https://gdpr-info.eu/
2https://www.w3.org/TR/vc-data-model-2.0
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2.3. Blockchain and SSI in the Healthcare Context
The convergence of permissioned blockchain and SSI in healthcare presents op-
portunities to enhance data security and reliability while reinforcing patient auton-
omy [Nascimento-Silva-Junior et al. 2017]. Solutions based on permissioned networks
that record transactions and verify credentials in a distributed manner can reduce
fraud, improve traceability of treatments, and ensure the integrity of clinical informa-
tion [Leite 2022].

However, large-scale adoption requires careful governance, particularly concern-
ing the distributed ledger’s ownership, validator responsibilities, participant inclusion
policies, and dispute resolution mechanisms3. Another challenge involves managing large
datasets, such as medical imaging, which are typically stored off-chain, with only refer-
ences or hashes retained on the blockchain [Mello et al. 2022].

Despite recent advances in integrating blockchain and SSI, deploying and manag-
ing decentralized identity infrastructures (mainly using platforms like Hyperledger Indy)
remains complex and error-prone, especially in healthcare environments where privacy
and interoperability are critical. The manual configuration of nodes, cryptographic setup,
and operating system dependencies imposes a significant technical barrier to adoption. To
address this challenge, the MinIndy framework [Veloso et al. 2024] offers an automated
solution for deploying and managing Indy networks using tools like Ansible and Docker,
reducing the operational burden without compromising performance. This type of au-
tomation can facilitate the adoption of decentralized identity in healthcare institutions
with limited technical expertise.

Furthermore, orchestrating decentralized identity agents is key to operationaliz-
ing SSI infrastructures based on Hyperledger Indy. Solutions like Aries Cloud Agent
Python (ACA-Py) enable interaction with the Indy ledger through DIDComm protocols4,
automating tasks such as DID registration, credential issuance, and proof verification.
These agents expose APIs that simplify integration with external systems and support
multitenancy, which is essential for healthcare applications involving multiple institu-
tions. The Janus system [Gomes et al. 2024] demonstrates how ACA-Py agents can man-
age Verifiable Credentials even in constrained environments, reinforcing the applicability
of agent-based architectures in secure and privacy-preserving healthcare scenarios.

2.4. Related Work
Several recent studies have explored the convergence of blockchain and digital
identity technologies, with emerging applications in healthcare. Nascimento et
al. [Nascimento-Silva-Junior et al. 2017] discuss protecting sensitive healthcare data, em-
phasizing the importance of robust technological solutions to ensure privacy and trust
among stakeholders. Although the study highlights blockchain’s role in mitigating data
leaks and fraud risks, it does not address the integration with self-sovereign digital identity
models.

In a broader context, Robichez et al. [Robichez et al. 2019] analyze the use of
blockchain in governmental scenarios, focusing on citizen identification solutions. While

3Hyperledger Fabric Documentation: https://hyperledger-fabric.readthedocs.io
4DIDComm Messaging v2.x Editor’s Draft: https://identity.foundation/

didcomm-messaging/spec/
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https://identity.foundation/didcomm-messaging/spec/
https://identity.foundation/didcomm-messaging/spec/


acknowledging the potential of these technologies to enhance public system security and
transparency, the authors do not explore aspects of self-sovereign identity or its specific
applicability to healthcare. Similarly, Leite and Henriques [Leite 2022] examine the tran-
sition from federated to decentralized identity models, emphasizing privacy and user con-
trol benefits. However, their study remains conceptual and does not provide a concrete
application for managing clinical data.

Within institutional research, Wolff and Henriques [Wolff and Henriques 2021]
examine the adoption of SSI by Brazil’s National Education and Research Network
(RNP), focusing on technical and governance aspects in academic settings. Although
providing valuable insights into SSI implementation, the study does not address the par-
ticularities of the healthcare sector, especially regarding the handling of clinical Verifiable
Credentials (VCs) and their integration into care workflows.

Other technical proposals include using smart contracts and blockchain-based
access control models, as presented by Vora et al. [Vora et al. 2018] and Xu et
al. [Xu et al. 2019]. These authors propose architectures for managing electronic health
records and consent in decentralized networks. Despite the value of mechanisms promot-
ing traceability and integrity, the proposed solutions do not fully incorporate SSI princi-
ples, such as DIDs, digital wallets, or Verifiable Credentials (VCs), limiting the end user’s
control over personal information.

In contrast to the studies mentioned above, this paper proposes effectively integrat-
ing a permissioned blockchain (Hyperledger Fabric) with the Hyperledger Indy, Aries,
and Ursa ecosystem, emphasizing self-sovereign digital identity in healthcare. The pro-
posed solution, SSISH, encompasses both immutable clinical event recording and the
issuance and verification of Verifiable Credentials (VCs) through digital wallets. In addi-
tion to ensuring auditability and interoperability, the model offers patients granular control
over their data, combining selective privacy, explicit consent, and cryptographic verifica-
tion.

3. Core Technologies Used

This section details the main technological components employed in the proposed in-
frastructure, with an emphasis on the integration of the Hyperledger Fabric permissioned
blockchain network, the decentralized identity ecosystem composed of Hyperledger Indy,
Aries, and Ursa, and supporting tools such as the CC-Tools library. This technological
foundation enables the traceability of clinical events and the management of digital iden-
tities and Verifiable Credentials (VCs), as described in Section 4.

3.1. Hyperledger Fabric and the Use of CC-Tools

Hyperledger Fabric is a permissioned blockchain platform maintained by the Linux Foun-
dation under the Hyperledger project, aimed at enterprise applications with privacy and
shared governance requirements [Burle 2019]. Fabric adopts the execute-order-validate
model for transaction processing. Initially, a set of endorsers simulates the chaincode and
generates a read/write set. Subsequently, the ordering service organizes transactions into
blocks, and finally, each peer validates and applies the transactions to the ledger, provided
they remain valid.



To facilitate solution development on Fabric, the open-source library CC-Tools
(Chaincode Tools)5 was used. CC-Tools provides a high-level abstraction for modeling
assets and transactions, including CRUD operations, event logging, metadata control,
and automatic exposure of a RESTful API (cc-api). This abstraction enables external
applications to interact with the network without the complexity of directly using the
Fabric SDK. In the proposed system, CC-Tools was used to define assets such as Exam,
Diagnosis, and Treatment, which are associated with access control rules, versioning, and
auditability.

3.2. Hyperledger Indy, Aries, and Ursa

In addition to Fabric, the SSISH infrastructure integrates the Hyperledger ecosystem for
decentralized identity, which is composed of the Indy, Aries, and Ursa projects. Hy-
perledger Indy6 provides the Indy Ledger, a blockchain network specifically designed to
register Decentralized Identifiers (DIDs), credential schemas, and credential definitions.
This foundation enables the secure and interoperable issuance and verification of Verifi-
able Credentials (VCs) [Reed et al. 2021]. Despite being perceived by some as stagnant
after 2022, the 2024 Annual Review reaffirmed Hyperledger Indy’s graduated status, cit-
ing six years of uninterrupted Sovrin MainNet uptime and a 20% growth in contributors
(46 individuals) since 20227.

Hyperledger Aries defines the communication protocols between identity agents,
through the Aries RFCs, enabling credential exchange, cryptographic proof sharing, and
peer-to-peer relationships among digital wallets. Hyperledger Ursa8 provides crypto-
graphic libraries that support functionalities such as Zero-Knowledge Proofs (ZKPs),
strengthening the security and privacy of interactions. In practice, the proposed system
uses ACA-Py (Aries Cloud Agent Python)9, which implements Aries RFCs and performs
the operations of registering, issuing, and verifying Verifiable Credentials (VCs) on the
Indy Ledger [Mello et al. 2022].

3.3. Integration in SSISH

The SSISH (Self-Sovereign Identity System for Healthcare) proposal integrates Hyper-
ledger Fabric with the Indy, Aries, and Ursa ecosystems. Fabric manages the recording
of clinical assets and events in a permissioned network with distributed governance. At
the same time, the Aries/Indy handles the issuance, storage, and verification of digital
credentials associated with individuals or institutions. We developed the architecture with
a Vue.js front-end and a Node.js back-end, which connects two key components: (i) the
CC-Tools RESTful API for asset registration and queries on Fabric, and (ii) the ACA-Py
agent, which interacts with the Indy Ledger to manage DID and VCs [Venzi et al. 2025].

5Repository available at: https://github.com/hyperledger-labs/cc-tools-demo
6Hyperledger Indy Overview: https://lf-hyperledger.atlassian.net/wiki/

spaces/indy/overview
72024 Annual Review - Hyperledger Indy: https://toc.hyperledger.org/

project-reports/2024/2024-annual-Hyperledger-Indy.html
8Hyperledger Ursa (EOL) Overview: https://lf-hyperledger.atlassian.net/wiki/

spaces/ursa/overview
9Aries Cloud Agent Python Documentation: https://aries-cloud-agent-python.

readthedocs.io/en/latest
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This configuration empowers patients to control their credentials, selectively sharing them
with healthcare institutions through cryptographic proofs and explicit consent.

Among the components used, the Traction10 project stands out. It is an open-
source initiative maintained by the Government of British Columbia that provides a digi-
tal wallet built on Hyperledger Aries Cloud Agent Python. Traction simplifies credential
issuance and receipt workflows by abstracting the technical configuration details of the
agent, adopting an API-first and multitenant approach that supports scalability and inte-
gration with existing systems. The implementation of SSISH follows this model, leverag-
ing both the front-end structure and the ACA-Py core as references.

4. Use Case: SSISH – Self-Sovereign Identity System for Healthcare

4.1. Scenario and Stakeholders

The SSISH system can be illustrated, in its conceptual form, as a healthcare environ-
ment involving multiple stakeholders: (i) Ana, a patient who wishes to maintain control
over her health data, such as examinations, diagnoses, and treatments; (ii) Dr. Carlos, a
physician responsible for issuing health-related credentials; (iii) Laboratories and Clin-
ics, which may issue test results; and (iv) Insurance Companies and Other Institutions,
which may verify these credentials. The patient uses a digital wallet (BC Wallet), based on
Aries/Indy, to receive, store, and share credentials as needed [Wolff and Henriques 2021].

After Ana undergoes an examination, a laboratory generates a report, which she
stores in a secure repository using MinIO11. The report’s hash or reference is then stored
on the Fabric blockchain. Aries/Indy issues the credential associated with the report,
which Ana receives in her digital wallet. When Dr. Carlos needs to evaluate the report,
he requests the credential presentation, which is cryptographically verified using Zero-
Knowledge Proofs to ensure authenticity and privacy [Bai et al. 2022].

4.2. Operational Workflow

The typical operational workflow consists of: (1) creation or registration of a digital wal-
let by a patient or professional; (2) registration of the examination in Fabric (defining
an Exam asset); (3) issuance of a Verifiable Credential (e.g., ExamVC) using ACA-Py;
(4) reception and storage of the credential in the patient’s digital wallet; (5) selective
presentation of the report to a verifier using Aries and ZKP-based verification; and (6)
recording of each event on the Fabric blockchain, which serves as an immutable audit
trail [Leite 2022, Venzi et al. 2025].

Figure 1 provides a simplified illustration of the credential issuance and verifica-
tion process in a healthcare environment, highlighting the integration between the Hy-
perledger Fabric network (for asset and event registration) and Aries/Indy (for DID and
Verifiable Credential management). Using hashes and metadata, rather than entire report
contents, preserves patient privacy while ensuring traceability, as only credential holders
can grant access to the complete information.

10More details at: https://github.com/bcgov/traction
11Object storage system used as a repository for clinical files: https://min.io/docs/minio/

linux/index.html
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Confirm registration
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Confirm registration

Confirm registration
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Event Registration

Register event

Confirm registration

LOGIN

DID, Connection

Configuration and Issuance of
Verifiable Credentials

Proof of Credential
ZKP Protocol

Exams, Diagnoses and
Treatments

Figure 1. Credential issuance and verification workflow in SSISH, involving the
actors Ana and Dr. Carlos. Entities communicate using blockchain and the
Aries/Indy ecosystem.

4.3. SSISH Architecture

The SSISH architecture, shown in Figure 2, comprises three main layers. The SSISH
layer provides the user interface and business logic for issuing, storing, and verifying digi-
tal credentials. The second is the blockchain layer, implemented with Hyperledger Fabric,
composed of three participating organizations, a RESTful API exposed via cc-api, and
the chaincodes responsible for asset and transaction registration in the permissioned net-
work. Finally, the architecture includes an off-chain storage layer, composed of databases
such as the Endorser DB, Postgres SSISH DB, and the MinIO service, which securely
store metadata, hashes, and other significant clinical data that are not persisted directly on
the blockchain.

This modular structure favors scalability and the inclusion of new services or par-
ticipants in the network, ensuring privacy and efficiency in health data processing.
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Figure 2. SSISH architecture diagram.

4.4. Entities and Implemented Assets

Figure 3 presents the asset diagram adopted by SSISH on the Hyperledger Fabric plat-
form. Each asset represents an entity or fundamental resource for decentralized control
of clinical data and digital credentials in healthcare.

The main implemented assets include: Exam, Diagnosis, and Treatment objects,
representing medical examinations, diagnoses, and treatments associated with a patient,
which may be related to one another according to the care flow logic; the Digital Wallet,
linked to either a patient or a healthcare professional, responsible for storing DIDs and
VCs; the VerifiableCredential and DID assets, which form the basis of self-sovereign dig-
ital identity, describing the issuer, holder, and cryptographic verification parameters; and
finally, the SSISHEvent and CredentialVerification assets, which register relevant system
events on the blockchain, such as credential verifications, forming a reliable, immutable,



Assets

Exam (form data - handler)
-patientWalletHolderHash: sha256 (CK)
-doctorWalletHolderHash: sha256 (CK)
-timestamp : datetime
-name : string
-urlExamDocument : string

t i-diagnosisHash: sha256
-treatmentHash: sha256

1

Transactions

READ

CREATE

UPDATE

Chaincode

Diagnosis
-exam : ->exam (PK)
-timestamp : datetime
-name: string
-obs: string

Treatment
-diagnosis : ->diagnosis (PK)
-timestamp : datetime
-name : string
-obs : string

1

0..*

1
0..*

Asset
+Tag
+Label
+Description
+Props
+Readers
+Validate
+Dynamic

SSISHEvent

DIDVerifiableCredential

Wallet

Diagnosis

CredentialVerification

Exam

1

1

SSISHEvent
- walletHash: sha256 (CK)
- eventType: string (CK)
- timestamp: datetime
- eventDetails: string

VerifiableCredential
- issuerHash: sha256 (CK)
- receiverHash: sha256 (CK)
- credentialType: string
- credentialData: string
- status: string

Wallet
- holderHash: sha256 (CK)
- email: string (CK)
- credentials: []->verifiableCredential
- verifications: []->credentialVerification

CredentialVerification
- verifierHash: sha256 (PK)
- verification: string
- timestamp: datetime
- result: string

2

DID
- walletHash: sha256 (CK)
- userController: sha256 (CK)
- publicKey: string
- authenticationMethods: string
- services: string
- timestamp: datetime
- status: string

*

*

1

*
*

*

*

1

1

Treatment

Figure 3. Asset diagram in Hyperledger Fabric.

and verifiable audit trail. Operations such as CREATE, READ, and UPDATE enable the
system to manage assets, while additional functions like ReadAssetHistory and Search
allow for historical tracking and specific queries on the ledger.

5. The Developed Prototype

SSISH was implemented as a functional prototype to validate the proposed integra-
tion between blockchain and self-sovereign digital identity technologies in healthcare.
The complete source code is publicly available in two repositories under the organiza-
tion “SelfSovereignIdentity-SystemHealthcare” on GitHub: SSISH-SSISystem12 and
SSISH-Blockchain Hyperledger Fabric13. These repositories provide instal-
lation scripts, custom chaincodes, and RESTful endpoints, enabling the replication of the
environment. The solution requires adaptation to different scenarios.

The development environment runs on Ubuntu 22.04.1 LTS, where we installed
all necessary dependencies, including Git, Curl, JQ, Docker (v24.0.5), Docker Compose
(v1.29.2), Node.js (v12.18.2), npm (v6.14.5), and GoLang (v1.14.3). We configured the

12https://github.com/SelfSovereignIdentity-SystemHealthcare/SSISystem
13https://github.com/SelfSovereignIdentity-SystemHealthcare/

blockchainFabric-SSISH

https://github.com/SelfSovereignIdentity-SystemHealthcare/SSISystem
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https://github.com/SelfSovereignIdentity-SystemHealthcare/SSISystem
https://github.com/SelfSovereignIdentity-SystemHealthcare/blockchainFabric-SSISH
https://github.com/SelfSovereignIdentity-SystemHealthcare/blockchainFabric-SSISH


Hyperledger Fabric network using the CC-Tools tool, which streamlined the definition of
assets and transactions and enabled the exposure of a RESTful API via cc-api. Con-
currently, we employed the Aries Cloud Agent Python (ACA-Py) to manage DIDs and to
issue and verify VCs on the Indy Ledger.

Figure 4 provides an overview of the prototype interface, highlighting four main
functionalities: (a) authentication via the digital wallet; (b) issuance and reception of
credentials; (c) user dashboard with interaction history and available credentials; and (d)
credential registration through the mobile wallet. These interfaces demonstrate the inte-
gration between Hyperledger Fabric and the Aries/Indy ecosystem, enabling patients and
healthcare professionals to control their data and share sensitive information securely and
verifiably. Each credential can be cryptographically verified anytime, ensuring selective
privacy, traceability, and explicit consent.

Figure 4. Prototype demonstration: (a) Login using digital wallet (top left), (b)
Credential issuance (top right), (c) Dashboard view (bottom left), and (d)
Credential registration via mobile wallet (bottom right).

6. Results and Discussion
SSISH was developed as a functional prototype and evaluated in a controlled environment,
demonstrating the feasibility of combining a permissioned blockchain (Fabric) with SSI
technologies (Aries, Indy, and Ursa) to enhance privacy and control over sensitive data.
Preliminary performance tests indicate that Fabric chaincodes and credential issuance and
verification via Aries/Indy do not cause significant delays in small-scale scenarios. How-
ever, further testing is necessary to confirm scalability in more complex environments.
Additionally, the generation and verification of Verifiable Credentials (VCs), coupled with
event traceability on the ledger, offer promising opportunities for innovation in healthcare
services by reinforcing the security of data sharing and the suitability of records.

From a user experience perspective, the digital wallet clarifies who holds or
requests a clinical record by removing intermediaries during authentication. Self-



sovereign identities simplify processes and lower fraud risk, as patients control data shar-
ing [Allen 2016, Nascimento-Silva-Junior et al. 2017, Wolff and Henriques 2021]. The
SSISH implementation also shows that confidentiality is preserved by storing clinical
files off-chain and recording only metadata or hashes on the blockchain, preventing unau-
thorized access and ensuring version control and historical integrity.

However, this discussion still lacks validation in real-world scenarios, where fac-
tors such as the diversity of legacy systems and regulatory compliance may impact im-
plementation. Additionally, the learning curve for using digital wallets and DIDs requires
specific training, demanding the mobilization of multiple stakeholders in the sector.

Beyond the prototype’s main flow, the architecture supports exploratory scenar-
ios reflecting key clinical challenges. One example is access revocation: when a patient
changes their primary physician, the previous provider’s DID could be removed from the
ledger’s access control list, automatically restricting access to records. Another scenario
involves insurers, who may request zero-knowledge proofs confirming a diagnosis eligi-
ble for coverage without revealing the ICD code14. Public authorities could also perform
aggregated audits (e.g., vaccination counts) using anonymized blockchain events, pre-
serving privacy while gathering epidemiological data. Though not yet implemented in
SSISH, these cases suggest the model’s potential as a foundation for research on lifecycle
governance (covering issuance, presentation, revocation, and archiving) within distributed
healthcare ecosystems.

7. Conclusion
This work presented SSISH, which integrates Hyperledger Fabric with the self-sovereign
digital identity ecosystem (Indy, Aries, and Ursa) for healthcare applications. The re-
sults demonstrated that the integration of permissioned blockchain with SSI allows for
the secure and traceable registration and retrieval of clinical events. At the same time,
the issuance of Verifiable Credentials (VCs) ensures that only credential holders share
their data with authorized parties. This architecture shows potential to increase trust and
improve privacy, while also promoting interoperability.

Nevertheless, we acknowledge certain limitations that may affect large-scale
adoption. SSISH remains a prototype and has not yet been validated in real-world envi-
ronments, leaving open issues related to performance, governance, network orchestration,
and integration with legacy systems. Additionally, the absence of broader standardization
may hinder interoperability with electronic medical records and governmental reposito-
ries, necessitating regulatory adaptations and institutional agreements. Despite these chal-
lenges, the results support the proposed model’s feasibility and encourage further research
to explore its application in broader scenarios.

Future work may address scalability by evaluating performance under scenarios
with higher data volumes and transaction loads and exploring advanced Zero-Knowledge
Proof techniques to enhance selective privacy. The aim is to develop mature governance
strategies by integrating distributed governance, participation policies, and dispute reso-
lution mechanisms to foster broader adoption across diverse healthcare environments.

14International Classification of Diseases maintained by the World Health Or-
ganization (WHO): https://www.who.int/standards/classifications/
classification-of-diseases.

https://www.who.int/standards/classifications/classification-of-diseases
https://www.who.int/standards/classifications/classification-of-diseases
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