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Abstract. This paper presents an loT Analytics architecture for real-time en-
vironmental monitoring, designed to overcome the limitations of solutions that
provide limited support for operational and historical data analysis. The pro-
posal integrates continuous collection, stream processing, temporal analytical
storage, and interactive visualization via dashboards within a microservices
framework. An end-to-end pipeline was implemented using open-source tools,
and an evaluation was conducted in a real-world scenario in the state of Acre,
Brazil, in comparison with the platform currently used for air quality monitor-
ing. In the usability evaluation, the proposed solution achieved mean scores
between 6.20 and 6.65 (on a Likert scale from 1 to 7), while the reference so-
lution ranged between 2.15 and 2.50. The results indicate consistent gains in
real-time indicator retrieval, historical time-series exploration, and the execu-
tion of analytical tasks.

1. Introduction

Environmental monitoring has become central to public health and ecosystem pro-
tection. Environmental sensors enable the continuous collection of metrics such as
air quality, temperature, humidity, and atmospheric pressure. Among these metrics,
air quality stands out due to its association with respiratory and cardiovascular dis-
eases [Dapper et al. 2016]. International guidelines also establish exposure limits for
atmospheric pollutants [World Health Organization 2021]. In this context, the Inter-
net of Things (IoT) enables the tracking of these variables in real time by connecting
devices and services capable of continuously collecting, transmitting, and integrating
data [Raja et al. 2023].

Despite these advances, many monitoring scenarios still underutilize the collected
data due to limitations in ingestion, analytical storage, and visualization, which compro-
mises decision-making, especially in situations requiring a rapid response. In addition,
low-cost sensor networks require extra care regarding data quality, interpretation, and
measurement reliability [Castell et al. 2017, Williams et al. 2014]. This scenario is ob-
served in the state of Acre, where a sensor network for air quality monitoring exists, but
the solution currently employed, available through the Qualidade do Ar — Acre portal',

'"https://acre.qualidadedoar.net.br
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offers limited support for real-time functionalities, analytical queries, and interactive vi-
sualizations typical of Business Intelligence (BI) tools.

Although there are relevant loT-based environmental monitoring initiatives, open-
source solutions that integrate continuous ingestion, stream processing, temporal ana-
lytical storage, and interactive visualization—while being evaluated in real-use scenar-
1os—are still less frequent. Given this context, this work proposes and implements an
IoT Analytics solution based on open-source tools and microservices, aiming to collect,
process, store, and visualize environmental data in real time and as historical series. The
solution was conceived as a generic and replicable model for similar environmental mon-
itoring scenarios and, in this work, was evaluated in the context of the state of Acre using
air quality data. The implementation of the developed architecture is publicly available in
a repository?.

The main contributions of this work are: (i) the definition of a microservices-
based [oT Analytics architecture organized into ingestion, processing, analytical storage,
and visualization layers; (ii) the implementation of a continuous stream data pipeline
using open-source tools, integrating environmental sensors with analytical dashboards;
and (iii) a comparative evaluation of the visualization layer, based on the PSSUQ, relative
to the system currently used in Acre, highlighting gains in usability and analytical task
execution.

The remainder of the article is organized as follows: Section 2 discusses related
work; Section 3 describes the proposed architecture, its components, and flows; Section 4
presents the evaluation of the solution; and Section 5 summarizes the conclusions and
points to future work.

2. Related Work

To organize this section, the studies were grouped into two analytical axes: (i) end-to-
end architectures and integration for the ingestion, processing, and visualization of en-
vironmental data; and (ii) measurement quality and reliability of low-cost sensors. This
thematic organization facilitates the comparison between contributions with distinct ob-
jectives [Snyder 2019].

In the first axis, Lo et al. [Lo et al. 2019] propose a generic component-based [oT
architecture aimed at interoperability and data-driven feedback across heterogeneous de-
vices, but without emphasizing an end-to-end analytical pipeline for environmental data.
De Vito et al. [De Vito et al. 2021] address air-quality crowdsensing through a hybrid
fixed/mobile architecture centered on sensing nodes, calibration, and long-term valida-
tion. Martinez et al. [Martinez et al. 2023] focus on the hardware design of a low-cost
monitoring device coupled to an IoT platform for visualization and data sharing. In con-
trast, our work emphasizes the analytical orchestration of environmental monitoring data
through an open-source microservices architecture that explicitly separates continuous in-
gestion, stream processing, temporal analytical storage, and interactive dashboards, while
also incorporating enrichment/correction routines and operational indicators.

Complementarily, Ramadan et al. [Ramadan et al. 2024] emphasize real-time
monitoring and Al-based forecasting in industrial scenarios, while Marche et

https://github.com/pedro-manocel/iot-analytics-solution—-tcc
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al. [Marche et al. 2025] discuss security and trust issues in crowdsensing architectures. In
the second axis, Snyder et al. [Snyder et al. 2013] analyze the paradigm shift associated
with low-cost sensors, highlighting both their potential and the limitations in data inter-
pretation. Budde et al. [Budde et al. 2013] also discuss the feasibility of particulate matter
measurements with low-cost sensors and stress the need for careful experimental valida-
tion. More recent studies reinforce this perspective through calibration and data quality
improvement strategies, such as machine learning-based correction methods and Al tech-
niques for atmospheric sensing [Balagopal et al. 2025, Montalban-Faet et al. 2025].

Taken together, the literature advances important aspects of interoperability, par-
ticipatory sensing, calibration, affordability, forecasting, and security. The main con-
tribution of this work is to combine a different set of priorities in a single open-source
solution: microservices-based organization, continuous ingestion and stream processing,
analytical storage optimized for time-series queries, and interactive dashboards evaluated
in a real-use public monitoring context. This positions the proposal as an IoT Analytics
architecture focused on the analytical lifecycle of environmental data—from acquisition
to time-series exploration—rather than primarily on generic interoperability, crowdsens-
ing infrastructure, or low-cost device design.

3. Architecture

The proposed architecture was designed to meet the requirements of scalability, decou-
pling, and continuous processing characteristic of loT-based environmental monitoring
environments. Considering the progressive growth in the volume of data generated by sen-
sor networks and the need for both real-time and retrospective analysis, a microservices-
based approach was adopted, in which components are independent, specialized, and
communicate through asynchronous mechanisms [Rath et al. 2023].

The adoption of a microservices-oriented architecture favors the independent evo-
lution of modules, fault isolation, and the horizontal scalability of specific components
according to demand, overcoming the limitations of monolithic approaches in IoT scenar-
ios [Ouyang et al. 2023]. Furthermore, the solution was designed to favor interoperability
and flexibility, which are relevant attributes in ecosystems with multiple data sources and
heterogeneous analytical requirements [Lo et al. 2019].

The solution was organized into four functional layers: ingestion, processing, an-
alytical storage, and visualization. This separation of responsibilities increases the clarity
of the data flow and facilitates the replacement or expansion of components without sig-
nificant impact on other services. Figure 1 presents the overview of the architecture.

3.1. Architecture Components

The architecture integrates well-established open-source tools from the data engineering
ecosystem, selected for their technological maturity and suitability for continuous data
stream scenarios. In the ingestion layer, Apache NiFi orchestrates the collection flows
and offers backpressure, prioritization, and monitoring mechanisms, contributing to the
reliability of periodic sensor reading acquisition. The decoupling between ingestion and
processing is handled by Apache Kafka, employed as an event bus to absorb load varia-
tions and allow asynchronous consumption of readings.
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Figure 1. Architecture of the loT Analytics solution.

In the processing layer, Apache Spark was adopted for its integration with Kafka
and for allowing the implementation of transformation and enrichment routines with low
coupling. For analytical storage, Apache Druid offers support for low-latency queries over
time series, while Apache Superset composes the visualization layer, enabling interactive
dashboards and analytical exploration. The exclusive adoption of open-source tools also
promotes transparency, auditability, and reduced operational costs, factors particularly
relevant in institutional and governmental contexts. Regarding deployment, services were
executed in Docker containers with orchestration via Docker Compose and persistent vol-
umes.

3.2. Flows

The operation of the architecture is structured into four flows corresponding to the func-
tional layers: ingestion, processing, storage, and visualization. Each flow defines the
interaction between two or more services to fulfill a specific stage of the data pipeline.

3.2.1. Ingestion

The ingestion flow performs periodic and automated collection of sensor readings. At
this stage, Apache NiFi executes requests at regular intervals, applies initial validations,
formats and transforms the data into JSON, and then publishes them to Apache Kafka,
making them available to the processing flow.

For the real-time scenario, the collection mechanism incorporates an auxiliary ser-
vice for obtaining temporary credentials to access the data source. Although this strategy
allowed for the operationalization of integration in the studied case, it evidences an ex-
ternal dependency that affects the portability of the solution and should be treated as an
architectural limitation.

Raw records remain in Kafka for a limited retention period, a strategy that reduces
storage costs in this layer and reinforces the decoupling between ingestion and processing
while keeping the system responsive to load variations.

3.2.2. Processing

In Apache Spark, processing routines were implemented using PySpark to transform raw
data into analytical structures suitable for temporal storage and visualization. To reduce
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traffic in the ingestion layer, readings from Kafka are combined with immutable metadata
files in JSONL format, containing static information such as identifiers, municipalities,
and geographic coordinates of the sensors. This approach shifts to the processing layer,
reducing the redundancy of transmitted data.

As low-cost sensor networks require additional care regarding interpretation and
quality [Castell et al. 2017, Williams et al. 2014], a central processing step consists of
applying the LRAPA correction formula to the particulate matter field (P M5 5), following
the reference formulation reported by Barkjohn et al. [Barkjohn et al. 2021].

In addition to this correction, the flow performs attribute rounding, time zone ad-
justment, transformation of the RSSI value into a positive Wi-Fi signal strength indicator,
and calculation of the time elapsed since the last reading, allowing for the derivation of
operational indicators to monitor sensor network availability. Figure 2 illustrates the dif-
ference between raw data and data after processing.
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Figure 2. Sensor data before and after Apache Spark processing.

3.2.3. Storage

The storage flow receives the processed data produced in the previous step and makes
it available for analytical queries. This flow is composed of Apache Kafka and Apache
Druid.

In Apache Druid, streaming ingestion tasks were configured and connected to the
processed data topics in Kafka. For real-time queries, users directly access segments cur-
rently being ingested. For historical queries, Druid moves completely ingested segments
to deep storage and loads them on demand into historical servers to answer queries. This
organization reconciles continuous updates with support for low-latency historical series.

3.2.4. Visualization

The visualization flow constitutes the analytical layer of the solution and is composed of
Apache Druid and Apache Superset. In Superset, a connection to Druid is established and
datasets are used to build the dashboards. Two dashboards were developed with comple-
mentary objectives: one focused on environmental metrics and another on tracking the
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status of the sensors. The design of the visualizations considered the existing solution in
Acre and incorporated functionalities absent or difficult to explore in the legacy interface,
such as dynamic filtering and greater analytical flexibility.

Metrics Dashboard This dashboard meets the primary demand of the solution: al-
lowing for a simple and intuitive analysis of the environmental metrics collected by the
sensors. It was organized into two views — real-time and historical series — and, in each
one, there are four tabs corresponding to the metrics: P M5 5, humidity, temperature, and
atmospheric pressure.

Figure 3 presents the two dashboard views side by side: real-time (Figure 3(a))
and historical series (Figure 3(b)). In the real-time visualization, each tab presents the
current value of the metric, a bar chart for comparison between municipalities in Acre,
and a gauge to contextualize the current value within appropriate ranges. In the historical
series visualization, each tab displays a line chart, a textual summary of the aggregated
value, a bar chart by municipality, and a choropleth map showing the spatial distribution
of the metric in the state.

@1 Qualidade De ArNo Acre - Métricas  s=ero . e =

13-04-2024 07:43:00
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(a) Real-time PMS> 5 dashboard.

@1¢  Qualidade De ArNoAcre-Métricas * feewro o =

3.71

(b) Historical series P M5 5 dashboard.

Figure 3. Views of the environmental metrics dashboard.
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Sensor Dashboard This dashboard addresses a complementary need: tracking the sta-
tus of the sensors and supporting analyses of availability, reliability, and operational
performance. This monitoring is relevant because devices remain exposed to adverse
conditions, which can affect the continuity of measurements and communication qual-
ity [Aikhuele et al. 2022].

The panel gathers indicators such as Wi-Fi signal strength, reliability, operational
status, and the record of the last reading, enabling rapid identification or communication
degradation. In addition to the real-time and historical series views, this dashboard in-
cludes an overview with a sensor location map, a bar chart with counts by municipality,
a pie chart with distribution by status, and a table with supporting information, such as
sensor identification, reliability, and time since the last reading, as illustrated in Figure 4.

....... @ 1< Qualidade De Ar No Acre - Sensores

Figure 4. Overview of the sensor dashboard.

4. Evaluation

The evaluation focused on the visualization layer of the architecture through a compar-
ative study between the solution developed in this work and the tool currently in use in
Acre, available on the Qualidade do Ar — Acre portal. The objective was to analyze to
what extent the proposed interface offers better support for real-time information retrieval,
historical data exploration, and the execution of analytical tasks.

To this end, a questionnaire based on the Post-Study System Usability Question-
naire (PSSUQ), version 3, was applied and adapted to the research context. Since the
focus was on functionalities most directly related to interface use, the instrument was
reduced to seven statements, covering simplicity of use, ease of learning, speed of task
execution, information retrieval, screen organization, interface satisfaction, and intention
to recommend. Responses were recorded on a Likert scale from 1 to 7, where higher
values indicate more positive evaluations. Thus, the results were analyzed descriptively,
comparing the two interfaces.

Twenty users participated in the evaluation. Each participant used both solutions
and, after a brief explanation of their purposes, performed five tasks: identifying the
current value of PMs 5 in Rio Branco; identifying the average temperature in the state;
checking how many sensors had meter A deactivated; consulting the current Wi-Fi signal
value of sensor MPAC_SNM_01_i fac; and identifying, from historical data from 2019 to
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2023, the date of the highest average P M, 5 in Acre. Subsequently, they responded to the
questionnaire for each interface.

Comparison of Usability Means
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Figure 5. Usability comparison of the solutions.

The results presented in Figure 5 show a consistent advantage for the proposed
solution across all evaluated dimensions. While the existing interface presented averages
between 2.15 and 2.50, the IoT Analytics solution obtained values between 6.20 and 6.65.
The largest difference was observed in “Information location”, a dimension in which the
legacy solution reached an average of 2.15, while the proposed interface reached 6.30.

Task performance reinforces this result. It was observed that 58% of the tasks
were completed exclusively with the developed solution, 40% could be completed in both
solutions, and only 2% were completed exclusively with the legacy interface. Together,
these findings indicate that the proposed visualization layer offers better usability and
greater support for the execution of analytical tasks than the tool currently in use.

5. Conclusion

This work presented the design and implementation of a generic and replicable IoT Ana-
lytics architecture for environmental monitoring, based on microservices and open-source
tools, integrating ingestion, processing, analytical storage, and visualization. In the con-
text of this article, the solution was applied and evaluated in the state of Acre, focusing on
air quality data. The approach enables the analysis of environmental metrics in real time
and in historical series and incorporates dashboards dedicated to monitoring the data cap-
tured by sensors and their operational indicators, contributing to analyses of availability,
reliability, and measurement behavior.

In the comparative study conducted in Acre, the proposed solution showed a better
perception of usability compared to the previously adopted system, especially regarding
access to information, interface organization, and support for data exploration. In quanti-
tative terms, the averages for the proposed solution varied between 6.20 and 6.65, while
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the legacy interface varied between 2.15 and 2.50; additionally, 58% of the tasks were
completed exclusively with the developed solution. These results indicate gains that go
beyond perceived satisfaction and are reflected in the practical ability to locate and inter-
pret relevant information.

As limitations, the evaluation focused on the visualization layer and did not in-
clude specific experiments on architecture latency, scalability, or fault tolerance. Further-
more, although processing includes correction and enrichment mechanisms aimed at im-
proving analytical quality, the work did not include systematic local validation of sensors
against reference instruments. Finally, part of the data acquisition mechanism depends on
external conditions for accessing the source platform, which may affect reproducibility
and maintenance in future deployments.

For future work, the evaluation should be expanded to include a larger and more
diverse group of participants, as well as experiments on architectural performance, scal-
ability, and resilience. It is also important to incorporate systematic strategies for sensor
calibration and validation and to improve data-source integration in order to reduce exter-
nal dependencies. In parallel, machine learning models may be integrated to support air
quality forecasting, sensor-failure anomaly detection, and automatic calibration routines.

Additional directions include investigating edge computing for local preprocess-
ing under intermittent connectivity, validating the architecture through multi-region de-
ployments, strengthening compliance with WHO guidelines and national regulations, and
extending access through public APIs or citizen-facing applications. A cost-benefit analy-
sis comparing the proposed solution with commercial alternatives would also help assess
its long-term viability. Nevertheless, due to its modularity, replicability, and observed per-
formance in the evaluated scenario, the solution shows potential for adaptation to other
environmental monitoring contexts.
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