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ABSTRACT
The complexity of provisioning multi-cloud infrastructure has cre-
ated a significant automation bottleneck, and while Large Language
Models (LLMs) offer a promising solution, they consistently fail to
generate reliable and deployable Infrastructure as Code (IaC) due
to inherent ambiguity. To address this critical reliability gap, we
propose a novel methodology that significantly improves IaC gen-
eration by augmenting LLM prompts with structured semantic con-
text. Our approach utilizes OWL ontologies to formally model key
infrastructure concepts, grounding the LLM in a machine-readable
representation of the domain. This semantic enrichment provides
the specific, structured context needed to resolve ambiguity and
enhance the accuracy of the generated Terraform code. We eval-
uate our approach on the IAC-EVAL benchmark, comparing our
semantically-enriched method against standard prompting strate-
gies. Experimental results demonstrate a definitive improvement:
our approach achieves a mean functional accuracy of 64.3%, a
126.4% increase over the baseline average of 28.4%. Syntactic va-
lidity also improved dramatically, with Terraform plan validation
rates increasing by an average of 29.6%. These findings showcase
that formal semantic grounding is a critical and highly effective
technique for building reliable, LLM-driven automation for complex
cloud environments.

KEYWORDS
Infrastructure as Code, Large Language Models, Prompt Engineer-
ing, Semantic Web, Ontologies, OWL, Cloud Computing, Code
Generation, Natural Language Processing

1 INTRODUCTION
Recent advances in large language models (LLMs) enable the au-
tomation of software development tasks [19], including the genera-
tion of Infrastructure as Code (IaC) from natural language specifi-
cations. Automating this process is especially valuable in cloud en-
vironments, where the complexity and variability of infrastructure
APIs among providers present significant challenges for manual
configuration [13]. This automation becomes even more critical
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when organizations need to rapidly respond to changing oper-
ational conditions—such as service outages, performance degra-
dation, regional availability issues, compliance changes, or cost
optimization opportunities—that may necessitate immediate mi-
gration between cloud providers. These dynamic requirements
demand infrastructure code that is not only functionally correct
but also adaptable across different provider environments with
minimal modification. However, while LLMs have demonstrated
impressive capabilities in code generation [23, 33, 35], their out-
puts often lack consistency, domain grounding, and cross-provider
portability—especially when prompts are vague, underspecified, or
ambiguous.

In this context, our work investigates how semantically enrich-
ing LLM prompts can improve the generation of IaC artifacts. We
propose a methodology that introduces structured knowledge into
the prompting process via ontologies. Specifically, we leverage
OWL (Web Ontology Language) [22] to model core infrastructure
concepts such as virtual machines, instance types, cloud providers,
regions, and pricing models. These ontologies encode the intent of
infrastructure requests in a machine-readable, formally grounded
representation, which is then processed into a structured summary
and embedded into the prompt.

Our approach enhances the LLM’s ability to interpret infrastruc-
ture requirements accurately and generate consistent code aligned
with the user’s intent. Instead of relying solely on free-text descrip-
tions, the model receives additional contextual cues derived from
ontology-based semantic relationships. This strategy is especially
effective in reducing ambiguities [30] and enforcing structure in
the generated IaC, allowing the model to better generalize across
providers and configurations. In essence, we treat ontology-driven
prompting as a form of soft constraint injection into the language
generation pipeline.

To validate the effectiveness of our semantically-enrichedmethod-
ology, we adopt the IaC-Eval benchmark [17]. Its comprehensive
validation mechanisms and stratified complexity levels provide a
robust and standardized testbed for quantitatively assessing im-
provements in the generation of functionally correct and consistent
infrastructure code. This allows us to rigorously measure the impact
of semantic grounding on model performance over a wide range of
real-world scenarios.

The overall methodology is illustrated in Figure 1. The diagram
illustrates our proposed process for enhancing IaC generation with
LLMs through semantic enrichment. The workflow consists of five
key stages:

(1) Agnostic Infrastructure Ontology: Formal representation
of cloud infrastructure concepts using OWL ontologies that
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Figure 1: Overview of Semantically-Enriched IaC Generation Methodology.

model resources, relationships, and provider-specific map-
pings.

(2) Ontology Query & Parsing: Extraction and transformation
of semantic data from the ontology into structured, machine-
readable representations tailored to specific infrastructure
scenarios.

(3) Prompt Engineering: Construction of enhanced prompts
that combine natural language requirements with the struc-
tured semantic context derived from the ontology.

(4) Model Inference: Processing of the semantically-enriched
prompt by the Large Language Model to generate IaC arti-
facts with improved domain awareness.

(5) Valid IaC Output: Production of syntactically correct and
semantically appropriate IaC code that accurately reflects
the infrastructure requirements.

2 BACKGROUND AND RELATEDWORK
The intersection of cloud infrastructure automation and genera-
tive artificial intelligence is a rapidly expanding field of research.
To contextualize our contribution, we organize the review around
three core axes: (i) the use of LLMs for IaC generation (Section 2.1);
(ii) semantic technologies for cloud resource modeling and manage-
ment (Section 2.2); and (iii) emerging synergies that combine LLMs
with formal ontologies and other structured knowledge sources to
improve reliability and grounding (Section 2.3).

2.1 Large Language Models for Infrastructure as
Code Generation

The advent of LLMs has revolutionized numerous domains, exhibit-
ing proficiency in generating coherent content, including syntacti-
cally accurate code [27, 35]. Several studies [11, 15, 32] analyze the
potential of LLMs to automate software engineering tasks, including
the generation of IaC, with a significant focus on industry-standard
tools like Terraform. The ability to automate IaC creation has re-
ceived considerable attention, as it streamlines IT infrastructure
management, fostering automation and consistency while mitigat-
ing manual errors [29]. This automation becomes even more critical
as organizations adopt multi-cloud strategies, where the complexity
of managing resources across multiple providers escalates [28].

However, studies evaluating LLM performance in this area re-
veal a fundamental weakness: despite their impressive capabilities,

models often produce responses with inconsistencies or inaccu-
racies [31]. Accuracy and reliability decrease dramatically as the
complexity of the requirements increases. The core problem, consis-
tently identified in the literature [32], is the LLMs’ lack of domain
knowledge and their difficulty in handling the ambiguity inher-
ent in natural language. Without structured context, models often
"hallucinate" resources, use incorrect parameters, or fail to estab-
lish correct dependencies. This reliability gap is the main obstacle
to adopting LLMs for IaC provisioning in production scenarios.
Our work directly addresses this gap by proposing that the key
to reliable IaC generation lies not just in smarter prompts, but in
semantically-enriched prompts.

2.2 Semantic Technologies for Cloud Resource
Management

Systematic reviews [1, 3] of the field demonstrate that ontologies
provide robust solutions to persistent cloud challenges like provider
interoperability, service discovery, and configuration management.
The primary benefit highlighted by this line of research is the
ability of ontologies to capture not only resources but also their
intricate relationships, dependencies, and constraints. It is precisely
this formal modeling capability that establishes the foundation
of our methodology. While these prior works focused on using
ontologies for decision support systems or direct management,
our work advances this idea by using the ontology as a structured
source of truth to ground and guide the code generation process of
LLMs.

2.3 Enhancing LLM Generation with Formal
Ontologies

To overcome the reliability limitations of LLMs, a promising re-
search avenue has explored grounding these models in structured
knowledge sources. The central hypothesis is that by providing
LLMs with factual, semantic context, it is possible to significantly
reduce ambiguity and the incidence of "hallucinations," thereby
guiding the generation process toward more accurate and reliable
outcomes.

Studies in adjacent domains have already validated the effec-
tiveness of this synergy. In the field of Question-Answering (Q&A)
systems [2, 5], for example, researchers demonstrated a substantial
increase in the accuracy of LLM responses by using an ontology to
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validate and repair model-generated queries. These studies estab-
lish a fundamental principle: the formal semantics of an ontology
act as a "guardrail," constraining the LLM’s possible output space to
a set that is factually consistent with the domain model. Despite the
success of this approach in other areas, its direct application to the
domain of IaC generation remained, until now, underexplored. Our
work positions itself precisely in this gap, adapting and empirically
validating the technique of enriching prompts with context derived
from formal ontologies (OWL) specifically for the generation of
Terraform code.

3 METHODOLOGY
To validate our approach, we conducted experiments using strati-
fied sampling of the 458 scenarios from the dataset. Each scenario
consists of a specific infrastructure request and its corresponding
valid Terraform implementation, which serves as the ground truth
for validating the code generated by the LLMs. We selected ap-
proximately 30% of scenarios from each complexity level through
stratification [10], and this approach was necessary for three main
reasons:

(1) Each scenario required manual construction of OWL on-
tologies (in Turtle syntax), as it is an intensive process that
demands specialized knowledge;

(2) Inference costs associated with the LLMs imposed practical
limitations;

(3) For each scenario, we generated multiple samples (10) to
ensure greater statistical robustness in the evaluation of
results.

This experimental design resulted in approximately 23,000 to-
tal inferences across all model-strategy combinations, providing a
comprehensive statistical basis for our comparative analysis.

3.1 IaC-Eval Assessment Framework
The framework incorporates three primary evaluation components:

(1) Syntactic Validation: Verifies whether the generated Ter-
raform code is syntactically valid and can be processed by the
terraform plan command. This basic validation ensures
that the code respects the HCL (HashiCorp Configuration
Language) [14] syntax and can be interpreted by Terraform.

(2) Semantic Validation: Assesses whether the generated code
fulfills the user’s infrastructure intent specification. IaC-Eval
uses the Open Policy Agent (OPA) [9] to validate the corre-
spondence between the user’s intent specification (written
in the Rego language) and a dependency graph extracted
from the generated Terraform code. If no errors are found
during this validation process, the IaC program is considered
functionally correct.

(3) Complementary Metrics: Beyond the above validations,
IaC-Eval incorporates additional metrics to evaluate code
quality:
• BLEU: Measures syntactic similarity by comparing n-
gram overlap between generated and reference code. Though
BLEU has recognized limitations when applied outside
machine translation [20, 25], it provides a basic metric of
textual similarity.

• CodeBERTScore: Addresses BLEU’s limitations by com-
puting semantic similarity using contextual embeddings.
Unlike BLEU’s exact matching, CodeBERTScore leverages
pretrained models to capture the functional equivalence of
code snippets that may differ syntactically but accomplish
the same tasks.

3.2 Experimental Protocol
Our evaluation focused on the most highly-rated and publicly avail-
able [8] LLM models, providing a comprehensive view of current
LLM capabilities in assisting infrastructure-as-code generation. We
compared two experimental configurations:

(1) Baseline Approaches: We utilized the three strategies pro-
vided by the IaC-Eval benchmark:
• Chain-of-Thought (COT) [16]: Prompts that guide the
model through a structured reasoning process, encourag-
ing it to break down the task into logical steps.

• Few-Shot Prompting (FSP) [7]: Prompts that include ex-
amples of similar infrastructure scenarios and their corre-
sponding Terraform implementations, enabling the model
to learn from examples.

• Zero-Shot: Direct prompts withminimal instructions (e.g.,
"Create an Amazon Redshift cluster resource with a single
node") without examples or step-by-step guidance.

(2) semantically-enriched Variant: Our proposed approach
that augments prompts with semantically structured knowl-
edge extracted from domain-specific ontologies.

3.3 Dataset
When implementing our 30% stratified sampling, we carefully main-
tained the original complexity distribution, ensuring that each level
retained its proportional representation in the final dataset. This
methodological approach preserved the diversity and representa-
tiveness of the original benchmark while making the study feasible
within our resource constraints.

As shown in Table 1, the relative distribution by complexity
level in our sample closely mirrors that of the complete dataset,
providing a balanced foundation for evaluating model performance
by the full spectrum of infrastructure complexity.

Table 1: Stratification of the IaC-Eval dataset by complexity
level scenarios with 30% sampling.

Level Original Sample (30%) Percentage

1 45 14 10.1%
2 95 29 20.9%
3 113 34 24.5%
4 58 17 12.2%
5 72 22 15.8%
6 75 23 16.5%

Total 458 139 100%
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3.4 Ontology Construction
Based on the 139 stratified scenarios, a domain-specific ontology
for IaC was constructed. The ontology is composed of three main
parts for each scenario:

(1) Core: Responsible for defining the fundamental classes, prop-
erties, and relationships of the infrastructure domain. This
foundational layer establishes the abstract conceptual model
that serves as a provider-agnostic representation of cloud
infrastructure components. The core ontology captures es-
sential infrastructure concepts such as computational re-
sources, networking components, storage systems, and secu-
rity policies, along with their hierarchical relationships and
interdependencies.

Listing 1: Core Ontology Example (ontology_core.ttl)
1 # --- Classes ---
2 infra:CloudResource rdf:type owl:Class .
3

4 infra:Network rdf:type owl:Class ;
5 rdfs:subClassOf infra:CloudResource ;
6 rdfs:label "Network" .
7

8 infra:VirtualMachine rdf:type owl:Class ;
9 rdfs:subClassOf infra:CloudResource ;
10 rdfs:label "Virtual Machine" .
11

12 # --- Object Properties (Relations) ---
13 infra:hasSubnet rdf:type owl:ObjectProperty ;
14 rdfs:domain infra:Network ;
15 rdfs:range infra:Subnet ;
16 rdfs:label "has subnet" .
17

18 infra:usesSecurityGroup rdf:type owl:
ObjectProperty ;

19 rdfs:domain infra:VirtualMachine ;
20 rdfs:range infra:SecurityGroup ;
21 rdfs:label "uses security group" .

(2) Mapping: Contains the necessary mappings to the final resources
in each cloud provider, enabling better contextualization and higher
accuracy in artifact generation.

Listing 2: Provider Mapping Example (aws_mappings.ttl)
1 # AWS EC2 Instance Mapping
2 infra:aws_vm_mapping rdf:type owl:

NamedIndividual , infra:ProviderMapping
;

3 rdfs:comment "Secure and resizable
compute capacity in the cloud" ;

4 infra:mapsConcept infra:VirtualMachine ;
5 infra:forProvider "AWS" ;
6 infra:providerServiceName "EC2" ;
7 infra:terraformResourceType "aws_instance

" ;
8 infra:keyTerraformArguments "ami", "

instance_type", "
vpc_security_group_ids" ;

9 infra:typicallyConnectsTo infra:
aws_sg_mapping , infra:
aws_subnet_mapping ;

10 infra:exposesVariable "instance_type", "
image_id", "key_name" ;

11 infra:suggestedOutput "ec2_public_ip", "
service_url" .

(3) Context: Provides additional contextual information about the sce-
nario, such as the specific cloud provider, region, and any relevant
constraints or requirements.

Listing 3: Context Example (context.ttl)
1 # VPC Simple Example
2 infra:myVPC rdf:type owl:NamedIndividual ,

infra:Network ;
3 infra:name "my-vpc" ;
4 infra:cidrBlock "10.0.0.0/16" ;
5 infra:enableDnsSupport "true"^^xsd:

boolean ;
6 infra:hasSubnet infra:mySubnet .
7

8 infra:myVM rdf:type owl:NamedIndividual ,
infra:VirtualMachine ;

9 infra:name "my-web -server" ;
10 infra:usesSecurityGroup infra:myWebSG ;
11 infra:hasInstanceType infra:

myInstanceType ;
12 infra:locatedInZone infra:myZone ;
13 infra:locatedInRegion infra:myRegion .

While other structured data formats like JSON schemas could en-
force syntax, we selected ontologies as our semantic foundation due
to their unique advantages in representing complex infrastructure
domains [21]. Unlike simpler data structures, ontologies provide
formal semantics with logical foundations that enable automated
reasoning, consistency checking, and inference capabilities—critical
for validating cross-provider compatibility. Ontologies excel at mod-
eling complex relationships and constraints between infrastructure
components, facilitating the explicit representation of dependencies
that are often only implied in natural language descriptions. Fur-
thermore, their extensible nature makes them ideal for the evolving
cloud ecosystem, where new services and features are continually
introduced.

3.5 Semantically-enriched Prompting
Our semantically-enriched prompting strategy involves augment-
ing the input prompts to the LLM with relevant semantic context
derived from the OWL ontology. To make this knowledge accessible
to LLMs, we developed a specialized parser implemented in Python
using the RDFLib library [18] that transforms the formal OWL rep-
resentations into organized, distilled knowledge representations.
This parser performs targeted SPARQL [24] queries against the on-
tology, extracting precise provider-specific mappings and resource
relationships while preserving essential semantic relationships.

For example, when a scenario involves AWS resources, the parser
executes SPARQL queries like:

Listing 4: SPARQL Query Example for Provider Mapping
1 PREFIX infra: <http :// www.example.com/ontologies/

infrastructure#>
2

3 SELECT DISTINCT ?mapping ?mappedConcept ?p ?o
4 WHERE {
5 ?mapping rdf:type infra:ProviderMapping ;
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6 infra:mapsConcept ?mappedConcept ;
7 infra:forProvider "AWS" ;
8 ?p ?o .
9 FILTER (?p != rdf:type && ?p != infra:mapsConcept
10 && ?p != infra:forProvider)
11 }
12 ORDER BY ?mapping ?p

This query extracts all mappings specific to AWS, including their
corresponding Terraform resource types, required arguments, and
interconnections with other resources. The parser then processes
these results into a structured, human-readable format that sum-
marizes each resource’s characteristics:

Listing 5: Structured Resource Summary Example
1 Ontology Resource Name: "www"
2 Ontology Resource Type: DNSRecord
3 Ontology Resource arguments and variables:
4 1. recordName = "example53.com"
5 2. recordType = "A"
6 3. belongsToZone = primary
7 4. aliasedTo = main
8 5. evaluateTargetHealth = true
9 Cloud provider: AWS
10 Cloud provider service: Route53
11 Terraform Resource type: aws_route53_zone
12 Key terraform arguments: "zone_id", "name", "type"

, "alias"
13 Typically connects to: aws_route53_record
14 Resource example:
15 resource "aws_route53_record" "www" {
16 zone_id = aws_route53_zone.primary.zone_id
17 name = "example.com"
18 type = "A"
19 alias {
20 name = aws_elb.main.dns_name
21 zone_id = aws_elb.main.zone_id
22 evaluate_target_health = true
23 }
24 }

These structured summaries are then incorporated into the prompts,
providing the LLM with explicit domain knowledge that includes:

• Precise Terraform resource types for the specific cloud provider
• Required and optional arguments for each resource
• Relationships and dependencies between resources
• Contextual examples that demonstrate proper syntax and
structure

This approach grounds the LLM in accurate, provider-specific
knowledge while maintaining a standardized format that models
can easily process. By including these semantically rich descriptions,
we significantly reduce ambiguity in the prompt interpretation
phase, enabling the model to produce more syntactically valid and
semantically appropriate Terraform configurations.

3.6 Model Configuration
To ensure reproducible outputs, we standardized inference parame-
ters for all evaluated models. Modern LLMs provide hyperparame-
ters [6] that control generation randomness:

• Temperature: Controls randomness in token selection (0-1
range)

• Top-k/Top-p: Limit candidate token sets during generation
• Max tokens: Defines maximum response length

Since top-k and top-p parameters are not available in all evalu-
ated models, we used only the universally supported temperature
[26] parameter to maintain experimental consistency.

We configured temperature to 0.1—a low value chosen to max-
imize determinism and reduce variability across runs, which is
essential for code generation tasks where consistency matters more
than creativity. The maximum number of tokens was set to 4096 to
accommodate complex infrastructure specifications while prevent-
ing overly verbose outputs.

This configuration ensures reproducible results for different
model architectures while maintaining the generation quality nec-
essary for accurate IaC evaluation.

4 EVALUATION AND RESULTS
In this section, we present a comprehensive evaluation of our
semantically-enriched approach against traditional prompting strate-
gies over the 139 stratified scenarios. We selected four state-of-the-
art LLMs: Anthropic Claude 3.7 Sonnet, Google Gemini 2.0 Flash,
OpenAI GPT-4.1, and DeepSeek Reasoner, representing a diverse
cross-section of contemporary foundation models with demon-
strated code generation capabilities.

For each scenario, we validated the generated Terraform code
against the IaC-Eval’s validation mechanism. All performance met-
rics in the figures and tables below are presented as percentages
from 0 to 100, where higher values indicate better accuracy.

4.1 Overall Performance
Figure 2 presents an aggregated comparison of the four prompt-
ing strategies for all models and complexity levels. This consoli-
dated view allows us to assess the overall effectiveness of each ap-
proach independent of model-specific variations. The results reveal
a performance gap between traditional prompting techniques and
our semantically-enriched approach. While the three conventional
strategies (Chain-of-Thought, Few-Shot and Zero-Shot prompting)
cluster around similar performance levels with only minor varia-
tions between them, the enriched strategy demonstrates dramatic
improvements on all metrics.

Particularly noteworthy is the significant improvement in IaC-
Eval accuracy achieved by the enriched approach (64.3%) compared
to the best-performing baseline strategy, Chain-of-Thought (28.4%),
representing a 126.4% improvement. This substantial improvement
in functional correctness is accompanied by corresponding gains in
the BLEU score, where the enriched approach more than doubles
the syntactic similarity to reference implementations. The smaller
but still significant improvement in CodeBERTScore (F1) (from
84.0% to 88.6%) indicates that even traditional approaches maintain
reasonable structural similarity to reference code, but the seman-
tic enrichment helps models capture more nuanced aspects of the
implementation. These consistent improvements in all evaluation
dimensions suggest that ontological grounding provides compre-
hensive benefits to the code generation process rather than merely
optimizing for specific metrics.
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Figure 2: Comparison of Prompting Strategies by Evaluation
Metric (%).

Table 2 presents a detailed breakdown of model performance
using our semantically-enriched strategy:

Table 2: Overall performance metrics of enriched strategy
prompting (%).

Rank Name BLEU CodeBERTScore IaC-Eval

1 DeepSeek Reasoner 46.81 88.81 67.14
2 GPT-4.1 46.48 88.74 65.00
3 Claude 3.7 Sonnet 47.36 88.25 62.86
4 Gemini 2.0 Flash 45.87 88.66 62.14

DeepSeek Reasoner achieves the highest functional correctness
(67.14% IaC-Eval accuracy), while Claude 3.7 Sonnet demonstrates
superior syntactic similarity (47.36% BLEU score). Notably, all mod-
els achieve remarkably consistent CodeBERTScore values (88.25%
to 88.81%), indicating that semantic enrichment standardizes struc-
tural code quality across different model architectures. This consis-
tency, combined with varying strengths in specific metrics, suggests
that ontological grounding provides comprehensive semantic foun-
dation while preserving individual model characteristics.

Table 3 presents the percentage of generated Terraform config-
urations that successfully passed the terraform plan validation
command across all prompting strategies, indicating the code’s
basic syntactic validity.

Table 3: Terraform Plan Validation Accuracy for different
prompting strategies (%).

Model Zero-shot COT FSP Enriched

DeepSeek Reasoner 57.86 77.86 72.86 89.29
Claude 3.7 Sonnet 70.00 76.43 75.61 87.14
GPT-4.1 52.86 56.43 53.57 84.29
Gemini 2.0 Flash 42.86 47.14 42.14 81.43

The Terraform plan validation results reveal several important
insights about model capabilities. The semantically-enriched ap-
proach consistently produces the highest percentage of syntacti-
cally valid configurations across all models, with DeepSeek Rea-
soner achieving the best overall result at 89.29%. Claude 3.7 Sonnet
demonstrates remarkable consistency, being the only model to ex-
ceed 70% validation in the zero-shot condition while maintaining
strong performance across all strategies.

To fully assess the impact of our semantically-enriched approach,
we compared the performance of all four prompting strategies for
each model. Figure 3 presents these results, showing the IaC-Eval
accuracy percentage for each model-strategy combination.

Figure 3: IaC-Eval Accuracy by Prompting Strategy and
Model (%).

The results demonstrate a substantial improvement when us-
ing our semantically-enriched approach compared to traditional
prompting strategies. All models show substantial gains in accuracy,
with the most remarkable improvements observed in models that
initially performed less effectively with standard prompting tech-
niques. Specifically, our semantically-enriched approach improved
DeepSeek Reasoner’s accuracy by 37.10%, GPT-4.1 by 40.0%, Gemini
2.0 Flash by 41.4%, and Claude 3.7 Sonnet by 16.6% compared to
their respective best baseline strategy performance.

These results confirm that providing structured semantic knowl-
edge dramatically enhances the model’s ability to generate function-
ally correct infrastructure code, with the most significant relative
improvements observed in initially lower-performing models. This
suggests that semantic enrichment particularly helps bridge knowl-
edge gaps and reduce ambiguity for all models, regardless of their
baseline capabilities.

4.2 Per Complexity Level Analysis
We conducted a complexity-level analysis to assess how perfor-
mance varies with increasing infrastructure complexity—a critical
consideration as generative models often struggle with context re-
tention and hallucination in more complex scenarios. This granular
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evaluation reveals where semantic enrichment provides the most
significant benefits and identifies threshold points where additional
support mechanisms may be required.

Figure 4 provides a comprehensive visualization of model per-
formance by complexity level and prompting strategy. The figure
reveals several critical insights about the effectiveness of semantic
enrichment:

• Distribution by Strategy: Traditional strategies (COT (Fig-
ure 4.A), FSP (Figure 4.B), and Zero-Shot (Figure 4.C)) exhibit
substantial variability in accuracy between models, with val-
ues typically ranging from 20% (Gemini) to 38% (Claude). In
contrast, the semantically-enriched (Figure 4.D) approach
demonstrates remarkably consistent performance among all
models, with accuracy rates clustered between 62% and 67%,
indicating that semantic grounding significantly reduces
model-specific variance.

• Complexity Degradation Pattern: All prompting strate-
gies show declining performance as infrastructure complex-
ity increases, but with markedly different degradation rates.
Traditional approaches experience precipitous drops, often
falling below 0.1% accuracy at complexity levels 5-6. For in-
stance, GPT-4.1 with zero-shot prompting declines from 42%
at level 1 to merely 4% at level 6. The semantically-enriched
approach exhibits a more graceful degradation, maintain-
ing reasonable performance (33% with GPT-4.1) even at the
highest complexity levels.

• Resilience to Complexity: The vertical spread between
baseline and enriched approaches widens at higher com-
plexity levels, suggesting that semantic enrichment provides
increasingly valuable support as task complexity grows. This
resilience is likely attributable to the structured semantic
context, which provides clearer specifications for resource de-
pendencies. These relationships become exponentially more
intricate in complex scenarios, making the semantic guid-
ance particularly valuable.

• Consistency Benefits: The narrower interquartile range
for the enriched approach at all complexity levels indicates
more predictable and deterministic outputs—a crucial char-
acteristic for production infrastructure management where
reliability is paramount.

These findings suggest that semantically-enriched prompting
acts as an effective complexity buffer, partially insulating the gen-
eration process from the compounding ambiguities that typically
challenge LLMs in complex infrastructure specification tasks. The
consistent performance improvement for all models regardless of
their baseline capabilities indicates that semantic enrichment rep-
resents a generalizable approach for enhancing LLM-driven IaC
generation.

4.3 Prompting Strategy Consistency Analysis
To better understand the consistency and reliability of different
prompting strategies, we conducted a statistical analysis over mul-
tiple runs of each approach. Figure 5 presents the distribution of
IaC-Eval accuracy scores for all evaluated models, highlighting not
just the average performance but also the variability and consis-
tency of each prompting approach:

The boxplot visualization in Figure 5 reveals differences in both
performance and consistency between traditional and semantically-
enriched approaches. The relatively wide interquartile ranges for
traditional strategies indicate considerable performance variability,
with maximum accuracy rarely exceeding 45% in experimental runs.

In stark contrast, the semantically-enriched approach achieves a
mean accuracy of 64.3%—representing more than a 100% relative
improvement over conventional strategies. Beyond this accuracy
gain, the boxplot shows a much tighter distribution for the enriched
strategy, indicating not only superior performance but significantly
greater consistency and reliability. This reduced variability is par-
ticularly valuable in production environments where predictable
infrastructure provisioning is essential. The results strongly sug-
gest that ontological grounding provides LLMs with the precise
semantic context needed to navigate the complex requirements of
valid Terraform specifications, effectively reducing ambiguity in
instruction interpretation while supplying the technical context
necessary for accurate code generation.

5 CONCLUSION
This work introduced a novel approach for enhancing IaC gen-
eration through semantic enrichment of LLM prompts using for-
mal ontologies. Our methodology leverages OWL ontologies to
model cloud infrastructure concepts, relationships, and provider-
specific mappings in a structured, machine-readable format. By
transforming these semantic representations into enriched prompts,
we provided LLMs with explicit domain knowledge that signifi-
cantly improved their ability to generate valid and functionally
correct Terraform code.

The empirical evaluation over 139 scenarios from the IaC-Eval
benchmark demonstrated that this approach substantially outper-
forms traditional prompting strategies. The quantitative results
reveal improvements in all evaluated metrics. Our semantically-
enriched approach achieved a mean IaC-Eval accuracy of 64.3%,
representing a 126.4% improvement over the baseline average of
28.4% for traditional prompting strategies. This improvement was
consistent for all four evaluated LLMs, which saw accuracy gains
ranging from 26% to over 42% compared to their best baseline per-
formance.

Similarly large improvements were observed in syntactic validity,
with Terraform plan validation rates increasing by an average of
29.64% for all models, reaching as high as 89.29% for DeepSeek
Reasoner.

The complexity-level analysis revealed that semantic enrichment
provides particularly significant benefits for moderately complex
infrastructure scenarios (levels 3-4), where the performance gap
between enriched and traditional approaches is most pronounced.

Beyond raw performance improvements, our approach demon-
strated significantly enhanced consistency and reliability, as evi-
denced by the narrower interquartile range in the statistical analy-
sis. This reduced variability is particularly valuable in production
environments, where predictable and deterministic infrastructure
provisioning is essential. The results confirm our hypothesis that
formal semantic grounding can effectively bridge the gap between
high-level infrastructure requirements and low-level implementa-
tion details, providing LLMs with the contextual anchoring needed
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Figure 4: Performance of Models by Complexity Level and Strategy.

Figure 5: Distribution of IaC-Eval accuracy by prompting
strategy.

to generate more accurate, consistent, and functionally correct
IaC artifacts. This work contributes to the reliable automation of
cloud infrastructure provisioning, particularly in multi-cloud en-
vironments where consistency and provider-specific accuracy are
paramount.

5.1 Future Work
Building upon these findings, our future work will explore several
promising avenues to further enhance LLM-driven IaC generation:

• Learning from Failed Cases: A deeper qualitative analysis
of scenarios where ontology enrichment did not yield im-
provements will be crucial. This involves categorizing types
of failures (e.g., incorrect resource dependencies, invalid ar-
guments, cross-provider inconsistencies) to identify specific
gaps in the ontological modeling or limitations in the LLM’s
ability to interpret complex semantic relationships. This will
guide iterative improvements to the ontology and prompt
design.

• User Interface and Interaction Models: Exploring how
these semantically-enriched prompts can be integrated into

user-friendly interfaces will be important. This includes de-
signing interaction models that guide users in formulating
precise natural language requests and visualizing the under-
lying semantic context, potentially allowing for user-driven
adjustments to the ontological input.

• Domain-Specific Fine-Tuning:We plan to investigate effi-
cient fine-tuning techniques [4, 12] with datasets annotated
using our ontological framework, potentially creating IaC-
specific model variants with enhanced domain understand-
ing [34]. This approach could reduce context window re-
quirements, improve handling of provider-specific nuances,
and potentially maintain high performance even with less
detailed prompts. A comparative analysis between prompt
engineering and fine-tuning approaches would provide valu-
able insights into the most effective strategies for different
complexity levels and deployment scenarios.

These next steps are designed to address the identified limita-
tions and further solidify the role of formal semantic grounding in
developing more reliable, adaptable, and interpretable LLM-driven
DevOps workflows.
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