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ABSTRACT

The increasing complexity and interconnectivity of modern soft-
ware systems have made fault detection a significant challenge.
Traditional testing techniques often fall short, especially in dy-
namic and large-scale environments. To address this issue, various
real-time monitoring approaches based on data mining have been
proposed. These approaches, through continuous system analysis
and the use of anomaly detection techniques, are capable of identi-
fying faults in software systems. This work presents a systematic
mapping of the literature on these monitoring techniques, aiming
to identify implementation challenges and provide a comprehen-
sive overview of the current state of research. The mapping was
conducted using the Scopus database and 84 studies were selected
to help answer the research questions defined in this work.

This analysis identified the main fault detection techniques, such
as neural networks and Support Vector Machines (SVMs), the types
of systems monitored, including Cloud and Big Data platforms,
common fault categories like cybersecurity and performance, and
the evaluation metrics used, such as the F1-score and prediction
time. Despite these established approaches, the study also revealed
significant challenges that hinder progress, including the difficulty
of labeling data for supervised models, the complexity of inter-
preting the generated models, and the need for computationally
efficient monitoring.
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1 INTRODUCTION

The increasing complexity of modern software systems, driven by
factors such as scale and heterogeneity, has made managing their
reliability an ever-growing challenge [30]. In this context, tradi-
tional verification and validation techniques, which often rely on
predefined test cases, have significant limitations, as they rarely
consider the dynamic state and history of a running system, pre-
venting them from capturing its actual complexity [72]. This gap
leaves systems vulnerable to faults that may only manifest dur-
ing live operation, highlighting the need for more adaptive and
automated approaches.

In: Proceedings of the Brazilian Symposium on Multimedia and the Web (WebMe-
dia’2025). Rio de Janeiro, Brazil. Porto Alegre: Brazilian Computer Society, 2025.

© 2025 SBC - Brazilian Computing Society.
ISSN 2966-2753

686

Valéria Lelli
Computer Science Department
Group of Computer Networks, Software Engineering and
Systems (GREat)
Federal University of Ceara (UFC)
Fortaleza, Cear, Brazil
valerialelli@ufc.br

Addressing the limitations of traditional testing techniques re-
quires adaptive and automated strategies capable of handling the
system’s dynamic nature during runtime. In this context, real-time
monitoring emerges as a promising solution, enabling the proactive
detection of faults.

Among the various fault detection strategies, anomaly detection
combined with data mining is particularly relevant, as it aims to
identify deviations from expected behavioral patterns by analyz-
ing operational data and extracting meaningful patterns to enable
effective and proactive fault detection.

This work investigates fault monitoring systems that leverage
anomaly detection and data mining to improve the reliability of
complex software systems in real-time environments. We conducted
a systematic mapping following the guidelines of Kitchenham and
Charters [51]. Initially, we defined the goal and the research ques-
tions. Then, we defined the search string, selected the database,
and established the selection criteria. We identified 84 studies by
executing the search string in the Scopus database and conducted
backward snowballing. Based on the analysis of these studies, we
characterized the current research landscape, including prevalent
techniques, target systems, challenges, and open research direc-
tions.

Our analysis reveals that fault monitoring’s versatility is applied
in diverse areas with distinct patterns and data usage, most notably
in the fields of software aging and cybersecurity. Software aging,
the progressive degradation of system performance and resource
availability, manifests as a series of faults over time (e.g., memory
leaks, resource exhaustion), making it an ideal candidate for proac-
tive monitoring. Likewise, cybersecurity threats like intrusions can
be framed as fault issues. An intrusion is a critical runtime problem
that manifests as an unauthorized or erroneous state during exe-
cution, and the anomaly detection techniques used for operational
faults can be effectively applied to identify such security breaches
by detecting deviations from normal system behavior.

Beyond these application domains, this work also reveals that
general solutions, network faults, cybersecurity threats, and per-
formance issues represent the most prevalent categories in the
literature. Each fault type demonstrates distinct data requirements:
general fault detection predominantly relies on log data, perfor-
mance monitoring usually utilizes operating system metrics, while
network and cybersecurity solutions primarily analyze traffic data.
The data mining landscape encompasses diverse approaches, includ-
ing supervised machine learning algorithms, unsupervised normal
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state modeling, and time series forecasting, with supervised ma-
chine learning algorithms and normal state modeling methods be-
ing the most widely adopted. Furthermore, our findings emphasize
the critical importance of preprocessing, particularly for log-based
solutions, and reveal that evaluation practices favor classification
metrics such as precision, recall, and F1-score over accuracy, re-
flecting the inherent class imbalance challenges in fault detection
scenarios. Based on the analysis of these studies, we characterized
the current research landscape, including prevalent techniques,
target systems, challenges, and open research directions.

This paper is organized as follows. Section 2 establishes the back-
ground, defining key concepts and terminology. Section 3 presents
the related studies. Section 4 describes the research methodology for
systematic mapping. Section 5 presents the results of the research
analysis. Section 5 discusses the implications of the findings and
outlines the open research directions. Finally, Section 7 concludes
the paper and presents future directions.

2 BACKGROUND

This work adopts the terminology defined by the IEEE [44]. An
error is a human action that results in incorrect software behavior or
state. A fault is the manifestation of an error during the software’s
execution. The observable consequence of a fault is a failure, which
is the software’s inability to perform its expected function within
established limits. This creates a causal chain where an error can
manifest as a fault at runtime, potentially causing a system failure.

Fault detection can be approached in two primary ways: con-
ventional testing and runtime monitoring. Traditional testing relies
on test oracles, which, according to Shahamiri et al. [76], are re-
sponsible for comparing a system’s observed behavior against a
predefined expected result to distinguish between correct and in-
correct outcomes. In contrast, runtime monitoring does not depend
on predefined oracles but instead analyzes the system continuously
to detect deviations from its normal behavior. This latter approach
is particularly suited for the complex and dynamic systems that are
the focus of this study.

The runtime monitoring techniques explored in this mapping are
based on anomaly detection. An anomaly is a pattern of behavior
that deviates from what is expected. This work adopts the perspec-
tive of Chandola et al. [19], which frames anomaly detection as a
broad research field focused on identifying such deviations across
different domains. Consequently, by analyzing large volumes of
data generated during a system’s execution, identifying anomalous
patterns becomes a practical and effective strategy for detecting
faults in software systems.

3 RELATED WORK

Early research in failure prediction established foundational tax-
onomies that remain conceptually relevant today. Salfner et al. [72]
provided a comprehensive overview of failure prediction meth-
ods, categorizing approaches into four main types based on the
data used: fault tracking, symptom monitoring, reported errors,
and undetected error auditing. Since failures typically result from
underlying faults, many of these prediction techniques inherently
involve detecting fault manifestations, making them conceptually
similar to fault detection. While influential, this work predates the
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significant advancements in machine learning and complex systems
of the last decade and does not follow a systematic search protocol.

Building on this foundation, Grohmann et al. [31] conducted a
systematic mapping study focused on Service Level Objective (SLO)
failure prediction. Their work introduced a three-dimensional clas-
sification framework encompassing prediction target, time horizon,
and modeling type. Within this framework, they identified two
primary anomaly detection paradigms: time-series forecasting and
normal state modeling. However, their analysis omits discussion of
data preprocessing and practical implementation hurdles.

Recent efforts have produced more focused examinations of
specific aspects of fault diagnosis. Jieyang et al. [46] reviewed data-
driven approaches, but concentrated on fault diagnosis in industrial
Big Data systems, with an emphasis on physical machinery rather
than general software systems. Another line of work, exemplified
by Bhandari et al. [12], investigates data quality issues, but their
focus is on datasets for fault prediction (i.e. static analysis before
execution), which is distinct from the real-time fault detection
during system operation that we address.

4 METHODOLOGY

We conducted this research using a systematic mapping approach,
following the guidelines established by Kitchenham and Charters
[51]. This section details the systematic mapping protocol, encom-
passing the formulation of research questions (RQs), the identifica-
tion of data sources, the development of the search strategy, and
the selection criteria.

4.1 Goal and Research questions

The goal of this research is to investigate monitoring approaches for
anomaly detection based on data mining. To guide this systematic
mapping, we formulated six research questions aimed at character-
izing and organizing the existing literature on data mining-based
fault monitoring. These questions focus on identifying the contexts,
techniques, and challenges involved in applying anomaly detection
methods to fault monitoring in software systems. The research
questions are as follows:

e RQ1. What types of software systems have been shown to
benefit from fault monitoring through data mining-based
anomaly detection techniques?

e RQ2. What categories of faults have been detected through
data mining-based anomaly detection, and what types of
system artifacts are utilized in the process?

e RQ3. Which data mining-based anomaly detection algo-
rithms and techniques are applied for fault monitoring?

e RQ4. Which data preprocessing techniques are employed to
enhance the effectiveness of data mining-based fault moni-
toring?

e RQ5. How are the data mining-based fault monitoring ap-
proaches evaluated?

e RQ6. What are the primary challenges and limitations en-
countered when implementing data mining-based anomaly
detection techniques for fault monitoring?
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4.2 Search strategy

For the selection of research sources, the Scopus database was cho-
sen for its extensive coverage of software engineering (SE) publica-
tions and established indexing quality. While additional databases
could provide complementary coverage, the substantial volume of
results and required filtering made their inclusion infeasible within
the project timeline. To assist the search string formulation, we
first defined the PICOC (Population, Intervention, Comparison,
Outcome and Context) as follows:

e Population: real-time fault monitoring techniques;

o Intervention. data mining;

e Comparison: the purpose of this mapping is to identify find-
ings on a topic rather than to compare them. Thus, we did
not use this criterion.

e Outcomes: applications, metrics, artifacts, techniques, meth-
ods and tools.

o Context: software

Based on the PICOC, a structured search string was defined to
capture studies proposing fault monitoring in software systems us-
ing data mining-based anomaly detection techniques operating in
real time. Furthermore, this strategy combines synonyms for fault
and anomaly detection, execution phase, and software engineering
with data mining-related terms. These combinations were designed
to ensure the retrieval of studies relevant to runtime fault moni-
toring in the context of software engineering. The search string is
presented below:

(("fault detection" OR "fault verification" OR
"fault diagnosis" OR "fault identification" OR
"fault localization" OR "fault monitoring")

OR

("anomaly detection" OR "anomaly verification" OR
"anomaly diagnosis" OR "anomaly identification" OR
"anomaly localization" OR "anomaly monitoring"))

AND

("runtime" OR "run-time" OR "realtime" OR "real time" OR
"real-time" OR "dynamic" OR "online" OR "on-line" OR
"execution time" OR "operational phase")

AND

("software engineering" OR "software system" OR
"software application" OR "software development" OR
"software process")

AND

("data mining" OR "machine learning" OR

"pattern recognition" OR "statistical learning" OR
"statistical analysis" OR "data analysis")

To complement the database search and partially mitigate the
single-database limitation, Backward snowballing was conducted
on the selected studies. This snowballing reviewed the reference
lists of the selected studies.

4.3 Inclusion and exclusion criteria

To ensure the relevance and quality of retrieved studies, specific
inclusion and exclusion criteria were established to guide the sys-
tematic selection process. Since fault detection, by the definition
[44], occurs at runtime, the criteria ensure the selection of studies
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on runtime detection using statistical and data mining approaches,
while excluding traditional testing methods that depend on test
oracles or predefined expected results. Furthermore, the scope is
explicitly limited to software engineering contexts, thereby exclud-
ing studies that focus on sensor data analysis or hardware-level
fault detection.

Inclusion Criteria

(1) The study must present a fault detection approach using data
mining.

(2) The study must present a fault detection approach that op-
erates at runtime.

(3) The study must be available in full text.

(4) The study must be written in English.

(5) The study must be within the context of SE.

Exclusion Criteria

(1) The study focuses on hardware fault monitoring approaches.

(2) The study uses sensor data or other hardware-specific data
for monitoring.

(3) The study uses test oracles for fault detection.

(4) The study has been retracted or is unavailable at the time of
screening or during the review process.

4.4 Conducting

During the first phase, the search string was executed in the Scopus
database, yielding 90 studies for initial evaluation. The removal of a
single duplicate publication resulted in 89 studies for evaluation. Ti-
tle, abstract, and keyword screening was performed on all retrieved
studies. During this phase, 52 studies were excluded for not meeting
the inclusion and exclusion criteria by presenting hardware-related
approaches, relying on hardware data, or not aligning with the
scope of real-time detection. After this step, 37 studies remained
for more detailed evaluation.

Of the 37 studies retained from the first phase, nine studies were
excluded due to full-text inaccessibility. The remaining 28 studies
underwent full-text screening against the inclusion and exclusion
criteria. Following this assessment, four additional studies were
excluded for failing to meet the established criteria, resulting in 24
studies selected for inclusion.

Backward snowballing was conducted on the 24 selected stud-
ies to identify additional relevant literature from their reference
lists. This process generated 830 studies. Title, abstract, and key-
word screening was performed on these studies, resulting in the
selection of 93 studies for further evaluation. Of these, 18 studies
were excluded due to full-text inaccessibility and one duplicate was
removed, leaving 74 studies for full-text review. Following assess-
ment, 14 studies were rejected for not meeting the inclusion criteria,
yielding 60 additional studies for inclusion.

The systematic mapping study comprised 84 studies in total
(24 from the primary search process and 60 from backward ci-
tation analysis), representing the final corpus for analysis. Fig-
ure 1 presents a flowchart containing all the studies selected in
each phase and Figure 2 illustrates the distribution of studies in-
cluded in this systematic mapping over the years. The complete
research protocol and filled data extraction form are publicly avail-
able at https://github.com/PauloFRC/Systematic-Mapping-Fault-
Monitoring- Appendix.
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Figure 1: Flowchart of the Conduction Process
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5 RESULTS

This section presents the consolidated results of the systematic
mapping, structured around the research questions. The discus-
sion offers a comprehensive overview of the findings, advancing
knowledge in fault monitoring through data mining-based anomaly
detection techniques.

5.1 RQ1. What types of software systems have
been shown to benefit from fault
monitoring through data mining-based
anomaly detection techniques?

The analysis of system types targeted for fault monitoring reveals
significant diversity in the application domains of the selected
studies. Table 1 summarizes the types of software systems identified
in the literature.

As presented in Table 1, several studies (25 out of 84) do not
specify the particular system type they target, suggesting either
general-purpose approaches or a lack of clarity in defining the
target environment. This ambiguity represents a significant limita-
tion, as it complicates comparative evaluation and makes it difficult
for practitioners to assess applicability to their specific contexts.
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Among the studies that do specify their target systems, Online
systems represent the largest specified category with 21 studies,
followed by Cloud systems with 12 studies, reflecting the growing
importance of cloud-native architectures and web-based applica-
tions in modern software engineering. Big data systems also con-
stitute a significant category with 9 studies. The distribution also
shows emerging trends in fault monitoring for Container-based
systems (4 studies) and IoT systems (3 studies), while distributed
systems maintain a presence with 3 studies. Additionally, tradi-
tional high-performance computing, large-scale industrial
systems, datacenters, and clusters each account for two studies.
The Others category encompasses 11 studies focusing on specialized
domains such as embedded systems and mobile applications.

The prevalence of studies targeting large-scale and complex sys-
tem types, including cloud, big data and high-performance systems,
reflects that these systems benefit most from data mining-based
fault monitoring for fault detection. Studies such as Wang et al.
[85] and Monni et al. [64] highlight that the growing complexity
of modern software amplifies challenges related to maintainabil-
ity, citing cloud systems as an example. Uchida et al. [83] argue
that modern software systems, due to their complexity, generate
enormous volumes of data, which makes analysis challenging. The
rise of Internet of Things (IoT) systems further compounds these
challenges. Yahyaoui et al. [89] note that IoT systems are being
increasingly used, which increases the complexity in the analysis
and management of the generated data. As highlighted by Branco
et al. [15], a major contributor to this complexity in the IoT domain
is the difficulty of ensuring interoperability among heterogeneous
devices, while simultaneously managing diverse communication
protocols, bandwidth and device resource limitations. These exam-
ples illustrate how the complexity and scale of modern systems
require advanced monitoring approaches to ensure their reliability
and efficiency.

The prevalence of studies targeting large-scale and complex sys-
tem types, including cloud, big data and high-performance systems,
reflects that these systems benefit most from data mining-based
fault monitoring for fault detection. Multiple studies highlight how
the growing complexity of modern software amplifies challenges
related to maintainability and monitoring. Wang et al. [83] and
Monni et al. [63] cite cloud systems as prime examples of this
complexity, while Uchida et al. [81] argue that modern software
systems generate enormous volumes of data that make analysis
increasingly challenging. The rise of Internet of Things (IoT) sys-
tems further compounds these challenges. Yahyaoui et al. [87] note
that IoT systems are being deployed with increasing frequency,
adding complexity to data analysis and management. This com-
plexity is particularly evident in the IoT domain, where Branco
et al. [16] emphasize the need to ensure interoperability across
heterogeneous devices while managing diverse communication
protocols and complex architectures. These examples collectively
illustrate how the complexity and scale of modern systems neces-
sitate advanced monitoring approaches to ensure their reliability
and efficiency.

The infeasibility of traditional testing becomes even more evi-
dent in Big Data systems that process streaming data, as described
in [8, 23, 75]. These studies highlight that the high complexity and
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Figure 2: Number of studies per year in the mapping.

massive volume of data make manual or static fault detection im-
practical, requiring automated approaches. In the same way, Tuncer
et al. [82] and Liu et al. [59] reinforce the importance of automated
anomaly detection in critical and high-performance systems, in
which failures can result in significant economic and operational
impacts. However, this data generated on a large scale can be useful
for training models that assist in fault monitoring, allowing for
failure prevention.

5.2 RQ2. What categories of faults have been
detected through data mining-based
anomaly detection, and what types of
system artifacts are utilized in the process?

To answer this question, fault categories were mapped to system
artifacts used as a data source for each study. The complete mapping
is presented in Table 2. The table’s rows represent the fault types,
while the columns denote the monitored artifacts. A citation in a
cell indicates that a study addresses the corresponding fault-artifact
combination. In this classification, studies that use diverse datasets,
artificially generated data or that do not specify a specific type of
fault are categorized under the "General" fault type.

Table 2 reveals strong correlations between fault types and the
artifacts used to detect them. For instance, faults related to Net-
work and Security are predominantly detected using Network
Traffic data. Similarly, Performance faults are most frequently
diagnosed by analyzing OS Data (e.g., CPU usage, system calls)
and Application Logs, which provide direct insight into resource
consumption and application behavior.

It is worth noting that many of the techniques found are generic
enough to work with different types of faults, even if experiments
have only been carried out for a specific type. For example, Brown
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et al. [17] test their approach with data on faults related to Infor-
mation Security but highlight that the method could be adapted
for other fault categories. Therefore, the map in Table 2 reflects the
specific experimental choices made in the literature rather than a
rigid limitation of the techniques themselves.

The prominence of log-based analysis, evident from the
densely populated Application Logs column in the table,
merits special attention. Notably, most of these entries refer
to general fault types, underscoring the versatility and expressive
power of logs in fault detection. Jia et al. [45] show how logs are one
of the most important pieces of information for detecting faults in a
system. This is because logs are highly efficient at capturing system
behavior and its overall state, as they can record events, operations,
and potential problems. Therefore, due to their expressive power,
logs allow for the detection of almost any type of fault. This combi-
nation of the wealth of information contained in logs and advanced
techniques for automating analysis makes log-based approaches
one of the most promising and applicable for fault detection in
software systems. The functioning of log analysis techniques is
discussed in the answer to research question RQ4.

In the domain of security, data mining-based monitoring is par-
ticularly advantageous. As highlighted by Flanagan et al. [27], un-
supervised techniques are capable of detecting "zero-day" vulner-
abilities and "Black Swan" events, overcoming the limitations of
traditional methods that rely on known threat signatures. As in-
dicated by the large number of studies in this category within the
table, the Information Security domain has received substantial

research focus.
1

1A "zero-day" vulnerability is a software flaw unknown or without a patch available,
leaving it open to exploitation until it is discovered and fixed. A "Black Swan" is a rare,
unpredictable event with severe consequences that is often rationalized in hindsight.
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Table 1: System types used for fault monitoring

System type Studies Quantity
Unspecified type [10, 11, 13, 17, 22, 24, 26, 32, 35, 38-40, 49, 50, 52, 53, 65, 66, 68, 71, 74, 77, 78, 80, 83] 25
Online systems [3-6, 20, 25, 27, 28, 33, 41, 43, 54, 56, 59, 62-64, 67, 69, 85, 95] 21
Cloud systems [4-6, 28, 41, 43, 54, 56, 63, 64, 67, 69] 12
Big Data systems [8,9, 16, 23, 57, 60, 61, 70, 75] 9
Container-based systems [7, 36, 58, 93] 4
IoT systems [37, 88, 89] 3
Distributed systems [84, 91, 92] 3
High performance systems (55, 82] 2
Large-scale industrial systems (18, 42] 2
Datacenters [14, 87] 2
Clusters [29, 34] 2
Others [1,2, 21, 47, 48, 55, 73, 79, 86, 90, 94] 11

Similarly, these techniques are highly effective in detecting per-
formance problems by identifying systemic degradation, resource
bottlenecks, and faults associated with software aging. As shown in
the Performance row of the table, which is among the most heavily
populated categories, the most common approach involves moni-
toring OS Data (16 studies). Several studies [9, 14, 32, 82, 85] utilize
metrics such as CPU and memory usage to detect performance-
related faults.

5.3 RQ3. Which data mining-based anomaly
detection algorithms and techniques are
applied for fault monitoring?

Anomaly detection techniques can be classified in different ways.
Grohmann et al. [31] classify anomaly detection techniques into
two types: time series forecasting-based detection and normal-state
modeling-based detection. Both models expect system behavior and
identify anomalies by deviations, but differ in implementation. Time
series forecasting uses historical data to predict future behavior,
flagging anomalies when real data significantly diverges. Normal-
state modeling employs explicit models, clustering, and adaptive
thresholds to detect deviations from predefined standard patterns,
without relying on future data prediction, though time series may
aid model creation.

Within the normal-state modeling category, techniques can be
further divided into supervised methods (e.g., K-nearest neighbors,
decision trees) and unsupervised methods (e.g., clustering). For
clarity and analytical purposes, this study organizes fault detection
techniques based on anomaly detection into three categories:

(1) time series forecasting methods
(2) supervised classification approaches
(3) unsupervised normal state modeling techniques

Table 3 summarizes the selected studies according to the type of
approach used for their solution. We observed that supervised clas-
sification techniques using machine learning and techniques
based on normal-state modeling of a system are well repre-
sented, with 37 approaches using supervised classification and 48
based on unsupervised normal-state modeling. However, only nine
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of the selected studies employ time series forecasting as a method
for anomaly detection.

The following discussion further examines each of the previ-
ously introduced categories, highlighting their main approaches
and representative techniques.

5.3.1 Supervised Classifier-based Techniques. Within the studies
that use classifier-based techniques, different machine learning
classifiers were applied. Four algorithm families were frequently
found: deep learning models (13 studies), Support Vector Machines
(SVMs) (12 studies), tree-based models (9 studies), and Bayesian
models (6 studies). Additionally, a significant number of papers
(12 studies) applied other, less common classifier models. Table 4
organizes these studies according to the machine learning classifiers
they used.

Decision tree-based algorithms operate through the recursive
partitioning of data to create a hierarchical model. Four studies
demonstrated their effective application. Catovic et al. [18], for
example, introduced the Linnaeus technology, a log classification
pipeline that integrates the Random Forest algorithm. Tuncer et al.
[82] also used decision trees, Random Forest, and AdaBoost for fault
detection in high-performance systems, highlighting that these
models have advantages such as high explainability and a natural
capacity for multiclass classification.

Bayesian methods were employed in six of the selected studies.
Its main advantage is computational efficiency, which makes it
suitable for processing large volumes of data. Of particular interest
is the study by Shafiq et al. [75], which successfully implemented
a parallelized version of Naive Bayes in a Big Data environment,
allowing not only for fault detection but also their classification into
multiple categories. This efficiency is possible due to the assumption
of independence between attributes, and as mentioned by uk Kim
and Hariri [84], the algorithm demonstrates good performance even
when this premise is not strictly met.

Deep learning models stood out for their great flexibility, be-
ing applied in various architectures to solve the problem of anom-
aly detection. For instance, in the study by Elahi et al. [23], logs
were preprocessed, transformed into two-dimensional attributes,
and treated as images, then classified by a single-layer neural net-
work. In a more complex approach, the study by Le and Zhang [52]
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Table 2: Map of Fault Types to Monitored System Artifacts
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Fault Type Monitored Artifact
General Application OS data Application User Network Unspecified
Logs Data feedback Traffic
General [23, 59] [18,22,35,39, [28,34,42,47, [28,56] [20, 28] [41, 71]
40, 52, 54, 55, 56,67-69, 73]
57, 60, 66, 83,
87, 92, 94]
Network [17] [21, 64, 78] [7] [10, 13,
21, 24—
27, 37, 48, 49,
70, 74, 77, 78,
80, 84, 88, 89]
Information Security [16, 17] [21,58,78,84, [7] [13,21,24,26, [11,90]
93] 27, 37, 48, 49,
70, 74, 77, 78,
88, 89]
Performance [8, 61, 79] [1-3, 5, 6, 9, [33,53] [62] [4, 43, 65]
14, 32, 33, 53,
62, 63, 79, 82,
85, 91]
Tensor shapes [86]
User interface [95]
System components [75]
I/0 [29]

Table 3: Anomaly detection approaches Table 4: Machine learning algorithms
Approach Study Quantity Algorithm Study Quantity
Supervised machine [8, 9, 14, 18, 28, 29, 34, 37 Deep learning models [8, 9, 36, 37, 40, 42, 52, 13
learning-based classifi- 36,37, 40, 42, 47-50, 52— 54, 56, 58, 60, 83, 94]
cation 56, 58, 60, 66, 69, 70, 73, SVMs [18, 28, 29, 37, 47, 55, 69, 12

75,77,79, 82-84, 86, 88, 70, 77, 79, 84, 88]
89, 94, 95] Tree-Based models [18, 36, 37, 48, 58, 70, 73, 9
Unsupervised normal [1,4-7,10, 11,13, 14, 16, 48 82, 89]
state modeling 17, 21-24, 26-28, 32, 35, Bayesian models [18, 34, 70, 75, 84, 89] 6
36, 39-41, 43, 47, 49, 50, Other [14, 18, 36, 47, 49, 50, 53, 12
57, 58, 61-66, 69, 71, 74, 55, 66, 70, 86, 95]
77,78, 80, 85, 87, 90-93]
Time series prediction  [1-4, 25, 33, 38, 59, 67] 9
Other [68] 1
Unspecified [20, 81] 2

used a Transformer-based model to analyze the semantics of logs
without the need for traditional parsing. Many studies, including
[22, 42, 54, 56, 94], applied a recurrent neural network model with
long short-term memory (LSTM) to classify data in an industrial
environment, an architecture especially effective for handling se-
quential data. This variety of applications demonstrates the ability
of neural networks to adapt to different data types and levels of
complexity.

From the selected studies, 12 used Support Vector Machine
(SVM) related approaches which demonstrated effectiveness in
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handling both single-class and multi-class anomaly detection sce-
narios. A notable contribution is the study by Fu et al. [28], which
proposed a hybrid anomaly detection framework that adaptively
combines one-class SVM and binary SVM through a sliding scale
weighting strategy. This approach addresses a common challenge
in cloud computing environments where datasets are initially com-
posed entirely of normal data but gradually incorporate anomalous
records over time. The main advantages of using SVM include its
ability to handle high-dimensional data through kernel functions,
robust performance with unbalanced datasets, and the capacity to
provide both binary and multi-class classification for anomaly type
identification.
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5.3.2  Time Series-based Techniques. Anomaly detection techniques
based on time series forecasting use models that learn the system’s
normal behavior from historical data to then predict its future state.
A fault is identified when the actual observed state significantly
diverges from what was predicted by the model. Although it is a
powerful approach, only nine of the selected studies used it.

For instance, in the study by Liu et al. [59], pre-processed data
is fed into a "collaborative machine," an architecture proposed by
the authors that captures relationships between monitored arti-
facts across both attribute and temporal dimensions. Following this
feature extraction stage, the system employs a recurrent neural
network with long short-term memory (LSTM) to predict future
system behavior. Similarly, Le and Zhang [25] demonstrated the
use of time-series forecasting for anomaly detection by implement-
ing an enhanced version of the Holt-Winters statistical method, a
triple exponential smoothing technique that captures trends in time
series data, to predict normal system behavior, where deviations
from these predictions serve as indicators of potential faults.

5.3.3 Unsupervised Normal State Modeling Techniques. Unsuper-
vised normal state modeling techniques consist of creating a model
that represents the expected behavior of the system under normal
operating conditions. Anomaly detection occurs when the actual
observed state significantly deviates from this established model.
Among the selected studies, 48 have used this approach.

The approaches range from applying clustering algorithms and
neural networks to using concepts from physics. For example, Flana-
gan et al. [27] performed clustering on network traffic data and
treats them as two-dimensional images so that a convolutional
neural network (CNN) can detect changes. In a different manner,
Monni et al. [64] proposed the use of free energy calculation, a
concept originating from physics, through a stochastic neural net-
work known as a Restricted Boltzmann Machine (RBM) to model
the system’s normal state and identify anomalies based on energy
variations.

Other studies adapted or applied established anomaly detection
techniques. Gross et al. [32], for instance, applied the Multivari-
ate State Estimation Technique (MSET) to identify symptoms of
software aging, while Wang et al. [85] proposed a new algorithm
based on Permutation Entropy to analyze the complexity of time
series. Recurrent neural networks were also used for this purpose,
as in [17], which feeds an LSTM with log messages to model the
system’s expected behavior.

5.4 RQ4. Which data preprocessing techniques
are employed to enhance the effectiveness
of data mining-based fault monitoring?

Data preprocessing is a fundamental step for the effectiveness of
anomaly detection approaches, transforming collected artifacts
into formats suitable for analysis. The techniques employed vary
significantly according to the nature of the artifact, with a clear
distinction between the handling of logs and metric data.

For system logs, which are textual and unstructured data, prepro-
cessing is more extensive. The most common technique is parsing,
which consists of separating messages into a fixed template and
dynamic variables, as was done by Uchida et al. [83]. After parsing,
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steps such as tokenization, filtering of irrelevant words, and vec-
torization are applied to convert the text into a numerical format.
However, more recent studies show a trend towards automation
and sophistication in this stage. Le and Zhang [52], for example,
dispensed traditional parsing and uses the BERT model to extract
semantics directly from the raw text. In contrast, Nedelkoski et al.
[66] employed a self-supervised approach for the model to learn
the log structure autonomously.

For other artifacts, such as system metrics and network traffic,
preprocessing focuses on other tasks. Dimensionality reduction
is frequently applied to decrease noise and computational cost,
using techniques like Principal Component Analysis (PCA), as in
the study by Wang et al. [85], or intelligent feature selection, as
in the studies by Yahyaoui et al. [89] and Jones et al. [48]. Data
normalization, seen in the studies by Monni et al. [64] and Tuncer
etal. [82], is another common step in ensuring that different metrics
are on a consistent scale. Additionally, data cleaning and balancing
techniques were identified, such as replacing missing values and
undersampling classes to correct imbalances in the training set as
used in the study by Huch et al. [42].

5.5 RQ5. How are the data mining-based fault
monitoring approaches evaluated?

The evaluation of fault monitoring approaches predominantly re-
lies on two categories of metrics: classification and performance
measures. Classification metrics dominate the landscape, reflecting
the common treatment of fault detection as a binary classification
problem.

Table 5 gives an overview of the most frequently used metrics
in the selected studies.

As shown in Table 5, Precision and Recall emerged as the
most popular metrics, appearing in 47 studies, followed by detailed
classification components (FPR, TPR, FNR, TNR) employed in 39
papers, and F1-Score used in 32 studies. Notably, Accuracy, while
appearing in 17 studies, was less prevalent than the other primary
metrics. This preference for Precision, Recall, and F1-Score over
Accuracy is well-justified in the fault detection domain, where
faults represent rare events and a model could achieve misleadingly
high Accuracy simply by classifying all instances as "normal". The
substantial adoption of granular classification measures (FPR, TPR,
FNR, TNR) in 39 studies indicates a commitment to comprehensive
evaluation beyond aggregate metrics, enabling detailed analysis of
model behavior across different error types.

Recognizing the inherent class imbalance challenge in fault de-
tection, two papers employed the Matthews Correlation Coefficient
(MCC), a metric specifically designed to provide robust evalua-
tion in imbalanced scenarios. This relatively low adoption suggests
an opportunity for broader implementation of imbalance-aware
metrics in future fault detection research.

The evaluation process presented particular challenges for su-
pervised approaches that required labeled data. To address this lim-
itation, the studies adopted several innovative labeling strategies.
These included the injection of synthetic anomalies into controlled
environments (e.g., [8, 82, 84]), retrospective labeling of events pre-
ceding known failures (e.g., [18, 42]), and the use of user feedback to
identify problematic instances (e.g., [95]). These approaches, among
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Table 5: Evaluation metrics used in the selected studies

Metric Studies Quantity

18

Accuracy [5, 6, 14, 21, 25, 29, 37,
64-67,79, 80, 84-87, 89]
[8, 13, 20-22, 24, 25, 28,
29,35-42, 47,52, 54-59,
61, 63-67, 69, 71, 73, 77,
79, 80, 82-86, 91-95]
[8-10, 13, 14, 20, 22, 35—
40, 52, 54-56, 59, 63, 64,
66, 71, 73, 82-86, 88, 91,
92, 94]

[4-7, 13, 16, 17, 20-22,
24, 25, 29, 34, 36, 38—-40,
43, 49, 54, 55, 58, 60, 61,
64, 65,70,73,77, 80, 82—
84, 86-88, 90, 93]

(83, 92] 1

Precision / Recall 47

32

F1-score

FPR, TPR, FNR or TNR 39

MCC

others, employed across the reviewed studies, enabled rigorous eval-
uation while working within the constraints of limited labeled fault
data.

Beyond classification metrics, computational performance evalu-
ation emerged as a critical consideration for assessing the real-world
viability of fault monitoring solutions, focusing on two primary
dimensions: temporal behavior and resource utilization. Temporal
performance analysis encompassed various time-related metrics,
with studies adopting different perspectives based on their spe-
cific requirements. Yahyaoui et al. [89] focused on throughput for
Big Data processing efficiency, while studies [34, 59, 70, 82, 93]
conducted comprehensive temporal analysis measuring execution
time across both training and prediction phases. Detection latency
represented another crucial temporal dimension, where Tuncer
et al. [82] calculated the time between fault injection and effec-
tive identification, with studies [14, 21, 78] similarly measuring
time-to-identification metrics. Complementing these assessments,
resource utilization evaluation addressed system overhead con-
cerns, as studies such as [21, 23, 64, 67] measured the impact of
their fault monitoring approaches on CPU or memory consump-
tion to ensure the monitoring solution did not impose excessive
computational burden on the target system.

5.6 RQ6. What are the primary challenges and
limitations encountered when
implementing data mining-based anomaly
detection techniques for fault monitoring?

The challenges in implementing fault monitoring permeate different

stages of the process, from data collection to model evaluation.

This section analyzes four identified challenges and the proposed
strategies to overcome them.

Data Collection and Labeling. In the data collection stage, two
main approaches are identified: the use of existing datasets in repos-
itories, as in the study by Monni et al. [23] and Elahi et al. [23], or
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the direct monitoring of the target system. The second approach is
generally preferable, as the effectiveness of detection techniques
when applied to systems different from those used in training may
lack adequate validation. A significant challenge is that most of
the approaches identified in the studies are supervised, requiring
labeled data for training. To circumvent the high cost of manual
labeling, different strategies have been proposed: uk Kim and Hariri
[84] used synthetic anomaly injection, while Catovic et al. [18] de-
fined records that precede failures as anomalous. Although these
alternatives reduce costs, they may be less efficient than precise
manual labeling.

Data Preprocessing. The preprocessing of collected data presents
specific challenges depending on the chosen detection model. While
decision tree-based algorithms are relatively robust to different at-
tribute scales, others, like SVMs, may require normalization to
ensure adequate performance. Liu et al. [59] emphasized this chal-
lenge, noting that input data types can exhibit substantial variation
and require normalization to establish a unified scale range for
effective model training. Furthermore, dimensionality reduction
techniques, such as PCA and feature selection, may be necessary to
improve efficiency and reduce noise in the data. The practical im-
portance of such techniques is exemplified by Yahyaoui et al. [89],
who evaluated their proposed solution using a dataset containing
over 100 features. Their work underscored the need for feature se-
lection to identify the most relevant attributes and improve overall
detection performance.

The predominance of logs as a data source requires specific
preprocessing techniques to convert unstructured text into formats
suitable for analysis. This includes tokenization for segmenting
words or symbols, parsing for extracting relevant patterns, and
filtering irrelevant information. Depending on the model, it may
also be necessary to apply vectorization techniques, such as TF-IDF,
to represent logs efficiently. Handling incomplete records, removing
duplicates, and grouping similar events are additional steps that
can significantly impact the quality of the results obtained in fault
detection.

Processing Large Volumes of Data. Performance in systems that
generate large volumes of data represents another significant chal-
lenge, as demonstrated in [23, 75] with Big Data systems. The high
flow of information requires efficient solutions for storage, process-
ing, and analysis.

Strategies to deal with this challenge include preprocessing tech-
niques, such as dividing data into blocks or clusters for efficient
processing distribution, as well as dimensionality reduction through
algorithms like PCA and feature selection techniques. Furthermore,
the use of parallelizable algorithms is fundamental to improve scal-
ability and response time. Models based on KNN and Naive Bayes
can be optimized for distributed execution.

Detection Model Selection. In selecting the detection model, it
is crucial to consider multiple requirements beyond classification
performance, such as interpretability, scalability, computational
cost, and control of false positives and negatives. Neural network-
based models, although powerful and versatile, generally offer lower
interpretability than tree-based models. Deep neural networks can
identify complex patterns and make highly accurate predictions, but
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their internal workings are often considered a "black box," making
it difficult to explain the results. This can be a problem in domains
where transparency is essential, such as cybersecurity. In contrast,
decision tree-based models offer greater interpretability, allowing
one to visualize the logic behind the decisions and identify which
attributes most influence the results.

Furthermore, it is crucial to balance the model’s sensitivity and
specificity to reduce false positives and false negatives, considering
the severity of the type of fault to be detected. In this context, data
balancing techniques and the optimization of specific metrics, such
as precision, recall, or F1-score, are frequently used to enhance the
model’s performance according to the system’s requirements.

6 DISCUSSION AND THREATS TO VALIDITY

This systematic mapping has highlighted the significant advan-
tages that real-time monitoring techniques present in comparison
to traditional testing methods. The analysis of the selected studies
allowed for the identification of the necessary steps for implement-
ing anomaly detection techniques and the inherent challenges of
this process.

This work complements previous contributions, such as [31, 72],
by providing an updated overview of the area, considering that
many of the analyzed works are recent. Furthermore, this research
addresses essential issues for the practical implementation of data
mining-based fault monitoring solutions, including the analysis of
systems that benefit from this strategy, the types of faults that can
be monitored, and the fundamental preprocessing techniques for
the effectiveness of these solutions.

Among the main findings, which directly answer the proposed
research questions, the following stand out:

(1) the identification of large-scale and high-complexity systems,
such as Big Data, cloud, and IoT, as those that benefit most
from these approaches;

(2) the categorization of fault types, such as performance and
Information Security problems;

(3) the identification of monitored artifacts, such as logs and
network traffic;

(4) the description of data mining-based anomaly detection tech-
niques and algorithms, such as decision trees and neural
networks;

(5) the analysis of the most used preprocessing techniques, such
as tokenization and normalization;

(6) the identification of evaluation metrics for anomaly detection
models, such as precision and execution time; and

(7) an understanding of the challenges in implementing data
mining-based fault monitoring systems.

6.1 Threats to Validity

This systematic mapping has some limitations. Regarding threats
to internal validity, one key limitation is the selection of a single
database. However, this threat was mitigated by applying backward
snowballing, which enabled the identification of an additional 60
relevant studies, increasing the total to 84 studies. Nonetheless, the
scope could be further enhanced by applying forward snowballing
to analyze citing papers and expanding the search to include other
academic databases.
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Another threat to external validity is the terminology. We ob-
served a variability of definitions and terminologies in the literature.
As highlighted by Grohmann et al. [31], conducting an exhaustive
review using search strings, as proposed by Kitchenham and Char-
ters [51], proved to be challenging due to the expressive volume of
results and the diversity of definitions used.

An example of this terminological complexity is the concept of
fault, which, according to IEEE Std 1044:2009 [44], refers to the man-
ifestation of an error during the execution of the software. However,
many studies interpret fault detection more broadly, applying it
outside of runtime contexts, for instance, in static code analysis. To
mitigate this problem, we made adjustments and included other
terms, such as "runtime" and "real-time", even though [44] defines
a fault as inherently occurring at runtime. This adaptation was
necessary because the absence of these terms resulted in searches
that returned many studies related to fault prevention or prediction.

7 CONCLUSION AND FUTURE WORK

This systematic mapping provided a comprehensive overview of the
field of data mining-based fault monitoring, following the rigorous
guidelines proposed by Kitchenham and Charters [51]. The pro-
cess began with a planning phase, where we defined our research
questions, inclusion/exclusion criteria, and a precise search string.
In the conduction phase, this search was executed on the Scopus
database, initially yielding 90 studies. After a multi-stage screening
of titles, abstracts, and full texts, 24 of these met our criteria. We
then applied backward snowballing to this set, which identified
an additional 60 relevant works, resulting in a final selection of 84
primary studies for analysis. In the final synthesis phase, data was
extracted from these studies to systematically answer our research
questions and map the current state of the field.

Thus, systems that benefit from data mining-based fault moni-
toring techniques were identified, especially large-scale and high-
complexity systems such as Big Data, distributed computing, cloud,
and IoT. These systems exhibit dynamic interactions between het-
erogeneous components, which makes traditional testing methods
less effective. The types of detectable faults include performance is-
sues, information security problems, and network traffic anomalies,
using artifacts such as logs, resource usage, and network traffic.

The analysis classified anomaly detection techniques into three
main categories: supervised classification, unsupervised modeling
of normal states, and time series forecasting. In supervised learning,
algorithms based on decision trees, SVMs, and Bayesian methods
stand out. Yet, neural networks, including LSTMs, emerged as a
prevailing technology, demonstrating their dominance across both
supervised and unsupervised methods.

Regarding evaluation metrics, the most common were classifi-
cation metrics, such as precision, recall, and F1-score. However, it
would be interesting for more studies to incorporate operational
performance metrics, such as throughput, CPU usage, and mem-
ory consumption, to evaluate the computational efficiency of the
proposed techniques.

Among the main challenges identified are the difficulty in label-
ing data for training supervised models, the complexity in inter-
preting the models, and the need for computational efficiency in
real-time monitoring.
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Therefore, the main contribution of this systematic mapping
lies in the comprehensive detailing of how data mining-based fault
monitoring systems are implemented in practice. The study struc-
turally categorized the different aspects of these implementations,
identifying patterns among the types of systems monitored, the
categories of faults detected, the artifacts used as data sources, the
mining algorithms employed, and the related challenges. This sys-
tematic categorization provides a solid foundation for researchers
and practitioners to understand the current state of the art, as well
as providing practical guidelines for the implementation of new
fault monitoring systems in different application domains.

This work contributes to an updated understanding of the field
of data mining-based fault monitoring, providing a basis for fu-
ture research and the development of more effective and robust
solutions. By identifying approaches, challenges, and opportunities,
this mapping directs future efforts to enhance the reliability and
maintenance of increasingly complex software systems.

For future work, we will explore the feasibility of transfer learn-
ing to simplify data collection and model training. Moreover, es-
tablishing standardized benchmarks for comparative evaluation of
fault monitoring techniques across different application scenarios
would significantly enhance research and development in this do-
main, although the heterogeneity of the target systems presents sub-
stantial challenges. Furthermore, more comprehensive mappings,
with multiple databases and Forward snowballing could provide a
more complete view of the area.
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