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ABSTRACT
Older adults are increasingly exposed to digital services for
communication, access to information, online payments, and
social participation. However, this growing dependence on
web technologies may also increase their vulnerability to in-
trusive advertising, misleading interfaces, fraudulent forms,
phishing attempts, and social engineering attacks. This pa-
per presents NAVEGO, a web extension designed to support
safer browsing experiences for older adults by combining
ad and pop-up blocking, detection of potentially malicious
forms, accessible interface resources, and preventive guidance.
The development process was grounded in Human-Computer
Interaction principles. It included benchmarking of existing
ad-blocking tools, persona-based design, low- and medium-
fidelity prototyping, analytical usability inspection, heuristic
evaluation, automated accessibility assessment, and a for-
mative accessibility evaluation conducted by three of the
authors acting as expert evaluators in persona-based scenar-
ios. No older adults took part in the evaluations reported
here; the findings therefore characterize barriers anticipated
by evaluators, and not the effectiveness of the extension for
its target population. The evaluations revealed usability and
accessibility issues, including limited visibility of controls,
ambiguous terminology, screen reader announcements based
on internal variable names, insufficient feedback for criti-
cal actions, and unclear communication of protection states.
These findings yield concrete design recommendations for
accessible and usable security tools aimed at older adults,
and define the corrections required before an evaluation with
older participants can be undertaken.
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1 INTRODUCTION
Population aging is taking place in a context of increasing
digital mediation of everyday activities. For older adults, con-
nected technologies expand opportunities for communication,
information, payments, and social participation; however,
they may also intensify vulnerabilities when there is low fa-
miliarity with interfaces, insecurity in the use of devices, or
difficulty in recognizing risk situations [2, 6, 8, 15]. Among
the most relevant risks are misleading advertisements, misin-
formation, communicational manipulation, improper requests
for data, and digital scams, which may cause financial, social,
and emotional harm. The cybersecurity literature emphasizes
that prevention does not depend solely on technical mecha-
nisms, but also on digital education, critical capacity, and
safe browsing practices [26, 28].

Digital literacy is not merely the operational ability to
use devices and applications; it also involves locating, under-
standing, and critically assessing information in the context
of autonomous and safe use [8, 15, 20]. Levels of digital lit-
eracy among older adults are consequently heterogeneous,
influenced by education, previous experience with technology,
and opportunities for digital inclusion [28]. These differences
directly affect the identification of risks, the interpretation
of suspicious messages, and decision-making during browsing
[17].

Suspicion of fraud is typically constructed from combined
signs such as urgency, requests for secrecy, requests for pass-
words or banking data, promises of advantage, suspicious
links, and unverified pages. These elements are characteristic
of social engineering, exploiting trust, curiosity, distraction,
or lack of knowledge to induce harmful actions [17, 26]. In-
trusive advertising and pop-ups that interrupt browsing or
redirect users to external pages compound the problem, in-
creasing exposure to behavioral tracking and to malicious
practices [26].

Given this scenario, digital protection strategies aimed at
the population aged 60 and over should consider not only
technological blocking mechanisms, but also resources that
promote the understanding of risks and support the develop-
ment of digital competencies. This article presents NAVEGO,
a web application designed to support safe browsing for older
adults, focusing on reducing risks associated with digital
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fraud, improper collection of sensitive data, and potentially
malicious interactions.

1.1 Contributions
The central contribution of this work is the design and for-
mative evaluation of an accessible security tool for older
adults: a set of design requirements and redesign recommen-
dations that emerge from applying accessibility criteria and
usable security criteria jointly, rather than separately, to a
browser extension. Three elements support this contribution:
(i) NAVEGO itself, a browser extension that combines intru-
sive content blocking, suspicious form detection, accessibility
resources, and preventive guidance; (ii) the requirements
elicitation process, grounded in benchmarking, persona con-
struction, and analytical and heuristic inspection; and (iii) a
functional prototype combining declarative network request
rules with DOM-based heuristics, which made the accessibil-
ity barriers concrete enough to be inspected with a screen
reader. We claim no evidence of technical effectiveness against
digital scams, nor of usability for older adults; both require
the studies outlined in Section 7.1.

2 RELATED WORK
The protection of web browsing has been addressed through
ad blockers, cybersecurity tools, and strategies adopted by
digital platforms. Ad blockers monitor browser requests and
restrict advertising content through blocklists, which can
reduce intrusive ads, loading time, data consumption, behav-
ioral tracking, and malicious advertising [1, 21].

Such solutions are nevertheless designed for broad Internet
audiences rather than for older adults. They focus on the
technical filtering of advertising, trackers, and intrusive con-
tent, but tend not to guide users regarding communicational
risks, data requests, suspicious forms, or the consequences of
their actions [11, 26]; and their technical terms, small text,
and complex settings may hinder use by people with lower
digital literacy, low technological confidence, or sensory and
motor limitations [9, 12].

Studies on programmatic advertising show that profile-
based personalization increases concerns about privacy, and
that variables such as age influence perceptions of online
advertising and of ad blockers [25]. A further line of work
analyzes the economic impact of ad blockers on advertisers,
publishers, and platforms, focusing on the advertising ecosys-
tem rather than on the direct protection of vulnerable groups
[1, 7].

Traditional cybersecurity tools, such as antivirus software,
firewalls, multifactor authentication, encryption, backups,
and system updates, preserve the confidentiality, integrity,
availability, and authenticity of information. However, digital
scams also involve social and behavioral dimensions, such
as social engineering, phishing, smishing, spoofing, and fake
profiles, requiring understandable guidance, contextual pre-
vention, and support for decision-making [26].

In this space, NAVEGO is positioned as a complementary
proposal: it is not limited to blocking ads, nor does it operate

merely as a generic security tool. Its contribution lies in
combining protection, accessibility, preventive guidance, and
risk mediation for older adults, bringing the solution closer to
the principles of Human-Computer Interaction by considering
autonomy, trust, communicational clarity, and the reduction
of cognitive load during browsing.

3 NAVEGO DESIGN PROCESS
The conception of NAVEGO originated from an ideation
stage carried out within the scope of the Human-Computer
Interaction (HCI) course, offered in the graduate program
of the Institute of Mathematics and Computer Sciences of
the University of São Paulo (ICMC–USP). After analyzing
different proposals for web and mobile applications, the devel-
opment of a web tool was defined, aimed at supporting safe
browsing for older adults and reducing risks related to the
theft of sensitive data, online financial scams, and unwanted
transactions.

Development took place gradually throughout the course,
articulating concepts of interface conception, design, and
evaluation with practical activities. This dynamic made it
possible to transform design decisions into progressive arti-
facts, guided by the profile of the target audience and by
the evidence collected during the stages of benchmarking,
persona construction, prototyping, and evaluation.

The process was organized into seven sequential stages,
each producing an artifact that fed the next: (S1) benchmark-
ing of three existing tools, producing an initial requirements
list; (S2) construction of two personas from secondary demo-
graphic data, which prioritized those requirements; (S3) low-
and medium-fidelity prototyping; (S4) analytical inspection
of the medium-fidelity screens against website design patterns
and design guidelines; (S5) heuristic evaluation of the same
screens; (S6) implementation of a functional extension for the
Firefox browser; and (S7) accessibility evaluation of the imple-
mented extension, combining screen reader inspection under
persona-based scenarios with automated and semi-automated
checking. Stages S1–S5 concern design and are reported in
this section; stages S6 and S7 are reported in Sections 4
and 5, respectively. All inspections and task executions were
carried out by three of the authors of this paper, who were
students enrolled in the course. No older adult participated
at any stage, a limitation whose consequences are discussed
in Section 5.7.

3.1 Benchmarking
After the ideation stage, benchmarking was carried out as a
qualitative technique for the comparative analysis of existing
solutions for the protection of web browsing, following the no-
tion originally defined by Camp (1995) as the search for best
practices capable of leading organizations to superior perfor-
mance. Three tools were analyzed — AdGuard AdBlocker,
Ghostery: Privacy Ad Blocker, and AdBlock Plus — against
criteria of target audience, platforms, features, visual organi-
zation, aesthetic characteristics, accessibility resources, and
usage limitations. All three offer ad blocking, tracker blocking,
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customized lists, and protection control, but present limita-
tions for older users: technical language, complex settings,
reduced interactive elements, and the absence of accessible
guidance on risks.

Based on this comparison, initial requirements for NAVEGO
were defined: an interface centered on older adults, simple lan-
guage, alerts about potentially malicious forms, blocking of
ads and pop-ups, visual security indicators, enlarged clickable
areas, high contrast, font enlargement, responsiveness, alter-
native texts, and clear feedback. These requirements guided
the subsequent stages of interface conception, personas, and
functionalities.

3.2 Personas
Based on the requirements identified, two personas were
developed to represent potential user profiles. According to
Pruitt and Adlin [19], personas are fictional, specific, and
concrete representations of target users, useful for making
explicit their characteristics, needs, limitations, and goals
during the development of interactive products.

The characterization of the personas used secondary data
from the ICT Households survey by Cetic.br [5], scientific
studies, population data from IBGE [13], and information
from SEADE [10]. The profiles are fictional and have an
exclusively academic and illustrative purpose; the associated
images were generated with the support of generative artificial
intelligence to avoid the use of real people and to produce
representations consistent with the defined attributes. Table 1
presents a comparative synthesis of the two personas, relating
profile, relevant conditions, and direct implications for the
design of the solution.

Two decisions guided the definition of these profiles. First,
the personas were built to contrast rather than to average:
among the dimensions described in the secondary sources,
two that the benchmarking stage had shown to be decisive
for the use of protection tools — level of digital proficiency
and type of device predominantly used — were instantiated
at opposite ends of the observed distribution, so that require-
ments derived from one profile would not silently absorb
those of the other. Second, the sensory and motor conditions
attributed to each persona were restricted to conditions with
high prevalence in the 60 and over age range, rather than
selected for illustrative effect. It must be stressed, however,
that two personas cannot represent the heterogeneity of the
older population, which varies widely in education, digital
literacy, and functional conditions. Profiles that are equally
plausible and were not covered — older adults with cognitive
decline, without family support, or without previous expe-
rience with the Internet — constitute a known gap in the
requirements elicited here.

3.3 Interface design focused on usability
With the benchmarking and personas defined, interface pro-
totyping began based on user-centered design, usability, and
the active participation of potential users. Students from

the HCI course participated in a simulated exercise of em-
bodying the personas, discussing the needs, limitations, and
expectations of the target audience.

Initially, low-fidelity prototypes were developed, under-
stood as quick and partial models of the final product, useful
for exploring alternatives for interface organization and in-
teraction flows before computational implementation [22].
In NAVEGO, this stage made it possible to discuss the ar-
rangement of elements, clarity of alerts, size of components,
organization of information, and suitability of the language
for the older audience. Figure 1 summarizes the first interfaces
conceived.

Figure 1 shows, respectively, the initial interface of the
extension, the settings page, and the signaling of a potentially
malicious form aimed at capturing sensitive data. Medium-
fidelity prototypes were then produced, with greater visual
and interactional proximity to the final product; according to
Dantas et al. (2012), this type of prototyping balances speed
of construction with sufficient realism to anticipate evalua-
tions, reduce redesigns, and support adjustments before final
coding. Figure 2 presents, respectively, the activation panel,
the security warning displayed in response to a suspicious
form, and the settings area.

3.4 Analytical usability evaluation of
NAVEGO

The analytical evaluation examined the communicational,
structural, and interactional quality of the medium-fidelity
screens, considering NAVEGO’s purpose of supporting safe
browsing for older adults. The qualitative inspection focused
on the Activation, Security Warning, and Settings screens,
adopting website design patterns from Montero et al. [16]
and selected guidelines from Nielsen [18].

Four patterns were employed: Indication, guiding the anal-
ysis of clarity regarding location, available actions, and con-
sequences; Similarity, addressing visual and functional con-
tinuity across screens; Ready, addressing ease of initial use
without technical knowledge; and Polite, addressing the ade-
quacy of the language for older adults. The analysis indicated
visual consistency, informative cards, icons with a commu-
nicational function, and objective messages, but pointed to
the need to refine terms such as “Aggressive mode” and
“Custom list”. Nielsen’s guidelines, applied to task prioritiza-
tion, home page clarity, user-centered language, and layout
adaptation, showed that critical actions appear prominently
and that labels emphasize protection, security, and privacy,
while indicating the need to reduce redundancies, clarify the
consequences of advanced modes, and validate responsive-
ness, zoom, keyboard navigation, visible focus, and screen
reader compatibility. The analytical evaluation thus suggests
adherence to usability principles, but reinforces the need for
complementary accessibility validation before consolidating
the application.
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Table 1: Summary of NAVEGO personas.

Aspect Person 01: Josefa Person 02: Valmir

Profile Woman, 70 years old, low education level, low digital
proficiency, and predominantly uses a cell phone.

Man, 64 years old, medium to high education level,
average digital proficiency, and uses a cell phone and
laptop.

Relevant conditions Reduced visual acuity, fear of making mistakes, cau-
tion, and technological support from children.

Hearing and motor impairment, use of online shop-
ping and banking, impulsivity, and a history of fraud.

Implications for design The need for simple language, contrast, enlarged font,
and step-by-step guidance.

The need for error prevention, clear alerts, confirma-
tion of critical actions, and decision support.

Figure 1: NAVEGO’s low-fidelity interfaces.

Figure 2: NAVEGO’s medium-fidelity interfaces.

3.5 Heuristic evaluation
The medium-fidelity screens were also subjected to a heuristic
evaluation, conducted by three of the authors as evaluators,
with the objective of identifying perceived problems in the
main screens. Heuristic evaluation is an inspection method in
which evaluators examine the interface based on recognized
usability principles. Its application is recommended through-
out the design cycle and with more than one evaluator, since
different evaluators tend to identify different problems [23].

Heuristics such as visibility of system status, match be-
tween the system and the real world, user control and free-
dom, consistency and standards, error prevention, recognition
rather than recall, aesthetic and minimalist design, help users
recognize and recover from errors, and help and documenta-
tion were considered. The evaluators recorded the problem,
location, violated heuristic, severity, and proposed improve-
ment.

The main findings involved ambiguity in the indicators of
blocked ads and detected threats, the need to replace technical

341



NAVEGO: Design and Formative Evaluation of an Accessible Web Extension to Support Safe Browsing for Older Adults WebMedia’2026, Lavras/MG, Brazil

terms with language closer to that of older users, lack of initial
guidance on the consequences of actions, ambiguity of the
“Leave this page” button, use of red in the safe action button,
and difficulty understanding toggle-type controls.

The most severe criticism was the possibility of disabling
protection against online scams without additional confir-
mation, which could increase the user’s vulnerability. The
recommendations focus on making indicators more specific,
revising terminology, including an initial guide, making config-
uration states explicit, and requiring confirmation for critical
actions.

3.6 Planned usability evaluation with older
adults

A usability evaluation with older adults was designed during
the course but has not yet been conducted. It is described
here because it delimits what the present work does not
demonstrate, and because its protocol was shaped by the
problems reported in the following sections. Its purpose is to
verify whether older adults, with little or no familiarity with
computers, understand the NAVEGO interface, locate the
appearance settings area, and adjust accessibility features
such as dark mode, high contrast, bold text, font size, and
notifications.

This stage cannot be replaced by the analytical, heuristic,
and inspection methods reported in this paper, since the
direct observation of the target audience makes it possible to
identify hesitations, misinterpretations, spontaneous doubts,
and trial-and-error strategies. Jeffries and Desurvire [14]
argue that inspection methods are useful, especially when
conducted by experts, but they do not replace testing with
the target audience.

The planned protocol comprises individual sessions in a
controlled environment, lasting approximately 25 minutes,
using a desktop computer, presentation of the Free and In-
formed Consent Form, observation of the interaction, the
Thinking Aloud technique, spreadsheet recording, and appli-
cation of the System Usability Scale (SUS), with total task
time, success rate, error rate, time without interaction, and
favorable or unfavorable comments as metrics. Quantitative
data are to be analyzed using descriptive statistics, and qual-
itative data by identifying patterns of problems. No SUS
score and no task metric are reported in this paper, since
no session has been carried out. As stated in Section 6, this
study will be submitted to a Research Ethics Committee
before any data collection.

4 THE NAVEGO APPLICATION
The functional version is an extension for Firefox browsers,
whose focus was maintained on blocking intrusive content
and protecting against deceptive elements, such as suspi-
cious payment forms, without exposing the user to complex
settings.

Architecturally, the extension combines declarative net-
work request rules (declarative net request) in manifest.json

and rules.json with DOM heuristics in content.js. The back-
ground.js file manages the global state and toggles the ruleset
according to storage.local, while the pop-up and options page
display states, preferences, and local counters.

The content.js file uses keywords, regular expressions, and
specific selectors to identify ads and sensitive forms. Ads are
hidden via CSS with priority and markers in the dataset to
avoid double processing, while payment forms are disabled
and receive an explanatory overlay. A MutationObserver
ensures that mitigation also works on dynamically loaded
content, such as SPAs.

These choices represent trade-offs between performance,
privacy, and simplicity. DNR blocks resources at the network
level, reducing overhead and avoiding dependence on external
telemetry, while DOM heuristics allow immediate offline
detection; a lightweight background script and local storage
prioritize efficiency and privacy. Reliance on static rules and
heuristics, however, may limit coverage and generate false
positives.

5 RESULTS OF THE EXPERT-BASED
ACCESSIBILITY EVALUATION

The accessibility evaluation of NAVEGO investigated whether
the implemented interface provides adequate conditions for
access, navigation, comprehension, and operation in scenarios
associated with older adults and their functional needs. It
was an expert-based, formative evaluation: the tasks were
executed and observed by three of the authors, in a controlled
setting, without the participation of the target population.
It therefore complements the analytical and heuristic inspec-
tions reported above, but it does not stand in for the obser-
vation of real users. As discussed by Jeffries and Desurvire
[14], inspection methods are useful for anticipating usability
problems, but they do not replace observations of partici-
pants representing the target audience. Similarly, Rocha and
Baranauskas [23] argue that evaluation should accompany the
interface development cycle and provide evidence for succes-
sive design refinements. The findings reported below should
accordingly be read as barriers anticipated by evaluators, and
not as effects measured on older adults.

5.1 Evaluation Protocol
The evaluation was conducted as a formative inspection by
three graduate students enrolled in the HCI course, who
are also authors of this paper. The three alternated roles
across the sessions: in each session, one executed the pre-
defined tasks while the other two observed and recorded
findings. The person executing the tasks worked under a
persona-based scenario derived from the design process and,
where the scenario required it, under simulated interaction
conditions, using the VoiceOver screen reader in the screen
reader scenarios. There were no external participants and no
participants from the target population. The goal was neither
to produce statistically generalizable results nor to estimate
how older adults would perform, but to surface accessibility
barriers that would obstruct such a study if left uncorrected.
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Each session lasted approximately 25 minutes and was
guided by predefined activities involving the operation of
the NAVEGO extension. During the sessions, the observers
recorded task execution, interaction difficulties, hesitations,
requests for help, comments, and suggestions. The evalua-
tion focused especially on the comprehension of interface
elements, visibility of controls, accessibility of configuration
options, clarity of protection states, and communication of
consequences in critical actions.

The collected observations were consolidated by the eval-
uators and organized according to problem severity. The
evaluation also incorporated accessibility checks with screen
reader interaction and automated and semi-automated in-
spection tools, allowing the analysis to combine evaluator
judgment with technical accessibility evidence.

5.2 Persona-Based Tasks
The activities were structured around the two personas used
throughout the design process. The first persona, Josefa,
represents an older adult with reduced visual acuity, low
digital proficiency, predominant smartphone use, and fear of
making mistakes when interacting with digital technologies.
For this profile, two activities were proposed.

In the first activity, Josefa, out of fear of scams and fraud,
decides to block all forms encountered while browsing: the
task involved opening the extension, accessing the settings
page, adjusting accessibility resources such as dark mode,
high contrast, and font size, enabling strict mode in the
“Form Blocking” section, saving, and refreshing the browser.
The second activity required enabling additional protection
filters in the general settings tab.

The second persona, Valmir, represents an older adult
with reduced auditory and upper motor functions, intermedi-
ate digital proficiency, use of online shopping and banking
services, and previous exposure to digital scams. Two activ-
ities were also proposed for this profile. The first required
disabling protection against malicious forms, simulating a
risky decision on a critical protection feature; the second
required disabling NAVEGO completely, confirming the deci-
sion, refreshing the page, and reactivating protection after
a simulated change of mind. These tasks examined not only
navigation through the interface, but the clarity of protection
states, the communication of consequences, and the need for
confirmation in potentially risky actions.

5.3 Consolidated Accessibility Findings
The consolidated evaluation identified problems with different
levels of severity. Table 2 summarizes the number of findings
by severity level. Overall, the results show that NAVEGO
already provides relevant accessibility resources, but still
presents barriers that may compromise safe and autonomous
use by older adults, especially when using screen readers or
when performing critical configuration actions.

The most critical findings concerned screen reader acces-
sibility. First, the confirmation modal displayed when dis-
abling protection appeared visually but was not announced

Table 2: Number of problems identified by severity
level.

Severity 0 1 2 3 4 N/A

Number of findings 2 1 5 7 2 1

by VoiceOver, so a blind user may not perceive that a dia-
log requiring action has opened; this indicates the need for
appropriate dialog semantics, such as role="dialog", focus
management, and live region mechanisms. Second, feedback
messages exhibited a systematic defect: when controls were
activated, the extension announced internal technical names,
such as fontSize, darkMode, and blockForms, instead of user-
facing labels. The defect affects both the pop-up and the
options page, and it is especially serious in a security tool,
where the user must be able to tell whether a protection
resource is enabled or disabled.

Several high-severity issues were also identified. The ex-
tension pop-up opened without an automatic announcement
by VoiceOver and without moving focus to a meaningful
element. The settings button, represented by a gear icon,
was announced only as “button”, without an accessible name
describing its function. In addition, counters for blocked
advertisements were not reachable through keyboard naviga-
tion and were not read by the screen reader. Controls in the
“Form Blocking” section were also announced without suffi-
cient functional description, and changes in toggle controls
did not clearly communicate the new state to the user.

These findings indicate that the main accessibility barriers
are not limited to visual design, but also involve semantic
structure, accessible naming, focus order, and state commu-
nication. For older adults with visual impairments or low
digital literacy, unclear feedback may increase uncertainty, re-
duce trust, and lead to incorrect decisions in security-related
interactions.

5.4 Positive Aspects
The evaluation also revealed positive aspects. The main pop-
up button had an accessible name and was announced as
“Change protection”, and the extension provides native acces-
sibility options — font size adjustment, dark mode, and high
contrast — relevant for users with reduced visual acuity. The
options page was mostly readable by VoiceOver, and the in-
terface was considered simple and composed of few elements,
which reduces visual complexity and cognitive load. A further
positive design decision was the presence of a confirmation
step before protection is disabled: although the modal itself
requires accessibility corrections, the existence of the step
contributes to error prevention in a critical security action.

5.5 Automated Accessibility Inspection
An automated accessibility evaluation of the extension’s set-
tings page was carried out with the WAVE extension, which
supports the identification of nonconformities and possible
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WCAG violations while still depending on human interpre-
tation of the findings [24, 27]; it does not replace manual
inspection, keyboard navigation, testing with screen readers,
or evaluation with real users.

The analysis of the options.html file identified a miss-
ing or insufficiently informative title, a contrast error in the
active item of the side menu, the absence of semantic re-
gions, and the absence of a first-level heading. As positive
points, the language was defined as pt-BR, alternative texts
were observed in images, level-2 headings were present, and
ARIA was used in a dynamic message area. The convergence
between these findings and the evaluators’ observations is
notable: the barriers most frequently reported during the
sessions — controls without an accessible name and states
that are not communicated programmatically — correspond
to nonconformities that an automated tool also flags, which
suggests that a substantial part of the reported problems
could have been detected and corrected before the sessions
took place.

5.6 Semi-Automated Accessibility
Inspection

The evaluators’ observations were complemented by semi-
automated inspections. The Firefox Accessibility Inspector
was used to examine the options.html page and identified
accessibility issues related to elements with generic roles
and null accessible names, as well as contrast and keyboard-
related warnings. These findings reinforce the need to improve
semantic markup, keyboard navigation, and accessible nam-
ing across the interface.

The W3C HTML Validator also identified structural prob-
lems in the options.html file. The first issue was the absence
of a required title element in the head, which violates the
expectation that pages provide an informative title and may
impair identification by users navigating with assistive tech-
nologies. The second issue was the absence of a first-level
heading, since the page starts with lower-level headings. This
affects the document hierarchy and may compromise naviga-
tion by screen reader users.

Together, these semi-automated inspections confirm that
some accessibility barriers are associated with the under-
lying HTML structure of the extension, rather than only
with visual layout decisions. Therefore, improving NAVEGO
requires both interface redesign and code-level accessibility
corrections.

5.7 Threats to Validity
The design of this evaluation restricts what may be concluded
from it, and three of these restrictions are substantive.

The first is expert bias. The people who executed and
observed the tasks are the same people who designed the
interface. They knew where each control was, what each label
was meant to convey, and which state each toggle should reach.
Barriers that depend precisely on not knowing the interface

— searching for a function in the wrong place, forming an
incorrect mental model of what “blocking” does, abandoning

a task out of uncertainty, or interpreting a security warning
as an accusation — are systematically invisible to this design.
The problems reported above should therefore be read as a
lower bound: they are the barriers that persisted even for
evaluators who already knew the answers.

The second is the limit of simulation. Simulating reduced
visual acuity or restricted motor function reproduces a con-
straint on the channel of interaction, but not the conditions
that accompany it in the target population: fatigue, fear of
an irreversible mistake, unfamiliarity with the vocabulary of
digital security, the absence of a repertoire for error recovery,
and the differences in digital literacy that the personas were
constructed to represent. A younger evaluator using a screen
reader is learning an assistive technology under observation;
an older adult who depends on one is not. In particular,
nothing in this evaluation speaks to whether the preventive
guidance offered by NAVEGO is understood, trusted, and
acted upon by the people it addresses — which is the very
mechanism through which the tool is supposed to protect
them.

The third concerns the severity ratings summarized in
Table 2. Severity was assigned by the designers of the interface,
without independent raters and without a measure of inter-
rater agreement. The counts should be read as an ordering
of priorities for redesign, not as a measurement.

These limits are the reason the present work is framed as a
formative design study. The corrections listed in Section 5.8
are preconditions for an evaluation with older adults, not
substitutes for it.

5.8 Design Implications
The evaluation provided concrete recommendations for re-
designing NAVEGO. The first set of improvements concerns
screen reader accessibility. All interactive controls should
receive clear, accessible names that describe their function,
avoiding the announcement of internal variable names. Tog-
gle controls should communicate their current state through
appropriate attributes, such as aria-pressed or equivalent
mechanisms. Confirmation dialogs should use proper dialog
semantics, move focus to the modal when opened, and return
focus to the triggering element when closed.

The second set concerns keyboard navigation and focus
order: counters and status information should be reachable
or announced meaningfully, the focus sequence should follow
the visual and logical structure of the interface, and the pop-
up should provide an initial focus target or announcement
when opened. The third set concerns visual accessibility and
cognitive simplification: buttons should be placed closer to
the explanatory texts they relate to, the size and visibility of
interactive elements should be increased, icons such as the
settings gear should be made evident and properly labeled,
and the warning modal should be simplified, with sufficient
contrast and a clear indication of the consequences of critical
actions. Finally, the structure of the options page should
be corrected by adding an informative title, a unique h1,
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and semantic regions such as nav and main, improving ori-
entation, predictability, and autonomy for users of assistive
technologies. None of the problems reported in this section
were corrected in the version evaluated here; they are re-
ported as an open correction backlog, ordered by the severity
ratings of Table 2. The accessible naming and state commu-
nication of controls, the semantics and focus management of
the confirmation dialog, and the announcement of the pop-up
are blocking issues, in the precise sense that an older adult
who depends on a screen reader cannot use the protection
features autonomously while they persist. Correcting them
is a precondition for the study described in Section 3.6, since
running that study on the current version would measure de-
fects that are already known rather than the design questions
of interest. Overall, the evaluation indicates that NAVEGO
offers relevant resources for supporting safer browsing, but
that its accessibility depends on improving semantic feedback,
state communication, keyboard navigation, and the clarity
of critical interaction flows.

6 ETHICAL ISSUES
This study was conducted within the scope of a graduate
course in Human-Computer Interaction at the Institute of
Mathematics and Computer Sciences of the University of
São Paulo (ICMC–USP). No approval by a Research Ethics
Committee (CEP) was requested for the activities reported
in this paper, and the reasoning behind that decision deserves
to be stated explicitly rather than left implicit.

The evaluations reported here did not involve human par-
ticipants in the sense of Resolution 510/2016 of the National
Health Council [4]. The three people who executed and ob-
served the tasks are themselves authors of this paper. No one
was recruited, invited, or enrolled as a participant; no data
about persons were collected, analyzed, or reported; and the
unit of analysis was the interface, not the people operating it.
What Section 5 reports are records of defects in an artifact,
produced by its own designers, in the same sense as the au-
tomated and semi-automated inspections reported alongside
them. Before each session, these three authors nevertheless
agreed on the procedure, on the simulated interaction condi-
tions, and on the possibility of interrupting the activity at
any time.

The situation is entirely different for the study described in
Section 3.6. It involves older adults, a group whose participa-
tion demands particular care with regard to consent, fatigue,
and the asymmetry between participant and researcher, and
it concerns behavior in the face of simulated fraud, a sensitive
topic. That study will be submitted to a Research Ethics
Committee through Plataforma Brasil, accompanied by a
Free and Informed Consent Form, and no data will be col-
lected before approval is obtained. The present paper reports
no data originating from it.

Data protection commitments follow the same distinction.
The records produced in the present evaluation contain no
personal data. In the planned study, collection will be limited
to what the usability analysis requires — task completion,

time on task, interaction errors, requests for help, subjective
satisfaction, think-aloud comments, and evaluator notes —
with anonymized records, no images of participants, and
treatment in accordance with the Brazilian General Data
Protection Law (Law No. 13,709/2018) [3].

7 FINAL REMARKS
This article presented NAVEGO, a web tool aimed at sup-
porting safe browsing for older adults, with a focus on pre-
venting digital fraud and promoting more accessible, clear,
and predictable interaction. The proposal was developed
based on principles of Human-Computer Interaction, consid-
ering stages of ideation, benchmarking, persona construction,
prototyping, and different forms of interface evaluation.

The evaluations conducted characterize what the current
version of NAVEGO does and does not offer to a user who de-
pends on assistive technology. On the one hand, the extension
provides native accessibility resources such as high contrast
and font enlargement, an interface composed of few elements,
and a confirmation step before protection is disabled. On the
other, the evaluations revealed barriers in the clarity of labels,
the visibility of controls, the semantic structure of the page,
the communication of system states, and the accessibility
of the confirmation of critical actions. These findings are
perceptions of evaluators in persona-based scenarios: they do
not establish that NAVEGO is effective in protecting older
adults against digital fraud, and no claim to that effect is
made here.

It is concluded that accessibility should be understood
as a central requirement of NAVEGO, and not merely as a
technical validation step. Furthermore, reflecting on different
possible profiles and characteristics, such as those present in
the older population, is also a crucial aspect to consider in
the development of the solution. Therefore, since NAVEGO
was developed with the purpose of protecting older adults
against digital fraud, its interface must promote autonomy,
understanding, safety, and error prevention.

7.1 Limitations
The main limitation of this work is that no older adult took
part in any of its stages. The requirements were derived from
secondary data and from two personas, and the evaluations
were conducted by three of the authors, acting simultaneously
as designers and as evaluators of their own artifact. The work
consequently offers evidence about the design of NAVEGO
and about accessibility defects in its implementation, but
no evidence about its effectiveness or its usability for the
population it addresses. Section 5.7 discusses the specific ways
in which this design may have masked interaction barriers.

Two further limitations should be noted. The evaluation
covered the extension’s own interfaces, not its behavior across
the diversity of real web pages, so the coverage of the blocking
rules and the false-positive rate of the form heuristics remain
unmeasured. In addition, automated accessibility evaluation
does not replace manual inspection, keyboard navigation, or
validation across different devices and browsers.
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As future work, we intend to implement the corrections
listed in Section 5.8, submit the protocol described in Sec-
tion 3.6 to a Research Ethics Committee, and then conduct it
with older adults presenting different levels of digital literacy
and different sensory and motor conditions. Assessing the
technical effectiveness of NAVEGO against suspicious forms,
intrusive advertisements, and malicious links in real browsing
scenarios constitutes a separate line of work, requiring its
own methodology.
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