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ABSTRACT
This study presents a systematic review of the literature on the use
of computer vision algorithms for weapon detection in educational
environments. Through the analysis of 13 selected studies from an
initial corpus of 10,519 articles, the results demonstrate that mod-
els based on Convolutional Neural Networks, particularly variants
of YOLO, are predominantly used due to their high accuracy and
real-time efficiency. This work highlights the need for technologi-
cal advancements to address challenges such as the variability of
weapon types and the diverse school scenarios. Furthermore, the
practical implications of these technologies in enhancing school
security and the importance of ethical and privacy considerations
are discussed. The review also reveals significant gaps in current
research, such as the lack of studies focused on specific educational
environments and the need for more representative and diverse
datasets.

KEYWORDS
deep learning, computer vision, gun detection, educational envi-
ronments

1 INTRODUCTION
Although numerous technological advancements have occurred
across various domains, there are still significant threats that people
face, one of which is the frequent occurrence of school shootings
in a large number of countries (especially in the USA), thereby

In: I Workshop de Revisões Sistemáticas de Literatura em Sistemas Multimídia e Web
(WRSL+ 2024). Anais Estendidos do XXX Simpósio Brasileiro de Sistemas Multimídia e
Web (WRSL+’2024). Juiz de Fora/MG, Brazil. Porto Alegre: Brazilian Computer Society,
2024.
© 2024 SBC – Sociedade Brasileira de Computação.
ISSN 2596-1683

threatening the lives of young children [14]. In recent years, law
enforcement agencies and security professionals have paid much
attention to the use of artificial intelligence for criminal detection
based on video surveillance. The ability of deep learning models
to automatically detect and track potential thrusts saves time and
money for law enforcement organizations, allowing them to un-
derstand complex data patterns [9]. Currently, many real-world
problems require the detection of multiple objects in images or
videos. Armed violence imposes a significant impact on public
health, psychological well-being, and economic costs. It leads to
the loss of many lives each year. Object detection construction is
challenging when the objects are small, like handheld weapons
[10].

Security in educational settings is a growing concern globally, es-
pecially due to the increase in incidents of armed violence in schools.
Weapon detection is a very serious and intense issue regarding se-
curity and public protection. It is a challenging task, especially
when it needs to be done automatically or with some AI model.
Various object detection models are available, but weapon detection
is complicated due to the size and varied shapes of weapons, along
with different background colors [11].

Due to the sensitive context and the need for high accuracy in
educational environments, precise and fast detection is critical to
minimize false positives and ensure the safety of students. This re-
quires models trained to identify weapons from different angles and
under various conditions, avoiding false alarms that could cause
undue panic. Consequently, real-time detection is particularly chal-
lenging in educational settings due to the need for quick reactions
without compromising accuracy. Models like YOLOv4 have proven
effective but still face difficulties in dynamic contexts and with
small objects [5].
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Educational environments often have crowds and busy situations,
which can make weapon detection difficult. Models need to be
adapted to handle these complexities, such as variations in the size
and visibility of weapons in surveillance videos [18].

Using a systematic literature review method, this study analyzed
13 studies extracted from 10,519 drawn from databases such as
ACM Digital Library, EI Compendex, IEEE Digital Library, ISI Web
of Science, Science Direct, Capes Periodicals, Scopus, Springer Link,
Scielo, and Sol SBC. Results show a need to diversify technological
approaches in weapon detection in educational environments.

This study is organized as follows: theoretical foundations and
related works are presented in Sections 2 and 3, respectively. Plan-
ning and execution of the literature review in Section 4; results and
responses to research questions in Section 5; discussions on the
findings in Section 6; and conclusions in Section 7.

2 BACKGROUND
This section provides the theoretical foundation necessary to under-
stand the methods and technologies used in weapon detection using
computer vision. It is divided into subsections detailing different
relevant areas, presenting concepts on computer vision, machine
learning, deep learning, Object Detection Algorithms, and perfor-
mance evaluation metrics. Furthermore, it briefly discusses ethical
aspects.

2.1 Computer Vision
Computer vision is the field of artificial intelligence dedicated to
extracting information from digital images [27], aiming to emulate
human vision. Therefore, it also takes an image as input, but the
output is an interpretation of the image as a whole or in part [21].
It is the science responsible for machine vision, the way a computer
perceives its surroundings, extracting meaningful information from
images captured by video cameras, sensors, scanners, and other
devices. This information allows the recognition, manipulation, and
reasoning about the objects that make up an image [4].

2.2 Machine Learning
Machine learning, as a branch of artificial intelligence, focuses on
the development of techniques and algorithms that enable com-
puters to learn and make predictions or decisions based on data.
Instead of being directly programmed to perform a specific task,
machine learning systems use algorithms to identify subtle patterns
in the provided data, improving their performance over time and
optimizing results.

Machine learning methods are generally classified into super-
vised learning, unsupervised learning, and reinforcement learn-
ing. In supervised learning, the model is trained with a labeled
dataset, while in unsupervised learning, the algorithm attempts to
uncover hidden patterns in unlabeled data. Reinforcement learning
involves an agent learning to make decisions through interactions

with the environment, receiving rewards or penalties based on its
actions.[22].

2.3 Deep Learning
Deep learning is a subfield of machine learning that utilizes deep
neural networks composed of multiple layers and a large number of
parameters. Deep learning, which has been growing in use in recent
years, consists of a series of layers of non-linear processing units
that enable the automatic extraction of features and understanding
of patterns in large volumes of information [28].

Deep learning allows computational models that are composed
of multiple processing layers to learn representations of data with
multiple levels of abstraction. These methods have dramatically
improved the state-of-the-art in speech recognition, visual object
recognition, object detection and many other domains such as
drug discovery and genomics. Deep learning discovers intricate
structure in large data sets by using the backpropagation algorithm
to indicate how a machine should change its internal parameters
that are used to compute the representation in each layer from the
representation in the previous layer. Deep convolutional nets have
brought about breakthroughs in processing images, video, speech
and audio, whereas recurrent nets have shone light on sequential
data such as text and speech [17].

2.4 Object detection algorithms
Object detection algorithms, such as YOLO (You Only Look Once),
SSD (Single Shot MultiBox Detector), and R-CNNs (Region-Based
Convolutional Neural Networks), are widely used in security appli-
cations, such as weapon detection, due to their high effectiveness
and precision.

The YOLO algorithm is renowned for its capability to detect
objects in real-time by analyzing the entire image in a single evalua-
tion. This is achieved by dividing the image into a grid and making
simultaneous predictions of bounding boxes and class probabili-
ties for each cell. YOLO’s speed and accuracy make it particularly
suitable for surveillance systems where rapid detection is essential.

The SSD combines features of both YOLO and R-CNN algorithms
by using a single network to predict bounding boxes and class scores
at multiple scales of feature maps. This approach allows SSD to
be both fast and accurate, making it suitable for systems requiring
immediate response, such as real-time security cameras.

R-CNNs, including variants such as Fast R-CNN, Faster R-CNN,
and Mask R-CNN, utilize a two-step approach: initially proposing
regions of interest in the image, and then classifying each region
and refining the bounding boxes. Although they are slower, R-CNNs
are highly precise, making them valuable for forensic analysis of
security videos where accuracy is more critical than speed.

These algorithms are chosen for weapon detection due to their
ability to identify objects with high precision and speed. The choice
of algorithm depends on the specific needs of the system: YOLO
and SSD are preferred for real-time applications due to their speed,
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while R-CNNs are used when detailed accuracy is essential. The
combination of these technologies provides a robust solution for
weapon detection, ensuring a rapid and precise response in various
security situations.

2.5 Image processing
Image processing and video analysis are essential areas in the field
of computer vision, encompassing a variety of techniques crucial
for the preparation and analysis of visual data. Basic image process-
ing techniques, such as filtering, segmentation, and morphological
transformations, are frequently employed to enhance image quality
and facilitate object detection. Image filtering allows for the re-
moval of noise and the enhancement of important features, which
is vital for subsequent data analysis.

Additionally, image segmentation, which involves dividing an
image into distinct regions, plays a fundamental role in identify-
ing and classifying objects within a scene. Advanced segmentation
techniques using convolutional neural networks have significantly
increased accuracy in object detection in videos. On the other hand,
morphological transformations, which include operations such as
erosion and dilation, are used to modify the geometric structure of
images, facilitating the analysis of shapes and contours. Such trans-
formations are essential for manipulating and analyzing complex
structures in binary and grayscale images.

When effectively integrated, these techniques form the basis for
developing robust and efficient detection algorithms. The combina-
tion of filtering, segmentation, and morphological transformations
provides appropriate data preparation, which is crucial for applying
advanced detection algorithms in various contexts such as security,
monitoring, and industrial automation.

2.6 Performance evaluation metrics
Performance evaluation metrics are essential for measuring the
effectiveness of constructed models. Three significant metrics in
the context of this work are precision, recall, F1-score, and mAP
(mean Average Precision).

Recall, also known as Sensitivity in psychology, is the proportion
of actual positive cases that are correctly predicted as positive. It
measures how well the "Predicted Positive" rule covers the actual
positive cases. Conversely, Precision, also known as Confidence in
data mining, refers to the proportion of predicted positive cases
that are actually true positives [23].

The F1 score is a metric used to evaluate the accuracy of a classi-
fication model, particularly in cases where the class distribution is
imbalanced. It is the harmonic mean of precision and recall, pro-
viding a balance between these two aspects. Precision measures
the accuracy of the positive predictions, while recall assesses how
well the model identifies actual positives. The F1 score reaches its
best value at 1 (perfect precision and recall) and its worst at 0. It
is particularly useful when you need a single metric to compare

models with respect to how they handle both false positives and
false negatives [12].

2.7 Ethical Concepts
Video surveillance raises significant ethical and privacy issues that
warrant careful examination. The primary concern lies in the inva-
sion of individual privacy, as the continuous collection and moni-
toring of images can compromise individuals’ freedom and privacy.
Studies indicate that surveillance in public places, although in-
tended for security, can lead to a feeling of constant observation,
which affects behavior and personal autonomy [19].

Consent is another crucial aspect. In many cases, surveillance is
implementedwithout the explicit consent of themonitored individu-
als, raising ethical questions about the legitimacy and transparency
of these processes. The lack of informed consent can result in a
violation of individuals’ privacy and autonomy rights, and can gen-
erate distrust toward the institutions employing these technologies.

Additionally, the issue of false positives and false negatives is
relevant to the ethical discussion. False positives occur when a
surveillance system incorrectly identifies an individual as a threat,
while false negatives occur when a real threat is not identified. Both
cases have serious implications: false positives can lead to unjust
punitive actions, while false negatives can result in failures in public
safety protection. The accuracy of detection algorithms must be
continuously assessed and improved to minimize these errors and
their ethical consequences).

Therefore, video surveillance requires a delicate balance between
the need for security and the protection of individual rights. Ethical
and privacy considerations must be integrated into the development
and implementation of these technologies to ensure that individuals’
rights are respected and that surveillance systems are used in a fair
and responsible manner.

3 RELATEDWORKS
The study by [26] performs a systematic review on weapon detec-
tion in surveillance footage using deep learning. The main focus is
to identify the methods used, the main features of existing datasets,
and the major challenges in the area of automatic weapon detection.
Additionally, [2] presents a systematic review of published studies
on object detection using machine learning in the context of secu-
rity, covering the period from 2010 to 2019, in which they collected
and analyzed 73 articles from relevant journals and conferences.

As of the time this systematic literature review was conducted,
no other review has sought to analyze computer vision algorithms
applied to the security of educational environments.

4 SYSTEMACTIC LITERATURE REVIEW
This paper presents a Systematic Literature Review. Systematic
reviews are characterized by a methodical and replicable methodol-
ogy, involving a comprehensive search to locate all published and
unpublished works on a particular topic; a systematic integration
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of the results of this search; and a critical analysis of the scope,
nature, and quality of the evidence in relation to a specific research
question. They synthesize studies to draw broad theoretical conclu-
sions about the significance of a literature, connecting theory and
evidence, as well as evidence and theory [29].

The protocol, however, was planned in light of the best practices
for conducting literature reviews [16], structured in three well-
defined stages: (i) planning, (ii) conducting, and (iii) reporting of
results, as follows. The communication of the results is presented
in Section 5.

4.1 Planning
The objective is to analyze publications on deep learning algo-
rithms in computer vision applied to weapon detection in school
environments. From this objective, the following research ques-
tions (RQs) were derived:

RQ1: What computer vision algorithms are most commonly
used for weapon detection in school environments and other
public spaces, and what is their accuracy?

RQ2: What improvements or models of computer vision algo-
rithms can be implemented to increase efficiency in weapon
detection in school environments? Are the latest algorithms
and improvements being implemented in these scenarios?

RQ3: How do the implementation and results of computer
vision algorithms for weapon detection impact the environ-
ment in which the algorithm was deployed?

Search Strategy and Sources. This study selection process was
carried out using a search string, developed to include works pub-
lished in both Portuguese and English. The search string used was:

Portuguese: (("visão computacional" OR "processamento de imagens"
OR "reconhecimento de padrões") AND ("armas") AND ("ambiente es-
colar" OR "ambientes educacionais" OR "escolas" OR "universidades")
AND ("detecção" OR "reconhecimento"));

English: (("computer vision" OR "image processing" OR "pattern
recognition") AND ("weapons") AND ("educational environments"
OR "schools" OR "colleges" OR "universities") AND ("detection" OR
"recognition"))

The search was conducted considering studies that contained
the search string keywords in their title and abstract. The databases
used were ACM Digital Library, EI Compedex, IEEE Digital Li-
brary, ISI Web of Science, Science Direct, Periódicos Capes, Scopus,
Springer Link, Scielo, and Sol SBC.

Study Selection Criteria. The defined inclusion criteria (IC) were
as follows:

IC1: The study explicitly addresses weapon detection;
IC2: The study includes in its abstract or title a connection with

the research objective.

On the other hand, the defined exclusion criteria for studies
were:

EC1: The study is a previous version of a study already selected;
EC2: The study is duplicated;
EC3: The study is not a primary study;
EC4: The study is less than 4 pages long;
EC5: The study is not fully available;
EC6: The study is not written in Portuguese or English;
EC7: The study is gray literature (such as conference preface).

4.2 Conducting
The study selection process for this review was conducted as shown
in Figure 1.

Figure 1: Study selection process.

The search was conducted between May 1st and May 30th, 2024.
Parsifal was used for planning, execution, conduction, and doc-
umentation of the research. This tool allows researchers to set
goals and objectives, import articles using BibTeX files, eliminate
duplicates, establish selection criteria, and generate reports [7].

5 RESULTS
This section addresses the results obtained from the systematic
literature review. Table 1 presents the selected studies, detailing the
method used, the scenario, the metrics employed, and the results
achieved based on these metrics.
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Table 1: Analyzed Studies

No. Method Scenario Metrics Results
[3] Yolov4 Public places mAP and

IOU
mAP: 90.35%,
IOU: 73.68%

[1] Scaled-
YOLOv4

Public places
monitored by
CCTV

mAP mAP: 92.1%,
FPS: 85.7

[8] CNN,
Se-
mantic
Seg-
menta-
tion

Public use
and camera
monitoring

Accuracy Accuracy: 95.2%
in tests

[13] Fuzzy
Logic,
ma-
terial
testing

Areas moni-
tored by CCTV

False posi-
tive rate

Significant
reduction in
false alarm
rates

[6] Deep
Learn-
ing

Public places Accuracy,
precision

Accuracy: 93%,
Precision: 91%

[15] CNN,
YOLOv3,
HAAR
cascade
classi-
fier

Schools Precision,
Recall

Precision: 96%,
Recall: 94%

[20] Neural
net-
works

Public places Accuracy,
detection
speed

Accuracy: 91%,
Speed: 0.5s per
image

[31] Deep
Learn-
ing

Schools, hall-
ways

False pos-
itive rate
(FPR), Pre-
cision

Reduction in
FPR to 37.9%
while maintain-
ing detection
capability

[24] YOLOv3,
YOLOv5

Public places Precision,
Recall

Precision:
92.2%, Recall:
85.3%

[25] Deep
Learn-
ing,
YOLOv4

Urban areas Accuracy,
Recall

Accuracy:
93.7%, Recall:
90.1%

[30] CNN,
YOLOv7

Public places Precision,
Recall

Precision:
95.78%, Recall:
96.92%

[33] Deep
Neural
Net-
works

Public spaces AP AP improved by
17.5% compared
to the baseline
detector

[34] YOLOv4,
Night
vision

Outdoor night
areas

Precision,
Recall

Precision: 94%,
Recall: 92%

QP1: What computer vision algorithms are most commonly
used for weapon detection in educational environments and
other public settings, and what is their accuracy? Among the
selected articles, only 2 explicitly use deep learning algorithms for
weapon detection in educational settings. Isaac Ritharson et al. [15]
uses YOLOv3 for weapon detection, combining it with facial recog-
nition techniques (HAAR cascade classifier) and color detection to
identify individuals and ensure they are not carrying weapons. The
work highlights YOLOv3 for its real-time object detection capabil-
ity, which is effective in identifying weapons in videos and images,
crucial for implementation in school environments where rapid
detection can prevent violent incidents.

Vallez et al. [31] Proposes an innovative approach using a deep
autoencoder to reduce the false positive rate in weapon detection
systems. The autoencoder is trained with typical false positives
from a specific scenario to learn to filter them out, improving the
system’s accuracy without compromising its detection capability.
This method is tested using a synthetic dataset created with Unreal
Engine 4, showing a reduction of up to 37.9% in false positives while
maintaining detection capability.

QP2: What improvements or which models of computer vi-
sion algorithms can be implemented to increase efficiency in
weapon detection in educational environments? Are themost
current algorithms with the latest improvements deployed
in these scenarios?

The development of weapon detection methods in educational
settings has evolved significantly, with various studies highlighting
the integration of advanced technologies to enhance security. Ini-
tially, Ineneji and Kusaf [13] emphasizes the importance of fuzzy
logic and material testing systems, which, combined with com-
puter vision algorithms, can significantly improve accuracy and
reduce false positives. This method is crucial, especially in school
environments, where accuracy is a key factor.

Moving forward with this technology, Isaac Ritharson et al. [15]
describes the use of convolutional neural networks (CNN) with
the YOLOv3 algorithm, emphasizing the possibility of incorporat-
ing more advanced models such as YOLOv4 to enhance accuracy
and detection speed. The implementation of complementary tech-
nologies, such as facial recognition and color detection, also helps
differentiate between students and strangers, thus increasing school
security.

Furthermore, Manikandan and Rahamathunnisa [20] and Ahmed
et al. [1] highlight the effectiveness of neural networks and the im-
portance of optimizing deep learning models like Scaled-YOLOv4.
Such techniques not only improve real-time detection but also re-
duce false positive rates, contributing to a safer school environment.

The practical implementation of these technologies is illustrated
by the SaveLives system, mentioned by Anand and Koshariya [3],
which uses YOLOv4 to detect weapons and instantly notify author-
ities, reducing the response time to threats. Similarly, Bhatti et al.
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[6] discusses the use of deep learning to monitor CCTV footage in
real-time, suggesting that the inclusion of newer algorithms like
YOLOv4 and YOLOv5 can significantly enhance security.

The approach based on semantic segmentation, as discussed
by Egiazarov et al. [8], and advancements in object detection al-
gorithms with YOLOv7, mentioned by Sivakumar et al. [30], are
other examples of how innovative technologies are being adapted
to improve weapon detection in educational settings. These tech-
niques enhance the ability to identify weapons even in challenging
conditions, such as poorly lit areas, as suggested in Yadav et al. [34].

Finally, the importance of accuracy and rapid response capability
is emphasized in studies like those by Rosales et al. [24] and Ruiz-
Santaquiteria et al. [25], which demonstrate how the combination of
deep learning techniques can increase both accuracy and recall rate
in weapon detection. The implementation of these techniques in
schools, as discussed by Velasco-Mata et al. [33], not only improves
the effectiveness of weapon detection but also helps prevent violent
incidents, reinforcing the safety and protection of students and staff.

QP3: How does the implementation and outcomes of com-
puter vision algorithms for weapon detection impact the
environment in which the algorithm is deployed?

The integration of technological advancements in school security
has been a significant focus of recent studies, revealing remarkable
progress in weapon detection. Initially, Ineneji and Kusaf [13] dis-
cusses the use of fuzzy logic and material testing in conjunction
with computer vision algorithms to enhance accuracy and mini-
mize false positives, a crucial measure in educational settings where
precision is vital. Extending this approach, Isaac Ritharson et al.
[15] highlights the employment of convolutional neural networks
and the YOLOv3 algorithm, supplemented by facial recognition and
color detection, to distinguish between students and intruders, thus
enhancing safety.

The article by Manikandan and Rahamathunnisa [20] suggests
that neural networks specifically tuned for weapon detection are
highly effective, a notion corroborated by Ahmed et al. [1] who em-
phasizes optimizing deep learning models like Scaled-YOLOv4 for
this purpose. These techniques not only increase accuracy but also
detection speed, as evidenced by the SaveLives system mentioned
by Anand and Koshariya [3], which employs YOLOv4 for instant
notifications to authorities.

Security can be further reinforced through advanced algorithms
like YOLOv4 and YOLOv5, discussed by Bhatti et al. [6], and the
innovative approach based on semantic segmentation to detect
concealed weapons, presented in Egiazarov et al. [8]. Moreover,
Sivakumar et al. [30] introduces improvements in object detection
algorithms, applying YOLOv7 to enhance weapon detection effi-
ciency in educational environments.

The potential to reduce false alarms through the use of deep learn-
ing is highlighted in Vallez et al. [31]. At the same time, combining
weapon detection with human pose information, as discussed by

Velasco-Mata et al. [33], can significantly enhance the accuracy of
security systems. This approach is complemented by Yadav et al.
[34], addressing weapon detection in low-light conditions using
YOLOv4, a crucial aspect for less illuminated areas in schools.

Finally, Rosales et al. [24] and Ruiz-Santaquiteria et al. [25] high-
light the use of advanced convolutional neural networks to detect
threats in real-time, enhancing the capability for quick and accurate
responses to potential incidents, which is fundamental for public
safety in educational environments. This sequence of innovations
demonstrates the continuous progression in school security tech-
nology, emphasizing the importance of the constant evolution of
techniques to keep educational environments safe.

6 DISCUSSION
The results obtained in this systematic review indicate that weapon
detection in educational environments through computer vision is
an evolving field, with the predominant adoption of Convolutional
Neural Networks (CNNs) and YOLO models due to their demon-
strated efficacy in real-time. However, these results also underline
the complexity associated with developing detection systems that
are simultaneously fast, accurate, and capable of operating under
variable conditions.

Comparison of Algorithms and Efficacy: Studies such as [15]
and [32] highlight the superiority of YOLOv3 and YOLOv4 in terms
of precision and speed, crucial for the prevention of violent in-
cidents in real-time. However, the effectiveness of these models
can be compromised in low-light scenarios or when objects are
partially obscured, challenging researchers to develop significant
improvements or hybrid approaches.

Variations in Results Based on Scenarios: The variability of
scenarios, such as the type of educational environment (primary
versus university) and population density, directly influences the
efficacy of the models. For example, the study [8] suggests that
semantic segmentation may provide improvements in detection
in environments with complex backgrounds, which is typical in
schools with high student activity.

Practical Implications for School Safety: The implementation
of these detection systems not only enhances physical security
but also contributes to the psychological well-being of students
and staff. However, the installation of these systems should be ac-
companied by clear policies on privacy and ethics, ensuring that
monitoring is conducted respecting individual rights.

Practical Implications for School Safety: Challenges and Fu-
ture Considerations: One of the main challenges identified is
the detection of unconventional or modified weapons, which may
not be easily recognizable by models trained on standard datasets.
Additionally, the generalization of models to different cultures and
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legal regulations about weapons requires a more adaptive and cus-
tomizable approach.

7 FUTUREWORKS
For future studies, it is important that concerns are addressed not
only with respect to technical aspects such as the development of
deep learning algorithms, but also with validations and training of
people with simulations of real scenarios.

Development of Specific Datasets: There is a critical need to de-
velop and publicly make available more robust and specific datasets
that include a wider variety of weapon types, different school set-
tings, and diverse lighting conditions. This would help to improve
the accuracy of existing models and to test their effectiveness in
scenarios closer to reality.

Adaptive Algorithms: Future research should focus on the de-
velopment of algorithms that dynamically adapt to changes in the
environment, such as changes in lighting or in the arrangement of
spaces. This is especially important in educational environments,
where conditions can vary significantly throughout the day or the
academic year.

Integration of Multimodal Technologies: Exploring the inte-
gration of computer vision with other technologies, such as audio
analysis and sensory data, could lead to more comprehensive and
effective detection systems that do not rely solely on visual images.

Ethical and Privacy Considerations: It is essential that future
research also focus on addressing the ethical and privacy impli-
cations of implementing surveillance technologies in educational
environments. Developing guidelines and frameworks that balance
security and privacy will be crucial for the acceptance and effective
implementation of these technologies.

Validation in Real Environments: We encourage the conduct of
field studies to validate weapon detection models in actual school
environments. This includes conducting pilot tests in different types
of schools to assess the efficacy and practicality of the proposed
systems.

Development of Automated Responses: In addition to detecting
weapons, it is important to develop systems that can automate the
response to detected threats. This includes integration with emer-
gency communication systems and school security protocols.

Training and Empowerment: Investing in training programs for
school administrators and security personnel on how to effectively
operate and respond to weapon detection alerts is crucial. This will
help ensure that the technology is used effectively and responsibly.

8 CONCLUSION
This study conducted a systematic review of the literature on com-
puter vision algorithms applied to weapon detection in educational
environments, identifying the main methods used and highlight-
ing the challenges faced in this critical research area. The analysis
showed that, although technologies based on Convolutional Neu-
ral Networks, especially variants of YOLO, are widely used due to
their efficiency and real-time operation capability, there are several
significant limitations and challenges that still need to be overcome.

Technical and Ethical Challenges: The main challenges include
variability in the shapes, sizes, and concealmentmethods ofweapons;
variable environmental conditions that can interfere with the accu-
racy of systems; the need to minimize false positives and negatives;
balancing security and privacy; the requirement for real-time per-
formance to effectively prevent incidents; and the adaptation and
scalability of systems to keep up with new technologies and emerg-
ing threats.

These challenges point to the need for continuous development
of computer vision technologies that are not only advanced in tech-
nical terms but also sensitive to the complex ethical and social
issues surrounding their application in educational environments.
Additionally, privacy and ethical concerns are of utmost importance,
suggesting the need for more stringent guidelines and discussions
on balancing security and individual rights.

Future Directions: Future research should focus on improving
algorithms to handle the variability of environmental conditions
and weapons, and on integrating multimodal technologies that can
complement computer vision to create more robust and reliable
detection systems. Furthermore, it is important to develop and
implement automated response systems to address detected threats
efficiently and ethically.
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