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Abstract. This paper presents a proposal for an educational activity to intro-
duce finite automata in Basic Education through a narrative-based approach
grounded in Project-Based Learning. Aiming to bridge the gap between Theo-
retical Computer Science and early school levels, the proposal consists of seven
sequential missions where students take on the role of cyber defense agents.
Each mission introduces core finite automata concepts — such as states, tran-
sitions, acceptance or rejection of a word, and language recognition — using
progressive challenges that encourage problem solving and student autonomy.

1. Introduction

Computer Science Education (CSEd), once primarily focused on Higher Educa-
tion, has increasingly become part of schooling at earlier levels. In Basic Ed-
ucation!, most efforts focus on programming using visual languages, such as
Scratch [Resnick et al. 2009], robotics, or even unplugged activities [Kite et al. 2021,
Ching and Hsu 2024, Battal et al. 2021]. However, topics related to Theoretical Com-
puter Science remain unexplored — even when covered in official documents, as is the
case with automata in Brazil’s National Common Curricular Base (BNCC) [Brazil 2022].
Introducing subjects such as automata to students in Basic Education is challenging given
its abstract nature and the high failure rates even at the undergraduate level. Despite its
importance in the Computing area, the course of formal languages and automata is often
perceived as dry, abstract, and poorly connected to professional practice [Ramos 2009].
This highlights the need for more engaging and contextualized approaches.

One possible way to support Basic Education students in learning this topic is
through active learning methodologies [Berbel 2011]. While traditional methods priori-
tize the transmission of information and are teacher-centered, active approaches promote
self-directed learning and the collaborative construction of knowledge, with the teacher
acting as a facilitator. Students who perceive themselves as autonomous in their school
interactions tend to show positive outcomes in motivation, engagement, learning, aca-
demic performance, and psychological well-being [Reeve 2009]. In this context, this
paper presents a work-in-progress activity based on finite automata. The proposal seeks
to bring fundamental computing concepts closer to the school context by incorporating
elements of Problem-Based Learning (PBL) [Barrows 1996], an active methodology. In
the activity, students take on the role of scientists engaged in a cyber defense mission.

n this paper, “Basic Education” refers to primary and secondary education, i.e., levels 1, 2, and 3 of
the International Standard Classification of Education [UNESCO Institute for Statistics 2012].



The activity is structured into seven missions, each one of them aligned with different
concepts of automata, promoting a gradual progression in student understanding.

The remainder of this paper is organized as follows: Section 2 provides the the-
oretical background on finite automata; Section 3 reviews related work on introducing
automata concepts in Basic Education; Section 4 presents the proposal; and Section 5
offers final remarks and directions for future research.

2. Finite Automata

Automata Theory investigates abstract computational models, commonly referred to as
“machines” [Hopcroft et al. 2001, Mogensen 2024]. Such models are applied in areas
including lexical analysis, text corpus analysis, and system verification. Formally, a De-
terministic Finite Automaton (DFA) is defined by a tuple M = (Q, %, 9, q0, F'), where:

* () is a non-empty finite set of states;

* Y is a finite non-empty set of symbols (the alphabet);

* §:Q X X — ( is the transition function, which assigns a new state based on a
given state and input symbol, although it may not be defined for every possible
pair;

* ¢0 € @ is the initial state;

e F' C @ is the set of accepting (or final) states.

There is also an extension of the transition function: & (¢, w), where ¢ € @) and
w € ¥*, which returns ¢’ € @ as the state reached by the automaton when it processes
the input w. From 4§, it is possible to define L(A), the language accepted by A, as:

L(A) = {w | (g0, w) € F}.

Finally, to define a Nondeterministic Finite Automaton (NFA), the transition func-
tion is given by 0 : @ x ¥ — P(Q), where (g, a) returns a set of possible next states.
That is, for a given state ¢ € () and an input symbol a € 3., the function § produces a
subset of ().

3. Related Work

Given the scarcity of direct approaches to introduce automata in Basic Education, this
section presents two related studies that illustrate how automata concepts have been in-
troduced to children and adolescents.

The work of Isayama et al. (2016) investigates the feasibility of introducing funda-
mental automata theory concepts, specifically DFA, to students of Basic Education (ages
9-12) using gamification. To this end, the authors developed a DFA-based puzzle game in
which students solved challenges involving the recognition or labeling of automata based
on input sequences. Analysis of game logs of 90 children revealed that approximately
60% achieved an accuracy rate of 70% or higher in the questions, suggesting that students
at this age are capable of grasping basic automata concepts. The study also discusses
students’ deeper understanding of the concepts, the challenges of early introduction, and
the effectiveness of the gamification approach.



Hartmann et al. (2001) present the Kara educational programming environment,
which uses finite state machines (i.e., finite automata) as its computational model to in-
troduce fundamental programming concepts in a visual way. Designed to support general
education, Kara enables beginners to specify behaviors through state machines, control-
ling a virtual ladybug in a simple and interactive environment. Kiesmiiller (2009) demon-
strated the use of this tool to automatically diagnose problem-solving strategies adopted
by secondary school students. By recording and analyzing student interactions with the
system, the author identified different behavioral patterns and argued that providing adap-
tive feedback can foster learner autonomy and improve the quality of the learning process.

Unlike previous approaches, which rely on software tools that require technolog-
ical infrastructure, our proposed activity was designed to be more flexible. It can be
implemented in both plugged and unplugged formats, as it presents a structured sequence
of learning tasks that can be adapt to diverse school contexts, including low-resource set-
tings. Furthermore, none of the reviewed studies adopt a structured PBL methodology to
introduce automata in Basic Education. This absence reinforces the innovative character
of the proposal and highlights its potential to fill a relevant pedagogical gap.

4. Our Proposal

To support students’ understanding of automata concepts in Basic Education, we devel-
oped an activity composed of seven sequential tasks. The reason for the sequence in
which concepts are introduced was presented by Silva et al. (2024) . Each task introduces
a fundamental concept of finite automata in a progressive and engaging manner, follow-
ing the concept of “low floor, high ceiling” [Resnick 2017]. The activity takes place in a
scenario in which students take on the role of young cyber defense scientists tasked with
investigating and restoring a compromised system.

Task 1, which has as its objective to identify the final state, presents the following
narrative: “We intercepted a command tape sent by an intruder. We must determine where
the defense system stopped after processing it.” In the proposed task, students receive a
complete input tape and an automaton. Before running the tape, they are challenged to
predict the final state. Then, they simulate the execution step by step to verify their hy-
pothesis. The concepts covered include states and transitions, with the main objective
of introducing the notions of state transitions and final states, while developing obser-
vational skills by linking input sequences to system behavior.

Task 2, which has as its objective to explore the impact of different initial states,
presents the following narrative: “We suspect the intruder injected the code through mul-
tiple access points. Let us test the tape starting from different initial states to analyze
its effects.” In this task, students run the same input tape from different initial states and
observe how the final state changes. The concepts covered include initial states and tran-
sitions. The objective is to highlight the importance of the initial state and to reinforce
how transitions depend on both the current state and the input symbol.

Task 3, which has as its objective to verify whether a word will be accepted or
rejected, presents the following narrative: “A new digital signature was intercepted. Will
the firewall accept or reject this sequence?” In this task, students simulate reading a
given tape and determine whether the automaton ends in an accepting state. The concepts
covered include acceptance or rejection of input words. The objective is to introduce



the concept of acceptance by finite automata and relate it to real-world scenarios such as
access control.

Task 4, which has as its objective to introduce the concept of undefined transitions,
presents the following narrative: “Some sequences are causing system crashes. We must
identify commands that trigger undefined transitions.” In this task, using finite automata
with partial transition function, students test input sequences and identify failure points
caused by undefined transitions. The concepts covered include undefined transitions.
The objective is to explore the limitations of finite automata and raise awareness of edge
cases in the behavior of the system.

Task 5, which has as its objective to construct an input tape, presents the following
narrative: “We know where verification starts and where it must end. Let us create a
command sequence that transitions the system safely.” In this task, given a finite automata
and a partially filled tape, students must complete the sequence so that the automaton
reaches a final state. The concepts covered include word construction, transition planning,
and acceptance. The objective is to encourage analytical thinking and problem solving by
building valid input strings (words).

Task 6, which has as its objective to introduce the concept of language recogni-
tion, presents the following narrative: “We need to understand all the patterns recognized
by the system. Let us map its secure vocabulary.” In this task, students generate all pos-
sible strings (words) and test them against the automaton, compiling a set of accepted
words. The concept covered is the recognized language. The objective is to support an
intuitive understanding of the language recognized by finite automata.

Task 7, which has as its objective to specify an automaton, presents the follow-
ing narrative: “The final module must be reprogrammed. According to the new security
policies, design a module that accepts all words ending in ‘ab’.” In this task, students
design a finite automata that accepts a given regular language and present it to their peers,
justifying its structure and testing its correctness. The concept covered is automaton
specification. The objective is to consolidate concepts learned previously through the
design of a finite automata based on specific language requirements.

The sequence of tasks aligns with the core principles of PBL by providing students
with authentic and contextualized challenges that require active inquiry, hypothesis test-
ing, and collaborative problem-solving. Each mission begins with a motivating narrative
that introduces a problem to be explored, such as detecting intrusions or validating access,
placing students in the role of decision makers within a meaningful scenario. Rather than
passively receiving content, learners are encouraged to build their understanding of au-
tomata concepts by engaging with concrete problems, formulating strategies, and iterating
on their reasoning based on feedback from simulations or peers.

5. Final Remarks

This work-in-progress paper presented a proposal of activity to introduce automata,
specifically finite automata, into Basic Education, structured around the PBL method-
ology. Through a sequence of contextualized tasks, students are challenged to investigate,
test, and solve problems embedded in a cyber defense narrative, progressively building an
understanding of formal models. The flexibility of the activity, adaptable to both plugged



and unplugged formats, makes it suitable for a wide range of school environments, includ-
ing those with limited access to technological infrastructure. This is particularly relevant
in countries such as Brazil, where Computer Science Education is still being consolidated
within the official curriculum.

Future work includes consolidating the proposal and expanding it to address more
advanced automata models, such as pushdown automata, and incorporating additional
active learning strategies, including gamification and project-based learning. Finally, val-
idation with the target audience is planned.
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