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Abstract. The problem of false feedback attacks on stochastic Multi-Armed
Bandits (MAB) algorithms is the focus of this article from the perspective of
Multi-Agent Systems (MAS). We present the roles, beliefs, interactions, and
goals of the agents involved in false feedback attacks according to performance
metrics to evaluate the MAB algorithms’ performance. Three types of attacks
illustrate the problem: constant, adaptive, and Jun’s adversarial attacks relaxed
version, specifically built to exploit vulnerabilities in the e-Greedy and UCBI al-
gorithms. Experiments exploiting the vulnerabilities inherent in stochastic MAB
algorithms present results revealing the useful characteristics for those who de-
sign MAS requiring defenses against false feedback attacks.

1. Introduction

Multi-Armed Bandits (MAB) are online machine-learning algorithms designed to deal
with the trade-off between exploration and exploitation. On the metaphorical version of
the problem, a player faces a set of levers, usually called arms, each potentially return-
ing a different reward. The player has no previous knowledge about the arms. With a
limited number of tries at her disposal, the player has to strategically decide which arm
to pull at each step of the game to maximize the accumulated reward while acquiring
knowledge about arms’ reward functions. The problem appears in many real-world sit-
uations, such as the administration of drugs to patients [Bastani and Bayati 2020], show-
ing advertising to website visitors [Shen et al. 2015], and even deciding which stock to
buy [Schwartz et al. 2017]. Overall, [Bouneffouf et al. 2020] provides a comprehensive
overview of practical applications of MAB algorithms, also discussing their potential to
help advance machine learning in many domains.

A way to classify MAB algorithms is by the set of assumptions they make about
the reward functions. The stochastic MAB algorithms assume that rewards are sampled
from stationary distributions [Slivkins 2019]. There exist many stochastic MAB algo-
rithms that implement different strategies to balance between the exploration and ex-
ploitation phases. In this work, we tested two commonly used ones, the e-Greedy and
the UCBI1. The e-Greedy algorithm uses a constant € in the range [0,1], which is the prob-
ability of using exploration. At each round, there is a probability of € — 1 that the learner
will choose an option by chance and a ¢ that it will make the greedy decision, i.e., pick-
ing the option with the highest average reward [Vermorel and Mohri 2005]. The UCB1
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estimates arm rewards’ confidence intervals and selects the one with the highest upper
bound. Since confidence intervals’ lengths are inversely proportional to the sample set
length, with sufficient time, UCB1 will select every arm at least once [Auer et al. 2002].

When applicable, stochastic MAB algorithms provide robust results hardly sur-
passed by other approaches. However, it is well-known that stochastic MABs are vul-
nerable to data poisoning attacks. Data poisoning attacks are the corruption of reward
information for MAB choices. Some works have approached the problem of poisoned
stochastic rewards. [Lykouris et al. 2018] cited e-commerce fake reviews patronized by
competitors and other non-malicious sources of corruption. [Niss and Tewari 2020] is
motivated by the application of bandits in education, where reward information derives
from human opinion, thus prone to deviation. [Jun et al. 2018] is motivated by the indus-
trial application of contextual bandits [Li et al. 2010] usually employed in recommender
systems. [Vallée et al. 2014] noted that some algorithms robust to one-source corruption
are vulnerable to collusion of agents. [Guan et al. 2020] claims that some popular algo-
rithms fail even when attacks are not large all the time. We argue that a fake feedback
attack study helps design adequate defenses, especially for Multi-Agent Systems (MAS)
design and development.

Although the sets for studying those attacks and defenses are populated by agents
performing diverse roles, very few works approach the problem of fake feedback manip-
ulative attacks to stochastic bandits as a multi-agent problem. A multi-agent definition
of the problem would help researchers respond to some of the questions related to this
scenario, i.e., which roles do agents perform, what capacities must the agents involved
have, which information must they pursue, and what are their motivations and commit-
ments, among other questions. The main contribution of this paper is the experimental
exploration and analysis of attacks on stochastic MAB from a multi-agent perspective. It
presents practical but effective attacks on stochastic MAB, followed by their experimen-
tal evaluation. It sheds light on challenges and opportunities related to weak attacks on
stochastic MAB within an agent framework.

The rest of this article is as follows: Section 2 presents a multi-agent definition of
the problem, Section 3 presents an overview of attacks on stochastic MAB, Section 4
presents the performance measures used on three stochastic MAB attacks, Section 5
brings our experimental outcome and analysis, and Section 6 the conclusion.

2. Multi-agent Perspective

MAS are systems where agents sharing the same environment act autonomously
to achieve common or conflicting goals, in most practical cases, on behalf of
users [Wooldridge 2009]. To provide a MAS perspective on the problem, we define the
roles, goals and beliefs database, required to reach an understanding.

Following the classification system described in [Wooldridge 2009], the stochas-
tic MAB environment is non-deterministic, episodic, static, and discrete. In this work, we
assume no noise or communication cost, which means that any agent can freely commu-
nicate, and received messages are equal to the sent ones, despite the communication cost
and noise can influence attack efficiency in the real world. We also take that more than
one agent can draw the same arm in a round without blocking.

We represent our problem as a game played by a set of agents. As we can see in
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Figure 1b, the agents are the Learner ([), the Attacker (a), and a set of Witnesses ().
The set of all agents AG is {l,a} U W. We represent roles and individual agents in
lowercase and sets by capital letters, except in Figure 1 for readability. AG’s possible
actions are drawing arms to collect rewards, communicate, and read information from the
environment. The set of arms K is {k1, ko, ..., k, }. The witnesses are other agents playing
in the same environment from whom the Learner can obtain feedback reports about past
arm trials. Witnesses’ feedback reports help the Learner to evaluate the arms. The co-
opted witnesses (C'), a subset of W, respond to a’s instructions to corrupt the information
sent to [. The members of C' receive messages from a about the level of corruption they
should introduce in the rewards. It is worth noting that |C| < |W|, i.e., at least one
witness is honest.

(a) Adversarial attack. (b) Fake feedback attack.

Figure 1. Comparing adversarial attack (1a), and fake feedback attack scenarios
(1b). Agents are: Learner (L), Attacker (A), Withesses (W), and Co-opted
witness (C).

Learner

The Learner’s goal is to collect rewards from the arms while minimizing regret. We
define regret measure in Section 4 (Performance measures). The Learner maintains a
belief database with all reward information, including rewards obtained by itself and that
informed by the witnesses. Equation 1 describes the Learner’s belief database (55;), where
t is the round time, « is the agent informing its collected reward, & is the pulled arm, r is
the reward.

B ={(t,o,k,r)|t > 1,a € AG,k € K,r € [0,1]} (1)

Based on B; state in ¢, the Learner employs a policy m which returns the arm that [ must
draw. The policy 7 must be defined in ¢ = 0, when B, = 0.

(B, t) =k )

In experiments, 7 is to be substituted by an MAB policy.
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Attacker

The Attacker’s goal is to maximize the number of times the Learner pulls a sub-optimal
target arm. The Attacker can observe each arm’s estimated average reward and Learner’s
pull count. Equation 3 describes the Attacker’s belief database, where /i is the estimated
average reward of £ € K, and n is the pull count of k.

B, = {(t,k,mn)|t > 1,k € K, u € [0,1],n > 0} (3)

Thus, based on its belief database, the Attacker applies a policy p to calculate the level
of corruption that the Co-opted Witnesses will insert into the feedback provided to the
Learner, where k; is the target arm (k; € K). The p function is the fake feedback attack
policy.

p<Ba> kt7t) = {(k,CtJrl)’k S K} 4)

Witnesses and Co-opted Witnesses

For generality, we refrain from clearly defining Witnesses’ goals and policies. Instead,
we describe the Witnesses’ behavior in three steps. During each round, a witness will
draw an arm, collect the reward, and respond to the Learner with the required informa-
tion. Witnesses’ belief database only stores information about their collected rewards, as
described in Equation 5.

By ={(t,k, )t >1,ke K,rel01]} (5)

However, Co-opted Witnesses have secretly the goal of helping the attacker to manipulate
the Learner. They execute an additional step before responding to the Learner, which is
receiving the new corruption level to insert in the information provided to the Learner.
Thus, Co-opted Witnesses must maintain the current corruption level informed by the
Attacker in their database, like in Equation 6.

Be={cle € [0, 1} U{(t,k,r)|t > 1,k € K,r €[0,1]} ©)

Interaction Protocol

Here, the protocol of the T-round game is described. The protocol is executed at each
1 <t < T'. We omit the steps for receiving and sending messages and storing information
in the belief databases for brevity. All databases are initialized as empty sets.

[ applies m(B;, t) to obtain k;.

[ draws k; and collects 7, .

[ requires from W feedback reports.

a collects the information about K.

a applies p(By, ki, t) to calculate ¢ 1.

a informs C' about ¢; .

each w in W draws an arm at random and collects the reward.
each cin C add the informed c; .

©® NNk L=



Anais do XVIII Workshop-Escola de Sstemas de Agentes, seus Ambientes e Aplicacdes - WESAAC 2024

3. Attacks on Stochastic MAB

Manipulative attacks on MAB refer to strategies to manipulate them into increasing the
counting pull of a specific arm, frequently a sub-optimal arm, in a way that affects the
system’s performance or justice. In adversarial attacks, an attacker has control of the
reward perceived by the Learner agent [Rangi et al. 2022]. Let us use the slot machine
metaphor to explain how adversarial attacks work. When a player pulls a chosen machine,
a mechanism informs the adversary of the player and the machine’s identities. Then, the
adversary will select in a control board which prizes the player will receive, if any.

Compared to adversarial attackers, weak attackers have two flaws: they cannot
corrupt all reward reports since some are secured; they have to decide about the corruption
before the actual reward is revealed [Rangi et al. 2022]. The weak attacker cannot access
the machine prizing mechanism of the slot machines. However, it can co-opt witnesses
and instruct them in advance to poison the report provided to the Learner.

Poisoning attacks to stochastic MAB are those in which the attacker corrupts the
reward information by adding a carefully calculated value to the actual reward to manip-
ulate the Learner to make decisions in a specific way [Liu and Shroff 2019]. When the
weak attack employs Co-opted Witnesses to corrupt the reports provided to the Learner,
it is called a fake feedback attack. Figure la shows information flow on adversarial at-
tacks and fake-feedback attacks (Figure 1b), where the Attacker (A) counts on Co-opted
Witnesses (C) to corrupt the information provided to the Learner (L).

Fake feedback presents a problem for many online, open, and dynamic real-world
environments. Let us take the reputation systems employed in many e-commerce plat-
forms. Some sellers contract counterfeiters to insert manipulative reviews of products
and sellers, whether to improve their reputation or harm competitors. The work on
[Zhang et al. 2013] illustrates a history of generations of fake feedback attacks on the
trust system of the Chinese e-commerce platform Taobao.

4. Weak Attacks on Stochastic MAB

This Section presents the performance measures used to evaluate the MAB algorithms’
performance, followed by weak attacks on stochastic bandits examples that can succeed
when no defense is present in the system.

Performance Measures

MAB algorithms’ performance is evaluated using a metric called regret. Regret is the dif-
ference between the reward accumulated by pulling only the best arm overall and the real
accumulated reward. According to [Vermorel and Mohri 2005], the regret at the round 7’
is defined by Equation 7, where p(k) is the mean of the rewards obtained from the arm
k € K, K the set of all available arms. Exists an k* for which pu(k*) > mazgex (u(k)),
that, for simplicity, we call ;1(k*), p*. Considering that there were 7" rounds, and ry, 1,(¢)
is the reward the Learner collected from the arm k at the round ¢ < 7.

T
RL(T)=p"-T = reslt) (7)
t=1

Take r,ivw (t) as the reward that a witness w provided to the Learner in round ¢. The
corruption that the witness w inserted in the system is the difference between the reward it
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collected and the reward it informed. If the Attacker did not co-opt w, then the corruption
it inserts is always zero. The total corruption level inserted into the game until the final
round 7" is expressed by Equation 8.

CT) =Y rhaw(t) = rrw(t)] (8)

weW t=0

Regarding the agent’s objectives in the game, we define success by comparing
scenarios when corruption exists or not. Take N (k,t, ¢) as the counting of times an arm
k was pulled by the Learner until some ¢ when the Attacker submitted the game to a level
of corruption c¢. We call Achieved Pulls (AP) the increase that the Attacker could achieve
in the pull counting of the target arm using the policy p until the horizon 7', as described
in Equation 9, where k; is the target arm.

AP(T) = Nk, T, C(T)) — N(k;, T, 0) 9)

The Attacker’s cost for each additional pull is defined by Equation 10.

CP(T) = C(T)/AP(T) (10)

We say that the policy p was successful in a horizon 7" with a level of corruption
C(T) if AP(T) > 0, where 0 is a constant greater than zero, arbitrarily defined. This
criterion is adequate since in [Jun et al. 2018] authors analyze that if the Oracle attack
succeeds, then E[N (k;, T,C(T'))] =T — o(T'), which is coherent with our definition. A
cost-efficient attack policy is if it can succeed with a low C'P(T').

In the sequence, we present the three types of attacks on stochastic MAB used in
this article to illustrate the problem.

Constant Attack

The constant attack policy idea is that all the co-opted witnesses add a fixed corruption
value in all reports provided to the learner. Equation 11 illustrates this idea. If the arm ¢
is the target arm k, the co-opted witness will add a value ¢ to reward values. For all other
arms, rewards are subtracted by c. This policy is agnostic concerning the MAB policy,
requires only one message to inform the appropriate c to the witnesses, and presents a
fixed cost budget. However, the c value must be the same during the game.

th:{c if k =k an

—c otherwise

Adaptive Attack

The adaptive attack goal is to try to maintain the pull count of the target arm in a range. We
can see this attack as an improvement of the Constant attack defined in Section 4 where
the corruption is a function of the time and the target arm pull counting (Equation 12).
If the target arm pulls counting in the previous step (n,_1 = N (ki t — 1,C(t — 1))) is
below a threshold, the attacker raises the corruption level by a small constant amount of

10
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c. Then, the corruption level will rise until it forces the pull count above the lower bound.
However, if the pull count of the target arm surpasses a higher threshold, the corruption
level decreases by the same small amount. Only note that a;—(t) = —1 - a;24(t), as in
Equation 11. The higher bound helps prevent the total cost of corruption from growing
without a limit. The parameters are cj, the inferior corruption level, cg, the superior
corruption level, ¢, the increase/decrease factor, and (R°, R!) are the superior and the
inferior ratio bounds, respectively. R and R! are in the [0, 1] interval and R® > RI.

Cr ift < 1
min(cs,ci_1 +c) ift>1landn,  <t-R!

12
max(cy,¢i_1 —c) ift>1landn,, >t- RS (12)

C(tv ng—1, Ct—l) ==

Ce1 otherwise

This attack has the advantage of being agnostic to the MAB policy, and the level
of corruption will adapt to a desired target arm pull. The cost budget has the upper bound
CP(T) < T - cs. However, the Attacker agent cannot know the cost budget in advance,
although it might be possible by analyzing the stochastic MAB policy, which hurts ag-
nosticism.

Jun’s Adversarial Relaxed Attack

The attacks to e-Greedy and UCB1 defined in [Jun et al. 2018] are adversarial. The gen-
eral idea is to carefully craft the corruption value to subtract from the reward of other arms
but the target arm to minimize the total corruption. We can derive a weaker attack from
[Jun et al. 2018] by relaxing the assumption that the attacker can know in advance which
reward an arm will give.

Let us substitute the reward in ¢ + 1, r(t + 1) by E[ri(t + 1)] = ux(t), since the
sample mean is an unbiased estimator for E[r, (¢ + 1)] in the stochastic MAB problem.
Making this relaxation and rearranging the equations from [Jun et al. 2018], Jun’s relaxed
attack to e-Greedy is presented in Equation 15. V;(t) is the number of times that the
Learner has pulled the arm ¢ until the round ¢, ji; is the sample mean of the arm ¢, being
that k is the index of the target arm and ¢ and A are parameters.

202 w2KN?

BIN) = | S log—5 (13)
ri(t) = fure(t = 1) = 26(Ni(t = 1)) (14)
ai(t) = (Ni(t = 1) + 1) - (fu(t = 1) = r(t = 1)) (15)
By its turn, Jun’s relaxed attack to UCBI is presented in Equation 18.
t
Ai(t) = ai(s) (16)
s=1
() = re(t) — Ag (17)
aj(t) = (Ni(t = 1) + 1) - (st = 1) = ri(t = 1)) = Ayt = 1) (18)

11
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Our relaxed version of Jun’s attacks presented in [Jun et al. 2018] produces a
higher corruption level when compared to the original ones since it attacks every arm that
is not the target one in every round. The attacks must be indiscriminate since the attacker
cannot know each one the Learner will choose. Because of this, we can no longer maintain
the guarantee that cost will be limited by O(log(T')), as claimed in [Jun et al. 2018]. The
cost tends to grow faster than O(Klog(T)), as in the experiments described in Section 5.

5. Experiments

This section presents experiments with the weak attacks proposed in Section 4 on ma-
nipulating the Learner agent employing UCB1 and e-Greedy strategies, using the metrics
defined in that section. The objective is to provide insights into the strengths and lim-
itations of each approach, facilitating their application in the development of defenses
against this kind of manipulation in MAS.

We implemented a multi-agent framework using the Java Agent Development
Framework (JADE) middle-ware [Bellifemine et al. 2007]. The framework code is avail-
able at github.com/charlesANC/BanditsExperiment. The agent population
is the Learner [, the Attacker a, nine honest witnesses, and five co-opted ones. There
are more agents than arms to guarantee overlapping evaluations. For the experimental
setting, K = {Al, B1, B2,C1,C2}. We set up the arm’s reward functions as stochastic,
stationary, sampled from a Gaussian distribution accordingly with the following profiles:
Al reward distribution is N'(0.9,0.1); B1 and B2’s are A/(0.85,0.30); and C1 and C2’s
are N'(0.75,0.50). In all runs, the target arm is C2. We run games of 2,000 rounds vary-
ing learner’s and attacker’s policies. The Attacker can use Constant, Adaptive, and Jun’s
relaxed attacks described in Section 4. The Learner can use e-Greedy and UCB1. For
calculating the achieved pulls (AP(T")), we also ran games where the Learner employed
the stochastic MAB with no Attacker agent. We repeated each combination 30 times.
Table 1 shows the general parameters of our experiments.

Table 1. General experimental parameters

Parameter Value
Number of rounds 2,000
Number of repetitions 30
e value 0.80
Evaluation values range [0,1]
Honest witnesses 9
co-opted witnesses 5
¢ (Constant) 1.00
cr 0
cs 1.00
¢ (Adaptive) 0.20
Adaptive 1 (R, RY) (0.40, 0.60)
Adaptive 2 (R!, RY) (0,80, 0.90)
0 0.025
o 0.001
Ag 0.10

12
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For the Constant attack, we set the parameter c as 1 since the rewards’ range is
[0, 1]. For the Adaptive attack, the initial corruption value C; was 0, and we experimented
with two ranges of [R!, R°] which were [0.4,0.6] and [0.8,0.9], which we differentiate as
Adaptive 1 and 2. For Jun’s relaxed attack, we set the value of parameter ¢ as 0.025, and
Ay as 0.10, such as in experiments described in [Jun et al. 2018], and ¢ as 0.001. It is
worth noting that authors in [Jun et al. 2018] ran experiments with o values varying from
0.05 to 0.5, depending on the scenario. However, we observed that even 0.05 was too high
for our set-up, resulting in higher costs and lower efficiency. Co-opted witnesses cropped
informed corrupted rewards into the [0, 1] range to avoid providing out-of-scale values.

Table 2 resumes the experimental outcome. The columns show the MAB algo-
rithm, the employed attack, regret, target arm pulls, total cost, and cost per additional
target pull, respectively, as defined in Section 4. When there is no employed attack,
C(T) = 0, thus in lines 1 and 6 N(k;,T,C(T)) = N(ki, T,0). However, we need
N(k¢, T,C(T)) in lines 1 and 6 for calculating AP(7T) and CP(T).

Table 2. Resumed measures over MAB algorithms and attacks. The values rep-
resent the mean with the standard variation in parentheses.

MAB Attack Ry (T) | N(k¢, T,C(T)) | AP(T) C(T) | CP(T)
UCBI - 70.93 131.50 - - -
(8.77) (9.70)
UCBI Constant 297.20 1,889.07 | 1,757.57 | 51,549.73 29.33
(21.42) (1.69) | (10.03) (68.40) (0.18)
UCBI Adaptive 1 216.34 1,164.87 | 1,033.37 19,769.67 19.11
(24.91) (134.40) | (135.04) | (3,620.93) (2.51)
UCBI Adaptive 2 275.42 1,668.43 | 1,536.93 | 30,803.83 20.04
(24.39) (24.99) | (27.41) | (1,565.36) (0.89)
UCBI Jun’s relaxed | 181.52 679.83 548.33 13,601.23 25.04
(19.12) (77.59) | (78.79) | (1,271.82) (2.18)
e-Greedy | - 31.45 79.67 - - -
(8.96) (8.83)
e-Greedy | Constant 274.45 1,673.80 | 1,594.13 | 51,581.90 33.45
(23.26) (13.08) | (1541) (68.72) (0.30)
e-Greedy | Adaptive 1 180.72 1,032.57 952.90 17,421.66 20.12
(38.44) (246.09) | (244.51) | (8,252.80) (9.58)
e-Greedy | Adaptive 2 269.08 1,594.90 | 1,674.57 | 50,468.31 31.65
(21.88) (18.22) | (18.74) | (3,910.64) (2.48)
e-Greedy | Jun’s relaxed | 268.87 1,638.10 | 1,594.90 | 185,662.13 | 123.55
(20.86) (37.38) | (38.61) | (26,423.06) | (19.79)

Note that all attacks successfully increased the target arm pull count. However,
we can also observe significant differences in cost values. Due to the used parameters, the
cost of constant attack dominated the two tested adaptive attack ranges, which resulted in
a lower cost per additional pull.

With the same parameters, Jun’s relaxed attacks had very different performances
depending on the MAB algorithms, despite both versions presenting the highest cost per
additional pull compared to the other attack strategies. Note in line 5 of Table 2, against
the UCBI1 algorithm, the achieved pulls AP(T") and the total cost C(T") were significantly

13
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lower than other strategies’ values. However, C'P(7T’) was higher. Against e-Greedy, Line
10, the achieved pulls of Jun’s relaxed attack were comparable to those obtained from
Constant and Adaptive attacks. However, the cost measures were much higher than any
other tested strategy. Also, note in Figure 2 that the target arm pulls over rounds in
e-Greedy experiments, that Jun’s relaxed attack did not surpass the Constant attack at
any moment. Those results allow us to conclude that Jun’s relaxed attacks needed more
work on tunning parameters, which is a disadvantage compared to Constant and Adaptive
strategies. However, when testing a possible defense against data corruption, pursuing an
attack that presents an exponentially growing cost curve is desirable.

2000 2000
Adaptive 2 Adaptive 2
—— Adaptive 1 —— Adaptive 1
—— Jun's relaxed —— Jun's relaxed
16001 —— Constant 16001 — Constant
n) 2
§ 1200 = 1200
= 2
g g
a8
5 S
° »
g 800 ’Qi")’ 800
£ &
400 400
0 0
0 400 800 1200 1600 2000 0 400 800 1200 1600 2000
Rounds Rounds
(a) UCB1 - Target arm pulis. (b) e-Greedy - Target arm pulls.
Figure 2. Target arm pulls over MAB algorithms and attacks.
200000
Adaptive 2 200000 Adaptive 2
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160000 160000
140000 140000
120000 120000
% 100000 % 100000
o} e}
80000 80000
60000
60000
40000
40000
20000
20000
0
0
0 400 800 1200 1600 2000 0 400 800 1200 1600 2000
Rounds Rounds
(a) UCB1 - Total Cost. (b) e-Greedy - Total Cost.

Figure 3. Cost of corruption over MAB algorithms and attacks.

In summary, the experimental results offer valuable insights into the behavior and
cost-effectiveness of the weak attacks presented in Section 4. One can observe that while
all attacks were successful in manipulating the learner choices, performance measures

14
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varied significantly. Specifically, the Adaptive attack has the advantages of being agnos-
tic regarding the MAB algorithm, easily configurable, and cost-efficient. Jun’s relaxed
attacks present advantages in scenarios for testing algorithmic defenses.

6. Conclusion

This article presents the problem of fake feedback attacks on stochastic MAB algorithms
from a multi-agent perspective. Our work highlighted the vulnerability of stochastic MAB
with two commonly used algorithms — e-Greedy and UCB1 — illustrating the problem with
three types of attacks — Constant, Adaptive, and Jun’s Adversarial Relaxed. By consid-
ering the roles, beliefs, interactions, goals, and motivations behind these attacks, we con-
tributed to the problem understanding within the MAS perspective, which facilitates the
development of defenses against this kind of manipulative attack. Our outcome pointed
to the cost-efficiency of Constant and Adaptive attacks, besides the advantages of Jun’s
relaxed attacks on testing potential defenses.

Our vision is that other works that studied data poisoning attacks on MAB with-
out a strong MAS perspective, such as [Lykouris et al. 2018], [Liu and Shroff 2019],
[Niss and Tewari 2020], and [Rangi et al. 2022], could benefit from comparison using the
performance measures presented in Section 4 (Equations 7-10). Future work will compare
them using the performance metrics proposed in Section 4. Another possible direction to
further work should be the effective defense development against fake feedback attacks
in MAS requirements design, which is useful for diverse real-world problems such as
e-commerce marketing, the stock market, and drug administration.
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