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Abstract. Digital Twin Synchronization (DTS) demands robust data distribu-
tion to handle heterogeneous flows, yet existing evaluations often overlook
large messages and degraded networks. This work experimentally evaluates
five middleware protocols, MQTT, AMQP, Kafka, DDS, and Zenoh, within a
data-centric DTS architecture. We assess performance metrics such as latency
and stability under varying message sizes (up to 2 MiB) and controlled net-
work degradation. Our results highlight trade-offs between broker-based and
brokerless architectures, identifying the most suitable solutions for the rigorous
synchronization demands of Industry 4.0.

1. Introduction
The concept of Digital Twin (DT) has emerged as a cornerstone of the Industry 4.0
paradigm, revolutionizing how physical assets are monitored, analyzed, and optimized.
Although the theoretical foundations of virtual replicas are not new, recent advance-
ments in computing power and connectivity have accelerated their adoption across do-
mains, including smart manufacturing, predictive maintenance, and automated logistics
[Fuller et al. 2020, Xu et al. 2023]. By establishing a high-fidelity virtual counterpart, in-
dustries can simulate scenarios, predict failures, and optimize operational efficiency with
unprecedented precision.

While definitions of Digital Twin vary in the literature due to its diverse applica-
bility [Liu et al. 2020], a consensus exists regarding its fundamental nature: a DT is not
merely a static model but a realistic virtual replication that is continuously synchronized
with a physical entity. This bidirectional relationship is the defining characteristic of the
technology; the physical entity feeds status data to the virtual model, while the virtual
entity processes this information to generate insights, control commands, or state updates
back to the physical world.

This continuous bidirectional exchange constitutes Digital Twin Synchroniza-
tion (DTS). DTS acts as the system’s lifeblood, ensuring that the virtual and real
worlds remain coherent mirrors of one another [Rovere et al. 2018]. The synchroniza-
tion flow carries payloads ranging from high-frequency telemetry to complex state vec-
tors. Ideally, this allows for immediate actuation, such as position updates for robotics

Anais do XXXI Workshop de Gerência e Operação de Redes e Serviços (WGRS 2026)

1

https://orcid.org/0000-0002-5752-525X
https://orcid.org/0000-0001-9873-6929
https://orcid.org/0000-0002-7952-3239
https://orcid.org/0000-0002-7927-8472
https://orcid.org/0000-0002-2673-5887
https://orcid.org/0000-0001-5378-4732


[Liang et al. 2020], configuration changes [Zhou et al. 2023], or real-time risk warnings
[do Carmo et al. 2024].

Consequently, DTS is mandatory for any robust DT application. However, im-
plementing effective synchronization in a multifaceted industrial environment requires
a compound architecture capable of handling data collection, transformation, and stor-
age. Within this architecture, the Data Distribution layer enables the interoperability of
all other components. It serves as the backbone responsible for transmitting data from
monitoring agents to transformation engines and from decision modules back to physical
actuators.

Given the heterogeneity of industrial networks and the varying requirements of
data payloads from bytes to megabytes, selecting the appropriate transport mechanism is
a non-trivial challenge. There is a pressing need to understand not only which communi-
cation protocols are theoretically compatible with Industry 4.0, but specifically how they
perform under the rigorous constraints of DTS.

In this work, we address this gap by evaluating the leading communication proto-
cols available in the literature, including Message Queuing Telemetry Transport (MQTT),
Advanced Message Queuing Protocol (AMQP), or Kafka, to perform data distribution
within a DTS architecture. Unlike previous studies focused on lightweight telemetry, we
assess these protocols under unique industrial conditions, including network degradation
and variable payload sizes, to determine the most appropriate solution for robust Digital
Twin Synchronization. Our results indicate that brokerless solutions tend to transmit at a
higher rate with less delay but are highly susceptible to poor network conditions. On the
other hand, the literature standards MQTT and AMQP tend to be more resilient to poor
network conditions.

This article is organized as follows: Section 2 details the data-centric architecture
and the rationale behind the selected middleware. Section 3 positions this study within
the current state of the art. Section 4 describes the experimental methodology. Section
5 presents a comprehensive analysis of the obtained results. Finally, Section 6 offers
concluding remarks and outlines directions for future research.

2. Background
Digital Twin Synchronization (DTS) is the cornerstone of a proper DT deployment. With-
out it, a DT remains a straightforward simulation of an industrial plant, behaving strictly
according to pre-programmed logic. In such a static scenario, updates from the real world
would require manual input, rendering simulation results useful merely as insights rather
than enabling automatic actuation on real-life entities. Consequently, addressing how to
perform DTS properly is a fundamental requirement for Industry 4.0.

2.1. The Data-Centric Architecture
To address this challenge, our previous work [Freitas et al. 2026] proposes a unified Data-
Centric Industrial Digital Twin Synchronization Architecture. This reference architecture,
illustrated in Figure 1, presents synchronization components with specific roles that form
a complete framework.

The Data Collection is the first component to interact with the industry fabric. As
the name implies, it collects data from the entire ecosystem, including physical devices
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Figure 1. Digital Twin Synchronization Architecture.

(e.g., robotic arms, cameras) and their virtual counterparts. It constitutes two major sub-
components:

1. Data Monitoring: Responsible for fetching data from all devices using manifold
protocols suitable for each device’s nature, such as In-band Network Telemetry
(INT) or SensorThings API.

2. Data Distribution: This sub-component is significant. It transmits data gathered
by the monitoring component to other appropriate components.

Although represented as a sub-component of collection, Data Distribution is om-
nipresent in the architecture. Whether transmitting data from monitoring to transforma-
tion, transformation to knowledge storage, or transformation to the update supervisor, all
data exchange relies on this layer.

The traffic overhead of standard poll-based data transmission, which is typically
associated with more conventional network management protocols like SNMP, can harm
data distribution performance and cause more interference than is necessary [Naik 2017].
The latency caused by modifications on the network can be decreased by publishing the
gathered data in a stream and subscribing to it [Song et al. 2022]. The Message-oriented
middleware is useful because it can connect different devices and send information from
monitoring agents to data transformation parts in a way that maximizes bandwidth ef-
ficiency and minimizes energy use [Gemirter et al. 2021]. Numerous publish/subscribe
middleware solutions are available, including Zenoh, Kafka, Data Distribution Service
(DDS), AMQP, and others. To determine an appropriate implementation through a thor-
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ough evaluation, it is crucial to consider parameters such as the number of devices on
the scene, the type of messages sent, and the available resources [Gamess et al. 2021]
[Akasiadis et al. 2019].

Because of this, we provide an evaluation of the most important middleware pro-
tocols available in the literature, namely MQTT, AMQP, DDS, Kafka, and Zenoh. We
provide in the following section an overview of related works and why the chosen mid-
dleware protocols are prevalent in the literature.

3. Related Works
DTS imposes communication requirements that transcend traditional IoT telemetry, de-
manding continuous and bidirectional state mirroring between physical and virtual do-
mains. While recent literature has been prolific in defining architectural models and syn-
chronization patterns, experimental validation of the transport layer under adverse condi-
tions combining network degradation with divergent message sizes remains a gap. This
section analyzes the state of the art from three perspectives: synchronization architectures,
industrial middleware evaluation, and robustness in edge computing environments.

3.1. Synchronization architectures
The need for precise synchronization is the fundamental consensus in Digital Twin re-
search. [Akbarian et al. 2020] demonstrates that synchronization quality directly impacts
control errors in industrial systems, proposing distinct architectures to mitigate state di-
vergences. Expanding this view, [Ferko et al. 2022] perform a systematic mapping of 140
studies, identifying a predominance of layered and service-oriented patterns. However,
they note that performance efficiency is often treated as an abstract quality attribute rather
than a subject of deep transport layer validation.

Recent proposals focus on the semantic and functional structuring of DTs.
[Somma et al. 2025] introduces TwinArch, a domain-independent reference architecture,
while [Yu et al. 2025] proposes a multidimensional model for digital workshops, empha-
sizing dynamic virtual-physical interaction. [Alghamdi 2024] advances the taxonomy
by cataloging synchronization patterns (e.g., time-driven, event-driven) for different do-
mains. Similarly, [Dihan et al. 2024] analyzes DTs through the lens of the data lifecycle,
highlighting the challenge of handling large volumes and heterogeneity.

However, practical implementations of these architectures typically assume ideal
or simplified network conditions. [Caiza and Sanz 2023] implement functional industrial
DTs using OPC UA and Ethernet, reporting communication times in the order of 100
ms. While validating functional integration, these works do not stress the infrastructure
with large messages or network instability. Even when security and state replication are
the focus, as in [Gehrmann and Gunnarsson 2020], performance evaluation remains lim-
ited, without exploring throughput or latency limits under congestion. In summary, the
architectural literature defines what must be synchronized but rarely validates how the
infrastructure supports this synchronization under real-world stress.

3.2. Middleware evaluations
To materialize synchronization, the industry relies on standardized middleware. Com-
parative studies, such as those by [Yoshino et al. 2021] and [Silva et al. 2021], have es-
tablished important baselines for Industrial Internet of Things (IIoT), demonstrating that
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MQTT is efficient for small messages, while AMQP offers greater reliability, and CoAP
provides lower time-to-completion. The work by [Wytrebowicz et al. 2021] complements
this view with a functional analysis of these protocols for IoT devices.

In the context of real-time systems, [Peeroo et al. 2023] and
[Solpan and Kucuk 2022] highlight DDS (and DDS-XRCE) for its configurable
QoS capabilities. However, [Gavrilov et al. 2022] warns that although RTPS (DDS)
handles complex traffic better than MQTT, such performance is not guaranteed for large
messages. Recently, next-generation protocols like Zenoh have demonstrated superior
performance. [Liang et al. 2023] and [Zhang et al. 2023] show that Zenoh outperforms
Kafka and DDS in throughput and latency, presenting lower variations in error in Wi-Fi
and 4G networks.

Indeed, a methodological limitation persists across most of these evaluations: the
focus on “lightweight telemetry”. [Mishra et al. 2021] performs stress tests on MQTT
brokers, focusing only on message rate, not size. Even [Filho et al. 2022], when evalu-
ating image transmission, focuses on decision time rather than continuous state synchro-
nization. Consequently, the behavior of these middlewares when transmitting massive
state vectors (e.g., 2 MiB), typical of a visual or analytical DT, remains underanalyzed.

3.3. Network degradation and edge robustness

The final factor, often ignored in laboratory settings, is the variability of the Edge en-
vironment. [Dizdarevic et al. 2023] provides experimental evidence that broker-based
architectures degrade rapidly under packet loss and latency, creating centralized bottle-
necks. Additionally, [Bezerra et al. 2024] shows that security mechanisms amplify this
impact, making latency fundamental.

In contrast, brokerless architectures appear more resilient. [Chovet et al. 2024]
indicates that Zenoh maintains connectivity and low latency in unstable mesh networks
where traditional DDS fails. [Corte et al. 2025] reinforce this through systematic evalua-
tions, showing that brokerless libraries eliminate single points of failure and offer higher
raw throughput.

3.4. Synthesis and contribution

The literature presents a division: on one side, intelligent DT architectures that abstract
communication; on the other, middleware evaluations that focus on light loads or ideal
network conditions. There is a lack of integrated validation considering the hostile reality
of the factory floor.

This work fills this gap by conducting an experimental evaluation that:

1. Combines architectural and network views: Evaluates whether middlewares
(MQTT, AMQP, Kafka, DDS, Zenoh) support the synchronization require-
ments defined by reference architectures [Akbarian et al. 2020, Ferko et al. 2022,
Freitas et al. 2026].

2. Scales the message size: Tests messages up to 2 MiB, simulating the synchro-
nization of complex states neglected by telemetry evaluations.

3. Emulates reality: Introduces controlled degradation (25 ms delay, 5% loss), test-
ing distribution robustness where it is most relevant.
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4. Experiment Setup
To evaluate the performance of data distribution protocols, we built a testbed consisting of
three KVM Virtual Machines (VMs). These three VMs are connected via a virtual switch
that isolates them from any other network communication possible inside the server. The
isolated virtual network has a 1 GbE speed. The host machine where the VMs run has
a 12 core Intel Core i7-5820K CPU with 3.30 GHz, 12 GiB of RAM, running Proxmox
Virtual Environment 8.2.4, with kernel 6.2.16. All the VMs have 1 vCPU and 1 GiB of
RAM.

The experiment consists of each VM developing a role in the publish/subscribe
communication pattern. The first VM is the publisher, the second is the subscriber, and
the last one is the broker. In protocols that do not need a broker, such as DDS or Zenoh,
the third VM is not used. In each VM, there is a variable number of agents that fill the role
designated by the VM (i.e., the agents in the subscriber VM are all subscribers). Figure 2
illustrates the experiment topology, with how each VM connects itself.
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Publisher node 1 Subscriber node 1

Publish X sized message

Publish X sized message
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Figure 2. Experiments testbed

Since we want to create a scenario that resembles a possible DTS of an industrial
plant, we create different message sizes to send during the experiment. Each VM has
a pair of agents, where each agent publishes and subscribes to a specific message size,
either 32 KiB or 2 MiB. We chose the message sizes to better represent the variety of
possible synchronization data in an industrial DTS environment, such as small IoT devices
synchronizing sensor data or robots/cameras synchronizing large images. The message
size is referenced in the literature, in works like [Liang et al. 2023, Gamess et al. 2021].
To further expand the industrial scenario, the number of agent pairs also changes, with a
total of either 12, 36, or 108 agents. The agent number is also paired to better emulate a
complex industrial scenario where multiple industrial entities are acting upon the DT, such
as cameras, sensors, robots, and network equipment. All publishers send their defined
message size with a 1-second interval between each transmission and send a total of 10
messages.

The agents used to publish and subscribe messages are implemented in Python,
using the appropriate libraries. For AMQP we used pika library with RabbitMQ broker.
For DDS we used cyclonedds library. For Kafka we used kafka library and broker
For MQTT we used paho library with RabbitMQ broker. And for Zenoh we used zenoh
itself for library. We used the same script, changing only the necessary calls for the
library’s publish and subscribe method.

To resemble the network constraints possible in an industrial scenario, we limit
the network conditions in our experiments, creating three scenarios:
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• No network limitation, where there is no limitation in the 1 GbE network link
between all VMs,

• Moderate network limitation, where the link between the VMs has a 5 ms delay,
bandwidth reduced to 200 Mbps, and a loss rate of 0.1%,

• High network limitation, where the link has a 25 ms delay, 100 Mbps bandwidth,
and a 5% loss rate.

The metrics that we collect and analyze are publication Round-Trip Time (RTT),
subscription delay and publisher CPU utilization. The publication RTT refers to the la-
tency time starting when the publisher publishes a message in the queue, the subscriber
receives this message and publishes back a confirmation in a different queue, which the
publisher is subscribed to, and receives the confirmation. This metric is referenced in
the literature and can be found in works like [Luzuriaga et al. 2015, Gamess et al. 2021].
Since the time to transmit these messages can vary according to middleware and network
limitations, we collect the delay by the message sequence instead of merely the experi-
mentation time. In our scenario, experiment duration ranged from 50 to 140 seconds.

Publish message Subscribe to message

Publisher node 1 Subscriber node 1Broker

Acknowledge
subscription

Receive ack

RTT

Figure 3. Representation of how we calculate publication RTT.

The subscription delay is the delay for a subscriber receiving one message and the
next one. The time in our experiment should always be 1 second, considering a perfect
scenario, since we send a message every 1 second. The subscription delay, often called
subscription jitter, is also a referenced metric, present in works like [Gamess et al. 2021,
Liang et al. 2023].

Publish message 1 Subscribe to message 1

Publisher node 1 Subscriber node 1Broker

Subscribe to message 2Publish message 2

Subscribe
Delay

Figure 4. Representation of how we calculate subscription delay.

5. Results and Discussion

In this section, we present the experimental results obtained from the testbed described in
Section 4. The analysis is structured to evaluate the trade-offs between middleware type,
network limitations, and packet size. All results show the mean and confidence interval
of 95%. All experiment scenarios were repeated 30 times.

Figures 5 and 6 show the results for the RTT for the agents that send 32 KiB
and 2 MiB messages, respectively, on any network limitation and agent number. Zenoh
and DDS are able to keep low RTT, showing the prevalence of not needing a broker to
forward messages. With low number of agents and no network limitation, Zenoh can keep
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Figure 5. RTT results for agents sending 32 KiB messages, separated by network
limitation and number of agents.

the lowest RTT, consistently below 10 ms. In addition, the difference between 12 and 36
agents is small.

In low-scale scenarios (12 and 36 nodes), brokerless protocols (Zenoh and DDS)
exhibit the lowest latency for small messages. This confirms the architectural advantage of
eliminating the central broker hop in ideal conditions. However, a divergence occurs with
larger messages (2 MiB): only Zenoh maintains low latency and stability. DDS shows
increased jitter, likely due to the overhead of fragmenting large messages over DDS’s
underlying transport protocol, without a TCP flow control.

Kafka consistently presents the highest latency values across all packet sizes. Fur-
thermore, it fails to deliver the 2 MiB messages successfully in this configuration. This
behavior aligns with Kafka’s design as a high-throughput, log-based storage system rather
than a real-time, low-latency transport. Its batching mechanisms and disk-persistence
overhead, while beneficial for “Knowledge Storage”, prove detrimental for the immediate
synchronization loop.

When more agents are present in the network, the results change. As the node
count scales to 108, DDS exhibits severe instability. This is characteristic of the discov-
ery traffic explosion inherent in full-mesh peer-to-peer architectures (O(N2) complexity).
Conversely, the broker-based protocols (AMQP and MQTT) maintain constant, albeit
higher, latency values, demonstrating that the broker acts as a stabilizer for control plane
traffic as the system scales. However, while Zenoh is less unstable than DDS, its latency
surpasses MQTT/AMQP in this high-density scenario, suggesting that its hybrid routing
algorithms face overheads under dense clustering.

With the introduction of packet loss (0.1%), the performance hierarchy shifts.
MQTT exhibits unexpectedly high latency even for small packets, indicating a sensitivity
to TCP retransmission timeouts in the presence of jitter. Both Kafka and DDS fail to
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Figure 6. RTT results for agents sending 2 MiB messages, separated by network
limitation and number of agents.

transmit 2 MiB packets entirely.

The most significant finding in this scenario is that only MQTT and AMQP suc-
cessfully delivered 2 MiB packets. While the latency is high (≈ 10 seconds), the delivery
is guaranteed. This resilience is attributed to the robust TCP flow control and buffering
mechanisms inherent in the broker architecture, which decouples the publisher from the
subscriber, absorbing network variations. In contrast, DDS, Zenoh, and Kafka failed to
synchronize large states under 5% packet loss, rendering them unsuitable for large-state
synchronization (e.g., visual data) in hostile edge environments without extensive tuning.

The subscriber delay, shown in Figures 7 and 8, shows that jitter is not as high as
the RTT, except for the DDS case. All middlewares had constant delivery intervals around
1 s, except DDS with high number of agents. In this scenario, DDS could not deliver more
than 3 messages and also had high RTT. In addition, a specific case for 108 agents and
moderate network limitation is that MQTT had a slowly increasing delay, which got close
to 2 s.

With the larger messages, the results converge with the RTT ones, showing that
AMQP and MQTT are the only ones to maintain a steady rate with high network limita-
tions. The average delivery delay is 10 s for these middlewares, which are the only ones
to successfully deliver the messages.

The CPU results shown in Figure 9 corroborate the latency findings regarding
scalability.

• DDS Saturation: DDS quickly reaches 100% CPU usage. At 108 nodes, this
usage does not reduce, indicating a continuous struggle to maintain discovery state
and mesh synchronization. This confirms that untuned DDS is computationally
unsuitable for high-density DTS. Furthermore, using DDS could result in poor
scalability considering industrial DTS, especially when limited hardware can also
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Figure 7. Subscriber delay results for agents sending 32 KiB messages, sepa-
rated by network limitation and number of agents.

be used.
• Broker Efficiency: AMQP and MQTT show a significant usage peak during

transmission followed by an immediate drop to idle. By offloading routing logic
to the central broker, the edge agents remain lightweight, a feature for battery-
powered industrial IoT devices.

• Zenoh’s Profile: Zenoh exhibits a “spread out” usage pattern, taking longer to
return to idle. While lighter than DDS, its hybrid routing requires more sustained
processing than the simple client-server model of MQTT.

5.1. Synthesis

The results validate the hypothesis that no single protocol satisfies all DTS requirements.
While Zenoh and DDS offer superior latency for real-time control in networks with higher
capacity, they struggle to manage heavy messages and network degradation. Conversely,
AMQP and MQTT act as the “tanks” of the architecture, sacrificing rate and latency for
the guarantee of delivery, proving to be the only viable options for synchronizing larger
Digital Twin states in unstable industrial environments.

6. Conclusion
Digital Twin Synchronization is often idealized in the literature as a seamless flow of
data. However, our experimental investigation reveals that the harsh reality of industrial
networks, characterized by packet loss, jitter, and heterogeneous message sizes, imposes
severe constraints that no single middleware protocol can satisfy in isolation.

By subjecting five distinct protocols (MQTT, AMQP, Kafka, DDS, and Zenoh)
to a unified Data-Centric Architecture testbed, we identified an important split between
performance and resilience. In ideal or local network conditions, brokerless architec-
tures (specifically Zenoh and DDS) demonstrated superior efficiency, offering the lowest
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Figure 8. Subscriber delay results for agents sending 2 MiB messages, separated
by network limitation and number of agents.

latency for telemetry synchronization. This confirms their suitability for real-time, intra-
cell robotic control where network stability is guaranteed.

However, the introduction of realistic edge constraints coupled with large mes-
sages alters the landscape. Our results indicate that high-performance peer-to-peer dis-
covery mechanisms (inherent to DDS) collapse under network stress and high node den-
sity (108 nodes), leading to CPU saturation and transmission failure. In contrast, the
reliable, TCP-backed broker architectures of MQTT and AMQP proved to be the only vi-
able solutions for synchronizing complex Digital Twin states in degraded environments.
Although they incur higher latency, their ability to guarantee delivery where others fail
makes them indispensable for critical system observability.

Therefore, we conclude that a robust DTS implementation necessitates a hybrid
leveled architecture:

1. Local/Real-Time: Utilization of Zenoh or DDS for high-frequency, low-latency
control loops within the local network segment.

2. Global/Resilient: Deployment of AMQP or MQTT as the backbone for transport-
ing heavy state updates and critical commands across unreliable or unpredictable
network conditions.

Future work will focus on implementing and validating this hybrid protocol stack
within the reference architecture, specifically analyzing the computational overhead of
protocol bridging and the impact of transport-layer security (TLS) on synchronization
latency.
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