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Abstract. Ransomware is a major problem for edge computing environments
because traditional centralized detection methods do not work as well when
resources are limited, and privacy is a concern. Federated Learning (FL) ad-
dresses privacy concerns by enabling people to train models together without
sharing raw data. Small Language Models (SLMs) are good for devices with
limited resources because they are easy to use. In this paper, we introduce FL-
TFlow, a benign-only detection framework based on textual representations of
network flows that uses Low-Rank Adaptation (LoRA) to fine-tune SLMs in a
federated setting. By training exclusively on benign traffic, the model detects at-
tacks through degradation in token-prediction scores derived from the SLM out-
put, eliminating the need for labeled attack data. Our evaluation results reveal
that FL-TFlow achieves a flow-level F1-score of 0.9379 in the benign-only sce-
nario. In addition, FL-TFlow reduces the false positive rate (FPR) by approxi-
mately 0.01% compared to the baseline schemes, i.e., reducing false alarms.

1. Introduction

The Internet of Things (IoT) is growing very quickly. By 2030, there could be as many
as 30 billion connected devices [Vailshery 2024]. IoT devices are increasingly monitor-
ing critical infrastructure, from industrial sensors to healthcare systems. In this way,
IoT becomes a prime target for advanced cyber threats, especially ransomware. In
these high-stakes situations, the effects go beyond data encryption and can include se-
vere service outages. However, traditional Intrusion Detection Systems (IDS) rely on
fixed signatures, which are increasingly ineffective against these polymorphic threats
[Buyuktanir et al. 2025]. Hence, it is important to adopt a paradigm shift toward adaptive,
data-driven defense mechanisms.
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Transformers, as a layer-based model, are widely used for language modeling by
tokenizing sentences to capture their semantic structure. Using the tokens for semantic
sentences, the layer focuses on learning patterns through self-supervised masking tasks
[Guo et al. 2021]. Other methods, such as transfer learning, are often used in distributed
training to classify malware logs and system call sequences [Sanchez et al. 2024]. There-
fore, transformers learn the grammar of digital environments, identifying deviations as
potential threats without relying on rigid signatures.

Despite these advances, deploying such powerful models in distributed 10T envi-
ronments presents three challenges: privacy, bandwidth, and computational constraints.
That is because transmitting raw telemetry from IoT devices to a central server violates
privacy principles and saturates the network bandwidth. In this sense, Federated Learning
(FL) mitigates these issues by enabling decentralized training through the aggregation of
local updates without sharing raw data [McMahan et al. 2017]. However, standard FL in-
troduces a communication bottleneck when applied to Large Language Models (LLMs),
as transmitting billions of parameters across edge networks is prohibitively expensive.

Applications of LLMs in cybersecurity rely on system telemetry, such as logs,
system calls, and network flows, which possess a grammar analogous to natural lan-
guage. However, network flow logs are still non-semantic, numerical, and encrypted,
posing unique challenges for tokenization and modeling across neural network architec-
tures. This supervised paradigm often involves an unbalanced, unlabeled dataset con-
taining both benign and malicious instances, which makes generalization during training
difficult. Robustness learning with LLMs still depends on abundant data and the types
of training and expected responses, which can identify significant deviations indicative of
novel or zero-day ransomware attacks without relying on examples of every attack variant
during training [Alsuwaiket 2025, Popoola et al. 2021].

To have a more specific model, one of the most common approaches is to use
Small Language Models (SLMs), which can be more direct in making certain functions to
improve inference times. Recent literature addresses the communication bottleneck with
Parameter-Efficient Fine-Tuning (PEFT). Some works use FL scenarios to apply anomaly
logs to workflow detection, using pre-trained SLMs like Low-Rank Adaptation (LoRA)
for fine-tuning trainable parameters to reduce generalization communication while main-
taining accuracy [Talasso et al. 2025]. However, this approach leverages the inherent se-
mantic richness of textual logs. In addition, it is challenging to apply this approach to
network flows composed of numerical, encrypted, and non-semantic data. Furthermore,
existing loT-specific LLM approaches rely on supervised learning with labeled attack data
[Ferrag et al. 2024]. Although accurate for known threats, these models are fundamen-
tally blind to zero-day ransomware campaigns that lack prior labels. Consequently, to
the best of our knowledge, there is currently no framework that combines communica-
tion efficiency, the flow-based applicability of traditional IDS, and a benign-only training
strategy capable of detecting unknown ransomware threats.

This paper introduces FL-TFlow, a FL framework designed for the benign-only
fine-tuning of SLM specifically for ransomware detection in [oT/Edge network flows.
FL-TFlow uses the benign-only training method, meaning it trains only on benign traffic
to detect ransomware by looking for a drop in token-prediction scores. That makes the
training method for zero-day attacks more efficient by classifying a novel ransomware log
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that the model has not seen before. In its operation, FL-TFlow integrates LoRA into an FL.
framework to adapt the models to the essential gradients, compressing the model and mak-
ing it more specific to the data each client is training on, ensuring that our system is both
privacy-preserving and communication-efficient. Our evaluation results show that FL-
TFlow achieves a flow-level Fl-score of 0.9379, while FedMLLM reaches only 0.0264.
Also, FL-TFlow reduces the benign false-positive rate (FPR) to 0.0122%, compared to
0.6674% for FedMLLM, resulting in substantially fewer false alarms. In addition, at
the 30s window level, FL-TFlow achieves an F1-score of 0.8111, whereas FedMLLM
reaches only 0.0276. The main contributions of this paper can be summarized as follows:
1) a leakage-controlled Flow-to-Text serialization method that enables anomaly detection
in non-semantic network traffic; ii) a federated LoRA architecture for network flows in
the distinct domain of encrypted ransomware traffic; iii) a benign-only training strategy to
detect unknown ransomware strains, validated through extensive experiments on realistic
[oT datasets.

We organize the remainder of this paper as follows. Section 2 reviews the related
work. Section 3 details the FL-TFlow framework. Section 4 presents the experimental
setup and evaluation results. Finally, Section 5 concludes the paper.

2. Related Work

Guo et al. introduce LogBERT, which trains on log sequences with self-supervised ob-
jectives to detect anomalies as departures from learned behavior. Transformer-based log-
anomalous detection has shown that language-modeling objectives can capture standard
patterns and flag deviations. However, that approach does not account for the similarity of
text in non-parser models or the use of nonpretrained models, which can limit the model’s
understanding during initial training [Guo et al. 2021].

Chen et al. developed BERT-Log, which uses a pre-trained language model and
fine-tunes it for log anomaly detection, reporting strong performance on standard log
datasets. Despite their effectiveness for log telemetry, these approaches typically assume
centralized training and often depend on dataset-specific parsing or template extraction,
which can limit portability and complicate deployment across heterogeneous environ-
ments. However, that paper does not consider the differences between the temporal use
of SLM for classification [Chen and Liao 2022].

Talasso et al. demonstrate that combining FLL with LoRA adapters enables benign-
only anomaly detection and drastically reduces communication, as clients exchange only
lightweight adapters. This line provides strong motivation for FL and PEFT in security
telemetry. However, it is primarily validated using system logs. It does not explicitly
study non-IID client heterogeneity or deployment-oriented temporal metrics (e.g., time-
to-detection), which are critical when ransomware damage increases with detection delay
[Talasso et al. 2025].

Maasaoui et al. transform flow records into feature value tokens, train a byte-level
BPE tokenizer, and fine-tune BERT for multi-class intrusion detection on datasets includ-
ing Edge-IIoT. For network-flow IDS, this paper shows that “tabular-to-text” encodings
allow transformer models to operate in network traffic. These results support the feasibil-
ity of representing network flows as sequences. However, that approach does not account
for the formulation’s supervision and centralization, making it neither directly compara-

3



Anais do XXXI Workshop de Geréncia e Operacao de Redes e Servicos (WGRS 2026)

ble to benign-only novelty detection nor representative of privacy-preserving multi-client
deployments [Maasaoui et al. 2024].

Sanchez et al. explores transfer learning with pre-trained language models in a
long context for malware detection from system call sequences, highlighting operational
trade-offs such as context size and the role of decision thresholds. Although the data type
differs from that used for ransomware detection in network flows, the setting is not fed-
erated. This paper reinforces the need for training across a variety of client environments
and data, rather than relying on a single accuracy metric, while accounting for threshold-
ing and operational constraints [Sdnchez et al. 2024].

Table 1 provides a comprehensive overview of the key attributes of the reviewed
studies on training SLMs with adaptive mechanisms to preserve privacy and improve
training efficiency for ransomware detection. Based on state-of-the-art analysis, it is im-
perative to adopt a training SLM model using the LoRA approach to address the memory
overhead during training of large models. Therefore, efficient SLM training aims to bal-
ance accuracy and computational cost. In the FL environment, we provide a decentralized
scenario that enables a more robust study of non-I1ID scenarios. Consequently, by inte-
grating the benefits of the data settings, the model converges with a small amount of data
and also provides better network flow responses.

Table 1. Related Works.

Work Benign-only Federated Network- PEFT
Training Setting flow Data
Ferrag et al. [Ferrag et al. 2024] No No Yes No
Maasaoui et al. [Maasaoui et al. 2024] No No Yes No
Sanchez et al. [Sanchez et al. 2024] No No No No
Guo et al. [Guo et al. 2021] Yes No No No
Talasso et al. [Talasso et al. 2025] Yes Yes No Yes
FL-TFlow (Ours) Yes Yes Yes Yes

3. A Benign-only Fine-tune of SLM for Ransomware Detection on Resource
Constrained Scenarios

This section presents FL-TFlow, an end-to-end pipeline for benign-only ransomware
detection from IoT/Edge network flows. Specifically, FL-TFlow considers a leakage-
controlled flow-to-text representation, FL fine-tuning of a pre-trained SLM using LoRA
adapters (with FedProx to mitigate Non-IID client drift), and scoring and decision rules
based on token-prediction scores derived from the SLM outputs, including temporal met-
rics such as time-to-detection and coverage. In this section, we introduce the scenario
overview and FL-TFlow Operations.

3.1. Scenario overview

Figure 1 shows the whole workflow from start to finish and points out where privacy, effi-
ciency, and operational evaluation come into play. Each client trains only on benign net-
work flows, allowing the SLM to learn the expected token distributions of normal traffic.
When making predictions, anomalies are found when the top-k prediction score drops be-
low a threshold, indicating that the flow is not following learned benign patterns. Clients
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only send LoRA adapter updates, not raw data or full model weights. The timestamps and
source [P addresses are only used for operational metrics, not as model input.
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Figure 1. Scenario overview of FL-TFlow
We consider a scenario involving n devices, denoted as U = {uy, ..., u, |, where
) ) n

each device is uniquely identified by an index ¢ within the range of [1, n]. In this typical
FL setup, each communication round begins by selecting a subset of devices, C C U, to
receive the global model M, and to train on their respective local datasets D;. Each device
u; has a local dataset D;, which varies significantly in size, features, and label distribu-
tion, typically exhibiting non-IID characteristics. The dataset D; consists of features zy ;
for D € {Dy,...,|D;|}, paired with corresponding labels y; ;, and |D;| represents the
number of data samples collected by w;. Each client aims to improve the local model by
updating the model parameters to minimize a locally defined loss function using a speci-
fied number of epochs . The server then aggregates the updates via FedAvg, as defined
in Eq. 1. Let us denote n; as the number of benign training samples at the client ¢.
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An JIoT/Edge deployment in which multiple clients (e.g., gateways or edge nodes)
collect network-flow telemetry from their local environments. In this sense, each client
keeps raw flows locally and participates in a client-server FL process coordinated by an or-
chestrator. The server keeps a global pre-trained SLM that has been changed with LoRA.
This makes sure that only lightweight adapter parameters can be trained and shared. The
server randomly selects a group of clients and sends them the current global model in each
communication round. Next, selected clients run FL fine-tuning and send back only LoRA
adapter updates. The server then combines these updates to create the next global model.
The server aggregates the returned LoRA updates to produce the next global model, and
it does not have access to the raw client traffic. The network-flow records collected on
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IoT/Edge devices or gateways FL-TFlow output an anomaly score and a binary decision
per flow (benign vs. ransomware). After training, we compute a score for each test flow
using a top-k token-prediction score (legacy_flat) derived from the SLM logits and apply
a threshold rule to produce the final decision. Finally, we compute deployment-oriented
metrics (TTD/coverage/benign FPR) from predictions using Src IP and Timestamp (meta-
data not used as model input).

3.2. FL-TFlow Operations

The biggest problem with using language models on network traffic is figuring out how
to turn raw flow data into text input. Network flows include numbers (ports, byte counts,
durations) that lack meaning in natural language. System logs, on the other hand, are
always written in text. Our flow-to-text serialization addresses this by converting each
flow into a structured sentence composed of ’feature value” pairs. That lets the SLM see
how the network works as a series of tokens.

Figure 2 shows how a raw flow changes into a Content sequence and where the
system makes sure that there is no leakage. Fields that carry labels, like Attack Name,
are never included in Content. That stops simple shortcuts that would make the results
invalid. Device/time attributes (e.g., Src IP and Timestamp) are preserved solely for tem-
poral assessment and sanitization, focusing on high-cardinality identifiers while avoiding
aggregating numerical magnitudes that represent traffic behavior. We use the pre-trained
model tokenizer to tokenize Content, add an end-of-sequence token, and ensure the result-
ing sequence is no longer than a given length. We use a standard autoregressive objective
to train the SLM by setting the labels to the input tokens’ IDs.

Flow Row (selected fields) Content String (model input)
/ Attack_NameX <label> \ 4 )
Src_port=443
dst_port=51542 Exclude Label-Carrying Flow-to-text
proto=TCP fields to prevent shorcut .
bytes=1290 learning mapplng
pkts=12 (sanitized)

dur=0.34 :

SrcIP = 10.21.45.4 ﬁp =10+ 42|

1 (Optional masking) Keep
Temporal
7 Fileds as
, metadata for
westamp =YYY-MM-DD hh:mm:ss/ TTD/Coverage \_ )

Figure 2. Flow-to-Text serialization with leakage control.

Specifically, the system converts each flow into a compact text sequence of “fea-
ture value” tokens. That preserves statistically meaningful traffic behavior while remain-
ing compatible with standard LLLM tokenizers. In the current implementation, the Content
includes protocol, flow duration, timing/periodic behavior (e.g., mean inter-arrival time),
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volume/rate descriptors (forward/backward packet counts and byte rate), packet-length
statistics (mean/variance), and TCP behavior (e.g., SYN/FIN flag counts).

We consider a client-server FL setup. The server initializes a pre-trained language
model and applies LoRA, leaving only a small set of adapter parameters trainable. Each
client receives the current global model, performs local fine-tuning on its benign-only
data samples for a limited number of steps, and then returns only the LoRA adapter ten-
sors, parameters whose names include 1ora_x. This design reduces both local training
overhead and communication payloads.

Formally, for each linear layer adapted with a frozen weight matrix W, LoRA
learns a low-rank update AW. During training and inference, the model uses W’ =
W + AW, as shown in Eq. 2. Here, r is the adapter rank, and « is a scaling factor.
Only the matrices (A, B) are trainable, and the clients and the server exchange only these
parameters, following the PEFT approach of LoRA [Hu et al. 2021].

W =W+ 2BA  AcRX¥ B e Rbowxr, 2)
T

During local optimization, clients employ FedProx regularization [Li et al. 2020],
adding a proximal term that penalizes deviation from the current global model to improve
robustness under heterogeneous, non-IID client telemetry. Let us denote ¢! as the global
LoRA adapter parameters in round ¢, and let C; be the set of selected clients. Each client
1 € Cy updates its local adapters by minimizing a benign-only objective combined with
FedProx, as shown in Eq. 3. We denote F; as the client’s empirical loss on benign traffic
flows, and p controls the strength of the proximal regularization.

o1t = argmin Fi(9) +5 [lo = o' ©

For each test flow, we compute a predictive-quality score based on a top-k token-
prediction criterion applied to the tokenized Content sequence. Smaller scores indicate a
stronger deviation from the patterns learned from benign-only training. We then apply a
threshold decision rule: predict ransomware (anomaly) if score < [3; otherwise, predict
benign. This matches the behavior of the implemented classifier (pred = (score <
threshold) ). In our experiments, we use the legacy_flat scoring variant to match
the current evaluation pipeline.

Given a tokenized sequence z1.7, let us denote Top-k(z,) as the set of the highest-
probability token IDs £ in the model logits z; at position t. The legacy_flat score
is defined as the fraction of input tokens that appear anywhere in the union of top-k pre-
dictions across the whole sequence, as shown in Eq. 4. L denotes the effective sequence
length after truncation/padding (excluding padding positions), and we flag a flow as ran-
somware when score(z) < 5.

L L
1
score(x) = I Z]I [xt € U Top—k(zj)] , 4)
t=1 7j=1
Algorithm 1 details the FL training procedure. Each round consists of three
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phases: client selection, local training, and server aggregation. During initialization of
our FL system, we might need to select a subset of clients {/, meaning a random subset
of clients will train in each round. In the next step, each client will, in parallel, send their
¢! to the server. However, while each client has its local sample, it uses its training batch
to compute its LoRA updates £, which mainly balances the parameters to improve and
validate the relevance of each parameter used in LoRA. During local training, each client
optimizes the FedProx objective (Eq. 3) using only benign traffic samples, exclusively
updating the LoRA adapter weights while keeping the base SLM frozen. This design
reduces communication overhead by having clients transmit only the lightweight adapter
parameters rather than the full model weights. The server aggregates these updates via
weighted averaging to produce the global model for the next round. That sequence repeats
in each round of training: the server randomly selects clients, trains them, and computes
their losses to validate the LoORA parameters, validate the model, and make improvements.

Algorithm 1: FL-TFlow: Federated Benign-Only Fine-Tuning for Ran-
somware Detection
Data: Global LoRA adapters ¢°, SLM M, total rounds 7', client fraction C,
client set U/, local epochs F, regularization p
for roundt =0to T — 1 do
Client Selection:
C; < random subset of U with size C - |U|
Send ¢' to all clients ¢ € C;
Parallel Client Updates:
for each client i € C; in parallel do
P« LocalTrain(i, ¢*)
for epoch e = 1to E do
Sample batch b from client 7’s benign data
Compute loss: £ = Fi(¢;) + 5|¢; — ¢']|3
Update only LoRA parameters (names containing 1ora_x)
end
end
Server Aggregation:
P Aggregate({4)"! | i € Ci})
end

e X N R W N -

—
s

e
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o
=)

4. Evaluation

This section presents the experimental setup used to evaluate the performance and ef-
ficiency of FL-TFlow under realistic IoT/Edge federated conditions. We describe the
simulated FL scenario, dataset, and key parameters, and compare a baseline run against a
legacy client-training variant under the same FL and Non-IID setting.

4.1. Experimental Setup

Our code can be found on Github!. All experiments were conducted on a server equipped
with an Intel Core 19-13900K CPU, 128 GB of RAM, and an NVIDIA GeForce RTX 4090

'FL-TFlow is available at https://github.com/81lwallacel8/FL_RANSOM_LLM.git
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GPU (24 GB VRAM). Table 2 summarizes the main federated configuration and model
hyperparameters used throughout the evaluation.

Table 2. Summary of the experimental setup.

Component Configuration

Dataset CIC-BCCC-NRC-Edge-lIloTSet-2022
Data Split Bening only approach

Model SmolLM-135M with LoRA adaptation
LoRA Parameters Rank r = 16, o = 64 (= 4r), dropout 0.1
Tokenization Max length 1024

Federated Setup 50 clients

Rounds 30

Percentage of clients per round | 20%

Local Training 50 steps, batch size 4

Non-IID Setting hetero_device, Dirichlet (a = 0.5)
FedProx w = 0.0005

Scoring Metric Top-k token-prediction score ( k € {1,3,5,10})
Dirichlet « 0.5

The simulation involves 50 clients, where we randomly select 20% of them for
training in each FL round. Using the SmollLLM-135M, we adapt the model with the LoRA
method (r=16) and a dropout rate of 0.1, resulting in a model-specific SLM. Our model
uses a batch size of 4 samples and a 50-step training epoch to improve understanding. In
this way, our execution uses 30 rounds to complete the simulation. The model’s maximum
tokenization is 1024, so we also use logs with that max to understand the model.

For our experiments, we use the CIC-BCCC-NRC-Edge-I1oTSet-2022 dataset, a
well-known collection of 10T network traffic labeled as benign or malicious. We split
the dataset into 80% for training and 20% for testing. To simulate a realistic heteroge-
neous IoT/Edge environment, we assign the training data to 50 FL clients divided into
three capacity classes: light (20%), intermediate (40%), and high (40%). Table 3 reports
the characteristics of the dataset split, which makes the training only with the benign
labels. We sample from that dataset using a Dirichlet distribution with a = 0.5, creat-
ing a non-IID setting with quantity skew. Higher-capacity clients receive proportionally
more training samples. The server selects clients in each training round proportionally to
their local data volume and aggregates model updates weighted by the number of samples
from each client. We train exclusively on benign traffic from this split, so the training
set contains no ransomware samples. In contrast, the test set includes both benign and
ransomware samples, enabling evaluation of the model’s ability to detect ransomware on
unseen data from unique IP addresses.

We compare FL-TFlow against a baseline framework introduced by
[Talasso et al. 2025], which performs benign-only federated adaptation of a pre-
trained language model using LoRA and exchanges only adapter updates between clients
and the server. Moreover, we compare LogBert [Guo et al. 2021] (bidirectional), a
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Table 3. Dataset Split Characteristics

Attribute Train Test
Total Samples 65,322 16,970
Benign (Label=0) 65,322 16,331
Ransom (Label=1) 0 639
Unique Src IP (Total) 13 14
Unique Src IP (Benign) | 13 13
Unique Src IP (Ransom) | 0 1

BERT-based model designed to learn what constitutes “normal” behavior by randomly
masking tokens in system logs and training the model to predict them. Additionally, it
enforces the representations of normal log sequences to lie close to each other within a
hypersphere. Originally developed for system logs (such as HDFS), we adapted it for
our scenario to ensure a fair comparison. We retrained the model on the same network
flow dataset using FedAvg with full-parameter fine-tuning. In FL-TFlow, we transfer
this benign-only federated LoRA setup to IoT/edge network flows by using a leakage-
controlled flow-to-text representation and FedProx regularization to mitigate client drift
under Non-IID data. We report both detection performance and deployment-oriented
metrics, including benign false-positive rate and time-to-detection.

We consider two well-known metrics to measure system performance, namely,
top-k token prediction F1 and FPR. Specifically, the top-£ token prediction accuracy mea-
sures, for each tokenized flow, the fraction of input tokens that appear among the model’s
k most probable predictions across the entire sequence. High scores indicate that the
model recognizes the flow as consistent with the learned benign traffic patterns, while
low scores indicate anomalous deviation. F1 score balances both precision and recall,
ensuring the model reliably detects ransomware while minimizing false alarms. A high
F1 score indicates that the system can accurately identify threats without overwhelming
security teams with false alarms. Precision measures the reliability of ransomware alerts.
In this sense, high precision means it is likely correct, as soon as the system flags a flow
as malicious, reducing wasted investigation time. Recall measures the system’s ability
to capture all ransomware flows. In this sense, high recall ensures that few attacks go
undetected, which is critical for preventing data encryption and service disruption in [oT
environments.

FPR evaluates the proportion of instances in which an identity claim was false.
However, the system mistakenly accepted it, i.e., it incorrectly grants access to unautho-
rized users, leading to false acceptances. A low FPR is crucial in ransomware detection
because it minimizes the risk of blocking legitimate traffic, which could disrupt normal
network operations. In IoT/Edge environments, false alarms can lead to unnecessary ser-
vice interruptions and reduce user trust in the detection system. For TTD, we evaluate at
both flow and window levels (30s). Flow-level analysis considers the precision of clas-
sifying individual network connections, while the 30s window evaluates the efficacy of
identifying broader attack patterns by aggregating flow data into fixed intervals.

10
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4.2. Results

Figure 3 shows the training-round evaluations of F1 Score and FPR on Benign-only data
for the 30 rounds of our evaluated tree methods. Figure 3(a) shows the F1 Score evaluation
of the scenario we determined for the benign-only method. In this way, we have the poor
method, LogBERT, which proposes a method with some failures due to its pretrained
methodology compared to ours. At the same time, LogBERT was originally trained on
a different capability of reading the full log. When dealing with directly filtered logs, it
has some issues determining the syntagms with its previous training, reaching F1 scores
around 0.15 during the rounds, because its training capabilities do not consider filtered
logs.

‘—-— FL-TFlow —— LOgBERT —— FedMLLM‘ ‘—-— FL-TFlow —— LOgBERT —— FedMLLM‘
10, = 1.6
~14
0.8 S
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Figure 3. F1 Score and Benign FPR for the evaluated frameworks over 30 rounds.
The star indicates the best point on each curve

Now, in FedMLLM (Figure 3(a)), we have a more similar experience to our train-
ing. However, due to this approach not considering a full training of the LoRA parameters
using a quantized LoRA, the evaluation shows that the inference of the model does not
converge very well in different datasets, for which FedMLLM was not trained, because
of that facilities the best F1 score was in the second round by reaches above of 0.18 and
mantaining it during the rest of the rounds due the quandized values of 4bits in the in-
ference step dificult in adapt in our simulation. Now our method the FL-TFlow shows
the best evaluation at the round 15 reaches above 0.93 of F1 score that occours due the
adaptation of our LoRA updates using the score showed at Eq. 4. That adaptation helps
the model to improve the evaluation using minnor amount of tokens and also helping it
to improve its accuracy dealing with the integration of LoRA parameters and FedProx to
adapt the parameters during each round.

Figure 3(b) shows the FPR evaluation, which across all simulated methods reaches
a common low value, never exceeding 1.7%. In that way, the LogBERT is similar to the
F1 score, also because it uses pre-trained parameters with too many tokens, resulting in
higher evaluation scores that fluctuate during the rounds, with round 12 reaching 0.9%
but then increasing the FPR. Also, a similar pattern is observed during rounds with the
FedMLLM, with fluctuating values that peak at round 13 (0.48%), because the training
does not converge during the simulation. FL-TFlow achieves the best FPR in this sce-
nario, with a convergence step that decreases throughout all rounds and a small standard
deviation of these values, indicating convergence.

11



Anais do XXXI Workshop de Geréncia e Operacao de Redes e Servicos (WGRS 2026)

Figure 4 shows the evaluation of the top-k parameter at the final round 30 using
our tree methods, comparing F1 score and FPR. Figure 4(a) compares the F1 metric scores
at 1, 3, 5, and 10 top-k. These scores reflect the parameter adaptation criteria, indicating
that the solutions improve the method described by Eq. 4. At top-k 1, FedMLLM and
FL-TFlow achieve similar F1 scores of 0.05. Logbert is the best at the moment, with
an F1 score of 0.16, because its specialization in large logs helps maintain its accuracy.
Now, after passing to top-k 3, LogBERT loses relevance and maintains it in the next top-k
values due to its poor evaluation at the moment. However, FedMLLM has the best F1
score, reaching almost 0.9, while FL-TFlow reaches 0.88. However, while we have a
bigger k, the F1 score of FedMLLM decreases while the FL-TFlow increases, reaching
respectively at k 5 and 10: 0.53 and 0.03, while FL-TFlow reaches 0.93 and 0.94. That
occurs because FL-TFlow guarantees the convergence of the model and its parameters,
whereas the FedMLLM does not account for this, leading to 4-bit quantization that is too
low.

‘- FL-TFlow Wmm LogBERT mmm FedMLLM‘ ‘- FL-TFlow Wmm LogBERT mmm FedMLLM‘
1.0 1.4
0.8 gl.z
g x 1.0
§ 0.6 & 0.8
— 0.4 5,06
- 0.4
0.2 g 0.2
: 1 3 5 10 ’ 1 3 5 10
Top-k Top-k
(a) F1 Score (b) Benign FPR

Figure 4. Sensitivity to Top-i parameter at Round 30.

Figure 4(b) shows the FPR evaluation at the top-adjustment using our tree meth-
ods. That way, we can validate the value of top-k as the model converges on the clas-
sification. At the top-k 1, we can see that our method FL-TFlow shows a higher FPR
and a poor evaluation, exceeding 1.1%, while LogBERT is 0.9% and FedMLLM 0.78%.
However, after that value, we observe the parameters’ convergence decrease by 3, as does
FL-TFlow, and FedMLLM shows similar values at 0.7 and 0.68%. However, LogBERT
fails to achieve classification convergence, leading to a higher FPR. At top-k 5 and 10,
LogBERT increases its error to 1.3 and 1.38 FL-TFlow, respectively, and shows a sig-
nificant decrease in classification convergence for ransomware, reaching above 0.1% and
maintaining it in the top-k 10 with almost O of FPR. In contrast, the FedMLLM maintains
its FPR behavior above 0.7%.

Figure 5 shows our operational calibration of the method. We put our evaluation
method into practice after training, using top-k 10 to compare the Flow at the time in the
network with a 30-second window to respond. First, when using our tree methods in the
Flow, FL-TFlow achieves an F1 score of 0.94 in this scenario, indicating it is well-suited
for real-time environments that do not require a high time-to-respond. While in Flow, FL-
TFlow achieves the best F1 score, while LogBERT reaches 0.15 due to the large number
of logs it expects. In that way, FedMLLM reaches 0.02 by treating its 4-bit values as
trainable parameters.
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BN FL-TFlow N LogBERT BN FedMLLM

- B

Flow Window 30s

Figure 5. Flow vs. window(30s) F1 at Round 30 (x = 10), operational calibration.

While the Figure 5 shows the Flow having the best effort of FL-TFlow in this sce-
nario, in the window of 30s, there is a decrease in F1 score, reaching above 0.8, which
occurs because this method does not have an optimization to respond faster, as it uses
quantization on the inference layers. In that way, the LogBERT shows an increase due
to the 30s windows receiving too much data in time, and improves the F1 to 0.22, which
shows the preparation of this treatment on the pre-trained parameters for that approach.
However, their training evaluation was insufficient to achieve high scores in this simu-
lation. Because the top-k method does not offer an efficient training for FedMLLM, it
achieves the same evaluation in both scenarios at 0.02.

5. Conclusion

This paper presents FL-TFlow, a collaborative Al system designed to spot ransomware in
intelligent devices and edge networks. The system addresses a significant challenge: how
to accurately monitor threats when data is private and distributed across many locations,
making it impossible to aggregate in a single central location. It allows different devices
to work together by learning only from regular, safe network traffic-so it never needs to
see or share real attack data. At its heart, FL-TFlow uses a safe-traffic-only detection
process.

In future work, we plan to improve FL-TFlow to handle evolving attack patterns
by automatically adjusting its sensitivity. We also aim to test it against more types of
ransomware and in busier, more unpredictable network conditions. Finally, we will ex-
plore how different ways of processing network data affect the balance between speed,
detection delay, and the computing power needed on small devices.
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