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Abstract. While decentralized Dynamic Spectrum Access (DSA) improves multi-
operator coordination, existing blockchain solutions are slow because they tightly
couple consensus mechanisms with time-sensitive radio operations. To over-
come this bottleneck, we propose a hybrid architecture that logically decou-
ples these planes, ensuring that only normatively relevant state transitions (e.g.,
spectrum grants) require synchronous blockchain validation. Informational re-
quests and routine heartbeats are processed entirely off-chain to minimize la-
tency. By using a permissioned blockchain and smart contracts selectively, our
system maintains a secure and consistent World State without stalling continu-
ous radio operations. Experimental evaluations demonstrate that confining dis-
tributed consensus (averaging 1.8s latency) to critical operations successfully
replaces implicit trust with algorithmic guarantees, remaining fully compatible
with CBRS/SAS latency budgets.

1. Introduction
Radio spectrum is a finite natural resource and a critical infrastructure for the digital econ-
omy [Akyildiz et al. 2006]. Traditional spectrum management relies on a command-and-
control model, where frequency bands are statically assigned to licensed users [Federal
Communications Commission 2002]. However, the rapid growth of wireless connectiv-
ity driven by 5G and IoT has exposed the inefficiency of this model, leading to artificial
scarcity and underutilization of spectrum resources [President’s Council of Advisors on
Science and Technology 2012].

Dynamic Spectrum Access (DSA) addresses this limitation by enabling oppor-
tunistic spectrum sharing. A prominent realization is the Citizens Broadband Radio Ser-
vice (CBRS), which introduces the Spectrum Access System (SAS) to coordinate spec-
trum usage among multiple users [Federal Communications Commission 2015]. How-
ever, in multi-operator environments, existing coordination mechanisms based on periodic
synchronization or peer-to-peer exchange fail to guarantee real-time consistency, leading
to temporary divergence in the global spectrum state.

Such inconsistencies may result in overlapping allocations and harmful interfer-
ence. Moreover, current approaches rely on implicit trust and lack robust mechanisms for
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integrity, validation, and auditability, making it difficult for regulators to reliably recon-
struct allocation events.

Recent decentralized solutions attempt to address these limitations by introduc-
ing blockchain-based coordination. However, many approaches tightly couple distributed
consensus with latency-sensitive radio operations, resulting in delays that are incompati-
ble with the requirements of modern wireless systems.

Therefore, the key challenge is to ensure a consistent, secure, and auditable global
view of spectrum usage in decentralized multi-operator environments while preserving
strict latency constraints. In this context, we investigate how to mitigate the double-
spending problem in dynamic spectrum access without compromising system perfor-
mance.

This work proposes a distributed architecture based on a permissioned blockchain
acting as a shared and trusted ledger. The core design principle is the decoupling of radio
operations from regulatory governance. Latency-sensitive processing remains local, while
spectrum validation and global state synchronization are handled through the blockchain.

Smart contracts enforce spectrum policies, providing immutability, non-repudiation,
and consistent state across operators. The main objective is to design and evaluate a
blockchain-based architecture that ensures consistency, integrity, and security in multi-
operator environments, while maintaining practical latency requirements. The main con-
tributions of this work are:

• Hybrid Distributed Architecture: Separation of latency-sensitive radio opera-
tions from consistency-oriented governance mechanisms.

• Deterministic Conflict Prevention: Smart contract-based model that prevents
conflicting spectrum allocations.

• Efficient Synchronization Model: Event-driven state propagation that reduces
communication overhead.

• Resilience and Fault Tolerance: Quorum-based coordination without single points
of failure.

• Performance Evaluation: Comparative analysis between REST and blockchain-
based approaches, quantifying trade-offs between consistency, latency, and scala-
bility.

The remainder of this paper is organized as follows. Section 2 reviews existing
approaches to spectrum coordination, with emphasis on decentralized solutions. Sec-
tion 3 presents the proposed architecture and its operational model. Section 4 describes
the experimental methodology and presents the performance results. Finally, Section 5
concludes the paper, discussing practical implications and outlining future research direc-
tions.

2. Related Work

Existing approaches for dynamic spectrum access can be categorized as centralized, fed-
erated, and decentralized. Centralized models (e.g., TV White Space and Licensed Shared
Access, LSA) rely on a single authority, ensuring control but introducing a single point
of failure and requiring implicit trust. Federated models, such as CBRS/SAS, distribute
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control across multiple administrators, but rely on periodic synchronization, leading to
eventual consistency and limited auditability.

Recent research has shifted toward decentralized approaches, which replace im-
plicit trust with cryptographic guarantees and distributed consensus [Al-Matari et al.
2024]. These architectures use shared ledgers to maintain a global view of spectrum
usage across operators.

As shown in Table 1, existing decentralized solutions either lack robust global
state synchronization or tightly couple consensus with latency-sensitive radio operations.
In contrast, this work explicitly decouples radio control from distributed consensus while
maintaining strong consistency and supporting multi-operator environments.

Table 1. Comparison of decentralized approaches for dynamic spectrum access.

Work System Technology Prototype State Sync Evaluation Multi-Operator Decoupling

[Curran et al. 2019] Radio Allocation SMPC Yes No Simulation Partial No
[Wu et al. 2022] Trusted Coordination TEE + SMPC Yes No Experimental Yes No
[Grissa et al. 2019] SAS (CBRS) Permissioned Blockchain Yes Yes Experimental Partial No
[Xiao et al. 2023] SAS (CBRS) Permissioned Blockchain Yes Partial Prototype Yes No
[Wang et al. 2024] Inter-tier CBRS Blockchain Yes Partial Performance Test Yes No
[Li et al. 2023] LSA Blockchain No No Simulation Yes No
[Muntaha et al. 2025] 5G SA Sharing Hybrid DLT Yes No Experimental Yes No
[Yan et al. 2026] 6G DSS Sharded DLT No No Simulation Yes No
[Zhang et al. 2022] 6G IoT DSS DAG-based Ledger No No Simulation Yes No
[Ye et al. 2022] IoT DSS Blockchain No No Simulation Yes No

This Work Decoupled SAS Permissioned Blockchain Yes Yes Experimental Yes Yes

Decentralized solutions can be grouped into non-DLT and DLT-based approaches.
Non-DLT techniques, such as SMPC and TEEs, improve privacy and correctness but do
not provide an immutable and globally verifiable history, limiting their use for regulatory
auditing.

DLT-based solutions, particularly blockchain, provide auditability, transparency,
and non-repudiation. Systems such as TrustSAS and BD-SAS use smart contracts to
automate allocation and enforce policies. However, these approaches often tightly cou-
ple consensus with radio operations, introducing delays incompatible with time-sensitive
wireless systems and raising scalability concerns.

These limitations highlight an unresolved trade-off between consistency, latency,
and scalability. This work addresses this gap by proposing a hybrid architecture that
decouples radio control from distributed consensus, enabling strong consistency and au-
ditability while preserving latency requirements.

3. Proposed Architecture
This work proposes a distributed architecture for dynamic spectrum coordination based on
a permissioned blockchain acting as a shared and trusted ledger. The architecture ensures
global consistency and auditability in multi-operator environments while preserving the
operational requirements of radio access networks.

The system is organized into two logically decoupled planes (Figure 1): (i) a
radio control plane, responsible for local spectrum analysis and device interaction, and
(ii) a coordination plane, responsible for validation, synchronization, and global state
persistence through the blockchain network. The architecture is composed of four main
components:
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Figure 1. Proposed distributed architecture with decoupled radio control and
blockchain-based coordination.

• Spectrum Orchestrator: Responsible for radio decision-making and spectrum
allocation based on local conditions. It processes device requests, applies inter-
ference mitigation mechanisms, and enforces regulatory constraints at the opera-
tional level.

• Gateway: Acts as the integration layer between the radio domain and the blockchain
network. It translates spectrum management operations into blockchain transac-
tions, manages cryptographic identities, and maintains cached state to optimize
local performance.

• Permissioned Blockchain: Provides a distributed and immutable ledger that main-
tains a globally consistent view of spectrum usage. Smart contracts validate allo-
cations, enforce conflict constraints, and ensure transaction ordering across oper-
ators.

• Spectrum Governance System (SGE): Defines and enforces regulatory policies,
manages system participation, and controls the trust infrastructure (e.g., PKI). It
can issue governance actions, such as revoking operator permissions or updating
regulatory parameters, which are recorded on-chain.

3.1. Operational Model

The system follows a hybrid off-chain/on-chain workflow, where only normatively rele-
vant operations require blockchain validation. The main operations are defined as follows:

• Spectrum Inquiry: A device requests candidate channels from the local operator.
This operation is purely informational and does not modify the global state, being
handled entirely off-chain with latency dominated by local processing.
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• Grant Request: The operator performs local validation based on radio condi-
tions and regulatory constraints. If admissible, the request is submitted to the
blockchain, where smart contracts validate conflict conditions and persist the al-
location. The grant becomes effective only after ledger confirmation.

• Heartbeat: Periodic updates are processed locally as long as they do not introduce
changes to the global state. Blockchain interaction is only required when relevant
state transitions occur.

• Relinquishment: The device may immediately stop transmission locally. The re-
lease of spectrum resources is propagated asynchronously through the blockchain,
ensuring eventual global consistency without blocking the operation.

The smart contract (e.g., SharedRegistry) enforces policies through deter-
ministic validation rather than heavy radio physics calculations. It employs a discrete
geospatial indexing system (such as S21 or H32) to map the space-frequency binomial
into unique hashes, it strictly prevents double-spending. Any simultaneous attempts to
allocate the same index are deterministically rejected via read/write set version conflicts
during consensus. Finally, the contract verifies the proposing system’s authorization be-
fore persisting allocations to the World State.

4. Experimental Evaluation
This section evaluates the performance of the proposed decentralized spectrum coordi-
nation architecture, comparing a permissioned blockchain implementation (Hyperledger
Besu with QBFT consensus) against a traditional centralized REST-based approach.

4.1. Methodology

This evaluation compares a permissioned blockchain-based architecture (Hyperledger
Besu with QBFT consensus) with a traditional centralized REST-based approach, focus-
ing on latency, throughput, and synchronization efficiency.

Experiments were conducted in a controlled virtualized environment using QE-
MU/KVM. The setup consists of four virtual machines acting as independent spectrum
administrators and blockchain validators (2 vCPUs, 4 GiB RAM each), and a dedicated
load generator (16 vCPUs, 8 GiB RAM). One node also hosts the application Gateway,
which translates REST requests into blockchain transactions.

The blockchain network was configured with QBFT consensus, a 2-second block
interval, and pre-allocated accounts to ensure uninterrupted execution. These parameters
were selected to provide a stable and representative baseline rather than an optimized
configuration. Workloads were generated using Apache JMeter to capture end-to-end
behavior, including middleware and communication overhead. The load scales from 2
to 100 concurrent virtual devices across five scenarios (Low, Medium, High, Stress, and
Extreme), executed under burst conditions (zero ramp-up).

Only operations that result in persistent state changes (e.g., grant and relinquish-
ment) were included in the critical path. Informational operations such as inquiry and
routine heartbeat messages were excluded, as they do not consistently require blockchain

1https://s2geometry.io/
2https://www.uber.com/en-BR/blog/h3/
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interaction. Latency measurements capture the full execution path, from REST request
reception at the Gateway to transaction confirmation in the blockchain.

4.2. Latency and Throughput Results

Figure 2 presents the latency distributions, while Figure 3 shows the throughput behavior
for both REST and blockchain-based approaches across different load scenarios. Under
extreme conditions, the REST-based system stabilizes at approximately 22 requests per
second (req/s), while the blockchain-based architecture achieves around 3.3 req/s. The
REST approach maintains an average latency of approximately 700 ms in the extreme
scenario. In contrast, the blockchain-based system presents latencies between 1.7 s and
2.1 s (approximately 1.8 s on average), with peaks reaching up to 16 s during synchronized
bursts of requests.

(a) REST (b) Blockchain

Figure 2. Latency distribution across different load scenarios.

(a) REST (b) Blockchain

Figure 3. Throughput distribution across different load scenarios.

The REST system behaves similarly to a classical queuing system under contin-
uous demand, supporting increased load through a linear degradation in latency while
maintaining stable throughput. In contrast, the blockchain-based system degrades non-
linearly due to its batch-based processing model, with a fixed block interval of 2 seconds.
Under peak load, latency is dominated by the accumulation of transactions in the mem-
pool, which may require multiple block cycles for inclusion.

The latency observed in the blockchain-based approach is compatible with spec-
trum coordination systems such as CBRS/SAS, where timing constraints allow heartbeat
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intervals of up to 240 s. However, the computational cost of distributed consensus ren-
ders the current architecture unsuitable for strict near-real-time control loops requiring
sub-second responses.

While the proposed architecture successfully enforces global consistency, the ob-
served latency peaks (up to 16 s) under extreme load expose the inherent scalability lim-
itations of the baseline QBFT consensus in high-density deployments. It is crucial to
clarify, however, that this latency does not lead to simultaneous allocations or harmful in-
terference. Because the decoupled operational model dictates that a spectrum grant only
becomes effective after on-chain confirmation, the penalty for processing delays is strictly
an extended waiting period for the requesting device, preventing any collision state. Nev-
ertheless, in a massive operational deployment with thousands of simultaneous users, this
access delay could trigger application-layer timeouts. Mitigating this limitation requires
transitioning to high-throughput execute-order-validate architectures or exploring layer-
2 scaling solutions to handle massive concurrent requests without stalling the spectrum
access.

5. Conclusion
This work demonstrated the feasibility of replacing implicit trust in multi-operator envi-
ronments with an algorithmic, blockchain-based architecture that decouples radio opera-
tions from governance. Since Section 4.2 already discusses these numbers and the queu-
ing behavior, the conclusion does not need to repeat them. Simply state conclusively that
the tests validate that the latency meets the time budgets of CBRS/SAS, making it ideal
for fixed infrastructure, but inadequate for sub-second control loops like Open RAN.

Future work will investigate execute-order-validate architectures (e.g., Hyperledger
Fabric) to improve parallelism and throughput, as well as extend the evaluation to geo-
graphically distributed testbeds to assess consensus behavior under WAN conditions and
integration with real radio systems. Additionally, it will characterize resource consump-
tion (CPU, memory, and I/O) under long-term operation to define deployment require-
ments, and perform sensitivity analysis of blockchain parameters (e.g., block interval and
gas limits) to identify optimal configurations for different regulatory scenarios.
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