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Abstract. Quantum cryptography, exemplified by the BB84 protocol, ensures
secure key distribution through quantum mechanical principles such as super-
position and the no-cloning theorem. However, limitations in key generation
rates and scalability, along with attenuation and noise in quantum channels,
hinder its practical deployment in high-demand scenarios. This study proposes
a hybrid approach that combines BB84 with classical key expansion, reducing
dependence on quantum channels while maintaining efficiency and robustness
against quantum attacks. The experimental results validate the scalability and
security of the protocol.

1. Introduction
Quantum computing exploits quantum mechanics to perform tasks beyond the capabili-
ties of classical systems [Peixoto 2024, Maia et al. 2025]. This advancement has direct
implications for quantum cryptography, a promising approach to ensuring information
security in a world where quantum technologies are increasingly integrated into everyday
life. Protocols like BB84 [Bennett and Brassard 2014] uses quantum mechanics charac-
teristics, such as superposition and the no-cloning theorem [Wootters and Zurek 1982],
to enable the distribution of secure encrypted keys. The growing viability of quan-
tum computers represents a threat to classical cryptography systems, highlighting the
importance of hybrid strategies to mitigate these vulnerabilities [Kamel et al. 2024,
Nielsen and Chuang 2010].

Although BB84 are secure against eavesdropping, its low key generation rate
is responsible for poor scalability in scenarios with high demand for secure traffic
[Lee et al. 2022]. Furthermore, quantum channels are inherently susceptible to physical
limitations such as attenuation and noise, which compromise the efficiency and practical
feasibility of the protocol over long distances [Brassard et al. 2000].

Several approaches have been proposed to improve the efficiency and security
of BB84. Among them, quantum channel optimization methods, integration with key
derivation algorithms, and adoption of post-quantum schemes stand out. However,
these solutions often present challenges, such as dependence on a sophisticated infras-
tructure, computational complexity, and high costs, limiting their practical application



[Rahmanpour et al. 2024, Kaur and Singh 2024, Jiang et al. 2021]. Despite recent ad-
vances, there remains a gap between the demands for large-scale security and the ca-
pabilities of current quantum protocols. In particular, the inability to generate keys long
enough for high-demand applications and the exclusive reliance on quantum channels are
critical gaps that require innovative approaches to overcome [Liao et al. 2022].

Thus, this work proposes the RanA (Random Amplification), a hy-
brid approach that combines the BB84 protocol with Key Derivation Function
(KDF) [Biryukov et al. 2016]. The main contribution of this study is the development
of a protocol for expanding the encryption key, increasing key generation rate and re-
ducing dependence on the quantum channel, characteristics necessary for the adoption of
QKD methods in modern applications.

2. RanA: Random Amplification Protocol for Quantum Key Augmentation
The advancement of quantum computing has increased the demand for secure protocols
for communications, driving the development of QKD. Among these protocols, BB84
uses the no-cloning theorem to allow two parties, Alice and Bob, to establish a secure
cryptographic key through qubit measurements: due to this theorem, some interception
attempts by a potential attacker alter the transmitted quantum states, which makes them
detectable by Alice and Bob, in order to guarantee the security of the communication
[Wolf 2021]. As a consequence, the BB84 protocol allows the shared key to be used only
if both Alice and Bob can verify its integrity.

After the raw key K generated in BB84 is generated, it goes through a reconcilia-
tion process to correct errors resulting from noise in the quantum channel or interception
attempts. The CASCADE protocol, available at [Liao et al. 2022], is applied in this step,
allowing Alice and Bob to obtain a corrected key K ′ and reducing discrepancies in the
shared bit sequence, improving the transmission rate of secret keys in noisy scenarios.
Overall, Figure 1 illustrates the key distribution and reconciliation process in RanA.

Figure 1. RanA schematic: on the left, the BB84 protocol performs error cor-
rection via CASCADE to reconcile the key between Alice and Bob. On the
right, the post-quantum step expands the key and uses it to encrypt the
message.

Since the protocol is one-time pad based, the amount of data that can be encrypted



directly by the generated keys is proportional to the key distribution rate, becoming a
critical factor for the scalability of the system. In order to overcome this obstacle, RanA
presents a hybrid scheme that combines BB84 with key derivation techniques, increasing
the scalability of the system without compromising security.

2.1. Expanding BB84 Random Key
The corrected key K ′ is divided into three segments with fixed proportions, as illustrated
in Figure 1. The first segment, called seed (Sseed), is used as input for the key derivation
function (Argon2 and PBKDF2 are the algorithms that will be studied in our experiment).
The second, called offset (Soffset), determines the offsets applied during encryption. Fi-
nally, the expansion factor (Sexp) defines the final size of the expanded key. Starting from
K ′

seed, Argon2 is applied to generate the expanded key Kexp. The size of the expanded key
is defined by KeySizeExp = |M | × expandFactor, where |M | is the message size, and
expandFactor is calculated based on K ′

numExp.

The derivation occurs iteratively until the required size is reached, increasing the
entropy for encryption. To ensure synchronization between Alice and Bob, a circular
shift defined by offset ← BitsToInt(K ′

offset) mod |Kexp| is performed, where BitsToInt
converts the bits of the segment to an integer. This value identifies the starting point of
the key block used in encryption.

Alice selects from Kexp a block of size |M | to XOR the message M , producing
the ciphertext C. Algorithm 1 presents the correction, key expansion and validation hash
generation, steps common to Alice and Bob that follow the generation of K via BB84.

Algorithm 1 Procedure for key expansion
Inputs:
K: Raw Key Generated by BB84
L: Key Size
S: Segmentation proportions
Output:
Ksegment: Expanded Key

1: procedure RANA(K, L)
2: K ′ ← CASCADE(K) ▷ Error correction

3: K ′
seed ← Sseed × |K ′|; K ′

offset ← Soffset × |K ′|; K ′
exp ← Sexp × |K ′| ▷ segment of K′

4: ExpFactor← BitsToInt(K ′
exp) % ExpFactor >= 1 ▷ Expansion factor

5: ExpKeySize← L× ExpFactor
6: Kexp_initial ← ∅ ▷ Expanded key derivation (Kexp)

7: Kexp ← Concat(KDF(K ′
seed, t_cost,m_cost, parallelism, 256), ...)[: ExpKeySize]

8: offset← BitsToInt(K ′
offset) mod |Kexp| ▷ Circular Deviation Calculation

9: Ksegment ← CircularKeySegment(Kexp, offset, L)
10: end procedure

2.2. Reception and Verification by Bob
Upon receiving the encrypted message C, Bob recreates the expanded key Kexp, using the
same set of parameters in the KDF function of choice and the same form of segmentation
applied by Alice during seed generation.

To determine the circular offset and extract the key block, Bob obtains δ =
BitsToInt(K ′

offset) mod |Kexp| and selects the segment Ksegment ⊂ Kexp, whose size is
|Cdec|. Bob then recovers the original message by computing Mrecovered = C ⊕Ksegment.



The protocol seeks to minimize dependence on the quantum channel by leveraging
corrected keys to increase the volume of encrypted data in each session.

3. Experimental Design
To evaluate the effectiveness of the RanA protocol, a full factorial design 23 was em-
ployed, considering three factors, each at two levels, resulting in eight experimental con-
ditions. The first factor is the key derivation algorithm applied after BB84, with levels
PBKDF2 and Argon2. PBKDF2 was selected as a baseline due to its widespread use in
cryptographic applications, while Argon2 was chosen for its superior memory-hardness
and resilience against GPU-based attacks, providing enhanced security. The second factor
refers to the proportion of the reconciled key allocated to the SEED during the derivation
process, set at 50% and 75%. A 50% allocation was chosen to evaluate the impact of
a balanced key split, while the 75% allocation aims to increase entropy for more secure
key derivation, improving robustness in noisy environments. The third factor corresponds
to the reconciled key size after error correction using the CASCADE protocol, evaluated
at 100 and 150 bits. The 100-bit key size represents a typical trade-off between security
and efficiency, while 150 bits was tested to assess the system’s performance under higher
security demands, simulating more challenging conditions.

The response variables analyzed were entropy of the derived key, avalanche
percentage (which quantifies the sensitivity of the derivation process to small changes
in the SEED), and execution time of the derivation procedure, reflecting the overall
performance and security of the system. The factorial model is expressed as Y =
q0 + qAxA + qBxB + qCxC + qABxAxB + qACxAxC + qBCxBxC + qABCxAxBxC , where
Y denotes the observed response variable, xA, xB, xC are the coded levels of each factor,
and the coefficients q represent the main and interaction effects.

To ensure statistical reliability, each experiment used ten distinct SEEDs, and for
each SEED, 50 keys were simulated to represent the output of the BB84 protocol. This
approach enabled the analysis of both individual factor effects and their interactions. The
results highlight the system’s behavior under different input conditions, supporting the
selection of appropriate parameters in some quantum key distribution scenarios.

4. Results
Based on the experiments conducted, we selected the Argon2 algorithm as the key deriva-
tion function (KDF) and adopted a seed proportion of 0.75, considering the trade-off
between computational performance and security.

The first three plots in Figure 2 presents the execution time comparison between
the evaluated algorithms (Argon2 and PBKDF2) under different input conditions. It can
be observed that PBKDF2 yields considerably higher execution times, exceeding 16 sec-
onds in scenarios with larger key sizes, whereas Argon2 exhibits stable performance with
execution times remaining below 0.06 seconds across all tested configurations.

Additionally, when analyzing the impact of the seed proportion used in the KDF
input, it is evident that a value of 0.75 results in slightly lower execution times compared
to 0.5, for both Argon2 and PBKDF2. For example, with Argon2, the execution time
decreases from 0.0583s (seed=0.5) to 0.0571s (seed=0.75), while with PBKDF2 the re-
duction is more substantial (from 12.7372s to 9.4413s). Although the performance gain



in Argon2 is modest, this configuration does not compromise the entropy of the generated
key. Thus, the selection of Argon2 aims to ensure efficiency and scalability, while the con-
figuration with seed=0.75 represents fine-tuning that contributes to reduced key derivation
time while preserving the proposed application’s cryptographic security requirements.
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Figure 2. Execution time comparison by KDF algorithm, seed proportion, and key
size.

The fourth plot in Figure 2 illustrates the relationship between the number of pro-
tocol executions and the message size for both BB84 and the RanA approach with package
size of 1500 bytes. In the case of BB84, the number of execution cycles increases expo-
nentially as the message size grows, resulting in significantly higher total transmission
time. This occurs because key generation must be repeated several times before the mes-
sage can be encrypted and transmitted. In contrast, RanA drastically reduces the number
of executions by deriving the key directly to match the MTU size, eliminating the need
for multiple execution rounds for shorter messages.

5. Conclusion
This work presented a comparative evaluation of key derivation function (KDF) configu-
rations for secure key generation in environments with computational and communication
constraints. We evaluated the performance and entropy of keys derived using Argon2 and
PBKDF2, considering different seed proportions and key sizes. The results show that Ar-
gon2 provides lower and more stable execution times than PBKDF2, while maintaining
high entropy across all configurations. Based on these observations, we adopted Argon2
with a seed proportion of 0.75 as a suitable configuration, balancing computational effi-
ciency and cryptographic quality.

To address the limited bandwidth of quantum channels, we incorporated the RanA
protocol for key expansion, enabling secure key reuse without compromising entropy or
confidentiality. This integration reduces reliance on frequent raw quantum bit exchanges,
enhancing the system’s practicality. The main contributions of this study include analyz-
ing lightweight and secure KDF configurations, justifying parameter choices with exper-
imental evidence, and integrating classical post-processing (RanA) to alleviate quantum
channel limitations.
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