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Abstract. The Internet contains vast amounts of data; consequently, hindering
information retrieval. Resources, such as the National Vulnerability Database
(NVD), have emerged to remedy this situation. Organizations largely depend on
the NVD in order to disclose vulnerabilities and collaborate towards a solution.
However, there has been evidence that other sources are disclosing vulnerabil-
ities more efficiently and rapidly. The objective of this paper is to evaluate vul-
nerability disclosure delays from the NVD in order to state its efficiency. Among
several findings, we observed that the majority of vulnerabilities are delayed
within 1-7 days. Based on these results, we provide recommendations for those
who currently rely only on NVD, such as loT manufacturers and developers.

1. Introduction

For two decades, the Internet has become a valuable source to collect and analyze infor-
mation. Currently, considerable effort is required to manage the Internet’s vast amounts
of data, since information should be handled efficiently and intelligently. Thus, an
approach called Open Source Intelligence (OSINT) emerged to remedy this situation
[Yang and Lee 2012].

OSINT can be defined as a service that offers information to users in order to
generate knowledge. The end result must: (1) be generated based on verified information;
and (2) meet expectations and provide useful feedback [Lee and Shon 2016]]. OSINT pro-
vides data collected from various sources such as social media sites, reports or journals.
The content is publicly available and accessible, thus possessing properties of openness.
Furthermore, OSINT provides low-cost and high-level opportunities, as well as up-to-date
information [Yang and Lee 2012]]. This approach is beneficial to several fields, including
cybersecurity. OSINT supports organizations to secure their networks, systems and users
from cyberattacks by propagating information about vulnerabilities [Best 2011]].

A vulnerability can be defined as a security flaw in an information system. Over
the last few years, the number of vulnerabilities has increased to an unexpected degree
[Macdonald et al. 20135]]. In particular, approximately 10,55 vulnerabilities were found
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between January and September 2017, reaching an annual growth rateE] of 27.95% (Figure
[T). The high number of vulnerabilities incites cyberattackers to disclose security exploits
by taking advantage of the Internet’s sharing capabilities.
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Figure 1. Annual growth rate (2012 - 2017 (January to September))

The targets of cyberattackers can be diverse. However, recently, there has been a
growing interest in vulnerabilities of devices on the so called Internet of Things (IoT). Re-
cent and important events related to [oT vulnerabilities include: (1) Mirai was found and
is the first malware that targets connected devices in a network [Kolias et al. 2017]); (2)
Distributed Denial of Service attack on IoT devices operated by DNS provider Dyn (2016)
[Gharaibeh et al. 2017]]; and (3) ransomware on surveillance cameras in Washington D.C.
[Washington Post 2017]].

The most prominent example of IoT malware is Mirai, which is a malicious soft-
ware for IoT devices. The malware spreads to devices using default passwords, con-
sequently creating botnets that send large datasets to a target. Furthermore, the malware
code is available as open source, and several variations have been created, thereby spread-
ing and infecting further devices. Variants of Mirai include Satori, Okiru, Masuta and
Puremasuta. Some IoT devices are not envisioned to receive either software or security
updates [Sinanovic and Mrdovic 2017]]. Thus, Mirai took advantage of [oT’s deficiencies.
These problems confirm the urgency to better-protect cyberspace. Thus, several mecha-
nisms using Open-Source Intelligence have been proposed over the last few years. The
National Vulnerability Database (NVD) is an example of an OSINT resource concerning
security vulnerabilities [Joshi et al. 2013]]. This database has several components such
as the Common Vulnerabilities and Exposure (CVE) initiative, developed by the MITRE
corporation, which is an industry-standard dictionary containing a list of security vul-
nerabilities [Bhuddtham and Watanapongse 2016]. Each exploit has a unique identifier,
consequently enabling easier reference and collaboration towards a solution.

Although the purpose of NVD is to promote cybersecurity situation awareness,
there has been evidence that other sources are handling this task more efficiently and
rapidly [Santos et al. 2012]. An example can be seen in Figure [2, in which a user in-
forms zero-day exploits on Twitter before it being disclosed on official OSINT sources.
Furthermore, the user attempts to sell the exploit, thereby engaging in illegal commercial
activity.

2Formula: (Number of Vulnerabilities of Current Year/Number of Vulnerabilities from Previous
Year)(1/2) -1
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Figure 2. Zero-day vulnerabilities disclosed on Twitter.

This is just one out of several examples on how official OSINT sources are han-
dling vulnerability disclosures inefficiently. Thus, this paper proposes evaluating vulnera-
bility disclosure delays from NVD, as well as other sources. Web scrapers were developed
in order to examine disclosure dates from each chosen source. Based on the collected
data, we offer a detailed analysis and have large emphasis on the surface web. The con-
tribution of this paper is to offer cybersecurity situation awareness and propose improve-
ments to better-protect cyberspace. In order to allow replication of the experiments, all
implemented code is publicly available under the GNU General Public License v3.0 at
https://github.com/luisgar1990/vuln_delays.

The rest of this paper is organized as follows. Section [2| presents related works.
Section 3| highlights the objectives of this paper. Section f]explains the methodology used
for data collection. Section[5|presents and discusses the results. Section[6|presents recom-
mendations for organizations who rely on NVD. Finally, Section [/| marks the conclusions
of this paper.

2. Related works

[Santos et al. 2012] analyzed security messages on Twitter to determine if online social
networks were an effective approach to spread vulnerability situation awareness. The
researchers implemented web crawlers to extract information. The authors confirmed that
online social networks can be used as efficient tools to disclose vulnerabilities.

[Macdonald et al. 2015]] implemented web crawlers in order to monitor malicious
forums and; thus, identify potential threats. The author highlighted the importance of
analyzing informal sources to better-protect cyberspace.

[Guojun et al. 2017]] implemented web crawlers for threat awareness of public
vulnerabilities. The authors stated that dynamic web crawlers can be used for situation
awareness, thereby reducing attack time windows between vulnerability disclosure and
recovery.

The company Recorded Future [Recorded Future 2017/] examined vulnerabilities
between the initial disclosure to their release on the National Vulnerability Database. The
goal was to better-comprehend the vulnerability timeline of both security and adversary
communities. Key information was revealed, such as: (1) an average of 7 days passed
between vulnerability disclosures and NVD publications; (2) extraction-based techniques
using Recorded Future’s platform are effective; and (3) a list of the top unpublished CVEs
on the dark web. It is highlighted the importance of extraction-based approaches in order
to gather information about vulnerabilities. However, these aforementioned techniques
were not explicitly detailed, thereby hindering replication. Furthermore, the authors used
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few statistical tests and procedures. Additionally, Recorded Future placed a large empha-
sis on vulnerability disclosures on the dark web. We strongly believe that its counterpart,
the surface web, should be analyzed in detail in terms of vulnerability disclosures. The
surface web provides simplicity in terms of disclosing and gathering information, thereby
attracting threat actors.

It is worth highlighting that we aim to offer a more detailed analysis than
[Recorded Future 2017]. Thus, our analysis will differ from it by:

e showing a detailed explanation of the methodologies and results, thereby allowing
replication.

e placing emphasis on the surface web, as we believe it offers more simplicity for
disclosing vulnerabilities (the dark web is already well known for acting as a tool
for illegal activities [Hurlburt 2017]).

e extracting data from 2017, thereby offering a more current-day analysis.

e listing vulnerabilities from NVD that had the highest disclosure delays.

Specifically related to 10T, [Sinanovic and Mrdovic 2017] analyzed Mirai in de-
tail, and considered it to be a prime example of the current and vulnerable state of IoT.
The authors highlight the importance of improving security on IoT devices, which were
not designed to receive security updates.

3. Objectives

As stated before, there has been evidence that official OSINT sources are not efficient in
terms of vulnerability disclosures. Extraction-based techniques for threat awareness have
been garnering significant attention over the last few years [Mittal et al. 2016].

The objective of this paper is to evaluate vulnerability disclosure delays from NVD
in order to provide information concerning its efficiency. We aim to tackle the following
research questions:

Q1 How many days transpire between vulnerability disclosures in other sources and NVD
publications?

Q2 Are other sources more efficient for disclosing vulnerabilities? If so, why?

Q3 Which vulnerability rating is disclosed the most?

Q4 Which types of vulnerabilities published in the NVD have longer publication delays?

4. Data collection method

Information-retrieval-based techniques are used to search and collect data from websites.
As more information becomes available on the Internet, better strategies are required
in order to collect the data effectively. Normally, the techniques are divided into three
phases: web crawling; web scraping; and data storing.

Web crawlers are Internet bots that automatically transverse and download web-
pages. Next, web scraping is done to collect information.Websites may contain unneces-
sary data and; thus, web scraping should be done effectively, extracting only useful and
meaningful information [Mahto and Singh 2016]]. In terms of data storing, CSV files are
considered to be a standard for data storage, because it offers different file compatibility.

Our setup for collecting vulnerabilities from 2017 can be summarized as follows.



Programming language: Python 3.6, which is currently the latest stable release.

Web crawler: Built-in functions of Python such as urllib.request are used for web crawl-
ing, thereby offering efficiency.

Web scraper: Beautiful Soup 4, which is the latest version, is used for web scraping.
Selenium and PhantomJS were used for scraping Javascript websites. A total of
5 web scrapers, one for each source, were developed. They are available as free
software at https://github.com/luisgar1990/vuln_delaysl

Web storing: The web scrapers compare vulnerability disclosure dates and store the re-
sults in a CSV file.

Parser: NVD provides vulnerability information within XML files. Thus, a high-speed
library called Ixml was used for parsing these files.

Selection policy: Vulnerabilities with entry dates from 2017 and publish dates between
01/01/2017 and 11/05/2017 were collected. We’ve gathered the publish dates,
severity level (CVSS) and type (CWE) of the vulnerability.

The sources used for comparison purposes were: SecurityFocus Database
(http://www.securityfocus.com/bid/)), ExploitDB (https://www.exploit-db.
com/exploits/), Cisco Security AdViSOI’y (https://tools.cisco.com/security/
center/), Wireshark Bug Database (https://bugs.wireshark.org/bugzilla/),
and Microsoft Official Bulletins (https://portal.msrc.microsoft.com/en-US/
security-guidance/advisory/). We chose these sources because of their well-
established recognition and contribution to cybersecurity [Fang and Hafiz 2014]. All vul-
nerabilities retrieved and considered in our analysis were disclosed in 2017.

SecurityFocus is one of the most prominent and well-respected vulnerability
databases [Zegeye and Sailio 2015]]. It is the second most widely-used vulnerability
database [Fang and Hafiz 2014, after NVD. However, the former discloses more vul-
nerabilities [Fang and Hafiz 2014], thereby offering a significant advantage.

ExploitDB is another widely-used database, which discloses at least the code to
replicate the vulnerability [Younis and Malaiya 2015]]. Furthermore, a survey shows that
reporters favor ExploitDB over SecurityFocus for disclosing vulnerable code to users

[Fang and Hafiz 2014].

Wireshark is an open source packet-analyzer used by security engineers in order to
detect vulnerabilities in the network. Devices such as the Catalyst, network switches sold
by Cisco, support Wireshark. Cisco is considered a prominent and influential network
company [Bhardwaj and Kole 2016]]. Based on these statements, blogs from Cisco and
Wireshark were taken into consideration in our analysis.

Microsoft also uses its official security bulletin to disclose vulnerabilities related
to their products. CVE claims that Microsoft is the vendor with the highest number of
distinct Vulnerabilitie Thus, Microsoft’s official security bulletin was also considered.

5. Results and analysis

We extracted vulnerability disclosure dates (commonly known as original release or pub-
lish dates) from both NVD and the aforementioned sources. Table |1| presents the number

3https://www.cvedetails.com/top-50-vendors.php?year=0 (Accessed:
11/02/2017)
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of vulnerabilities collected from each source as well as the number of vulnerabilities from
which NVD had disclosure delays. Furthermore, the vulnerability with the highest dis-
closure delay is also shown.

Table 1. Disclosure delays of NVD

Source Total number of vulnerabilities collected from 2017  Total number of NVD delays  Highest disclosure delay from NVD

SecurityFocus 5525 3973 CVE-2017-5637 ‘ 244 days

ExploitDB 732 263 CVE-2017-1002000 ‘ 195 days

Wireshark 50 50 CVE-2017-6467 ‘ 392 days

| | | | |
| | | | |
| cisco | 321 \ 291 | CVE20173848 | 37days \
| | | | |
| Microsoft | 590 \ 406 \ \

CVE-2017-8575 | 10 days

SecurityFocus managed to disclose 71.91% of vulnerabilities before NVD. Ex-
ploitDB published 35.93% of vulnerabilities before NVD. It is worth highlighting that
although this result may not be more than 50%, it can be considered severe because the
exploit code is published, thereby offering opportunity to spread the vulnerability. In
terms of network-related vulnerabilities, Wireshark’s Bug Database managed to disclose
all vulnerabilities before NVD. Moreover, Cisco’s security advisory forums managed to
disclose 90.65% of vulnerabilities before NVD. Microsoft’s security bulletin managed to
disclose 68.81% of vulnerabilities faster than NVD.

Based on these results, NVD has an undeniable inefficiency for vulnerability dis-
closures.

5.1. Top disclosure delays on 2017

Table [2| presents the top 5 disclosure delays, from NVD, for each source. It is worth
highlighting the significant delays for CVE-2017-6467, CVE-2017-5637 and CVE-2017-
1002000, which were published by NVD in 392, 244, and 195 days, respectively, after
their initial disclosure.

5.2. Disclosure delays based on CVSS

Figure [3] presents the number of vulnerabilities, based on their severity level, that had
disclosure delays.

SecurityFocus Vulnerabilities classified as Medium had the highest disclosure delays,
being 56.68%. High and Critical vulnerabilities ranked second and third, being
15.58% and 12.36%, respectively. Vulnerabilities classified as Low had the fourth
highest disclosure delay, being 11.13%. It is worth mentioning that 4.25% of
vulnerabilities delayed were Not Defined (ND).

ExploitDb Vulnerabilities classified as Medium, High, and Critical had once again
the highest, second-highest and third-highest disclosure delays, being 52.47%,
22.43% and 12.17% respectively. ND and Low vulnerabilities were delayed the
least, being 10.65% and 2.28% accordingly.

Wireshark Only vulnerabilities classified as Medium and High were delayed, being 58%
and 42% respectively.



Table 2. Top disclosure delays

CVE CWE CVSS NVD-Publish-Date  Site-Publish-Date = Days Delayed
NVD vs CISCO
| CVE-2017-3848 | CWE-79 | Medium |  04-07-2017 |  03-01-2017 | 37 \
| CVE-2017-6674 | CWE-20 | Medium |  06-13-2017 |  05-24-2017 | 20 \
| CVE-2017-6736 | CWE-119 | Critical |  07-17-2017 | = 06-29-2017 | 18 \
| CVE-2017-6737 | CWE-119 | Critical | ~ 07-17-2017 |  06-29-2017 | 18 \
| CVE-2017-6738 | CWE-119 | Critical |  07-17-2017 | = 06-29-2017 | 18 \
NVD vs EXPLOIT DATABASE
| CVE-2017-1002000 | CWE-434 | High |  09-14-2017 | = 03-03-2017 | 195 \
| CVE-2017-1002001 | CWE-434 | High |  09-14-2017 | = 03-03-2017 | 195 \
| CVE-2017-1002002 | CWE-434 | High |  09-14-2017 | = 03-03-2017 | 195 \
| CVE-2017-1002003 | CWE-434 | High |  09-142017 |  03-03-2017 | 195 \
| CVE-2017-1002008 | CWE-434 | High |  09-14-2017 | = 03-16-2017 | 182 |
NVD vs MICROSOFT
| CVE-2017-8575 | CWE-200 | Low |  06-29-2017 |  06-19-2017 | 10 \
| CVE-2017-8576 | CWE-264 | Medium |  06-29-2017 |  06-19-2017 | 10 \
| CVE-2017-8579 | CWE-264 | Medium |  06-29-2017 |  06-19-2017 | 10 \
| CVE-2017-8552 | CWE-264 | High |  06-14-2017 | = 06-05-2017 | 9 \
| CVE-2017-8518 | CWE-119 | High | 08102017 |  08-04-2017 | 6 \
NVD vs SECURITYFOCUS
| CVE-2017-5637 | ND | ND |  10-092017 | 02-07-2017 | 244 |
| CVE-2017-9368 | ND | ND |  10-162017 |  03-02-2017 | 228 \
| CVE-2017-5635 | ND | ND |  10-19-2017 | 03-06-2017 | 227 \
| CVE-2017-5636 | ND | ND |  10-192017 |  03-06-2017 | 227 \
| CVE-2017-5208 | CWE-190 | Medium |  08-22-2017 |  01-08-2017 | 226 \
NVD vs WIRESHARK

| CVE-2017-6467 | CWE-20 | Medium |  03-03-2017 |  02-05-2017 | 392 |
| CVE-2017-11409 | CWE-399 | High |  07-18-2017 |  04-15-2017 | 94 \
| CVE-2017-13766 | CWE-787 | Medium |  08-30-2017 |  06-24-2017 | 67 \
| CVE-2017-9352 | CWE-399 | High |  06-02-2017 |  04-14-2017 | 49 \
| CVE-2017-11411 | CWE-399 | High |  07-18-2017 |  06-01-2017 | 47 \
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Figure 3. Disclosure delays from NVD based on severity levels.

Cisco Medium and High vulnerabilities were delayed the most, being 62.89% and
17.18% accordingly. 10.31% and 9.62% of vulnerabilities delayed were Low and
Critical.

Microsoft Vulnerabilities classified as Medium and High vulnerabilities had the highest
disclosure delays, being 35.71% and 28.57% respectively. Low and Critical were
delayed the least, being 19.70% and 16.01% accordingly.

Based on these results, a pattern can be detected in which vulnerabilities classified
as Medium and High are delayed the most. Therefore, NVD should place greater emphasis
on these levels of vulnerabilities because they possess a considerable threat to cyberspace.

5.3. Disclosure delays based on vulnerability types

Figure [ presents the top 5 disclosure delays based on vulnerability types.

SecurityFocus Improper Access Control was the highest vulnerability type delayed,
reaching 21.77%. Buffer Errors and Information Leak/Disclosure reached 13.97%
and 11.81%, thus being the second and third highest vulnerability type delayed.
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Figure 4. Disclosure delays from NVD based on vulnerability types.

Permissions, Privileges, and Access Control and Cross-site Scripting (XSS) were

the fourth and fifth highest, being 11.07% and 6.59% respectively.

ExploitDb Buffer Errors was 15.59%, being the highest vulnerability type delayed by
NVD. ND vulnerabilities were the second highest, reaching 11.03%. SQL In-
Jection, Improper Access Controls, and Cross-site Scripting(XSS) were the third,
fourth and fifth highest vulnerability type delayed, being 9.51%, 8.37% and 5.70%

respectively.

Wireshark Resource Management and Input Validation were the highest vulnerability
types delayed, being 54% and 24% respectively. Buffer Errors and NULL Pointer
Dereference had an equal number of vulnerability types delayed, both reaching
6%. 2% of vulnerability types delayed were related to Format String Vulnerability.

Cisco Input Validation was the highest vulnerability type delayed by NVD, being 16.84%.
Cross-site Scripting (XSS) and Resource Management Errors were the second and
third highest vulnerability type delayed, reaching 16.84% and 13.06% respec-
tively. Buffer Errors and Information Leak Disclosure reached lower, but prox-

imate delays, being 11.34% and 10.31% respectively.




Microsoft Information Leak Disclosure and Buffer Errors were the highest and second
highest vulnerability types delays, reaching 30.05% and 26.85% accordingly. Per-
missions, Privileges and Access Control was the third highest vulnerability type
delayed by NVD, being 14.78%. Input Validation and Improper Access Controls
reached 9.85% and 6.65% respectively.

The analysis of these sources reveals that Buffer Errors was the most common
type of vulnerability delayed, occurring in 4/5 sources. Furthermore, Improper Access
Control, Information Leak Disclosure, Cross-site Scripting(XSS), and Input Validation
tied as the second most common type of vulnerability delayed, appearing in 3/5 sources.
Permissions, Privileges, and Access Control and Resource Management were the third
most common type of vulnerability delayed, appearing in 2/5 sources. Therefore, NVD
should work towards improving disclosures of these types of vulnerabilities.

5.4. Disclosure delays based on time-frame (days)

Figure [5] presents the top 5 disclosure delays based on their time-frame (days).
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Figure 5. Disclosure delays from NVD based on days.



SecurityFocus The majority of vulnerabilities (18.24%) had a disclosure delay of 1 day.
Approximately 14.12% of vulnerabilities had a disclosure delay of 2 days. Fur-
thermore, 338 (8.51%) , 328 (8.26%), and 244 (6.14%) vulnerabilities were de-
layed for 3, 6, and 21 days, respectively.

ExploitDb 24.71% of vulnerabilities had a disclosure delay of 1 day. 14.07%, 9.89%,
8.75%, and 8.37% of vulnerabilities were delayed by 3, 4, 5, and 2 days, respec-
tively. It is worth noting that all of these vulnerabilities were delayed within 1
week.

Wireshark The majority of vulnerabilities (12%) had a disclosure delay of 9 days, a
stark contrast from the aforementioned sources. Furthermore, the second and
third highest number of vulnerabilities had a disclosure delay of 32 and 39 days,
respectively. However, the fourth and fifth highest number of vulnerabilities had
a disclosure delay of 1 and 2 days respectively. These results confirm the urgency
for improving vulnerability disclosures from NVD.

Cisco 32.30% of vulnerabilities had a disclosure delay of 1 day. 19.24%, 13.75%, 9.28%
and 8.25% of vulnerabilities had a disclosure delay of 6, 2, 5 and 12 days, respec-
tively.

Microsoft The majority of vulnerabilities (36.45%) had a disclosure delay of 1 day.
32.51%, 28.82% and 0.74% had a vulnerability disclosure delay of 2, 3 and 5
days respectively. Approximately 0.74% of vulnerabilities had a disclosure delay
of 10 days.

The analysis of these sources reveals that most vulnerabilities are delayed within
1 day. Although the majority of vulnerabilities have disclosure delays within a week,
greater emphasis should be placed on reducing this time-frame.

5.5. Answers to the research questions

Based on the results, we can answer the research questions presented in Section 3

e Q1 How many days transpire between vulnerability disclosures in other sources
and NVD publications? Answer: Based on our results, the majority of vulnera-
bilities are delayed within 1-7 days.

e Q2 Are other sources more efficient for disclosing vulnerabilities? If so, why?
Answer: Yes. NVD does not disclose vulnerabilities in real-time, consequently
providing a disadvantage to organizations that depend on it. Furthermore, other
sources do not depend on CVE and; thus, disclose vulnerabilities faster.

e Q3 Which vulnerability rating is disclosed the most? Answer: Based on our
results, Medium and High vulnerabilities.

e Q4 Which types of vulnerabilities published in the NVD have longer publication
delays? Answer: Based on our results, buffer errors, improper access controls,
information leak disclosure, cross-site scripting, and input validation.

It is worth highlighting that NVD statef] that their database is updated whenever
a new vulnerability is added to the CVE dictionary and; after that, NVD analysts add
further information of the vulnerability within 2 days, excluding federal holidays. We
believe that vulnerability disclosures should not be centralized on a specific database. A

Yhttps://nvd.nist.gov/general/faq (Accessed: 10/19/2017)
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collaboration between various security institutions can significantly improve vulnerability
disclosures. In addition, NVD should reference Twitter or other popular social media sites
as their efficiency have been proven for vulnerability disclosures [Santos et al. 2012].

5.6. Proportion analysis

The null and alternative hypothesis for comparing NVD with SecurityFocus, Cisco, Wire-
shark and Microsoft were Hy = p = 0.5 and H; = p > 0.5 respectively. Null and
alternative hypothesis for comparing NVD with ExploitDB were Hy, = p = 0.5 and
H; = p < 0.5. All hypothesis were evaluated with a confidence level « = 95%. Table
shows the p-value for each source. It is worth mentioning that n (Total number of vulner-
abilities collected from 2017) and y (Total number of NVD delays) are variables with a
binomial distribution.

Table 3. Proportion analysis

Source n y P-value

p — value = P[X > 3973|p = 0.5]
—1— P[X <=3973[p = 0.5]

SecurityFocus | 5525 | 3973 —1-P[X=1|p=0.5]+ P[X = 2|p = 0.5] + -- - + P[X = 3973|p = 0.5]
—1-(~1)
=0
p — value = P[X <= 263|p = 0.5]
ExploitDb 732 | 263 — P[X =1|p=0.5] + P[X = 2|p = 0.5] + --- + P[X = 263|p = 0.5]
< 0.5

p — value = P[X > 291|p = 0.5]
—1- P[X <=291|p = 0.5]

Cisco 321 | 291 =1-P[X =1|p=05]+P[X =2|p=05]+ -+ P[X =291|p = 0.5]
=1 (N 1)
=0

p — value = P[X > 50|p = 0.5]
—1— P[X <=50[p = 0.5]

Wireshark 50 | 50 =1-P[X =1|p=05]+ P[X =2|p=0.5] + - + P[X = 50|p = 0.5]
=1—(~1)
=0

p — value = P[X > 406|p = 0.5]
—1— P[X <= 406|p = 0.5]

Microsoft 590 | 406 =1-P[X =1|p=0.5]+ P[X =2|p = 0.5] + - - - + P[X = 406|p = 0.5]
=0

Since p — value < 0.5 for all sources, we reject the null hypothesis and; thus, we
can extend, with 95% confidence, these statements for future observations or vulnerabili-
ties.

6. Recommendations

Our web parsers for SecurityFocus and ExploitDb use official reference maps to retrieve
information concerning vulnerabilities, being http://cve.mitre.org/data/refs/


http://cve.mitre.org/data/refs/refmap/source-BID.html

refmap/source-BID.html and http://cve.mitre.org/data/refs/refmap/source-
EXPLOIT-DB.html|, respectively. The remaining web parsers collect vulnerabilities from
blogs. Therefore, these web parsers do not need to be modified to collect future vulner-
abilities. All of the chosen sources are referenced by NVD in their Data Feed, thereby
offering trust and simplicity.

We recommend using our web parsers because they are flexible and simple for
users. Extending these parsers will aid in providing a more detailed analysis of disclosure
delays. Furthermore, additional web parsers can be developed by simply modifying the
reference map and code, thereby retrieving information from a different source.

7. Conclusions

This paper showed NVD vulnerability disclosure delays in order to provide a detailed
analysis concerning its efficiency, which is useful for IoT developers and manufactures.
Web scrapers for each source were developed, being flexible for future projects. Related
works place large emphasis on vulnerabilities disclosed in the dark web. We compared
NVD with well-established sources. The results showed that these sources managed to
surpass NVD in terms of vulnerability disclosures, thereby confirming the urgency to
improve the former.
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