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Abstract. This paper presents a repository for storing and comparing the
characteristics of security assessment and testing tools. This repository
supports information on the tools from different sources, ranging from
specialized web sites and magazines to academic publications. Thisisin fact a
powerful mean to share and disseminate information on security testing tools
and to raise security issues awareness. It can also represent a very important
information source for researchers and practitioners interested in exploring
those tools. A working version of the repository is already online.

1. Introduction

Security assessment and testing tools such asrabiiiy scanners and penetration
testing tools have become a key factor to evaliteecurity configuration of computer
systems and applications. These tools aim to fimdita prevent system vulnerabilities
that could be discovered and exploited by attackeraddition, the simulation of many

sorts of attacks (such as denial of service, csdssscripting, SQL injection, and buffer

overflow) using these tools is aimed at helpingt@ysadministrators to improve the

security configuration of their systems in ordeptotect them against known attacks. In
practice, the use of these tools ranges from ertsie academia and industry.

One important problem is the selection of the rigydl for a given concrete
scenario, as there is a variety of tools and tfestures are not easy to compare. A
logical solution is to build an information repasit to store relevant information on
existing tools and help users on their decisionnmdedecting a testing tool.

A repository is simply an infrastructure aimedcatlecting data and offering
functionalities to help user on finding, analyzirggmparing, and disseminating the
repository data. A repository addressing secudbt}st should store characteristics such
as target system, type of addressed attack, and ¢ofpaddressed vulnerability.
Additionally, characteristics not directly relatetd the tools such as academic
publications reporting on the utilization of toale also relevant and should be stored in
the repository.

With the prevalence of internet, repositorieseldaen web-enabled tools have
increased significantly the power of disseminatimmd sharing of repository data.
Taking into account this web dissemination abilityany repository initiatives have
been proposed on the web in several research t¢gxesnples are given in the next
section), also supporting the exploration of tlerext data through business intelligence



techniques [1]. However, security assessment atohgetools have not been addressed
by these previous initiatives.

In this paper we present the Security AssessmmahiTasting Tools Information
Repository (SATTIR). SATTIR provides functionalgieanging from the submission of
information on tools to the analysis of such infatimon using well-known techniques of
data exploration such as multidimensional analy8isthe best of our knowledge, this is
the first repository in this research topic thatl@dses all the following characteristics:

- Indexation of tools information from different sources.This aims to collect
and to index the information about tools, suppgrtiontributions provided by
repository users. This solves the problem of us#jgendence on search engines
and reading of publications to find out the stdt¢he-art of security assessment
and testing tools.

- Comparison of tools.The repository allows a detailed comparison ofttds
characteristics and helps solving the problem aofiftato install and test the
tools to assess their characteristics in detaitlayp the existence of multiple
information sources on tools available (e.g., cwmeriees, magazines, and
announces of web sites) and the variety of therinédion formats have
considerably increased the difficulties in comparitools. This is a key
contribution for end-users and system administsatas they will be able to
compare quickly available tools in order to find @thich ones fit exactly their
security testing purposes.

- Support for advanced information analysis. Technologies for information
analysis such as Information Retrieval and On-liwealytical Processing
(OLAP) are part of the repository functionalitid3ata retrieval technologies
explore information represented by text data. Oltédls support the analysis of
multidimensional data (data warehousing), beinditi@ally used to decision
support analysis. The means for multidimensionallyais in SATTIR allow
powerful comparisons of the tool characteristiesng possible, for instance, to
guery how many times a given tool was cited invegitype of publication (e.qg.,
academic papers, magazines). Obviously, the sogmfe of the conclusions
taken from multidimensional analysis relies on dastas the diversity and
amount of information stored in SATTIR. The infortioa quality (a classical
problem in OLAP systems) is not an issue givenwWeahave defined procedures
to assure that only real tools are taking parhefrepository.

- Dissemination and information sharing. The repository is made universally
available by web-enabled tools, allowing the slgaohthe information on tools
to end-users and to the industry and academic cantiesi

The structure of this paper is as follows. Thetrsection presents related work.
Section 3 shows the architecture and the underlgngnology of SATTIR. The data
storage infrastructure of SATTIR is detailed in t8®tT 4. Section 5 discusses on the
potential users and SATTIR exploitation scenarfsction 6 presents the overview of
SATTIR functionalities. Section 7 presents the dosion and ongoing work.



2. Related Work

The collection and storing of data for future as@yor historical purposes continues
being a hot topic in our days. A quick search fpasitories on the web shows the
existence of hundreds of repositories as well asetistence of software packages for
building such repositories. These repositories codiferent subject areas, being

sponsored by universities, industries, and goventsnel his section presents some of
these initiatives within the context of computeieace. Sub-section 2.1 presents widely
used repositories platforms that are employed folding new repositories and also

shows examples of institutional repositories baiit those platforms. Subsections 2.2
and 2.3 present respectively examples of data aftdage repositories. The subsection
2.3 is the one that presents the repository inigat related directly to security

assessment and testing tools.

2.1. Repositories Platforms

The popularity of repositories has motivated theppsal of platforms to help users in
the creation of new repositories. The main ide isndow community with tools that
mitigate the technical difficulties of implementirgnew repository (coding of scripts
and web site interface, backups scripts, etc), wimcfact demand considerable time
and hard work from programmers and administratdhese tools typically offer an
infrastructure where users may store data in a&ypelational database, submit and
search data through a web catalog interface.

Repository platforms have been mainly addressestudies that demand the
storage of huge amount of data, such as librameseums, and universities (called as
institutional repositories). To help administratorschoosing platforms that better fit to
theirs institution purposes, the Open Society tatticompared the characteristics of the
most relevant open-source institutional repositplatforms [2][3]. Here we present
only three of the most representative of thesd@iat.

Eprints is a platform for building repositories, providilag easy and fast way
“to set up repositories of research literaturegmstific data, student theses, project
reports, multimedia artifacts, teaching materiatholarly collections, digitized records,
exhibitions and performances” [4]. This platforrmsuover the MySQL database and
the Apache Web Server and was coded in Perl prognagnlanguage. One of the
advantages of Eprints is that institutions canitggp and running relatively quickly and
with a minimum of technical expertise, due to tlee ©f the installed base. The archive
section of the Eprints web site presents hundrddemositories that are using this
platform. Examples of repositories using Eprinte dhe Archive of European
Integration (http://aei.pitt.edu/), the Cambridgeniwérsity Engineering Department
Publications Database (http://publications.eng.earak/), and Indian Institute of
Science (http://eprints.iisc.ernet.in/).

DSpaceis an open source dynamic digital repository sotutffor accessing,
managing and preserving scholarly works [5]. Irt,fégis platform is also focused on
the problem of long-term preservation of depositsgearch material. This platform runs
over the PostgresSQL or Oracle databases and wdedcmm Java programming
language. To search information in text files, D&pase the Lucene search engine [6].
One of the main strengths of DSpace is the capafitgcognizing and managing a



large number of file format and mime types. Sonighe most common formats
managed within the DSpace environment are PDF aodi\60ocuments, JPEG, MPEG,
TIFF files. DSpace argues that over two hundredl@waéc and cultural institutions use
their platform. Examples of repositories using D&pare The Hong Kong University of
Science and Technology Library (http://repositosy.uk/dspace/), The American
Museum of Natural History (http://digitallibrary.ah.org/dspace/), and The Royal
Naval Museum (http://www.seayourhistory.org.uk/).

TheFlexible Extensible Digital Object Repository Archtecture (Fedora) is a
repository architecture for digital libraries prgead by Cornell University [7]. The
implementation of this architecture is currenthagable through the Fedora software
that is promoted by Fedora Commons organization {8 a non-profit organization
aimed at providing “sustainable technologies toatge manage, publish, share and
preserve digital content as a basis for intelldctoaganization, scientific and cultural
heritage”. This platform runs over MySQL, McKoi, caiOracle database and Tomcat
web server, and was coded in Java programming égeguFedora’s features cover
aspects such as service-oriented architecture Jitepp access and management via
web services), content versioning (repositories weintain a record of how digital
objects have changed over time), and basic searttteirepository. Fedora tool package
is available in Fedora web site, allowing the cimiiion of users with the proposal of
new Fedora services. Examples of digital librarrepositories using Fedora are
Encyclopedia of Chicago (http://www.encyclopedig&ealyohistory.org/), The National
Science Digital Library (http://nsdl.org/), and TRéniversity of Virginia Library
(http://www.lib.virginia.edu/digital/).

Although existing repository platforms are of pamunt importance to the field
of digital libraries, and even considering othettiatives [9] [10], [11], there is no
repository platform addressing needs of the fieldsecurity assessment and testing
tools. However, the study of the presented reposgavas essential to assess the state-
of-the-art of the top technologies employed ing¢bastruction of those repositories.

2.2. Data Repositories

Data repositories are an excellent resource te stod share information for research
purposes. One type of valuable information thatlwarshared through data repositories
is the results from field data studies. This sutisecdescribes some of the fault and
failure data repositories currently available.

TheData & Analysis Center for Software (DACS) is a Department of Defense
Information Center supporting research on softwatability and quality. It serves as
centralized source for data related to softwarerioset The DACS maintains the
Software Life Cycle Experience Database (SLED)sTiepository is intent to support
the improvement of the software development procHss SLED is organized into nine
data sets covering all phases and aspects of ttvease lifecycle [12][13]. Examples of
these datasets are the DACS Productivity Datagét {ie NASA/SEL Dataset, and the
Software Reliability Dataset [15].

The Metrics Data Program (MDP) Repository is a database maintained by the
NASA Independent Verification and Validation fatyl{16]. The repository is aimed at
the dissemination of nonspecific data to the sa#weommunity and it is made



available to the general public at no cost. All ttega available in the repository is
sanitized by the project representatives, andhallrtecessary clearances are provided.
Users of the repository are free to analyze tha @attheir specific research goal. The
repository contains data on the software projéwtswere collected and validated by the
MDP program, spanning more than 8 years and inatudiore than 2700 error reports.
The information stored in the repository considteroor data and software metrics and
error data at the function/method level.

TheSoftware Reference Fault and Failure Data Projecfl7] is maintained by
the National Institute of Standards & Technologyl a aimed at the development of
metrology, taxonomy and repository for referencéadmr software assurance. The
project maintains a repository on software faultadapecifically aimed at to help
industry protect against releasing software systevita faults and to help assess
software system quality by providing statistical thoels and tools for analysis of
software systems. The repository is available @phblic upon request. The access to
the information online allows users to view datd arecute simple queries. Analytical
and statistical use of the data is possible thrauglogram developed within the project
and available to the public.

The Computer Failure Data Repository (CFDR) is a public repository on
computer failure data [18][19] supported by USENTe repository is aimed at the
acceleration of the research on system reliabilith the ultimate goal of reducing or
avoiding downtime in computer systems. The CDFRosépry is open to both
obtaining and contributing data kind of users. Thepository comprises nine
independent datasets focusing mainly on very latgeage systems. Example datasets
are: the LANL dataset which covers 22 high perfaroea computer systems
encompassing more than 4700 machines during 9,yaadsthe HPC3 dataset which
covers a 256 node cluster with 520 drives. The siégpy information covers many
aspects, including: software failures, hardwardufas, operator errors, network
failures, and operational environment problems hHadure is described by the time of
start and end, the node affected and the classiiicaf root cause. The raw data is
available to the public [9] through a web interfate-date the project does not offer
online capability for analytic and statistical datacessing.

The AMBER Data Repository (ADR) has been developed within context of
AMBER Coordination Action project, where our resgateam is integrated and leading
the work of development of the ADR [1]. The reposijtis aimed at collecting raw data
results from resilience assessment experimentsamgte interaction among research
groups. The repository is an infrastructure th&ggrates data from different sources in
such way that enables comparison and cross-exipboitan a meaningful manner.

The AMBER data repository does not target datarmétion related to security
assessing and testing tools. In fact, the ADR amdgooposal combined endow research
community with powerful mechanisms to increase ithpact of research. The first
collects raw data from resilience assessment expets. The second collects
information about the tools used in these experimen



2.3. Software and Information Repositories

The importance of software and software informatiepositories has increased in the
last years, given factors such as the users neceddinding tools to test or to assess
the security aspects of their systems. This suisseptesents the most relevant of these
initiatives we have found.

SourceForge(SF) is the world’s largest repository of openrseusoftware. It
provides “free hosting to projects with a centradizresource for managing project,
issues, communications, and code” [20]. This iscavgrful example of software
repository that offers, among other things, maliliisgs, message forums, and version
controlling. One interesting aspect of SourceFasgae ability of performing advanced
search in its database through a user-friendly wedface. Although its significant
contribution to the overall open source movemenyr&eForge is not a repository for
finding security assessment and testing tools # generic repository for open-source
development software, though containing some pi®jeglated to security assessment
and testing tools. Examples of software relatedeourity testing in SourceForge are
Wapiti (to audit the security of your web applicaits) and W3AF (a Web Application
Attack and Audit Framework).

The Open Web Application Security Project(OWASP) is “a worldwide free
and open community focused on improving the secwfitapplication software” [21].
Besides the coordination of diverse initiativeshsas the ranking of the most common
web application security vulnerabilities (OWASP Toen Project) and the proposal of
security testing procedures and checklists (OWASH#3tifig Guide), OWSAP also
recommends the use of security assessment andgtéstls, such as WebScarab and
WZFuzzer. However, the list of recommendation does present tools that are not
taking part of the OWASP and does not offer meamrs comparing the security
characteristics of the tools.

Sectools.orgis perhaps the most important reference in term$nadexing
network security tools [22]. This ranks the favesitools of a security mailing list with
thousands of users. The last ranking edition caieepg the top tools in classes such as
password crackers, sniffers, vulnerabilities scemrn®ols, web scanners, wireless
scanners tools, vulnerabilities exploitation toalsg packet crafters. Each tool ranked in
this web site is described by one or more of tHeveng attributes: type of license
(commercial or free), operating system (Linux, Wing, Mac OS X, etc.), type of user
interaction (command-line or GUI), and source caaeilability. However, the
descriptions of the tools are too generic and therauneed to access the site of the
vendor to find specific characteristics such astype of target system that the tool
address. One important limitation in this site e tlack of a comparison of the
functionalities of the tools.

3. Repository architecture and underlying technoloy

SATTIR was developed using widely known open-sotiecinologies. Under a model-
view-controller architectural pattern (MVC), theository uses the Java EE and Spring
framework as the programming technologies. Thectsdeweb server was the Apache
Tomcat 6. The data warehousing and OLAP techniguesurrently implemented using



the

Mondrian and JPivot frameworks (http://mondpamtaho.org/). These

technologies are distributed in the tree main pafr&@ATTIR Architecture (Figure 1):

TheData Collection Infrastructure (#1)is aimed at providing mechanisms and
interface where repository users can submit inféiona on tools. The
infrastructure relies on the user interaction tdlecd new data through the
completion of a proper form. For that reason, i tturrent architecture
mechanisms are not necessary to extract transfadmaad information from
any source. Examples of mechanisms in these inficiates are the JSP pages
coded to build the form where uses will compleferimation.

The Data Storage Infrastructure (#2) is constituted by the database of the
repository. The database management system sumgpdhté repository is the
PosgreSQL 8. The relation entity model of the dasalis described in details in
the next section.

The Dissemination and Sharing Data Infrastructure (#3) contains the
mechanisms that present the repository contentthéoend-user, using the
repository web servers. One important aspect hezettee mechanisms that
answer the analysis questions users requests (@atahousing, statistical
analysis, and information retrieval).

SATTIR — Security Assessment and Testing Tools
Information Repository

Packet
Crafters

Q@

Vulnerability
Exploitation

‘Web
Scanners

Ad hoc OLAP
Data Analysis

Statistical

Password 5

Crackers

Reporting

Repository

Text Information
Retrieval

Figure 1. SATTIR Architecture

Business Intelligence (BI) and Information Retaktechnologies are part of the

Dissemination and Sharing Data Infrastructure. lar @epository, Bl refers to
multidimensional analysis, data warehousing and_{fbe-Analytical Processing.

A data warehouse is a global repository that staeye amounts of data that has

been extracted and integrated from heterogeneostersy (operational or legacy
systems) [23]. OLAP (On-Line Analytical Processing)the technique of performing
complex analysis over the information stored in aiadwarehouse [23]. The data



warehouse coupled with OLAP enables decision makersreatively analyze and
understand business trends since it transformsatipeal data into strategic decision
making information.

In data warehousing the data is organized acaogrtbhnthe multidimensional
model (star model), which includes two kinds ofaddacts and dimensions. Facts are
numeric or factual data that represent a speciiginess or process activity and each
dimension represents a different perspective far #malysis of the facts. Each
dimension is described by a set of attributes. Nbt# the facts are just numerical
quantities and only acquire meaning when are retee to the dimensions. The OLAP
analysis over a multidimensional cube consistsighd and slicing the data in order to
compute the desired measures. Figure 2 depictexa@ple of the data warehousing
model within the context of our proposal, showihg fact table Citations in the center
of the model. The entities around the fact tabbeasent the model dimensions.

| TOOL_TYPE | | FUBLICATION_TYFE |
ToOoL | FUBLICATION
CITATIONS_FACT_TABLE |
FROGRAMMING_LANGUAGE | TARGET_SSTEM
| OPERATING _STSTEM | | ATTACK |

Figure 2. Example of data warehousing model

Information retrieval techniques will be used faw data in textual formats that
is not subject to a multidimensional characteraatn facts and dimensions, nor even
in a well defined set of attributes such as datdusr data mining analysis. Textual
data is indexed using traditional IR techniquesetasn inverted files and ranking
algorithms to sort out search results by orderetdwance. This way, the user can find
specific patterns in the textual raw data, whiclmasmally used to guide specific (and
manual) data analysis of interesting cases (agltsfthat lead to a unexpected behavior,
not adequately handled by fault tolerance mechanemilable in the system).

4. Data storage infrastructure

The ability to provide meaningful comparisons ofigéy tools depends essentially on
the quality, the diversity, and the amount of infation and the existence of a proper
infrastructure to store and analyse that infornmatio

Figure 3 presents a snapshot of SATTIR Class Bragcontaining the most
relevant entities of SATTIR. The main entity of ghdiagram, and of course of the
repository, is the Tool Entity. This entity is thernerstone of the repository, where all
repository functionalities are based on, from siprio exploring information. The
remainder entities represented in the class diagnameither related to intrinsic tool
characteristics (represented outside the green doxFigure 3) or to extrinsic
characteristics such as the academic publicatieladged to a given tool. The intrinsic



tool characteristics are still differentiated by iielation with security aspects (represent
by the red box) or not (all entities in the bluetexcept Tool Entity).
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Figure 3. SATTIR Class Diagram

Another important aspect is to understand the tfpmformation that can be
stored in the repository entities. To this goal, detail briefly the entities around the
Tool Entity in Table 1 and Table 2. This main egnttherefore, contains attributes such
as tool name, tool description, tool owner and ohasics information of the tool.

Table 1. Description of SATTIR Entities (1/2)

Entity | Entity

Scopel Category Entity Name Entity Description

This contains values such as packet crafters, madswackers,
Tool Type sniffers, vulnerability exploitation, vulnerabiligcanner, web
scanners, and wireless scanners.

This refers either to commercial licenses or pulitienses such

License as GNU General Public License (GPL), Academic Eieense
Internal General (AFL).

Programming This refers to the programming languages usedeirtdiding of &

Language given tool, containing values as Java, C++, antidiyt

This refers to the means that user may interact thi¢ tool, suc
as command-line and graphical interface.

This refers to the operating system that suppbésristallation
of a given tool such as Windows, Linux, Unix, andd/OS X.

User Interface

Operating System

With an in-depth focus on tool characterizatiord dhe proper design of the
repository data storage infrastructure, it is passio predict questions that may be
gueried to the repository. Two examples of meanihgéiestions that are answered by
our model and that confirm the relevance of ourrepph are: How many citations a
given type of tool received in a given period? Whare the tools that test or assess a
given set of target system?



Table 2. Description of SATTIR Entities (2/2)

Entity | Entity

Scopel Category Entity Name Entity Description

This refers to the system under test or evaluatimh as web
Target System |servers, web services, web applications, and veisedad

network.
Target Type This contains values such as network and web sgstem
This refers to the category of attacks addresseaidiyen tool,
Attack Type such as Injection, Protocol Manipulation, and SmiffAttacks
[10].

This contains values such as Cross-site scrip8ai, Injection,
Buffer Overflow.

This refers to the category of vulnerabilities taagiven tool
exploits using its attacking functionalities. Th@ntains values
such as Access Control Vulnerability, Protocol Esr@nd
Environmental Vulnerability [10

This contains values such as Insufficient Priviigdéser
Management Errors, and Empty String Passv

This contains values such as Magazine, JournalPaockeding
Conference:

This refers to the description of the magazinerrjalior
conferences where a given tool wasd.

Internall - security IAttack

\Vulnerability Type

Vulnerability

Publication Type

External Citations
Publication

5. Potential users and exploitation scenarios

The main motivation of SATTIR is to be simple arastf contributing to reduce
radically the effort of users in finding, analyzjrgnd comparing security assessment
and testing tools. To this goal, the repository lsamsed in two typical scenarios:

- As a form of common repository to store and shaokihformation. The current
situation is not satisfactory as tool informatianspread by different sources.
SATTIR can change drastically this situation, asisges a common format to
share the data with the advantage of using mulgdsional model. At the same
time, the availability of tool information in SATRI allows a very efficient
dissemination of the tools recently proposed byustiy and academic
communities. End-users practitioners and researchers may found in the
repository the state-of-the-art of tools to testl @valuate the security of their
systems and to employ in their experimental setups.

- To perform fast analysis of tool information in ary efficient way, ranging
from cross-exploitation to comparative perspectiveol vendors can analyze
the strengths and the weakness of competing toolsrder to improve the
features of their own toolfkesearcherswill identify the research impact of a
given tool through the analysis of the number ¢dtmns that it received in a
given academic context. Vendors and researchersstillaiglentify the necessity
of proposing new tools to cover aspect still natradsed by the existents tools.

In practice there are two types of potential useraders and writers. Readers
access the repository only to explore and analyakinformation. Writers contribute to
the repository by making tool information availaki® the community. Obviously,
writers also use the repository to analyze thdwrimation, compare it to information
provided by other repository contributors, and elismate the data worldwide.



Henceforth, repository readers will be referredS#sTTIR Readers and writers as
SATTIR Contributors .

The simplicity of SATTIR architecture is emphasizéhrough the tree steps
needed to use the repository:

1. User registration and authentication. Before being able to access the
repository, either SATTIR Readers or SATTIR Conitdys have to register in
the repository web site. Registration is then aswdy and approved.
Authentication is required every time users acdbes data repository. The
registration is conditioned to the acceptance eftdrms and conditions of the
repository. The registration is required in ordealow future statistical analysis
(e.g. the most compared set of tools in a giveegmal of potential users).

2. Submission of tool information. After registration, SATTIR Contributors are
able to send their information through the web rfate of SATTIR. The
availability of the submitted information in thepasitory relies on the approval
of SATTIR Team. While SATTIR Team evaluates thehaeuticity of the
provided tool information, which may take from 1 8 business days, the
information will be set as pending state. The asteshe pending states tools is
just available to SATTIR Contributors. This aimsawoid duplicate efforts in
order to register a given tool. However, contribstamay suggest the
improvement of the description of a given tool.

3. Analysis of the information using the tools and techniques (OLAP and
Information Retrieval) available in the repositofyhis includes not only the
normal cross-exploitation of tool information buls@ comparative analysis
using multidimensional approaches to find out tifeekences among tool that
addresses a given set of target system.

6. Functionalities overview

The preliminary version of SATTIR web site is cunlg available at
http://security.dei.uc.pt/sattithis web site was developed to provide easy adoes®e
community to the repository functionalities.

The potential users of the repository must becregsstered users in order to get
access to the main functionalities of the repogitarch as the exploration of third-party
data (readers and contributors) and the submissibrdata (contributors). The
relationship of registered users to the repositopy be of several types: end-users,
practitioners, makers, and researchers.

The interface of SATTIR web site (Figure 4) is stiuted of the following
sections:

Menu section (#1). The menu section allows the access to the main
functionalities of the repository (e.g. tool exg@bon, tool submission, user registration,
documentation).

Direct access section (#2)This section presents the authentication fieldg t
users must fill to obtain access to protected rigmys functionalities (e.g. tool
submission).



|

|

|

|

|

L

il

; . Currently 28 Tools Information :

EXPLORE TOOLS This repository supports information on the s |
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Figure 4. Home Page of SATTIR

Announce section (#3) This section shows the most recent updates in the
repository such as the latest submitted tools médion.

The main functionalities of repository web site available through the menu
section. The high importance of these functioreditieads us to describe the most
relevant of them:

e Submit tool. This option allows the user to contribute data uhba
particular tool. The precondition here is to hameaacount with privileges of
contributor.After the registration, the new repository memiseable to send
the characteristic of the tools to the repositétmptigh the completion of a
proper form.

» Explore tool. This option provides the access to the most meéui
functionalities of the repository. This option affeto users the list of all
tools that are available for analysis, showing titkxl description of those
tools. Users also may select several tools an#t olicthe compare button to
see the characteristics of the tools side-by-gtdethermore, if a given class
of tools is meaningful for the user, there is amiawpwhere the user may
check to receive information by email when new infation is available.

To help disseminating the data, an up-to-date ¢dgdata addition and
modification is posted in the web site focusing e most recent additions or
modifications. A mechanism for email notificatiossalso available. For example, users
can request a notification to be sent when a gilataset is updated (data added or
modified) or when a new dataset related to a pdeaiaesearch field is created.

7. Conclusion and Ongoing Work

In this paper we presented tBecurity Assessment and Testing Tools Information
Repository (SATTIR). This repository provides to the commuyrsin infrastructure to
collect and explore information about network sdguassessment and testing tools. It
also offers useful functionalities to the commurfgpnd-users, practitioners, researchers,



and makers) through the indexation of tools infdrama from different sources
supporting the contribution of users, the comparisb tools characteristics using a
relational database approach, the support of aédaneformation analysis using
information retrieval and data warehousing, anddissemination and sharing of tools
information using web-enabled tools.

In fact, SATTIR is a potential tool for industryn@ research community to
disseminate their security testing tools and pypies. An important aspect is that, if
successful, SATTIR will contribute to increase ®ghles (in the case of commercial
tools) and to augment the number of citations ® tésearch papers describing the
prototypes (in the case of research prototypestohtribute to the repository, users just
need to register and submit information about todlse analysis of existing data is
open to the entire world. The repository is mamdi by an experienced team that will
help users using the repository.

Ongoing work includes extending the current fumwdlities of the repository as
well as adding data on more tools. The represestatss of this repository will also
rely on the ability of storing and comparing thesthmeaningful tools. For that reason,
we expect vendors, security and research commuaityrovide data from network
security assessment tools to the repository.
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