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Abstract

In this paper we presentthe designof Open EDEN, an implementationof the FT-
CORBA specificatiorbasedntheuseof agroupcommunicatiorframenork, calledEDEN.
Thedesignof OpenEDEN wasdrivenby thedesireto useonly portabletechniquegmainly
portableinterceptors}o integratethe EDEN framevork within a CORBA platform. We
discusghe maindifficultieswe encounteredndwe drav someconclusionsaboutthe ade-
quag of this choice.

1 Introduction

Faulttolerancein CORBA (CommonObjectRequesBroker Architecture)is providedthrough
objectreplication. A critical CORBA servicecanbe madereliable by replicatinga CORBA
objectimplementingt on differentsitesof the distributedsystem.The setof replicasformsan
objectgroup.If sitesfail independentlyaninvocationto the servicewill succeedvenif some
replicasof the grouphave crashed.

Apartredundany, faulttolerancan CORBA reliesalsoon fault detectionandnotification,
logging andrecovery. All the component®f a FT-CORBA architectureare describedn an
OMG specification[5] which hasbeenrecentlyadoptedoy the OMG board. The specification
describeghe interfacesof the services differentfault tolerancestratgjiesandfault tolerance
propertiesassociatedo anobjectgroup.

Thedesigneiof a FT-CORBA architecturas left with alot of freedomin choosingheway
the component®f this architectureareimplementedandthe way they interact. Consequently
therehave beenseveralefforts to addfaulttolerancen CORBA systemsSomeof theseefforts
adherevery closelyto the FT specification([4, 7, 1]); othersarevoluntarily lessFT-CORBA
compliantandfavor innovative solutions([2]). Among theseefforts, we candistinguishthree
major approache$4]: (i) the serviceapproachin which clients and seners must explicitly
interactwith a specificserviceto getreliability; (ii) theintegrationapproachn which a group
communicationframenork providing replicationfunctionnalityis integratedinside the ORB;
(i) theinterceptionapproachn which, request®r message@ependingonthelocationof the
interceptionlayer) areinterceptecandredirectedo a groupcommunicatiorframenork.



Of course,eachof theseapproachegresentsadvantagesanddravbacks. The serviceap-
proachis probablythe simplestto implementbut hasamajordravbackthatis thelack of trans-
pareng. The integrationapproachis the mostefficient but cannotbe easily re-usedbetween
ORBsasit is very dependentn ORB internals.Theinterceptionapproactofferstranspareng
but, dependingon how it is implementedcanbe non-portablgfrom a systempoint of view) if
theinterceptionayeris placedbetweerthe ORB andthe systeminterface.

We arecurrentlyprototypinganarchitectureexclusively basedn theinterceptiorapproach
for supportingactive replicationof CORBA objects. For this developmentwe decidedto use
only portabletechniquesBYy portable we mean(1) portablewith respecto thesystemsupport;
(2) portablewith respecto the groupcommunicatiorsystem;(3) portablewith respecto the
ORB. Thefirst conditionprecludegshe useof system-lgel interceptordike in Eternal[4]. The
seconcconditionprecludestightly couplingbetweersomecomponent®sf our FT architecture
andthe groupcommunicatiorsystem.The third conditionleadsusto usea specificfeatureof
CORBA which areportableinterceptord6]. Portableinterceptorsarethe only portablemech-
anismspecifiedby the OMG which allows to transparentlyaddservicecodeto the ORB. The
objective of this paperis to describethis experiencean usingportableinterceptordor prototyp-
ing a fault-tolerantCORBA systemandto drav someconclusionsaboutthe adequag of this
technique Our prototypeis basedn a groupcommunicatiorsystemcalledEDEN.

Theremainderof this paperis structuredasfollows. Section2 briefly describeshe EDEN
group communicationframenork. Section3 summarizegshe FT-CORBA specificationand
introducesCORBA portableinterceptors.Section4 presentour prototypewhich implements
a FT-CORBA servicebasedon the useof the EDEN framavork. Section5 lists someof the
problemswe encounteredSection6 concludeghis paper

2 The EDEN Group Communication Framework

A groupserviceallows a collectionof relatedobjectsto be consideredexternally asa single
logical entity. This paradigmis usedto simplify replicationmanagemenand constructfault-
tolerantapplications Becausef its importancemary groupcommunicatiorframevorkshave
beenconstructed13]. Thegroupserviceincludesdifferentprimitivesusedby groupmembers
to coordinatetheir actiities. Oneof thoseprimitivesis calledatomic broadcast, which assures
thatall requestgeceved by the group entity are deliveredto its membersn the sameordet
Anotherfundamentahbstractions the group membership. This servicetrackschangesn the
groupcomposition dueto the desireof memberdo join or leave the group,or the occurrence
of crashesTheview synchrony communication allows the delivery of requestsin synchroly”
with the delivery of changesn thegroupcomposition All theseabstractionsreconsidereds
agreemenproblemsthatcanbe solvedasa reductionto the consensus problem(8, 9].

EDEN is a configurablegroup-basedoolkit, which aims at developing reliable, object-
oriented distributedapplicationslt is formedof two componentsalibrary of protocols(named
ADAM), andanevent-baseda@rchitecturdor structuringservicefnameceVA [12]).

ADAM is alibrary of autonomousgreemenprotocolswhich canbe piecedtogetherto im-
plementreliableservices At theheartof thislibrary is a GeneralAgreementramevork (GAF)
[9] suitedto generat@dhocagreemenprotocols.GAF is aChandra-dueg [8] consensus-based
servicewhich implementssomeversatility parametershatencompasseasary interestingfea-
tures (early decision,multiple propositionsof initial values,decisionon a vector of values,
deferringof initial valuesproposalskuitableto generateefficient protocols. In orderto solve
a particularagreemenprotocol one mustinstantiatethe parametersvith appropriatevalues.



Clever instantiationsof the GAF functionshave beeninvestigatedn orderto implementthe
groupmembershigll], atomicbroadcasandview synchroly communicatiorprotocols.

The framewnork EVA [12] implementsa publish-subscribecommunicatiorernvironmentto
structureentitiescomposinghigh level protocols.In this architectureprotocolsareregardedas
anumberof cooperatingbjects(entities)thatcommunicatevia aneventchannel.

3 CORBA

3.1 FT-CORBA Standard

The FT CORBA specificationdefinesa setof standardnterfacesfor replicationmanagement,
fault managemenandlogging/recoery managementOneof the maincomponent®f the FT-
CORRBA architecturas thereplicationmanagewhichinterfacesallow to specifythefaulttoler
ancepropertiesof anobjectgroup. Thereplicationstyleis oneof this propertyfor which three
valuesare possible:COLD_PASSI VE, WARM_PASSI VE (passve replicationis basedon the
useof aprimaryreplica)andACTI VE (all replicasplay the samerole in thegroup).

Oneimportantpointin the specifications the structureof an objectgroupreference Such
referencemustbebuilt accordinga standardscheman orderto allow inter-operabilitybetween
clientandsener hostedby heterogeneoumfrastructures.The specificationrdefinesthe useof
multiple TAG | NTERNET _| OP profilesto identify replicas(or a setof gatavays)andintro-
ducesanew componenTAG_FT__GROUP to encapsulatan objectgroupidentifier. An object
groupis identified by a Group IDentifier (GID) which doesnot dependof the group mem-
bership. At groupcreation,the replicationmanageallocatesthe GID for the groupandthen
constructanobjectgroupreferencepopulatedwith this GID.

The specificatiordoesnot definea standardnulticastgroupcommunicatiorprotocolto be
usedfor maintainingconsisteng betweerreplicas. Consequentlythereis no inter-operability
betweenORBshostingsener objects all thereplicasof a sener objectgroupmustbe hosted
by the sameFT infrastructure. This particularityallows FT CORBA designerdo choosethe
mostappropriatgrotocolfor theirinfrastructure.

3.2 PortablelInterceptors

Portableinterceptorsare hooksinto the ORB throughwhich ORB servicescaninterceptthe
normalflow of executionof the ORB. The specification6] definesiOR (InteroperableéDbject
ReferencejnterceptorandrequesinterceptorsTheformerallowsto addspecificcomponents
insidea IOR during its creation. The latter allows to interceptthe flow of a clientinvocation
to asener at differentpoints; someof thesepointsarelocatedat the client sideandothersare
locatedatthe senerside.A clientrequesinterceptorallows to executeservicecodebeforethe
requesis sentto the sener andbeforethereply is returnedto the client code.Using a specific
CORBA exceptionmechanismthe interceptorcodecanchangehetargetof aninvocation. A
sener requesinterceptorallows to executeservicebeforedelivering the requesto the sener
objectandafterthe sener objecthascompletedits job.



4 Prototyping an EDEN Based FT-CORBA Service

4.1 Overall Architecture

As mentionedn theintroductionof this paper our goalis (1) to designa portableandflexible
fault-tolerantservicefor CORBA and(2) to experimentthe usabilityof EDEN asa groupcom-
municationsupportfor sucha service.For the sale of simplicity andbecauseve did notfocus
onafull FT-CORBA prototype we decidedthe following restrictions:

e We consideronly active replication(Repl i cati onSt yl e propertysetto ACTI VE).

Consequentlylogging and recovery mechanismgonly neededfor passve replication)
arenotimplemented.

e Membershipandconsisteng arecontrolledby theinfrastructurgMenber Shi pSt yl e

and Consi st encySt yl e propertiesare respectrely setto MEMB | NF_CTRL and
CONS | NF_CTRL).

e Faultdetectionis notaccessibleria CORBA interfaces.

Figure 1l shovs the maincomponent®f our architecturgnamedOpenEDEN): (1) agate-
way ! which actsasan intermediaryobjecton the requestpath betweena client and a sener
objectgroup; (2) a CRPIcomponentwhich is a Client RequesPortablelnterceptorattached
to a client and usedto redirectclient requestdo a gatavay; (3) a SRPIcomponentwhich
is a Sener RequestPPortablelnterceptorattachedo eachsener hostinga replicaand usedto
implementtheinterfacewith the EDEN framework.
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Figurel: Overview of the OpenEDEN Architecture

4.2 Client Redirection

The client of a sener objectgroupobtainsthe objectgroupreferenceahroughusualways,i.e.
eitherby usinga call to the CORBA Naming Serviceor by readingit from afile. Then,the

We only represenbnegatavay in thefigure but for fault-toleranceeasonspur architecturesupportamultiple
gatavays.



clienttransparentlyi.e. without knowing thatthe targetobjectis anobjectgroup)invokesthe
methodof the sener objectgroup. At this point, a clientinterceptolinterceptghecall, extracts
identificationof gatavaysandthegroupidentifierfrom ataggedcomponenandfinally redirects
therequestowardsoneof theavailablegatevays.

As representeth Figurel, the protocolusedby the gatavay to addresanobjectgroupcan
be eitherlIOP or MCAST/IIOP. In the former case the groupinvocationis accomplishedy
usingmultiple unicastsin thelatter, theinvocationis multicastedo thegroup.We will notgive
detailsin this paperon how thegatevay obtainsthemulticastreferenceor list of references)in
our prototype the mappingbetweenrnthe objectgroupidentifierandreferencess implemented
by thereplicationmanager

4.3 Replica Consistency

Infrastructure-controlledonsistenyg is oneof the mainrequirement®f the FT-CORBA spec-
ification. As statedin the specificationjt meanghatfor the ACTI VE replicationstyle,at the
endof eachmethodinvocationon the objectgroup, evenin the presencef faults, the mem-
bersshouldhave the samestate”. To maintaingroup consisteny, it is necessaryhat (1) each
membetbehaesdeterministicallyandthat(2) thesamesequencef requestbedeliveredin the
sameorderto eachmemberof the group. Regardingthefirst condition,like Narasimhann [3],
we considerthatthe uniquesourceof undeterminisnms dueto potentialconcurrenexecutions
of threadswe provide a specificscheduleto solve it. For the secondcondition,thanksto the
EDEN framework, we built an adequatealelivery protocol. In the following paragraphsywe
discussstrateggieswe usedto (1) re-orderthe requests(2) to ensuretheir reliabledelivery and
(3) to finalizetheirexecution.All thesestratgjiesareimplementedn a Sener RequesPortable
Interceptor(SRPI)which interfacesCORBA with the EDEN framework.

To minimize the quantity of informationexchangedetweenhe two worlds (CORBA and
EDEN) and to optimize the performanceof the protocolsinside the EDEN framework, we
decidedthatthe SRPIcomponentsvill feedEDEN with requestsdentifiers(insteadof whole
requests)The consequencesf this choicearealsoexaminedin thefollowing paragraphs.

Re-ordering requests Eachtime a clientrequesis interceptedits threadis blockedandthe
SRPIcomponenproposests identifier (requestidentifier) to the EDEN framework. At each
site, EDEN collectstheproposeddentifiersandrunsaconsensuprotocolwith its peergo agree
onasetof identifiersandasingledelivery orderfor them.Whenadecision(or asetof decisions)
hasbeentaken,the EDEN framework callsthe SRPIcomponentandgivesthemanorderedist
of identifiers;eachSRPIcomponentanthenmark the correspondingequestsasdeliverable.
To protectagainstconcurrentthreadsexecutions,a schedulingalgorithmis implementedby
eachSRPIcomponento serializethe executionof the deliverablerequestdy their associated
threads.

Reliabledelivery Dueto theunreliability of theMCAST protocolor theintermediateview of
thereplicationmanageran SRPIcomponentouldbeaskedby the EDEN framavork to deliver
arequesthatit hasneverreceved. To solve this problem,we addeda specificoperationto the
CORBA-EDEN interface. Whenthe EDEN framewvork detectshata particularSRPIhasnot
proposedanidentifierfor which delivery hasbeendecided,t callsthe SRPIto giveit alist of
SRPIcomponentsableto forwardthe missingrequest. AnotherproblemariseswhenEDEN is
unableto decidea singledelivery orderfor a requestor a setof requestspecausdhereis no



majority of propositionsfor the request(or for the set). In sucha case the SRPIcomponents
which have proposedvill be askedto forwardtherequestor the set)to the SRPIcomponents
whichhave notproposedThereforethe SRPIcomponentsnustputeachnew incomingrequest
in alog beforeproposingts identifierto the EDEN framework.

Stabilizing Whenall SRPIcomponentfiave proposeda samesetof requesidentifiers,it is
no morenecessaryor the SPRIcomponentso keepa log of the correspondingequestsThis
situationis detectedby the EDEN framewnork which calls a specificoperationof eachSRPI
componento askthemto remove requestgrom thelog.

5 LessonsLearned

We were confrontatedwith somedifficulties in implementingour prototypeof a FT-CORBA
servicesolelybasedntheuseof portableinterceptordo interactwith theEDEN framework. In
thefollowing paragraphswe enumeratesomeof the mostimportantproblemsandwe discuss
abouttheadwantagesndinconvenientsof alternatve solutions.

1. Redirectingclientinvocation.Dueto known limitationsof clientportableinterceptorgl]
(impossibility to generate reply or to filter amongmultiple replies),it’ s not possibleto
build aFT-CORBA clientwithout the help of anintermediaryobject.

Thatis thereasorwhy we decidedto redirectto a gatevay a clientinvocationdestinated
to anobjectgroup. The gatavay, which usesthe CORBA dynamicinterfaces,DSI and
DIl, behae like asenerfor theclientandlike a clientfor the sener objectgroup.

2. Generatingobjectgroupreference Creatinga groupreferenceas anoperationdriven by
the replicationmanager Whenit is being asked to createa serner objectgroup by an
application thereplicationmanageneedq1) to createthereplicasby calling thefactory
operationcr eat e_obj ect and(2) to generatea referencadentifying the group. Un-
fortunately sincethereplicationmanageis aregular CORBA objectwithout any access
to theinternalORB interfacesandfunctionalitiest hasvery few meandor manipulating
referencesTheonly way to act,ata servicelevel, on the creationof areferences to use
IOR interceptorqone of the threecategoriesof portableinterceptors).|lORInterceptors
only enablea senerto addcomponentsThus,usinglORInterceptorss insufficient for
replicationmanagebecause(l) IORInterceptorslo notprovide for addingprofiles,only
components{2) IORInterceptorarenotinvokedfor alreadyexisting referencespnly for
newly createdones;and(3) evenfor newly createdreferencesit is underspecifiedvhen
IORInterceptorsareinvoked.

3. LanguageMapping. We implementedhe sener part of our architecturén C++. In the
C++mappingtheinterceptoiis allowedto accessll theattributesof theRequest | nf o
structure.This way, we could getthe agumentsattribute andlog a requessuchthatthe
SRPIcomponenbeableto forwardit to otherswhennecessaryUnfortunately with the
Java portablebindings,the agumentsattribute is not available. Consequentlywe could
not portthe sener partof our solutionusingthe Javalanguage.

4. ThreadModelDependeng Thestratgy we usedto re-orderCORBA requestss strongly
relatedto the concurreng modelselectedat the sener-sideandto the way portablein-
terceptorsareimplemented.Using a “thread-pefrequest’model at the sener-side and



consideringthat, in ORBacus,nterceptorsareimplementedn a mannersuchthatthe
threadexecutingthe interceptorcodealsoexecuteshe usersener code,we managedo
implementaschedulingpolicy thatre-orderequestgbasednthe EDENdecisions) Any
modificationto theimplementatiorof portableinterceptorsn the ORB (still compliantto
the specification)could leadusto reconsideour implementation.Consequentlyevenif
we have usedonly portablemechanimglik e portableinterceptorsjo implementrequests
re-ordering,we needto carefully examinehow interceptorsare implementedbeforeto
contemplatamigratingto anev ORB.

6 Conclusion

Ourgoalwasto prototypea FT-CORBA serviceby usingthe mostportablefeaturesof CORBA

to interactwith the EDEN group communicationframenork. We can summarizethe results
of this exerciceby sayingthat client portableinterceptorsare useful tools to redirectclient
invocationandthat sener portableinterceptorsare alsousefulbut not sufficient to provide all

requiredfunctionnalityatthe sener side.

We arenow investigatingthe designof a new architecturen which the EDEN framework
is still cleanlyinterfacedwith an ORB but in which interfacescould be exposedto application
programmer Of course,in thatway, we looseportability but one of our goalsis now to bring
to developpersf fault-tolerantCORBA applicationthe benefitsof themodularityof the EDEN
framework. For instance,n our prototype,we considerecdnly infrastructurecontrolledcon-
sisteny. Application controlledconsisteng is anothemossibility allowed by the FT-CORBA
specificationln thatcasejt couldbeinterestingto provide to the applicationdevelopperhigh-
level servicedik e consensuso helpit to customizespecificconsisteng protocols.
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