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Abstract

In this paper, we presentthe designof OpenEDEN, an implementationof the FT-
CORBA specificationbasedontheuseof agroupcommunicationframework,calledEDEN.
Thedesignof OpenEDENwasdrivenby thedesireto useonly portabletechniques(mainly
portableinterceptors)to integratethe EDEN framework within a CORBA platform. We
discussthemaindifficultieswe encounteredandwedraw someconclusionsabouttheade-
quacy of this choice.

1 Introduction

Fault tolerancein CORBA (CommonObjectRequestBrokerArchitecture)is providedthrough
objectreplication. A critical CORBA servicecanbe madereliableby replicatinga CORBA
objectimplementingit on differentsitesof thedistributedsystem.Thesetof replicasformsan
objectgroup. If sitesfail independently, aninvocationto theservicewill succeedevenif some
replicasof thegrouphavecrashed.

Apart redundancy, fault tolerancein CORBA reliesalsoon fault detectionandnotification,
logging andrecovery. All the componentsof a FT-CORBA architecturearedescribedin an
OMG specification[5] which hasbeenrecentlyadoptedby theOMG board.Thespecification
describesthe interfacesof the services,differentfault tolerancestrategiesandfault tolerance
propertiesassociatedto anobjectgroup.

Thedesignerof aFT-CORBA architectureis left with a lot of freedomin choosingtheway
thecomponentsof this architectureareimplementedandtheway they interact.Consequently,
therehavebeenseveralefforts to addfault tolerancein CORBA systems.Someof theseefforts
adherevery closelyto the FT specification([4, 7, 1]); othersarevoluntarily lessFT-CORBA
compliantandfavor innovative solutions([2]). Among theseefforts, we candistinguishthree
major approaches[4]: (i) the serviceapproachin which clients and servers must explicitly
interactwith a specificserviceto get reliability; (ii) the integrationapproachin which a group
communicationframework providing replicationfunctionnality is integratedinsidethe ORB;
(iii) theinterceptionapproachin which,requestsor messages(dependingon thelocationof the
interceptionlayer)areinterceptedandredirectedto agroupcommunicationframework.



Of course,eachof theseapproachespresentsadvantagesanddrawbacks. The serviceap-
proachis probablythesimplestto implementbut hasamajordrawbackthatis thelackof trans-
parency. The integrationapproachis the mostefficient but cannotbe easilyre-usedbetween
ORBsasit is very dependenton ORB internals.Theinterceptionapproachofferstransparency
but, dependingon how it is implemented,canbenon-portable(from a systempoint of view) if
theinterceptionlayeris placedbetweentheORB andthesysteminterface.

Wearecurrentlyprototypinganarchitectureexclusively basedontheinterceptionapproach
for supportingactive replicationof CORBA objects.For this development,we decidedto use
only portabletechniques.By portable,wemean(1) portablewith respectto thesystemsupport;
(2) portablewith respectto thegroupcommunicationsystem;(3) portablewith respectto the
ORB.Thefirst conditionprecludestheuseof system-level interceptorslike in Eternal[4]. The
secondconditionprecludesatightly couplingbetweensomecomponentsof ourFT architecture
andthegroupcommunicationsystem.Thethird conditionleadsusto usea specificfeatureof
CORBA which areportableinterceptors[6]. Portableinterceptorsaretheonly portablemech-
anismspecifiedby theOMG which allows to transparentlyaddservicecodeto theORB. The
objectiveof thispaperis to describethis experiencein usingportableinterceptorsfor prototyp-
ing a fault-tolerantCORBA systemandto draw someconclusionsabouttheadequacy of this
technique.Our prototypeis basedon agroupcommunicationsystemcalledEDEN.

Theremainderof this paperis structuredasfollows. Section2 briefly describestheEDEN
group communicationframework. Section3 summarizesthe FT-CORBA specificationand
introducesCORBA portableinterceptors.Section4 presentsour prototypewhich implements
a FT-CORBA servicebasedon the useof the EDEN framework. Section5 lists someof the
problemsweencountered.Section6 concludesthis paper.

2 The EDEN Group Communication Framework

A groupserviceallows a collectionof relatedobjectsto be consideredexternally asa single
logical entity. This paradigmis usedto simplify replicationmanagementandconstructfault-
tolerantapplications.Becauseof its importance,many groupcommunicationframeworkshave
beenconstructed[13]. Thegroupserviceincludesdifferentprimitivesusedby groupmembers
to coordinatetheiractivities. Oneof thoseprimitivesis calledatomic broadcast, whichassures
that all requestsreceived by the groupentity aredeliveredto its membersin the sameorder.
Anotherfundamentalabstractionis thegroup membership. This servicetrackschangesin the
groupcomposition,dueto thedesireof membersto join or leave thegroup,or theoccurrence
of crashes.Theview synchrony communication allows thedeliveryof requests“in synchrony”
with thedeliveryof changesin thegroupcomposition.All theseabstractionsareconsideredas
agreementproblemsthatcanbesolvedasa reductionto theconsensus problem[8, 9].

EDEN is a configurablegroup-basedtoolkit, which aims at developing reliable, object-
oriented,distributedapplications.It is formedof two components:alibraryof protocols(named
ADAM ), andanevent-basedarchitecturefor structuringservices(namedEVA [12]).

ADAM is a library of autonomousagreementprotocolswhich canbepiecedtogetherto im-
plementreliableservices.At theheartof this library is a GeneralAgreementFramework (GAF)
[9] suitedto generateadhocagreementprotocols.GAF is aChandra-Toueg [8] consensus-based
servicewhich implementssomeversatilityparametersthatencompassesmany interestingfea-
tures(early decision,multiple propositionsof initial values,decisionon a vector of values,
deferringof initial valuesproposals)suitableto generateefficient protocols. In orderto solve
a particularagreementprotocolonemust instantiatethe parameterswith appropriatevalues.



Clever instantiationsof the GAF functionshave beeninvestigatedin order to implementthe
groupmembership[11], atomicbroadcastandview synchrony communicationprotocols.

The framework EVA [12] implementsa publish-subscribercommunicationenvironmentto
structureentitiescomposinghigh level protocols.In thisarchitecture,protocolsareregardedas
anumberof cooperatingobjects(entities)thatcommunicatevia aneventchannel.

3 CORBA

3.1 FT-CORBA Standard

TheFT CORBA specificationdefinesa setof standardinterfacesfor replicationmanagement,
fault managementandlogging/recoverymanagement.Oneof themaincomponentsof theFT-
CORBA architectureis thereplicationmanagerwhichinterfacesallow to specifythefault toler-
ancepropertiesof anobjectgroup.Thereplicationstyleis oneof this propertyfor which three
valuesarepossible:COLD_PASSIVE, WARM_PASSIVE (passive replicationis basedon the
useof aprimaryreplica)andACTIVE (all replicasplay thesamerole in thegroup).

Oneimportantpoint in thespecificationis thestructureof anobjectgroupreference.Such
referencemustbebuilt accordingastandardschemain orderto allow inter-operabilitybetween
client andserver hostedby heterogeneousinfrastructures.Thespecificationdefinestheuseof
multiple TAG_INTERNET_IOP profilesto identify replicas(or a setof gateways)andintro-
ducesa new componentTAG_FT_GROUP to encapsulateanobjectgroupidentifier. An object
group is identified by a Group IDentifier (GID) which doesnot dependof the group mem-
bership.At groupcreation,the replicationmanagerallocatesthe GID for the groupandthen
constructsanobjectgroupreferencepopulatedwith this GID.

Thespecificationdoesnot definea standardmulticastgroupcommunicationprotocolto be
usedfor maintainingconsistency betweenreplicas.Consequently, thereis no inter-operability
betweenORBshostingserver objects; all thereplicasof a server objectgroupmustbehosted
by the sameFT infrastructure.This particularityallows FT CORBA designersto choosethe
mostappropriateprotocolfor their infrastructure.

3.2 Portable Interceptors

Portableinterceptorsarehooksinto the ORB throughwhich ORB servicescaninterceptthe
normalflow of executionof theORB.Thespecification[6] definesIOR (InteroperableObject
Reference)interceptorsandrequestinterceptors.Theformerallowsto addspecificcomponents
insidea IOR during its creation. The latter allows to interceptthe flow of a client invocation
to a server at differentpoints;someof thesepointsarelocatedat theclient sideandothersare
locatedat theserverside.A client requestinterceptorallows to executeservicecodebeforethe
requestis sentto theserver andbeforethereply is returnedto theclient code.Usinga specific
CORBA exceptionmechanism,the interceptorcodecanchangethetargetof an invocation.A
server requestinterceptorallows to executeservicebeforedeliveringthe requestto theserver
objectandaftertheserverobjecthascompletedits job.



4 Prototyping an EDEN Based FT-CORBA Service

4.1 Overall Architecture

As mentionedin theintroductionof this paper, our goal is (1) to designa portableandflexible
fault-tolerantservicefor CORBA and(2) to experimenttheusabilityof EDENasagroupcom-
municationsupportfor sucha service.For thesake of simplicity andbecausewe did not focus
ona full FT-CORBA prototype,wedecidedthefollowing restrictions:


 We consideronly active replication(ReplicationStyle propertyset to ACTIVE).
Consequently, logging and recovery mechanisms(only neededfor passive replication)
arenot implemented.


 Membershipandconsistency arecontrolledby theinfrastructure(MemberShipStyle
and ConsistencyStyle propertiesare respectively set to MEMB_INF_CTRL and
CONS_INF_CTRL).


 Fault detectionis notaccessiblevia CORBA interfaces.

Figure1 shows themaincomponentsof our architecture(namedOpenEDEN): (1) a gate-
way 1 which actsasan intermediaryobjecton the requestpathbetweena client anda server
objectgroup; (2) a CRPI component,which is a Client RequestPortableInterceptorattached
to a client and usedto redirectclient requeststo a gateway; (3) a SRPI component,which
is a Server RequestPortableInterceptorattachedto eachserver hostinga replicaandusedto
implementtheinterfacewith theEDEN framework.
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Figure1: Overview of theOpenEDEN Architecture

4.2 Client Redirection

Theclient of a server objectgroupobtainstheobjectgroupreferencethroughusualways,i.e.
eitherby usinga call to the CORBA NamingServiceor by readingit from a file. Then,the

1We only representonegatewayin thefigurebut for fault-tolerancereasons,ourarchitecturesupportsmultiple
gateways.



client transparently(i.e. without knowing that thetargetobjectis anobjectgroup)invokesthe
methodof theserverobjectgroup.At this point,aclient interceptorinterceptsthecall, extracts
identificationof gatewaysandthegroupidentifierfrom ataggedcomponentandfinally redirects
therequesttowardsoneof theavailablegateways.

As representedin Figure1, theprotocolusedby thegatewayto addressanobjectgroupcan
be eitherIIOP or MCAST/IIOP. In the former case,the groupinvocationis accomplishedby
usingmultipleunicasts.In thelatter, theinvocationis multicastedto thegroup.Wewill notgive
detailsin thispaperonhow thegatewayobtainsthemulticastreference(or list of references);in
our prototype,themappingbetweentheobjectgroupidentifierandreferencesis implemented
by thereplicationmanager.

4.3 Replica Consistency

Infrastructure-controlledconsistency is oneof themainrequirementsof theFT-CORBA spec-
ification. As statedin thespecification,it meansthat for theACTIVE replicationstyle,”at the
endof eachmethodinvocationon the objectgroup,even in the presenceof faults, the mem-
bersshouldhave thesamestate”. To maintaingroupconsistency, it is necessarythat (1) each
memberbehavesdeterministicallyandthat(2) thesamesequenceof requestsbedeliveredin the
sameorderto eachmemberof thegroup.Regardingthefirst condition,likeNarasimhanin [3],
we considerthat theuniquesourceof undeterminismis dueto potentialconcurrentexecutions
of threads;we provide a specificschedulerto solve it. For thesecondcondition,thanksto the
EDEN framework, we built an adequatedelivery protocol. In the following paragraphs,we
discussstrategieswe usedto (1) re-ordertherequests,(2) to ensuretheir reliabledelivery and
(3) to finalizetheirexecution.All thesestrategiesareimplementedin aServerRequestPortable
Interceptor(SRPI)which interfacesCORBA with theEDEN framework.

To minimizethequantityof informationexchangedbetweenthetwo worlds(CORBA and
EDEN) and to optimize the performanceof the protocolsinside the EDEN framework, we
decidedthat theSRPIcomponentswill feedEDEN with requestsidentifiers(insteadof whole
requests).Theconsequencesof this choicearealsoexaminedin thefollowing paragraphs.

Re-ordering requests Eachtime a client requestis intercepted,its threadis blockedandthe
SRPIcomponentproposesits identifier (requestidentifier) to the EDEN framework. At each
site,EDENcollectstheproposedidentifiersandrunsaconsensusprotocolwith itspeerstoagree
onasetof identifiersandasingledeliveryorderfor them.Whenadecision(orasetof decisions)
hasbeentaken,theEDENframework callstheSRPIcomponentsandgivesthemanorderedlist
of identifiers;eachSRPIcomponentcanthenmark thecorrespondingrequestsasdeliverable.
To protectagainstconcurrentthreadsexecutions,a schedulingalgorithm is implementedby
eachSRPIcomponentto serializetheexecutionof thedeliverablerequestsby their associated
threads.

Reliable delivery Dueto theunreliabilityof theMCAST protocolor theintermediateview of
thereplicationmanager, anSRPIcomponentcouldbeaskedby theEDENframework to deliver
a requestthatit hasnever received.To solve this problem,we addeda specificoperationto the
CORBA-EDEN interface. Whenthe EDEN framework detectsthata particularSRPIhasnot
proposedanidentifier for which delivery hasbeendecided,it calls theSRPIto give it a list of
SRPIcomponentsableto forwardthemissingrequest.AnotherproblemariseswhenEDEN is
unableto decidea singledelivery orderfor a request(or a setof requests)becausethereis no



majority of propositionsfor the request(or for theset). In sucha case,theSRPIcomponents
which have proposedwill beaskedto forwardtherequest(or theset)to theSRPIcomponents
whichhavenotproposed.Therefore,theSRPIcomponentsmustputeachnew incomingrequest
in a log beforeproposingits identifierto theEDENframework.

Stabilizing Whenall SRPIcomponentshave proposeda samesetof requestidentifiers,it is
no morenecessaryfor theSPRIcomponentsto keepa log of thecorrespondingrequests.This
situationis detectedby the EDEN framework which calls a specificoperationof eachSRPI
componentto askthemto removerequestsfrom thelog.

5 Lessons Learned

We wereconfrontatedwith somedifficulties in implementingour prototypeof a FT-CORBA
servicesolelybasedontheuseof portableinterceptorsto interactwith theEDENframework. In
thefollowing paragraphs,we enumeratesomeof themostimportantproblemsandwe discuss
abouttheadvantagesandinconvenientsof alternativesolutions.

1. Redirectingclient invocation.Dueto known limitationsof clientportableinterceptors[1]
(impossibility to generatea reply or to filter amongmultiple replies),it’ s not possibleto
build aFT-CORBA clientwithout thehelpof anintermediaryobject.

That is thereasonwhy we decidedto redirectto a gatewaya client invocationdestinated
to an objectgroup. The gateway, which usesthe CORBA dynamicinterfaces,DSI and
DII, behave likea server for theclientandlikea client for theserverobjectgroup.

2. Generatingobjectgroupreference.Creatinga groupreferenceis anoperationdrivenby
the replicationmanager. Whenit is beingasked to createa server objectgroupby an
application,thereplicationmanagerneeds(1) to createthereplicasby calling thefactory
operationcreate_object and(2) to generatea referenceidentifying thegroup. Un-
fortunately, sincethereplicationmanageris a regularCORBA objectwithout any access
to theinternalORBinterfacesandfunctionalities,it hasveryfew meansfor manipulating
references.Theonly way to act,at a servicelevel, on thecreationof a referenceis to use
IOR interceptors(oneof the threecategoriesof portableinterceptors).IORInterceptors
only enablea server to addcomponents.Thus,usingIORInterceptorsis insufficient for
replicationmanagerbecause:(1) IORInterceptorsdonotprovidefor addingprofiles,only
components;(2) IORInterceptorsarenot invokedfor alreadyexistingreferences,only for
newly createdones;and(3) evenfor newly createdreferences,it is underspecifiedwhen
IORInterceptorsareinvoked.

3. LanguageMapping. We implementedtheserver partof our architecturein C++. In the
C++mapping,theinterceptoris allowedto accessall theattributesof theRequestInfo
structure.This way, we couldget theargumentsattributeandlog a requestsuchthatthe
SRPIcomponentbeableto forwardit to otherswhennecessary. Unfortunately, with the
Java portablebindings,theargumentsattribute is not available. Consequently, we could
not port theserverpartof our solutionusingtheJava language.

4. ThreadModelDependency. Thestrategyweusedto re-orderCORBA requestsis strongly
relatedto theconcurrency modelselectedat theserver-sideandto theway portablein-
terceptorsare implemented.Using a “thread-per-request”modelat the server-sideand



consideringthat, in ORBacus,interceptorsare implementedin a mannersuchthat the
threadexecutingtheinterceptorcodealsoexecutestheuserserver code,we managedto
implementaschedulingpolicy thatre-orderrequests(basedontheEDENdecisions).Any
modificationto theimplementationof portableinterceptorsin theORB(still compliantto
thespecification)could leadusto reconsiderour implementation.Consequently, evenif
wehaveusedonly portablemechanims(likeportableinterceptors)to implementrequests
re-ordering,we needto carefully examinehow interceptorsare implementedbeforeto
contemplatemigratingto anew ORB.

6 Conclusion

Ourgoalwasto prototypeaFT-CORBA serviceby usingthemostportablefeaturesof CORBA
to interactwith the EDEN groupcommunicationframework. We cansummarizethe results
of this exerciceby sayingthat client portableinterceptorsare useful tools to redirectclient
invocationandthatserver portableinterceptorsarealsousefulbut not sufficient to provide all
requiredfunctionnalityat theserverside.

We arenow investigatingthedesignof a new architecturein which theEDEN framework
is still cleanlyinterfacedwith anORB but in which interfacescouldbeexposedto application
programmer. Of course,in thatway, we looseportability but oneof our goalsis now to bring
to developpersof fault-tolerantCORBA applicationthebenefitsof themodularityof theEDEN
framework. For instance,in our prototype,we consideredonly infrastructurecontrolledcon-
sistency. Applicationcontrolledconsistency is anotherpossibilityallowedby theFT-CORBA
specification.In thatcase,it couldbeinterestingto provide to theapplicationdevelopperhigh-
level serviceslikeconsensusto helpit to customizespecificconsistency protocols.
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