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Abstract. Large-scale Internet of Things (lIoT) applications increasingly span
cloud—fog—edge infrastructures, where application behavior depends on dy-
namic network conditions, mobility, and device energy constraints. Evaluating
such systems in real deployments is costly and difficult to reproduce, motivating
simulation approaches that must balance realism and scalability. This paper
presents loTEventSim, an event-driven simulator designed for per-device mod-
eling and runtime control in distributed loT scenarios. In loTEventSim, each
device is modeled as an autonomous entity with explicit communication, bat-
tery, and location parameters, while transient and permanent events dynami-
cally modify device behavior over time. The simulator natively supports MOQTT
and CoAP and provides a web-based interface for scenario management and
monitoring. We evaluate loTEventSim in geo-distributed cloud—fog—edge set-
tings parameterized from FIT loT-LAB measurements. Results show that the
simulator reproduces the target latency and drop characteristics with high fi-
delity and scales to thousands of concurrently monitored devices without satu-
rating CPU or network resources in the evaluated environment. These findings
indicate that loTEventSim is a practical environment for controlled, repeatable
performance, robustness, and fault-experimentation studies of IoT applications
under adverse and time-varying conditions.

1. Introduction

The Internet of Things (IoT) has driven the deployment of large numbers of heteroge-
neous devices that continuously sense, process, and exchange data in domains such as
smart cities, industry, and healthcare [Fabri et al. 2025]. As deployments grow, IoT ap-
plications increasingly rely on distributed cloud—fog—edge infrastructures to meet latency
and bandwidth constraints, while still benefiting from the scalability of cloud resources
[Atlam et al. 2018]. At the same time, this distribution makes experimentation substan-
tially harder: the behavior observed by applications depends not only on device logic
but also on dynamic network conditions, mobility, intermittent connectivity, and energy
depletion.

Evaluating such systems in real testbeds is often impractical due to cost, op-
erational complexity, and limited reproducibility, especially when experiments require
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thousands of devices or must include adverse conditions (e.g., failures and network in-
stabilities) [Almutairi et al. 2024]. Hence, simulation becomes an essential approach to
explore configurations, validate assumptions, and perform controlled stress tests. How-
ever, faithfully simulating cloud—fog—edge IoT environments poses two competing re-
quirements: (i) enough realism to capture per-device dynamics and transient disruptions,
and (ii) enough scalability to support large populations and long-running workloads.

In this context, event-driven simulation is a key enabler. By modeling changes
as discrete events that update device and network parameters over time, an event-driven
approach avoids unnecessary per-timestep computation and facilitates large-scale exper-
iments while preserving fine-grained control over each device’s behavior. This is partic-
ularly useful for representing transient and permanent phenomena such as mobility, link
degradation, packet loss bursts, battery drain, and device failures, which are central to
cloud—fog—edge 10T scenarios.

Despite the availability of several IoT simulators, most existing tools focus primar-
ily on infrastructure-level modeling, such as network communication, resource allocation,
or application placement across cloud—fog—edge infrastructures. In these environments,
IoT devices are typically represented as abstract entities or workload generators, which
prevents explicit modeling of device-level dynamics such as sensing behavior, battery
depletion, mobility, intermittent connectivity, and transient network disruptions. As a re-
sult, these simulators provide limited support for studying how individual device behavior
evolves over time and affects system-level performance.

This limitation becomes particularly critical in large-scale and highly dynamic IoT
deployments, such as disaster monitoring, industrial sensing systems, and geo-distributed
infrastructures. Consequently, there is a need for simulation environments that combine
large-scale experimentation with fine-grained, per-device runtime control, enabling re-
searchers to dynamically modify device parameters during execution and observe the re-
sulting system behavior in a controlled and reproducible manner.

In this work, we propose IoTEventSim, an event-driven simulator for IoT appli-
cations in distributed cloud—fog—edge architectures. IoTEventSim focuses on per-device
modeling and runtime interaction: devices can be individually configured and observed
throughout the simulation, and events can be injected to alter their behavior on demand,
enabling controlled robustness testing and fault experimentation. The simulator supports
the modeling of network instabilities, energy constraints, and workload variations, as well
as a web-based interface for visual monitoring and scenario management.

The main contributions of this work are: (i) the proposal of [oTEventSim, a flex-
ible and easy-to-use simulator for cloud—fog—edge [oT scenarios; (ii) native support for
the MQTT and CoAP protocols; (ii1) a per-device event-driven architecture that enables
large-scale experiments with dynamic conditions; and (iv) the availability of the tool as
open-source software for the scientific community, with source code publicly accessible
on GitHub'.

The rest of the paper is organized as follows. Section 2 presents the system model.
Section 3 describes the [oTEventSim simulator. Section 4 presents the performance eval-
uation. Section 5 discusses related work. Finally, Section 6 concludes the paper.

"https://github.com/paulo-coelho/iot-sim
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2. Model and Definitions

This section presents the system model and definitions related to the scope of this work.

2.1. System Model

IoTEventSim models an Internet of Things (IoT) ecosystem composed of a finite set of
geographically distributed devices organized as a cloud—fog—edge hierarchy.

Each device is modeled as an autonomous networked entity with local state and
an explicit service interface. Devices may differ in sensing behavior, communication pa-
rameters, energy characteristics, and geographic location. In IoTEventSim, each device
is instantiated as an independent CoAP server, enabling direct request/response interac-
tions as well as runtime event injection on a per-device basis; this design preserves the
asynchronous and failure-prone access patterns typical of geographically distributed de-
ployments.

Each device d; is characterized by the following set of attributes:
d; = (id;, endpoint;, path;, loc;, Si(t), Ni(t), Bi(t))

* id; is the unique identifier of the device;

* endpoint; = (host;, port;) is the network address where the device is available;

* path; represents the resource exposed by the device via CoAP;

* loc; = (lat;, lon;) defines the geographic location of the device;

* S;(t) represents the value from the sensor data generation function of the device
at instant ¢, such as temperature readings;

* N;(t) represents the communication behavior perceived by the application at in-
stant ¢, e.g., packet loss rate and latency, as detailed in §2.4;

* B(t) corresponds to the battery level of the device at instant ¢.

2.2. Energy Model

Each device has an energy state defined by B;(t) € [0, B"**]. In IoTEventSim, energy
consumption is described as a mapping of two event types that decrease the battery over
time: an idle-discharge event, which models baseline drain while the device is available,
and a transmit-discharge event, which models the additional energy spent when the device
transmits data (e.g., when responding to a request or publishing a message).

Let B be the battery capacity (in mAh), 7€ the idle discharge rate (in
mAh/min), and ¢/* the energy cost per transmission (in mAh/tx). Given a time inter-
val At (in minutes) with n,, transmissions, the consumed energy (in mAh) is computed
as:

AB; = rfdle At + ¢ ng,
—— ~———

idle discharge  transmit discharge

Therefore, the battery update rule is:
B;i(t + At) = max (0, B;(t) — AB;).

Example. Assume B/"** = 1000 mAh, B;(t) = 800 mAh, ri¢ = 10/60 mAh/min (i.e.,
10 mAh/h), At = 30min, ¢* = 0.2 mAh/tx, and n,, = 30 transmissions in the interval.

)

Then, AB; = (10/60) - 30 + 0.2 - 30 = 5+ 6 = 11 mAh, and B;(t + At) = 789 mAh.
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When B;(t) = 0, the device enters a permanent failure state and stops responding
to requests. This model enables the representation of battery depletion, shutdowns, and
irreversible failures.

2.3. Event Model

The simulator is event-driven: an event e is defined as a temporary or permanent modifi-
cation to a subset of device parameters.

€= <Tea Aea Te>

* T, € {transient,permanent} defines the type of the event;
» A, represents the variations applied to the device parameters;
* 7, represents the duration of the event (when applicable).

Events may affect different aspects of the device, such as communication param-
eters, energy consumption, and geographic position.

2.4. Network Model

To model heterogeneous wide-area conditions without simulating packets, IoTEventSim
represents network delay through a latency profile. For each device (or device—gateway
link), the profile is derived from the empirical latency cumulative distribution function
(CDF) and summarized by a set of percentiles. The resulting representation is an array
of latency intervals, each associated with the probability mass between two consecutive

percentiles.
Formally, let F/(¢) be the latency CDF and let Q(p) = F~!(p) be its quantile
function. Given a percentile set P = {po,p1,...,px} With 0 = pg < p; < -+ <

pr. = 100, we build k intervals I; = [Q(p;—1), Q(p;)] with associated probability w; =
(pj — pj-1)/100, for j € {1,... k}.

In addition to delay, we consider an independent drop mechanism. Each device (or
link) is parameterized by a drop probability pfmp € [0, 1] that represents the probability
of a message being lost due to transient interference, congestion, or outages. For each

outgoing message, the simulator draws u ~ U(0, 1) and drops the message if u < pc-lmp .

7
This abstraction allows experiments to combine burst or high-latency conditions with
packet loss, without the overhead of packet-level simulation. Section 3.1 shows how we

implemented such mechanisms.

2.5. Architecture and Communication

The system architecture follows a cloud—fog—edge hierarchy. The edge layer com-
prises IoT devices, the fog layer comprises gateways that aggregate data from the
edge, and the cloud layer provides centralized storage, monitoring, and analysis
[Kuchuk and Malokhvii 2024].

At the application layer, IoTEventSim supports MQTT and CoAP, which are
widely used in IoT due to their low overhead and suitability for constrained de-
vices [Almheiri and Maamar 2021, Seoane et al. 2021]. MQTT implements a publish—
subscribe model, while CoAP follows a RESTful request-response model over UDP.
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3. IoTEventSim

IoTEventSim is an event-driven simulator for Internet of Things applications deployed
over cloud—fog—edge architectures. The simulator integrates (i) autonomous devices that
can be addressed individually at runtime, (ii) a per-device event mechanism for time-
varying reconfiguration, and (iii) fog-layer gateways responsible for periodic data collec-
tion, aggregation, and MQTT-based publishing, enabling monitoring and consumption at
the cloud layer.

The edge layer is composed of simulated IoT devices that expose a CoAP service
interface, enabling direct request/response interaction and event injection during execu-
tion. The fog layer is represented by gateways that periodically query edge devices via
CoAP, aggregate the resulting readings, and publish the aggregated stream to an MQTT
broker using a topic hierarchy. The cloud layer hosts the MQTT broker and consumes
the published data through the monitoring application, without requiring direct access to
edge devices.

Because each device is modeled as an independent entity and the execution is
event-driven, [oTEventSim avoids a fixed global timestep and centralized per-round pro-
cessing; consequently, scalability is primarily bounded by the host machine resources
(CPU, memory, and I/O), unlike classical simulators whose global scheduling overhead
grows with the number of nodes. Figure 1a illustrates the overall architecture while Fig-
ure 1b shows a typical deployment scenario.

Cloud

. MQTT Broker

Client
! Gateway

CoAP Client
e . < [[ CoAP Client
Event Model \ G
0AP N
Data Model CoAP Device GeT | | MQTT publisher
GET/POST e Data Model
Sensors Model
Battery Model
Location Model
Schedule Manager Network Model
CoAP
CoAP Client_| | post__| L_EventModel |
Timer manager ( MQTT Broker ( )
Event Model

(a) Simulator architecture. (b) Typical deployment.

Figure 1. Simulator architecture and typical deployment.

3.1. IoT Devices

Each simulated device hosts a CoAP server and exposes a set of immutable and mutable
attributes. Immutable attributes define the device identity and service interface (unique
identifier, CoAP endpoint, and resource path). Mutable attributes can be updated at run-
time through events to emulate dynamic behaviors. In the current implementation, they
include:

* the device position, represented by its longitude and latitude;

* the energy state, represented by current battery level (percentage), idle discharge
rate (per minute), and energy cost per transmission;

* the network behavior, represented by packet drop ratio and a probabilistic latency
profile (latency intervals with associated probabilities); and
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o the sensing behavior, currently represented by a temperature value range used to
generate readings.

Devices are initialized from a JSON configuration file that specifies initial values
for all attributes. During execution, subsets of mutable attributes can be updated at any
time using a CoAP POST request carrying an event description encoded as JSON.

Sensor data generation occurs within the device based on its current configura-
tion. Upon each CoAP GET request, the simulator (i) generates a reading according to
the sensing model, (ii) applies the current network conditions (loss and latency), and (iii)
updates the energy state associated with request processing and transmission. Commu-
nication instabilities are captured through packet loss and probabilistic latency profiles,
which can be updated dynamically through events.

In the current prototype, readings correspond to random temperature values sam-
pled within the configured interval. The implementation is modular and can be extended
with additional sensor types and value generation models.

To expose battery evolution as a percentage, we derive the corresponding dis-
charge percentages for the device from the model in §2.2:

- Tz:dle : qtz
rale 1 T __ 2
P =100 o P =100- o

In the simulator configuration, we express discharge rates directly as percentage
drops relative to B]"**: an idle discharge rate (in %/min) and a transmit discharge rate (in
%I/tx). For the same example in §2.2, the idle discharge rate is 100 - ((10/60)/1000) ~
0.0167 %/min (equivalently, 1 %/h), and the transmit discharge rate is 100 - (0.2/1000) =
0.02 %/tx. Idle and transmit discharge rates have initial configured values per device and
can be dynamically changed via events.

During simulation, each time a message is sent, [oTEventSim first applies a prob-
abilistic drop decision using the link/device drop probability p?” € [0,1] (§ 2.4). If the
message is not dropped, the simulator samples the delivery delay by selecting an inter-
val I; with probability w; and then drawing a uniformly distributed latency value inside
the chosen interval (§ 2.4). This two-stage procedure (drop, then delay) is the mecha-
nism used by IoTEventSim to reproduce the combined effect of loss and variable latency
observed in wide-area IoT deployments, while keeping execution lightweight. Listing 1
illustrates this percentile-based latency profile format as an array of (€., {maz, W) tuples.

3.2. Event Management

IoTEventSim supports per-device dynamic behavior changes through events, classified
as permanent (values persist until replaced) or transient (values revert after the specified
duration). Events are submitted via CoAP POST and applied progressively by an asyn-
chronous routine over the configured transition interval; CoAP GET requests only expose
the current device state for monitoring. Listing 1 exemplifies a transient event that updates
a device position and network parameters linearly during the transition duration. Events
can be submitted individually to devices by the client in Figure 1a.

IoTEventSim also provides a Schedule Manager to coordinate events across mul-
tiple devices: users submit schedule items containing a device endpoint, an application
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time, and an event payload; the manager orders items by time and dispatches the corre-
sponding CoAP POST requests. This mechanism enables more complex and repeatable
scenarios than ad hoc per-device event injection, such as (i) synchronized disruptions
(e.g., simultaneous failures or regional connectivity blackouts), (ii) staged incident time-
lines (e.g., progressive degradation followed by recovery waves), (iii) correlated mobility
patterns across groups of devices, and (iv) large-scale what-if analyses in which the same
schedule is replayed while varying only the baseline configuration (e.g., gateway place-
ment, battery sizes, or network profiles).

Listing 1. Example transient event JSON submitted via CoAP POST.

"event_name": "Moving",
"event_type": "transient",
4 "transition_duration_s": 100,
; "coordinate": {
6 "latitude": 42.0,
7 "longitude": -76.0

8 by

9 "drop_percentage": 20,
10 "delay_profiles": [

1 {

12 "probability": 100,
13 "min": 1.5,

14 "max": 3.5

As schedules are explicit artifacts, they can be versioned and shared, improving
experimental traceability and supporting fair comparisons across simulator runs and al-
ternative system designs.

3.3. Integration and Monitoring

Gateways can query devices via CoAP GET requests and publish aggregated readings via
MQTT, enabling external applications to consume the simulated data stream. Gateways
also export collected device readings to CSV files, which can be directly used as input
datasets for incident prediction models. In addition to the provided web-based monitoring
client (Figure 2), any integrated application can “talk” to the simulated environment by
interacting with these standard interfaces (e.g., subscribe to MQTT topics and/or inject
CoAP events), allowing arbitrarily complex closed-loop experimentation such as online
analytics, adaptive control, anomaly detection, and digital-twin orchestration.

4. Performance Evaluation

4.1. Simulation Setup

In our experimental setup, we emulate a geo-distributed cloud—fog—edge deployment
composed of three independent regions. Each region includes an edge cluster with 1000
simulated IoT devices and a fog gateway responsible for periodic data collection and ag-
gregation. Gateways publish aggregated data to the cloud layer through an MQTT broker,
enabling centralized consumption and monitoring.
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Figure 2. Web interface used to monitor the simulation.

The experiments pursue two objectives: (i) evaluating scalability as the number
of concurrently active devices increases and (i1) validating that device behavior remains
consistent with the expected dynamics derived from the initial configuration and injected
event sequence (e.g., mobility, network impairment, and energy depletion). Specifically,
we verify that the sensor readings, availability, and communication characteristics ob-
served by gateways and the monitoring client match the parameter updates applied over
time.

All experiments were conducted on virtual machines deployed across a cluster
of eight Dell PowerEdge R710 servers interconnected by 1 Gbps Ethernet. The cluster
provides an aggregate of 640 GB of RAM and 224 CPU cores. Each virtual machine was
configured with 4 vCPUs, with 32 GB assigned to nodes running IoT devices and 4 GB
assigned to the MQTT broker and IoT gateways.

To emulate heterogeneous wide-area network conditions among regions and be-
tween fog and cloud components, end-to-end latencies are injected at runtime using the
latency-setter tool. The tool enforces configurable delay profiles in the underlying net-
work stack, enabling repeatable experiments under controlled latency distributions. The
latency-setter source code is publicly available on GitHub?.

Table 1. Regional mean RTT matrix (ms + o)

| Lille Saclay Strasbourg
Grenoble | 39.56 & 13.62 36.11 £15.39 38.70 £ 26.02
Lille 28.19 £ 8.28 41.80 + 21.86
Saclay 35.99 £ 20.43

The simulation is based on four FIT IoT-LAB regions [Adjih et al. 2015]—
Grenoble, Lille, Saclay, and Strasbourg—with the first three hosting devices and gate-
ways, and Strasbourg hosting the MQTT broker, in a deployment analogous to Figure 1b.

https://github.com/paulo-coelho/latency-setter
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Round-trip times (RTT) were measured in a 24-hour experiment using 30-second
ping intervals between each pair of regions. Table 1 reports the resulting values.

4.2. Simulation Accuracy

To evaluate simulation accuracy with respect to the configured parameters, we executed a
24-hour experiment in [oT-LAB [Adjih et al. 2015] with 10 physical devices distributed
across three regions.

Figure 3a shows the latency distribution observed. These measurements were
then used to parameterize the simulated scenario, in which each region included 1000
simulated devices configured according to the corresponding IoT-LAB latency profile.

Figure 3b shows that the latency distribution of simulated devices configured with
the Saclay profile is consistent with the real measurements, even at a scale of 1000 de-
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Figure 3. Latency percentiles for real and simulated devices.

The measured drop rates for Grenoble, Lille, and Saclay were 0.1%, 0.1%, and
11.1%, respectively. In the simulated scenario with 1000 devices per region, we observed
drop rates of 0.11%, 0.12%, and 11.13%, indicating close agreement with the target be-
havior.

4.3. Scalability

The scalability experiments were conducted with an increasing number of devices, from
400 to 1000 per region (i.e., from 1200 to 3000 devices overall). Each configuration was
executed for approximately 2 hours. A total of seven virtual machines were used: two per
region (one for devices and one for the gateway) and one for the MQTT broker. Because
results were similar across regions for the same scale, we present one representative region
in each graph for clarity.

Figure 4a shows that, even with 1000 devices in Lille, CPU utilization remains
moderate, indicating that no component becomes CPU-bound at this scale. In contrast,
because each device is instantiated as an independent process, RAM consumption scales
approximately linearly with the number of devices, as shown in Figure 4b. This behavior
is expected from the process-per-device design and indicates that scalability is primarily
constrained by available memory resources.
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Figure 4. Performance with increasing number of devices.

A similar trend is observed for network bandwidth. Figure 4c shows that, even
with 1000 devices, link utilization remains well below saturation. Finally, Figure 4d
highlights two additional aspects. First, gateway throughput (messages per second) in-
creases approximately linearly with the number of devices, reinforcing that the evaluated
components are not saturated in this range. Second, the configured gateway probing in-
terval of 5000 ms is preserved even with 1000 devices. The whiskers at the top of the bars
represent the 99th percentile and confirm low timing variability.

4.4. Events

To evaluate the effectiveness of the event-based mechanism, we executed an experiment
with 10 devices configured with an idle battery depletion rate of 0.001% per minute and
an additional 0.03% depletion per request. For all devices, the baseline drop rate was set
to 0%, and latency was configured in the 1.0—1.1 ms range with 100% probability.

The Schedule Manager was configured to inject a 10-minute transient event into
5 devices after 11 minutes of execution. During the event window, the affected devices
were reconfigured with 100% probability for a latency of 3-3.1 ms, 41% drop rate, and
1% idle battery depletion per minute.

Figure 5 presents the behavior observed during the 31-minute execution. The
dashed curves (battery level) exhibit near-linear decay for unaffected devices, whereas
affected devices show an additional 10% drop during the 10-minute event interval (high-
lighted in gray).
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Figure 5. Transient-event experiment over a 31-minute execution window.

The latency increase is also visible in the solid curves for the affected half of the
device set. Finally, the transient-event semantics restore the original latency, drop rate,
and idle battery depletion values after the event ends.

5. Related Work

Existing cloud—fog—edge 10T simulators have advanced infrastructure and protocol eval-
uation, but they usually provide limited support for controlled robustness testing centered
on per-device fault dynamics over time. Our target gap is the lack of environments that
combine large-scale execution with explicit, runtime, device-level fault experimentation
(e.g., transient and permanent disruptions) and direct observation of resulting behavior.

iFogSim [Guptaetal. 2017] is a simulator built on top of CloudSim
[Calheiros et al. 2011] to model IoT environments in cloud—fog—edge architectures, fo-
cusing on module placement policies and resource management strategies. Applications
are represented as processing graphs distributed among sensors, fog nodes, and the cloud.
The tool evaluates simulated scenarios inspired by latency-sensitive applications, such
as interactive games and distributed surveillance systems, analyzing metrics including
end-to-end delay, energy consumption, and network utilization. Communication among
components is modeled in an abstract manner, without explicitly representing application-
layer protocols such as MQTT or CoAP. iFogSim also provides a graphical user interface
for defining the topology and configuring experiments.

[IoTSim-Edge [Jhaetal. 2020] is a simulator for evaluating applications in
cloud—fog—edge architectures, developed on top of CloudSim. The framework models
IoT devices, edge nodes, and cloud infrastructure, incorporating mobility and energy con-
sumption models, with experiments conducted entirely in a simulation environment us-
ing abstract representations of devices and protocols. The simulator represents different
application-layer protocols at a logical level, including CoAP, XMPP, AMQP, and MQTT.
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Its evaluation considers three scenarios inspired by real-world applications: healthcare
monitoring with body sensors processed at the edge, smart building environments with
sensors transmitting data to gateways and the cloud, and vehicular scenarios in which
mobile vehicles dynamically connect to roadside units. In all scenarios, the impact of
protocol selection and system load is analyzed using metrics such as end-to-end delay
and energy consumption.

IoTFogSim [Pereira et al. 2021] is an event-driven simulator for applications in
cloud-fog—edge architectures, developed in Python and based on the Parallel and Dis-
tributed Simulation (PADS) paradigm. The tool models IoT devices, fog nodes, and
cloud infrastructure, enabling the evaluation of algorithms and protocols in scenarios with
a large number of devices. The simulator provides a graphical interface for node config-
uration and executes experiments in a simulation environment through an MQTT-based
application in which varying numbers of nodes exchange messages and generate events.
In this context, performance metrics such as CPU and memory usage are analyzed as the
number of nodes and events increases, with results compared to those of FogNetSim++
[Qayyum et al. 2018].

Dockemu [Portabales and Nores 2018] integrates the ns-3 network simulator with
Docker containers to execute real applications in simulated environments. While ns-
3 models the communication infrastructure—simulating link conditions and IoT tech-
nologies like LTE and 6LoWPAN—Dockemu lacks internal models for IoT sensors or
data generation. Instead, each node is a container running real software (e.g., CoAP or
MQTT). Message exchange depends entirely on these applications and the simulated net-
work, making Dockemu a hybrid simulation-emulation framework focused on evaluating
communication performance and protocol behavior.

[Kirsche and Schnurbusch 2014] proposes a simulation model of the IEEE
802.15.4 standard for the OMNeT++/INET framework, aiming to extend support for In-
ternet of Things scenarios and wireless sensor networks. The work extends OMNeT++
through the modeling of the physical and MAC layers, enabling the representation of the
communication stack typical of IoT environments and its integration with protocols such
as 6LoWPAN. This approach allows the evaluation of communication behavior among
nodes under different network configurations and operating conditions. Similarly to
IoTEventSim, the proposal relies on a network simulator for controlled experimentation,
with OMNeT++ modeling communication interactions among devices.

[Shahrokhi and Ahmadi 2023] uses the COOJA simulator, integrated with the
Contiki operating system, to evaluate the energy consumption of application-layer proto-
cols in Internet of Things environments, including MQTT, MQTT-SN, CoAP, and HTTP.
In this context, each simulation node corresponds to a real hardware platform executing
native Contiki code and communicating through a simulated network, enabling the anal-
ysis of protocol behavior under different operating conditions. The approach allows the
comparison of application protocols under equivalent hardware and network conditions,
supporting the identification of more energy-efficient solutions. Simulation at the hard-
ware and operating system level, with the execution of real device code, enables detailed
observation of consumption and performance aspects, contributing to the prior evaluation
of strategies before deployment in real environments.
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Overall, the analyzed simulators focus on communication infrastructure, proto-
cols, or computational performance in IoT environments. In contrast, [oTEventSim ex-
plicitly models individual device behavior, including sensor data generation, energy con-
sumption, and dynamic events that modify their states, while enabling real-time mon-
itoring and controlled analysis of adverse scenarios in cloud—fog—edge architectures
at scales of thousands of monitored devices. Table 2 summarizes the main aspects that
distinguish IoTEventSim from related work.

Table 2. Related work comparison.

Simulator IoT Device | Sensor | Network | Battery | Position | Event- | Dynamic CFE Devices Inter-
Protocol | Config. | Data Model Model | Model | driven | events | Support face

[Gupta et al. 2017] X t 1 4 v X v X v 64 GUI
[Jha et al. 2020] v t 1 v v v v X v 50 GUI
[Pereira et al. 2021] v t t v X X v X v 100 GUI
[Portabales and Nores 2018] v X X v X X X X X 06 X
[Kirsche and Schnurbusch 2014] X X X 4 X X v X X — GUI
[Shahrokhi and Ahmadi 2023] v v v v v v X X X 01 GUI
ToTEventSim (this work) v v 1 v v v v v v 3000+ | Web

Legend: v'= supported; t= partially supported; X= not supported.
Dynamic events: transient and permanent events. CFE: Cloud—Fog—Edge.

6. Conclusion

In this paper, we presented IoTEventSim, an event-driven simulator for large-scale IoT ap-
plications in cloud—fog—edge environments. The proposed approach combines per-device
modeling, runtime event injection, and native support for MQTT and CoAP to represent
heterogeneous and dynamic operating conditions. By explicitly modeling communica-
tion behavior, energy depletion, and device-level state transitions, [oTEventSim enables
controlled experimentation under realistic adverse scenarios while maintaining a practical
level of abstraction for large deployments.

The experimental evaluation indicates that the simulator reproduces target latency
and drop behaviors with high fidelity and scales to thousands of concurrently monitored
devices without saturating CPU or network resources in the evaluated setup. These results
support the use of [oTEventSim as a practical environment for performance analysis, ro-
bustness testing, and fault experimentation before real-world deployment. As future work,
we plan to extend the event model with periodic event schedules, broaden gateway-level
configuration options (e.g., timeouts and queue policies), and support dynamic reassign-
ment of devices across gateways to better represent adaptive edge infrastructures.
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