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Abstract
The COVID-19 pandemic has shifted from traditional face-to-face teaching to technology-mediated distance

learning, creating significant new challenges for teachers and students. The rapid integration of new technologies
into the teaching and learning process can give rise to privacy issues. This study investigates how teachers and
students of undergraduate and graduate courses in Information and Communication Technology (ICT) have been
educated about protecting their privacy during online course activities. An exploratory qualitative-quantitative study
was conducted, and 91 participants were interviewed to determine how they were guided to protect their privacy
during online course activities. The study found that 75% of teachers consider teaching about privacy in ICT courses
to be “very important”. However, these teachers still lack guidance, as 66% have not communicated privacy-related
rights to their students. Furthermore, 80% have yet to communicate about websites or the location of privacy in-
formation from the educational institution. Despite some positive results identified in the study, such as 93% of
teachers reporting that they are recording activities and 91% of students stating that they were informed about the
recording of activities, challenges still need to be addressed regarding privacy issues during online teaching and
learning activities. Therefore, the study proposes some good privacy practices that can be adopted by educational
institutions, teachers, and students in the context of technology-mediated education.
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1 Introduction

In 2020, the COVID-19 pandemic brought about significant
changes that affected the educational process on a global
scale. The transition from in-person to remote learning be-
came an urgent need, facilitated by technology and social dis-
tancing measures (Branco et al., 2020; Mourao et al., 2021;
Chang, 2021).However, in this context, critical situations re-
lated to the privacy of teachers and students became more
evident (de Almeida et al., 2020).
Prior to the pandemic, teachers and students were in a

more isolated environment where physical walls provided a
sense of protection. However, the COVID-19 pandemic has
necessitated remote classes and activities, often recorded and
made available in digital environments (Chang, 2021). This
shift to virtual learning can create privacy concerns for parti-
cipants whomay be subject to monitoring or surveillance, po-
tentially leading to privacy violations for themselves or even
for third parties (Teräs et al., 2020). However, effectively
managing privacy in online environments poses a challenge
for many individuals and may have diverse ramifications for
offline existence Villela et al. (2015).
According to Alier et al. (2021), educational institutions

have a strong interest and incentive to collect student data
through systems, which can be used both internally and by
third parties, primarily for electronic advertising purposes.
However, during the pandemic, reports of harassment and
surveillance of teachers in educational institutions have sur-
faced. For instance, “Teachers Report Surveillance in Re-
mote Classes in Pandemic” describes examples of such
surveillance (Santino and Pina, 2021). Moreover, collecting

images during virtual classes can result in further privacy is-
sues, as many individuals inadvertently reveal personal infor-
mation about their private lives through webcams (Rajab and
Soheib, 2021).
The COVID-19 pandemic has brought about behavioral

changes across all levels of education, ranging from elemen-
tary schools to graduate courses (Teräs et al., 2020). In In-
formation and Communication Technologies (ICT) courses,
new challenges and difficulties have also emerged, such as
the need for technical support and the perception of the inter-
action between teachers and students (Mourao et al., 2021).
Moreover, the shift to online activities has exposed the pri-
vacy of teachers and students to a greater extent (de Almeida
et al., 2020).
In recent years, legal developments have emerged to pro-

tect the privacy of individuals, such as the General Law
for the Protection of Personal Data – Lei Geral deProteção
de Dados Pessoais (LGPD) in Portuguese of Brazil (Brasil,
2018), and the General Data Protection Regulation (GDPR)
of the European Union (Regulation, 2016). However, in addi-
tion to legal compliance, education is essential to ensure that
people understand their rights and responsibilities. To com-
ply with the LGPD, Brazilian public and private educational
institutions must provide training to those involved in the
teaching process, such as teachers, employees, outsourced
workers and others associated with the institution (Marković
et al., 2019).
According to Egelman et al. (2016), current computer sci-

ence curricula in U.S. aimed at high school and undergrad-
uate students acknowledge the importance of privacy educa-
tion, but do not provide content specific. Furthermore, many
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teachers wish to educate their students on privacy but often
face challenges in approaching the topic and feeling qualified
to do so. There are a number of existing providers that offer
some classroom materials on online privacy, but privacy is
one topic among many, not the primary focus of the course.
In Brazil, it is necessary to invest in means of education

and communication that are more direct, simple, and aimed
at a better understanding of those involved in (Information
and Communication Technology (ICT) courses (Vittorazzi
et al., 2019). Privacy concerns are also significant obstacles,
as highlighted by the Brazilian Computer Society (SBC) in
the “Great Challenges for Research in Information Systems
in Brazil for the period from 2016 to 2026”, where challenges
related to privacy in information systems, big data process-
ing, smart cities, and data privacy are identified (Boscarioli
et al., 2017).
Recent studies have highlighted a growing concern about

student and teacher privacy during online activities in vari-
ous countries, including South Korea (Kim, 2021), Spain and
Norway (Gudmundsdottir et al., 2020), and the USA (Balash
et al., 2021). Discussing the impact of the COVID-19 pan-
demic on higher education in Taiwan, a study by Peng and
Dutta (2022) observed that students were not adequately pre-
pared for online learning, leading to a reduced concern for
privacy. However, our literature review did not identify any
studies addressing best practices for personal data protection
in online educational activities in Brazil, particularly in the
field of ICT courses.
In this work we analyze the adoption of privacy protec-

tion practices in online teaching-learning activities in un-
dergraduate and graduate ICT courses conducted during the
COVID-19 pandemic in 2020 and 2021, extending the work
by da Silva et al. (2022b). Specifically, we identified the fol-
lowing Research Question (RQ): “How have institutions,
teachers, and students of undergraduate and postgradu-
ate courses in ICT been advised to deal with privacy is-
sues during remote activities during the COVID-19 pan-
demic?”
To answer this Research Question, we planned and con-

ducted survey research using google forms online1 (Fink,
2003; Sue and Ritter, 2012). We sent our survey to potential
respondents in several Brazilian institutions and received 91
responses. In the analysis of the results, we identified areas in
which online activities can be improved to more effectively
protect the privacy of stakeholders in distance education, pri-
marily students and teachers. As a additional contribution,
we presented a set of lessons learned that can be implemented
by institutions, teachers, and students to ensure privacy dur-
ing online teaching and learning activities.
This work is organized as follows: section 2 presents the

related works with our research. In section 3, we describe the
research methodology, explaining the study design, data col-
letion and analysis. In section 4, we present the analysis of
the results, and in section 5, we discuss the results. In sec-
tion 6, we present the lessons learned from the literature re-
view and the research conducted. In section 7, we present the
threats to validity. Finally, in section 8, we present the final
considerations and future works.

1https://docs.google.com/forms/

2 Related Works
Recently, the importance of ensuring data privacy has been
emphasized, and technologies that provide privacy can gene-
rate greater engagement among users of a program (da Silva
et al., 2018). Therefore, it is crucial for students of ICT
courses, especially those whowill work on creating new tech-
nologies, to understand multidisciplinary requirements such
as ethics and privacy to work effectively with privacy spe-
cialists in teams (Tahaei et al., 2021).
However, a study by Vittorazzi et al. (2019) found that

95%of students rarely or never read the privacy policy before
installing a program, suggesting that even people with com-
puter science knowledge may not prioritize protecting their
data. This data is supported by a study that found that only
14% of participants, teachers, and students in ICT degree pro-
grams read privacy policies when using social networks and
apps (da Silva et al., 2022a).
A literature review conducted by de Almeida et al.

(2020)’s looked for ethical, privacy, and security issues in on-
line or distance education in Brazil. They found that there is
not yet legislation that fully covers ethics, privacy, and secu-
rity in education. At the same time, there are many opportuni-
ties for related studies and information on handling personal
data in these areas.
The research conducted by Prinsloo et al. (2022) empha-

sizes that modern technological advancements often assume
that individuals have control over their personal data and vol-
untarily share this information while using online resources.
However, when technology is integrated into educational
settings, students’ privacy can be threatened by these tools.
Nonetheless, privacy education entails imparting digital lit-
eracy skills to learners so that they may comprehend the
workings of these systems, consequently enhancing their pri-
vacy protection. The author contends that Privacy-Enhancing
Technologies (PETs) are crucial in safeguarding students’ pri-
vacy, they are not a panacea and possess inherent limitations.

With the advent of privacy legislation such as GDPR,
LGPD, and CCPA, professionals at various educational lev-
els have realized the importance of addressing privacy in the
curriculum for better digital education (Soares et al., 2020).
Institutions can provide materials and content where teachers
and students can understand technical and social principles
to protect their privacy (Egelman et al., 2016).
In the study by Egelman et al. (2016), solutions for teach-

ing privacy were proposed for laypersons, high school and
undergraduates in the United States. The author presents the
Teachers’ Resource for Online Privacy Education (TROPE)
and describes the Teaching Privacy Project (TPP)2. Games
are also used to teach privacy to different age groups (Gioia
et al., 2019; Pérez et al., 2020).
The study by Freitas and da Silva (2021) aims to find out

how higher education institutions in Portugal adapt online
education to the GDPR. The study used a questionnaire that
obtained 99 responses from students from different higher
education courses. The study obtained information on pri-
vacy and security issues observed in online activities during
the pandemic. This study observed that 63% of the partici-

2Teaching Privacy Project - http://teachingprivacy.org

http://teachingprivacy.org
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pants were not informed about the recording and audiovisual
processing of their data. Another privacy issue in the study
was that 46% of participants could access and maintain doc-
uments with grades from colleagues on their devices.

The study by Peng and Dutta (2022) conducted an empir-
ical investigation exploring the impact of personality traits
and information privacy concerns on adopting e-learning en-
vironments during the COVID-19 pandemic in Taiwan. The
study found that openness to experience and awareness was
positively associated with e-learning adoption, while neuroti-
cism was negatively associated. Concerns about information
privacy have been found to have a negative impact on e-
learning adoption. The study highlights the importance of
addressing information privacy issues in promoting the adop-
tion of e-learning environments.

We reviewed two studies on teaching privacy and security
in computer science courses. One of the studies, conducted
by Cristani et al. (2020), evaluated the state of information se-
curity education in Brazilian computer science courses using
both curriculum information and a questionnaire. The study
revealed a pressing need to improve students’ comprehen-
sion of security and privacy topics and identified the neces-
sity for further research in the field. Dragoni et al. (2021)
investigated the extent to which European universities pre-
pare students to build secure systems. The study revealed
that many programs need to emphasize security and privacy
in their curricula, and differences were found between the
curricula of ICT courses in different countries. These studies
provide insights into the current state of privacy and security
education in computer science courses and highlight the need
to improve the curricula to address these issues adequately.

Based on the papers above that focus on ethics, privacy
policy, and security, our study is broader and more up-to-
date, covering the papers published in the last five years. In
terms of goals, our study has the most comprehensive focus,
since: (i) it does not focus on respondents of a specific disci-
pline like Vittorazzi et al. (2019), who focus on respondents
of three disciplines: Cryptography and Data Security, Fun-
damentals of Computing, or Supervised Internship; and like
Prinsloo et al. (2022), who focus on student data privacy in
learning analytics from a critical data studies perspective; (ii)
it does not discuss in the context only of distance education
like de Almeida et al. (2020), who focus on aspects of ethics,
security, and privacy in the context of access, manipulation,
treatment, and availability of teacher and student data pro-
vided by Virtual Learning Environments; (iii) it does not dis-
cuss in the context of the U.S. like Egelman et al. (2016),
who focus on solutions for teaching privacy alignment with
U.S. curriculum standards.

Finally, our study is unprecedented, and the main advance-
ment of our work is that it analyzes the adoption of privacy
protection practices in online teaching-learning activities in
undergraduate and graduate ICT courses conducted during
the COVID-19 pandemic in 2020 and 2021 in Brazil. It pro-
vides a set of lessons learned that can be implemented by
institutions, teachers, and students to ensure privacy during
online teaching and learning activities.

3 Method
This is an exploratory and descriptive research that involved
a bibliographic survey and qualitative-quantitative research
carried out through an online form on Google Forms 3(Gil,
2002; Wohlin et al., 2012). The survey was distributed to tea-
chers and students of ICT courses in Brazil, with no selection
of private courses, institutions, or Information Technology
(IT) disciplines.

For the design, implementation, and interpretation of the
results of the data collected during the study, we employed
the Objective/Question/Metric (GQM) paradigm (Basili and
Rombach, 1988). The GQM paradigm is an approach to
defining and evaluating operational goals using measure-
ments. It represents a systematic approach in which objec-
tives are defined operationally, refined into quantifiable ques-
tions to extract appropriate information (Basili, 1993).

3.1 Study Design
According to GQM paradigm (Basili and Rombach, 1988),
our study aims to analyze privacy-related issues and identify
the practices adopted and lessons learned for the purpose of
evaluation with respect to privacy guidelines presented from
the point of view of teachers and students by educational in-
stitutions, as well as the guidelines that teachers pass on to
students in the context of online teaching and learning acti-
vities carried out in undergraduate and graduate ICT courses
in the years 2020 and 2021.
Following the GQM approach, we designed a set of ques-

tions addressed to all participants to assess their general
knowledge and opinions on the subject, as presented in Ta-
ble 1. These questions were rated on a 5-point Likert scale
(1 – Never; 2 – Rarely; 3 – Occasionally; 4 – Often; 5 – Al-
ways). It is worth noting that the Likert scale, as mentioned
by Harpe (2015), is no longer strictly used solely for measur-
ing interviewee agreement but can be employed for evaluat-
ing frequency, importance, and other relevant factors.
After gathering participant characteristics, we asked them

to specify whether they had assumed the role of teachers or
students in the years 2020 and/or 2021.
Participants who identified themselves as teachers an-

swered specific questions presented in Table 2. One of the
questions was of the multiple-choice type, and the others
were of the 5-point Likert type. We defined for each one
the maximum value (“Ever”), the minimum value (“Never”),
and the middle value (“Occasionally”). At the end of the
questionnaire aimed at teachers, we included an open ques-
tion to collect information about privacy challenges related
to the teaching process in ICT courses.
Participants who identified themselves as students an-

swered specific questions presented in Table 3. Some ques-
tions were of the multiple-choice type, with the possibility of
including a free text option for students to provide additional
answers. At the end of the questionnaire directed at students,
we added an open question to collect information about the
privacy challenges that the students identified.
To structure most of the questions in this study, we used

the studies of Freitas and da Silva (2021); de Almeida et al.
3https://www.google.com/intl/pt-BR/forms/about/
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(2020), which also focused on privacy observations in teach-
ing across various courses. The participant profile data is pre-
sented in section 4.1 as the last section of this paper.

3.2 Data Collection
To perform data collection, the Google form was available
from January 27th, 2022 to February 28th, 2022. This form
was structured with four sections: (1) participant characteri-
zation, which included questions about the participant’s pro-
file; (2) questions directed to students of ICT courses; (3)
questions directed to teachers of the ICT courses; and (4)
questions addressed to all participants. The survey focused
on teaching and learning activities during the years 2020
and 2021, given the implementation of LGPD 2020 and the
COVID-19 pandemic.
The target audience was reached through emails andWhat-

sApp groups composed of undergraduate and graduate stu-
dents and teachers in ICT. As the researchers conducting the
study are affiliated with UFF, social media and emails from
UFF’s undergraduate and graduate ICT courses were used to
distribute the survey. Additionally, other researchers known
to the authors and working with undergraduate and graduate
ICT courses were contacted to respond to and share the sur-
vey. Participants were also asked to forward the survey to
other potential participants who belong to the group of inter-
est. However, this process created a bias in the study as there
was a higher participation rate from UFF members

3.3 Ethical Criteria and Procedures Adopted
In this subsection, we deliberate on the ethical criteria and
procedures employed during the execution of the research
which forms the backbone of this article. It is imperative to
state that in Brazil, research involving humans is dictated by
specific guidelines, such as Resolution No. 466/2012 (Brasil,
2013) and Resolution No. 510/2016 (Brasil, 2016), both pro-
mulgated by theNational Health Council (of Portuguese Con-
selho Nacional de Saúde (CNS)).
Resolution No. 466/2012 mandates that ”research projects

involving human beings must conform to the stipulations of
this Resolution,” accentuating that ”research involving hu-
mans must uphold appropriate ethical and scientific princi-
ples.” Thus, adherence to these guidelines is indispensable
for the validity and ethical integrity of the research project.
In the scope of Resolution No. 510/2016, which regulates

non-invasive studies involving human subjects, we adhered
to its guidelines in our analysis of the research conducted via
an online form, incorporating the Informed Consent Form
(ICF), also known as Termo de Consentimento Livre e Es-
clarecido (TCLE) in Brazil, issued by the Ethics Committee
(CEP) of UFF4. Regrettably, there was insufficient time to
submit the project to the Ethics Committee, yet we adhered
to the terms of informed consent in our studies as provided
by the CEP.
Subsequently, we underscore the ethical criteria and pro-

cedures we employed in our study to comply with the recom-
mendations embodied in Resolution No. 510/2016, primarily
in its Article 17.

4Ethics Committee (CEP) - http://cep.uff.br/

1. It is imperative to obtain the informed and voluntary
consent of the research participant. In soliciting par-
ticipation, we dispatched a message detailing the re-
searchers accountable for the study, the methods of con-
tacting them, and the institution they are associated with.
The objective of the study, which is to evaluate specific
guidelines, was also illuminated. Accompanied by the
invitation, we dispatched the ICF, wherein participants
are accorded a succinct explanation of the study’s objec-
tives.

2. “Justification, objectives, and procedures to be utilized
in the research, accompanied by information regarding
the methods to be implemented”: The study which insti-
gated this research was executed during a period when
online data collection proved more viable due to restric-
tions on direct contact imposed by the COVID-19 pan-
demic. The pandemic also served as an impetus for con-
ducting this research. The objective of the study - to
evaluate specific guidelines - was reiterated. Alongside
the invitation, we forwarded the ICF, where participants
were given a brief explanation about the study’s objec-
tives. In our study, participants had access to informa-
tion regarding the data that would be collected and the
procedures for collection via the ICF.

3. “Explicitation of potential harm resulting from partici-
pation in the research”: The form was made accessible
online, allowing the participant to opt for the most con-
venient time and location to complete it. Additionally,
the participant had the choice to interrupt and resume
filling out the form at a different time, without loss of
previously entered information. The data collected were
impersonal and were anonymized prior to usage. To al-
leviate fatigue, the form was structured in sections. All
participants filled out demographic data, but upon iden-
tifying as students or teachers, they answered specific
questionnaires. The form was designed to store partial
responses, enabling participants to complete the form at
different times, at their convenience.

4. “Guarantee of the participant’s total freedom to decide
on their participation in the research”: Participants were
informed, via the ICF, that they couldwithdraw from the
research at any moment, without any detriment.

5. “Assurance of maintaining the confidentiality and pri-
vacy of the participants”: The third paragraph of the
ICF elucidates that all collected data is intended for sci-
entific research in the field of education and that all
data will be anonymized to prevent the identification
of participants. The data was held confidential, stored
in an institutional account accessible only to the re-
searchers. The information shared in scientific articles
was anonymized.

6. “Assurance to participants of access to research results”:
Participants could request the research results and/or sci-
entific publications resulting from the study at any time
via email or telephone.

7. “Explicitation of the guarantee to the participant of reim-
bursement”: Participation in the study should be volun-
tary, without any financial compensation. Participants
were invited, via online (email and social networks), to
partake in the research voluntarily and optionally.
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Table 1. Questions and metrics addressed to teachers and students.
ID Question Type Metrics (possible answer)

Question 01 How important do you think teaching privacy/personal
data protection is for the ICT course curriculum? Likert 1 - Unimportant, 2 - Little important, 3 - Reason-

ably, 4 - Important, 5 - Very important
In 2020 and/or 2021, how often did you study or seek information on the topics.
For questions 02 to 05:
Question 02 What is personal data? Likert Never; Rarely; Occasionally; Frequently; Ever

Question 03 How to control (edit, update, remove) data collected
in App? Likert Never; Rarely; Occasionally; Frequently; Ever

Question 04 General Personal Data Protection Law (LGPD)? Likert Never; Rarely; Occasionally; Frequently; Ever
Question 05 General Data Protection Regulation (GDPR)? Likert Never; Rarely; Occasionally; Frequently; Ever

Table 2. Questions and metrics addressed to teachers.
ID Question Type Metrics (possible answer)

Question 06

In 2020 and/or 2021, have you received any guidance
/manual/documentation, from the educational
INSTITUTION that addresses privacy issues when
using videoconferencing platforms?

Multiple
choice

a) I NEVER received any guidance from the
institution regarding LGPD or privacy.
b) How to inform the student of the rights in
relation to the LGPD.
c) How to proceed in activities that were
being recorded.
d) How requested consent for the use of perso-
nal data.
e) How to guide students to avoid showing up
during recording.
f) How to organize, store and delete recorded
videos.
g) How long videos could be stored/used.
h) How to inform the beginning of the recor-
ding in the class/activity.
i) How to properly communicate grades to
students.
j) What were the educational institution’s rules
on personal data protection.
k) Communicated who the DPO (data protector)
is at the educational institution.

In online teaching activities in 2020 and/or 2021, identify how often you carried out the guidelines below.
For questions 07 to 14:
Question 07 Communicate to students their rights under the LGPD Likert Never; Rarely; Occasionally; Frequently; Ever
Question 08 Inform that the activity was being recorded Likert Never; Rarely; Occasionally; Frequently; Ever
Question 09 Request authorization for recording Likert Never; Rarely; Occasionally; Frequently; Ever

Question 10 Guide the student on how to avoid appearing during
recording Likert Never; Rarely; Occasionally; Frequently; Ever

Question 11 Inform where the videos would be being used Likert Never; Rarely; Occasionally; Frequently; Ever
Question 12 Inform what was the purpose of recording the activity Likert Never; Rarely; Occasionally; Frequently; Ever
Question 13 Inform how long the videos would be stored/used Likert Never; Rarely; Occasionally; Frequently; Ever

Question 14 Inform a website/link where the institution’s privacy
policy were Likert Never; Rarely; Occasionally; Frequently; Ever

Question 15 For you, what are the challenges faced in the teaching
process about privacy in ICT courses?

Open
question

8. “Information about the address, email, and telephone
contact of the research’s responsible party”: The data
of the researchers, email, telephone, the institution they
are affiliated with, and the name of the research project
were included in the ICF.

9. “Information that the participant will have access to
the consent record whenever requested”: The responsi-
ble researcher’s email and telephone were provided, en-
abling participants to request the form at any time.

3.4 Data Analysis

To ensure the reliability of the survey results, we adopted sev-
eral measures during the analysis phase: (i) we anonymized
the data, (ii) we cleaned the data to remove incomplete re-
sponses, (iii) we assigned a unique identifier to each partici-
pant’s responses, and (iv) we ensured that the sum of the per-
centages on the five-point Likert Scale equals one hundred
percent during the results discussion.
Regarding the open-ended questions, we analyzed the re-

sponses and presented the participants’ direct mentions in the
context of the challenge question. These responses were used



da Silva et al. 2023

Table 3. Questions and metrics addressed to students.
ID Question Type Metrics (possible answer)

Question 16

In 2020 and/or 2021, have you received any guidance
/manual/documentation, from the an educational
institution or teachers, that addresses privacy issues
when using videoconferencing platforms?

Single
option

Yes; No

Before or while carrying out online activities in 2020 and/or 2021, how often did you receive the following guidelines.
For questions 17 to 24:
Question 17 I was communicated about my rights under the LGPD Likert Never; Rarely; Occasionally; Frequently; Ever
Question 18 I was informed that the activity was being recorded Likert Never; Rarely; Occasionally; Frequently; Ever
Question 19 I was asked for permission to record Likert Never; Rarely; Occasionally; Frequently; Ever

Question 20 I received guidance on how to avoid appearing
while recording Likert Never; Rarely; Occasionally; Frequently; Ever

Question 21 It was informed where the videos will be used Likert Never; Rarely; Occasionally; Frequently; Ever
Question 22 The purpose of recording the activity was informed Likert Never; Rarely; Occasionally; Frequently; Ever

Question 23 It was informed how long the videos would be
stored/used. Likert Never; Rarely; Occasionally; Frequently; Ever

Question 24 A website/link containing the institution’s privacy
policies are informed Likert Never; Rarely; Occasionally; Frequently; Ever

Question 25
Regarding the dissemination of results/exam scores
/works carried out in 2020 and/or 2021,choose the
option that you witnessed the most:

Single
option
or open
question.

a) The activities I performed did not have grades
b) The results/scores only appeared for you or
you received an individual news (email, Whats-
App, etc.)
c) I needed to access a system with a username
and password.
c) He could see his results and those of collea-
gues.
d) Others

Question 26 When you had access to classmates’ grades, which
of the following situations occurred:

Multiple
choice
or open
question.

a) I was able to download the file with all the
grades to my device.
b) I could see it for a while.
c) I have had access to the grades for a long
period of time (+ 6 months) or I still have.
d) I could see classmates’ grades, however, only
the registration number and grade appeared.
e) Others

Question 27 What challenges do you, as an ICT student, face about
the privacy theme?

Open
question

to support the discussions presented in this paper.
It is important to note that we did not perform any statisti-

cal analysis of the closed single or multiple-choice questions,
as well as the open-ended questions. This is because such an
analysis is beyond the scope of this phase of the study.

4 Results
This study was responded by ninety-five (95) participants.
However, four (04) responses were not included because they
needed to be completed. Of a total 91 (ninety-one) accepted
responses, 76 (83.52%) participants answered the student
questions, 13 (14.29%) answered the teachers questions, and
02 (2.20%) responded in both profiles. The dataset of this
work is available in Zenodo and can be accessed via the link:
https://doi.org/10.5281/zenodo.7853572.

4.1 Respondents’ demographics
Out of the 91 respondents who completed the questionnaire,
13 identified themselves as teachers, 78 as students, and 2
as both teachers and students.The main data are described

below and presented in Figure 1. We found that 49% of the
participants were between 18 and 29 years old, 21% were
between 30 and 39, 20% were between 40 and 49, 7% were
between 50 and 59, and 3% were over 60.
Regarding the educational levels of the 78 participants

who identified themselves as students, we found that they
were distributed as follows: 62.82% were undergraduates,
23.08% were master’s students, 12.82% were doctoral stu-
dents, and 1.28% were postdoctoral students.
Gender representation showed that 26% of the participants

were female, 73% were male, and 1% preferred not to spe-
cify. Affiliation with private institutions was reported by only
2.20% of the participants, while 97.80% indicated a connec-
tion to public institutions. As such, this study is more focused
on public universities.
Regarding location, 74.3% of the participants were from

Rio de Janeiro, followed by 12.6% from the state of Mato
Grosso, 4.2% from Acre, and 3.2% from the Federal Dis-
trict. Most of the students were from the Fluminense Federal
University (UFF), representing 78,2% of the participants, fol-
lowed by the Federal University of Mato Grosso (UFMT)
with 7.3%, the Federal Institute of Mato Grosso (IFMT) with

https://doi.org/10.5281/zenodo.7853572
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4.2%, and the Federal University of Acre (UFAC) with 4.2%.
The research was conducted by students from the Institute of
Computing at UFF, which may have influenced the perspec-
tive of teachers and students from the Computing Undergrad-
uate and Postgraduate courses at UFF.

4.2 Analysis of questions addressed to tea-
chers and students

This section presents the findings of a survey conducted
with 91 participants to investigate their knowledge and per-
ception of privacy and legislation, including the Brazilian
General Data Protection Law (LGPD) and the European
General Data Protection Regulation (GDPR). To determine
whether the participants considered teaching privacy to be
relevant and necessary, we formulated the following ques-
tion: Question 01) How important do you think teaching
privacy/protection of personal data is for the curriculum
of ICT courses? Participants were asked to rate the impor-
tance on a scale of 1 (unimportant) to 5 (very important).
The results of Question 01 are presented in Figure 2, which

shows that 75% of participants considered the inclusion of
privacy in ICT courses to be very important. For 19% of the
participants, it was important to include the topic in courses,
and for 5%, it was considered reasonably necessary. When
we analyzed the same question separately for teachers and
students, we found that the results were very similar, with no
significant discrepancies between the two profiles.
To assess the participants’ knowledge levels and research

habits on the topics covered in the study, we formulated
questions 02 to 05 based on Table 1. Figure 3 presents the
answers, with percentages (%) on the left representing the
union of the “never” and “rarely” responses, percentages
on the right representing the union of the “frequently” and
“ever” responses, and the intermediate results showing “oc-
casionally‘” responses.
The responses to questions 02 to 05 indicate the need

for students to be more proactive in seeking information on
privacy-related issues. When we asked participants if they
know what personal data is (question 02), we found that
26.4% never searched for information, 20.9% rarely did,
while 27.5% occasionally sought information, and a total of
25.3% frequently or ever searched for information.
In question 03, we found that 29,7% of participants ever

or frequently seek information on how to edit, remove, or up-
date their data,that is, being able to control their data. While
another 33% do so occasionally. However, 37.3% of partici-
pants never or rarely searched for this information.
To evaluate participants’ awareness of legislation related

to privacy, we formulated question 04 regarding the LGPD
and question 05 regarding the GDPR. For question 04, 41.8%
of participants reported that they never or rarely search for
information related to the LGPD, while 37,4% occasionally
search for information and 20.9% ever or frequently search
for information. This is a relatively positive result, especially
considering that the survey was conducted in Brazil. How-
ever, when it comes to the GDPR, European legislation men-
tioned in question 05, we found that only 15% of respondents
ever or frequently seek information, while 31.9% occasion-
ally do so and 52.8% never or rarely do. This suggests a lower

awareness of GDPR compared to LGPD among the partici-
pants.

4.3 What privacy orientations did teachers re-
ceive and carry out?

This section presents the responses of 15 teachers to Ques-
tions 06 to 15, which aimed to identify whether and how
educational institutions provided guidance to teachers on pri-
vacy during online teaching activities amidst the COVID-19
pandemic.
Question 06 aimed to identify the guidelines, such as man-

uals, guides, and documents, provided by the institution to
teachers regarding the use of video conferencing platforms
for teaching activities. This question offered multiple choice
answers, and participants were given the option to add their
own if none of the provided options were suitable. From the
results, it was found that 40% of the teachers had not received
any guidance from the institution regarding privacy issues as-
sociated with the use of video conferencing in teaching acti-
vities (letter “a” of question 6).

Conversely, 60% of the participants had received gui-
dance, which varied between options “b to k” in question
06. Of those who received guidance, 40% had received gui-
dance on how to handle activities that were being recorded.
Additionally, 26.7% had received guidance on how to obtain
consent for the use of personal data, while 20% had received
guidance on how to instruct students not to appear in recor-
dings. 13% of the teachers reported receiving guidance on
the storage and organization of videos, including the length
of time videos can be stored, and how to delete them. 20%
of teachers had received guidance on informing students of
their rights under the LGPD. 6.7% of the teachers had re-
ceived guidance on presenting grades to students. The same
percentage of participants had received guidance from the in-
stitution’s Data Protection Officer (DPO) or Data Protector,
and the institution’s data protection standards. One teacher
reported receiving LGPD guidance from the institution, but
noted that it was not related to teaching processes.
Regarding the orientations that the teachers carried out in-

volving situations that impact students’ privacy, the answers
to questions present in Table 2 can be observed in Figure 4.
Based on the data obtained, it is possible to observe that the
results on the left are those with negative points, and those
on the right are the ones with positive points.
A negative point to note in question 14 is that 80% of tea-

chers never and 7% rarely informed about the institution’s
privacy policies. This may have occurred because the tea-
chers were unaware of the information. This result is directly
related to question 07, where 73.3% of teachers reported
that they are never or rarely aware of their rights related to
LGPD for students. In question 13, 53.3% of teachers never
informed students about the time of storage and use of videos,
and 7% rarely provided guidance. In question 10, 40% of tea-
chers never guided students on ways to avoid appearing in
recordings, and 7% rarely did.
On the other hand, some positive points were observed, as

seen in Figure 4. For instance, in question 08, 93% of the
teachers reported when the activity was being recorded. For
question 12, 60% ever and 20% of the participants frequently
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Figure 1. Participants profile infographic

Figure 2. The results of question 01.

informed the purpose of recording the activity. In question
09, 46.6% ever and 26.7% frequently asked students for per-
mission to record. In question 11, 53.3%of teachers informed
students where the video was being used or for what purpose.
This information is consistent with that reported by students,
as shown in Figure 5.
Among the 15 professors analyzed, 46.67% were affili-

ated with UFF, while 53.33% were associated with other
higher education institutions in Brazil. To assess whether
therewere differences in information between the two groups
of teachers, we conducted separate analyses of the data pre-
sented in the paragraphs below.
Comparing data from UFF professors with those from

other institutions, differences were observed in some ques-
tions answered. In question 07, 86% of UFF professors re-
ported that they had never communicated LGPD data to
their students. Conversely, the proportion of professors who
had never conducted orientations decreased to 50% among

those from other institutions, indicating that some institu-
tions are more advanced in the process of communicating
about LGPD.
Regarding question 08, which inquired whether teachers

informed their students that they were being recorded, we
found that 86% of UFF faculty always provided such infor-
mation, while among teachers from other institutions, the
proportion was 100%. The values between UFF teachers
and those from other institutions did not show much dif-
ference when positive responses (ever and frequently) were
combined for question 09, which asked whether teachers ob-
tained authorization from students to record.
In question 10, which assessed the frequency with which

teachers instructed students not to appear in recordings, we
observed that 57% of UFF teachers had never provided such
guidance. This value decreased to 25% among teachers from
other institutions who had never provided such instruction,
while 12% had rarely done so, and 50% ever or frequently
provided such instruction.
Regarding the guidance provided to students on the pur-

pose of recording classes (question 11), we found that 72% of
teachers ever or frequently provided such information, while
among teachers from other institutions, the proportion was
62%. Concerning the description of the purposes of record-
ing classes (question 12), the proportion was constant among
UFF teachers, with 72% of them ever or frequently provid-
ing such guidance. However, for the same question, 87% of
teachers from other institutions reported ever or frequently
providing such guidance.
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Figure 3. Overview of all participants on topics related to privacy.

Figure 4. Guidance on privacy provided by teachers in online teaching activities.

When asked about informing students of the length of time
that recordings would be stored (question 13), a significant
difference was observed, where 86% of UFF teachers re-
ported never providing such communication. In comparison,
this value decreased to 25% among teachers from other insti-
tutions.
Finally, about question 14, which investigated whether tea-

chers had guided their students on the location of their insti-
tution’s privacy policies, we found that 86% of teachers had
“never” provided such communication, while this proportion
was 75% among teachers from other institutions.

To gain insight into the challenges faced by ICT teachers
regarding privacy during their activities, we asked the follow-
ingQuestion 15) For you, what are the challenges faced in
the teaching process about privacy in ICT courses? The
responses revealed the complexity of the topic, with one par-
ticipant noting that ”A challenge is for the Educational Insti-
tution to publicize more about the topic and clarify the impor-
tance of privacy so that this information reaches everyone.”
Another participant commented on the difficulties of ap-

proaching the topic in a broader teaching environment be-
yond online activities, stating that “as it is a new topic, not
even the teachers (or managers) have the confidence to talk
about it. I think I would still need training or something.”
This point was echoed by another teacher who said, “About
personal privacy, related to remote classes, I believe we re-
quire more guidance from the University.”
The teachers highlighted the need for more training and

information to improve their understanding of privacy issues,
which results in a lack of information when carrying out their
activities. One participant pointed out that “Indicating rules
according to legislation” is a challenge. These training and
improvements must be constant and should involve not only
the institution but also teachers, employees, and students to
promote ethical use of ICT (de Almeida et al., 2020).

One participant highlighted the comprehensive nature of
the issue, stating that “regarding the subjects’ privacy and
contents covered, I believe that the greatest challenge is
knowing how to include the subject in the contents currently
given, especially in subjects where human vulnerabilities are
not exploited. A typical example of a discipline I could ad-
dress and do not know if it does is the database discipline. We
cannot leave to deal with the laws in the data delivery, that
is, in the interface. The treatment must be from the collection
and storage.” Another participant emphasized the need for
multidisciplinary discussions, stating that “I believe that the
greatest challenge is to have a multi- or transdisciplinary dis-
cussion, that is, all courses must discuss these issues, regard-
ing their specific topic, in addition to have a more complex
view of how the other courses are dealing with the topic.”

Research opportunities include finding ways to provide
simple and applicable guidance for teachers and students to
carry out their teaching/learning activities while encouraging
them to think about privacy not only during remote activities
but also during the process of creating or producing new tech-
nologies da Silva et al. (2023).

4.4 What privacy guidance did students re-
ceive?

This section presents the findings from a survey conducted
with a total of 78 students. The questionnaire was designed
to investigate the process of guidance and presentation of pri-
vacy information, how grades were presented, and whether
students had access to private information of their peers, such
as names and grades. However, the sudden shift from face-to-
face education to remote education without adequate prepa-
ration can lead to privacy issues (de Almeida et al., 2020).
In Question 16, the respondents were asked whether they

received any guidance or documentation from their educa-
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tional institution or teachers in 2020 and/or 2021 that ad-
dressed privacy issues when using videoconferencing plat-
forms. The results revealed that 61.5% of the students had
not received any guidance, while 38.5% had.
Questions 17 to 27were formulated to identify the respon-

dents’ answers to the statement,Before the beginning of the
recordings of the classes or in the performing online ac-
tivities, how often did you receive the instructions below.
First, we present the results of Questions 17 to 25.
The results depicted in Figure 5 raised some concerns,

such as in question 17, where 53.8% and 19.2% of the par-
ticipants never or rarely, respectively, received guidance on
their rights related to GDPR. Question 20 showed that 41%
of the students had never received guidance on how to avoid
appearing on recordings. Furthermore, 66.7% of the students
were never informed about how long the video would be
stored (question 23), while 62.8% and 17.9% of the parti-
cipants never or rarely received any guidance on where to
locate the institution’s privacy policies (question 24).
However, some positive points could be observed in Fig-

ure 5, where some orientations were already being carried
out, such as in question 18, where 70.5% of the participants
were always informed, and 20.5% were frequently informed
that the class was being recorded. The results of this study
are comparatively better than a similar study conducted by
Freitas and da Silva (2021), in which 51% of the students re-
called receiving information about recording activities, while
32% did not remember receiving any guidance.
The results presented in Figure 5 are encouraging, with

39.7% of students ever and 28.2% frequently requesting au-
thorization to record activities in question 19. In question
21, 39.5% and 28.2% of participants ever or frequently, re-
spectively, were informed about the storage location of class
videos. Additionally, in question 22, 51.3% of students and
19.2%were frequently aware of the purpose of the recording.
These findings suggest that institutions are taking appropri-
ate steps to ensure that students are aware of security and
privacy risks related to videoconferencing programs.
After presenting the general results of questions 17 to 24 in

Figure 5 and the preceding text, we analyzed responses from
students at UFF and those from other institutions separately.
This was necessary because 78,2% of the participants in this
study were from UFF. To better understand whether there
were differences in the information and guidance received
by the students, we structured the data analysis graphs sepa-
rately for UFF students and students from other institutions.
Figure 6 shows the results of the responses from UFF stu-

dents, while Figure 7 shows the results of the responses from
the remaining 21,8% of the research participants.
Some differences can be observed in the answers provided

by the participants. For instance, in question 17, we observed
that 69% of UFF students had yet to receive any communi-
cation about the General Data Protection Law (LGPD). This
number was even higher among students from other institu-
tions, where 82.3% of participants still needed to receive in-
formation about the LGPD.
As for question 18, there was a significant difference, with

only 3.6% of UFF students reporting that they never or rarely
received guidance on recording activities. However, this re-
sult jumped to 23.6% among students from other institutions,

who reported never or rarely being informed that they were
being recorded. However, this value difference was not no-
ticeable in question 19, which assessed whether authoriza-
tion was requested for recording, as the results for UFF stu-
dents and students from other institutions were similar.
A difference was observed in assessing whether students

were advised on how to avoid recording (question 20), with
58.8% of students from other institutions saying they had
never received this guidance. In contrast, this value was
lower among UFF students, with 34.5% reporting never re-
ceiving guidance.
In question 21, which assessed whether guidance was pro-

vided on what the video of the class would be used for, only
23.6% of UFF students stated that they never or rarely re-
ceived guidance, whereas this value was higher for students
from other institutions, totaling 35.2%. Similarly, this dif-
ference was also noticeable in question 22, where 29.4% of
students from other institutions stated that they had never or
rarely been informed about the purpose of recording the class.
At the same time, this value was much lower among UFF stu-
dents, corresponding to 12.7%.
When we asked students whether they had received gui-

dance on how long the video would be stored for use (ques-
tion 23), we observed a large difference between UFF stu-
dents, with 74.5% stating that they had never received gui-
dance. However, among students from other universities,
52.9% said they had never received guidance, while 23.5%
reported that they rarely received guidance.
Another difference in results between students occurred in

question 24, which assessed whether they had received gui-
dance on the link or website where the institution’s privacy
policies were located. In this question, only 1.8% of UFF stu-
dents declared having received guidance, whereas 29.4% of
students from other institutions declared receiving guidance
ever or frequently.
Participants could include more information in addition

to the objective questions from 17 to 24. Information from
other guidance received complemented the questions above.
Among these complements, we highlight “the availability of
a link to watch classes without recording them”. Another par-
ticipant highlighted that he received guidance that “it is not
allowed to disclose the videos of the classes outside the class-
room (online) and to outsiders (people)”. Students were also
advised “the material would be shared via a link via email to
students (in the case of courses)”. These contributions helped
identify good practices being applied in institutions, which
can be observed during the student orientation process.
In question 25, we asked participants about the dissemina-

tion of results/scores of tests/works carried out in 2020 and/or
2021. Results show that 28% of students viewed grades
through a login and password-protected system, while 35%
received grades individually through email or other means.
The study’s results differ from Freitas and da Silva (2021),
where 87% of students claimed to view grades individually
with a login and password.

Viewing colleagues’ grades becomes more complex when
we consider that 26% of participants claim to have full access
to colleagues’ names and grades. Another 5% of participants
did not perform activities with grades, while 6% reported that
the grading structures were “hybrid”, with some teachers pro-
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Figure 5. Guidance received by all students during online activities.

Figure 6. Guidance received by UFF students during online activities

viding grades collectively and others individually.
Question 26 was formulated to determine whether the stu-

dents had access to third-party personal data, such as the
grades and names of their colleagues. The question was:
Question 26)When you accessed your classmates’ grades,
which of the following situations occurred? Based on this
question, we observed that 59% of students were able to
download all their peers’ grades with their names. In their
responses, 51% of the participants stated that they had seen
their colleagues’ grades at some point, but they did not have
their names. However, other forms of identification were ac-
cessible, such as the registration number. Nonetheless, 3%
reported seeing their colleagues’ grades along with the ini-
tials of their names. As noted by Freitas and da Silva (2021),
students should only have access to their grades. However,
the author himself points out that when obtaining data from
colleagues, students may end up having access to other per-
sonal information, such as courses, institution, online sched-
ules, etc.
In terms of the duration of time that grades were visible to

students, 42% of the students could access their colleagues’
grades for an extended period, which exceeded 06 months
or still ongoing. On the other hand, 16.8% stated that they
had access to their colleagues’ grades for a shorter duration,
up to 6 months, while 5% had access to grades with their
colleagues’ names in only some subjects, without specifying

the time.
To better understand the students’ perspective on privacy,

an open-ended question was asked: Question 27) What are
the challenges that you, as an ICT student, face in rela-
tion to privacy? Among the responses, privacy situations
focused on behavior and emotions were observed, where one
of the participants described: “teachers do not realize that it
can be a problem for some students to turn on the camera
and microphone, which is a challenge for their participation
in classes. They are teachers; they are not shy about showing
up, and they do not know how hard it can be for some!”
When it comes to displaying personal information such

as grades, some students have expressed concerns about the
potential embarrassment of displaying grades and averages
of all students. One participant commented, “The issue of
grades being made public is a serious matter. The unnec-
essary embarrassment that some friends went through was
unnecessary”. Another participant added, “It is not comfort-
able to havemy grades displayed with those of my colleagues,
but I understand the difficulty that the online system presents,
and that it is often impracticable for the teacher to send the
grades individually to each student”.
In addition, some students have called for more informa-

tion and guidance in certain courses. One participant pointed
out “a lack of clear information about what will be done with
the collected data. Lack of information on the subject in gen-
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Figure 7. Guidance non-UFF students received during online activities.

eral, I don’t seemuch discussion despite having gained space,
I see that a lot is still not well clarified, or defined.” However,
some institutions are already protecting themselves from pri-
vacy issues in online teaching by recording classes, as the par-
ticipant highlights: “in remote teaching at UFAC, teachers
ask students to sign a consent form for recording the classes”,
this is not a complete orientation procedure, but it demon-
strates how there is already a beginning of observation to the
fact.
A student made an important point regarding recording

activities: “I believe that due to the pandemic, the basic
terms were explained when there is a recording. But when
it wasn’t recorded (in theory, after all, someone can record a
computer screen, for example), there wasn’t the same disclo-
sure/concern.” This student-provided information has been
included as a practical guide to adopt, along with other ob-
servations of challenges described by students.
In terms of directly addressing privacy in teaching, many

students have reported a lack of discussion and a simplistic
approach. Some students feel that there is a lack of specific
information and training on privacy and ethics in computing
and believe this should be included in the mandatory curricu-
lum. Privacy is reportedly only superficially covered in some
elective subjects. One participant commented, “I am a grad-
uate of the Computer Science program at UFF, and I can
confidently say that I learned nothing about the LGPD dur-
ing my time at university. Moreover, privacy, as a topic, was
briefly mentioned by one or two professors. In summary, it is
treated as a specialization subject and is not part of the un-
dergraduate curriculum. Privacy was not even present in the
information security syllabus (optional course discipline).”
Another participant also pointed to the lack of courses deal-

ing with privacy, saying, “I have not had, until now, any spe-
cific training on privacy, and I was surprised that there is
no mandatory discipline on ethics in computing. Most other
courses have at least one discipline of ethics in the profes-
sion, but in computing, this ethics is a topic of discussion
even by other professionals, no”. Even in security-related
courses, privacy is not fully covered, as described by one
participant: “this topic is not covered in the classroom. Even
in SecInfo classes, the focus is on algorithms and technical-
mathematical procedures”.

One observation is related to the execution of future activi-
ties (e.g., software development, research, uses of systems)
that may require related knowledge. This participant high-
lights: “Themain challenge as a student is to understand how
to contribute to privacy after my graduation when I am al-
ready in the job market. In this way, I believe that the debate
and discussion in the academy on the subject of privacy are
important for the training of IT professionals”.
Another challenge observed concerns understanding terms

that are not common in ICT courses “understanding some le-
gal terms”, as one of the participants exemplifies. In another
context, one participant points out the lack of “knowing what
the best practices to be in research and data collection”.

5 Discussions

The results indicate that addressing privacy in the classroom
requires significant effort from all those involved in ICT
courses. According to the study by Soares et al. (2020), in-
vesting in digital education, particularly focused on privacy
issues, is necessary as it can assist students in their academic
activities, personal, social, and professional life (Egelman
et al., 2016).
As observed by Chang (2021), institutions need to find a

balance between protecting students’ privacy and violating
it, which can lead to a persuasion process for those involved
to step out of their “comfort zone” to share knowledge. How-
ever, stepping out of the “comfort zone” can be complex, as
observed in our study, where simple processes such as gui-
dance are still executed to a limited extent. We identified
that 61.5% of students have never received guidance, man-
uals, guides, or other documents aimed at protecting their
privacy. This result is better than the study by Freitas and
da Silva (2021), where 98% of students did not receive any
documentation or manual on good practices. We checked the
responses from teachers and found that 40% declared that
they did not receive any guidance on privacy protection. As
many students seek external information regarding privacy,
developing a targeted curriculum can help teachers provide
practical advice to students (Egelman et al., 2016).
To increase students’ and teachers’ understanding of the
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importance of privacy, it is essential to include this topic
in the curriculum, allowing students and teachers to pro-
tect their personal data more effectively. A study by Egel-
man et al. (2016) indicated that college students expressed a
greater desire for transparency and control over their informa-
tion after receiving a three-week privacy education curricu-
lum. Our study found that 75% of respondents consider the
inclusion of privacy in the ICT curriculum ”very important”.
However, the data also revealed that 41.8% of participants
had never or rarely heard of the LGPD. That number rises
to 52.8% for respondents who have never heard of the EU
GDPR, highlighting the need for guidance on privacy laws in
Brazil and Europe. As highlighted in the study by Vejmelka
et al. (2020), there still needs to be more guidance on the
process of implementing the GDPR in schools, as in Croatia
and other European countries. Another challenge for people
to understand privacy issues is the complexity of texts that
are often difficult to comprehend, especially privacy policies
(dos Reis et al., 2023).

Regarding another aspect of student privacy, we observed
concerns regarding disclosing their grades.We identified that
26% of the students who responded were able to see their
classmates’ grades (question 25). In this case, 28% of the
students had access to grades only through the system, and
35% were informed individually. The results of our study
differ somewhat from those of Freitas and da Silva (2021),
where 87% of students reported viewing their grades indi-
vidually with login and password. This could be due to the
emergency structuring for the pandemic in Brazil. Many stu-
dents described difficulties in performing online activities,
expressing themselves, and/or having their data exposed, as
presented in question 27. This could be because anonymity
is a characteristic that needs to be maintained in educational
systems, as students do not feel comfortable sharing certain
information (Chang, 2021).

Similarly to students, teachers also face challenges in in-
tegrating the topic of privacy into the ICT curriculum. It is
essential to have a training and awareness-raising process for
teachers so that they can integrate the topic into the teaching
process. A study conducted in the USA noted that despite the
importance of covering the topic of privacy in computer sci-
ence curricula aimed at high school and undergraduates, this
still needs to be done (Egelman et al., 2016).

While there are still numerous challenges to be faced by
both teachers and students, it is imperative for ICT course
curricula to address privacy concerns. Nevertheless, there
are already some measures and practices implemented in
everyday life that can be adopted in online classes to en-
hance privacy protection, such as guidelines on recording,
storage, the intended purpose of recording, and how to pre-
serve anonymity during recorded classes. Drawing from the
data gathered in this study and the literature, we present in
the 6 section a set of lessons learned that can aid in safeguard-
ing the privacy of participants in future online teaching and
learning activities.

6 Lessons Learned
This section presents some lessons learned that can assist in
privacy protection during online teaching activities, which
can be applied by institutions, teachers, and students. The
lessons learned are based on information described in the lit-
erature, where it is observed that informing the data subject
about their privacy can help them protect their data and imple-
ment good practices (Mutimukwe et al., 2022). The process
of educating and preparing all parties involved to improve
privacy protection during online teaching activities provides
a better understanding of the risks involved, as well as the im-
portance and responsibility of the parties involved (Ali and
Zafar, 2017).
In some countries, there are already clear guidelines for

protecting the privacy of students in teaching activities, such
as in Portugal, where the National Data Protection Commis-
sion (CNPD) provides guidance on how teachers should pro-
ceed regarding the exposure of grades, student results, and
other data (Freitas and da Silva, 2021). Educational institu-
tions need to develop good practice structures in processes
to protect the privacy of those involved in teaching, such as
guiding students to use pseudonyms or IDs when identifying
themselves (Alier et al., 2021). In Brazil, there is currently no
specific guide to guide educational institutions, teachers, or
students regarding good privacy protection practices; how-
ever, there is a good practices guide from LGPD (Brasil,
2020).
The lessons learned outlined in this section can aid in the

conception and organization of good practice guides, man-
uals, or other forms of guidance. These lessons are derived
from both literature review and our own research, and while
their focus is on ICT courses, they can be applied more
broadly to other educational institutions. The lessons learned
are organized into three subsections: what can institution do,
what can teachers do, and what can students do.

6.1 What can institutions do?
To ensure the privacy of everyone involved in the teaching
process, institutions must control access to data on teaching
platforms and in the means of communication used, espe-
cially in the remote teaching process, in order to protect stu-
dents and teachers de Almeida et al. (2020). Portugal’s Na-
tional Data Protection Commission (CNPD) established a set
of guidelines for the use of technologies to support distance
learning while maintaining compliance with the GDPR in
2020 CNPD (2018). Similarly, UNESCO presented a guide
for protecting privacy in online teaching activities aimed at
teachers and students in 2020 Huang et al. (2020).
However, Brazilian data protection legislation does not

cover or describe specific items related to the process of dis-
tance learning or online education de Almeida et al. (2020).
The data protection guides made available by the Federal
Government are still generic, such as the LGPD Good Prac-
tices Guide Brasil (2020). Therefore, each educational insti-
tution needs to structure and create its guidelines and pro-
cesses aimed at ensuring protection and privacy in online
teaching, guiding teachers and students. Various tools can be
used for this purpose, such as guides, manuals, documenta-
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tion, videos, and emails, among others, to disseminate infor-
mation and guidance.
Based on the literature and data observed in our study, we

identified some guidelines that educational institutions can
use to protect the privacy of teachers and students. This al-
lows everyone involved to better understand their role in pro-
tecting their data, thus improving the privacy of everyone in-
volved.

• Disseminate information and guidance on the LGPD to
all individuals connected to the institution, including
students, teachers, and employees.

• Develop a transparent and accessible privacy policy that
describes how personal data is used by all individuals
involved in online teaching activities, including internal
systems and teaching processes.

• Identify the person responsible for data protection in the
institution and provide clear instructions on how to con-
tact them.

• Create consent terms related to privacy that can be
used by teachers with students at the beginning of the
semester.

• Transparently and proactively communicate about any
privacy-related issues or gaps that may have occurred
within the institution.

• Disseminate the Personal Data Protection Impact Re-
port and other privacy-related reports.

• Integrate discussions on privacy in relevant disciplines
or courses.

• Provide guidance on:
1. where the privacy policy is located;
2. the location of documentation, manuals, videos,

etc. related to the LGPD and its use in the insti-
tution;

3. the risks of misusing personal data;
4. the internal rules dealing with the protection of

personal data;
5. how to inform students/participants about the

recording of teaching activities and its purpose;
6. how to request authorization to record teaching ac-

tivities and in other situations;
7. how to proceed and communicate about the sto-

rage location and safety procedures adopted;
8. how to inform students if their data has been

deleted or the length of time that a video, audio,
image, or information containing personal data
will be stored;

9. how to make students’ grades and personal infor-
mation available;

10. how to proceed in relation to personal data ex-
posed by someone from the institution; and how
and for what purpose personal data of everyone
involved in the teaching process may be used in
the educational institution.

As noted by de Almeida et al. (2020), everyone involved
in online teaching activities must commit to privacy protec-
tion, especially institutions, which should carry out activities
(e.g., training, guidance, reports) to provide transparency, ad-
dress privacy issues, and promote the ethical use of ICTs and
responsibility for information produced.

6.2 What can teachers do?
The teacher must consider legal issues when designing a
teaching activity that involves collecting, communicating,
and storing student data, including online teaching activities.
Educational institutions can help teachers protect their and

students’ privacy by providing information on best practices
for handling personal data. However, teachers can also seek
guidance from literature, news, announcements, and other
data to stay informed about protecting their data and that of
their students.
When creating an activity that will store, whether digitally

or physically, the students’ data, the teacher needs to consider
legal issues, being able to:

• Present a consent form related to privacy issues in an
online activity or any activity that collects personal data
to students.

• At the beginning of the semester, present students with
the rules and procedures for how online activities will
be carried out regarding privacy issues.

• Make students’ grades and results available only for in-
dividual and confidential activities.

• Do not send or make personal information of students
(name, grades, e-mail, etc.) available for viewing or
downloading.

• Use registration numbers or other forms of data
anonymization when providing results of student acti-
vities.

• Communicate when an activity is being recorded, the
purpose of recording, storage time, and storage location.

• Provide an alternative link to students who do not wish
to be recorded, if possible.

• Address the privacy issue in subjects that may involve
the future/current use of personal data.

• Guide students on:

1. where to locate the institution’s privacy policy and
manuals;

2. how to proceed about personal data exposed by
someone in the class or institution;

3. how to avoid appearing in recordings if they do
not wish to;

4. students that class videos cannot be made avail-
able to third parties. They are for classroom use
only;

5. their rights related to the privacy of their data
when carrying out online activities that involve
data collection;

6. the ethical and correct way to record
classes/activities on their computers with au-
thorization from colleagues or teachers.

6.3 What can students do?
The institution and faculty hold a responsibility to address
privacy concerns, but students also bear the onus of safe-
guarding their personal and peer privacy. Here are some
ways in which students can contribute:

• Read the privacy policy on the institution’s website.



da Silva et al. 2023

• Ask teachers for information about the rules related to
privacy that apply to the course content.

• Check with the teacher about the rules governing pri-
vacy during the course, including recording, storage,
and sharing of data involving students.

• Do not record or collect data from colleagues and tea-
chers without their consent.

• Do not share private information about colleagues and
teachers, even if it is related to class, with third parties.

• Observe the institution’s Ethics Committee rules and rel-
evant legislation when conducting academic research.

• Be careful when sharing information on social net-
works, email, and other apps to avoid sharing personal,
private, or confidential information.

• Ask teachers about how they address privacy concerns
related to the subject being.

7 Threats to Validity
Based on the study by Wohlin et al. (2012) on experimen-
tation in software engineering, we have attempted to reduce
threats to the validity of our study. However, we acknowl-
edge potential threats to validity:
External Validity: Our sample size was limited to 91 re-

spondents, which may restrict the generalizability of our re-
sults to the entire population of teachers and students in all
ICT courses in public and private institutions. To mitigate
this threat, we presented a detailed result and a discussion.
Future studies with larger sample sizes for both quantitative
and qualitative studies are planned.
Construct Validity: The generalization of the study results

to other institutions, teachers, and students is a threat due to
the scenario of Brazilian institutions. The survey was con-
ducted only in Brazil, and most participants were from Rio
de Janeiro and public universities. Perceptions about data pri-
vacy during teaching and learning in higher education could
vary among different states of Brazil and various public and
private universities. Thus, the results of this study may not
be generalizable to all institutions, teachers, and students in
other countries. However, we attempted to recruit a wide
sample for the survey to minimize this threat.
Another threat affecting the construction validity is not

submitting the survey to the Research Ethics Committee.
However, this lack of submission of the study can be justified
by several factors. First, it is essential to highlight the context
in which the research was carried out during the COVID-19
pandemic, which imposed restrictions and operational diffi-
culties. In addition, as part of an academic study, we had little
time available to start the research, which reinforces the need
for agility in conducting processes. To mitigate this threat,
we ensured compliance with the ethical aspects of the study
was guaranteed by sending the Free and Informed Consent
Form to the participants, ensuring the transparency and au-
tonomy of these individuals regarding their participation in
the research. Furthermore, all shared data was anonymized
before use.
Internal Validity: Our sample consists of different respon-

dents, teachers, and students with varying teaching and learn-
ing experiences. Therefore, different groups of teachers and

students in different institutions may be affected by the expe-
rience of teaching and learning differently. To mitigate this
threat, future works will apply proposed good practices and
conduct further investigations
Regarding Conclusion Validity: We did not use statistical

tests during the data analysis for both quantitative and quali-
tative studies. Therefore, we cannot conclude that there is a
statistically significant difference in the results, which may
be considered a threat to conclusion validity. We mitigated
this threat by describing our results as indications and pre-
senting the discussions rather than as factual conclusions.

8 Final Considerations and Future
Works

In this study, we investigated how teachers and students
from undergraduate and graduate ICT courses were guided
on issues related to privacy in remote activities during the
COVID-19 pandemic, which were conducted in 2020 and
2021. The study involved participants, students, and teachers
from undergraduate and graduate ICT courses. We designed
a questionnaire based on literature, which was answered by
91 participants (teachers and students) from various higher
education institutions.
During data analysis, we identified some counseling prac-

tices related to privacy that teachers followed. For example,
93% of teachers ever or frequently informed students that the
activity was being recorded. In contrast, 91% of students re-
membered that they were ever or frequently informed that
the class was being recorded.
The main contributions of this study are:
(i) Identification of some guidance practices on protecting

personal data that are already being adopted by teachers and
students but need to be better implemented. For instance, in-
stitutions must disclose privacy policies, inform where and
how long class videos will be stored, and provide general
guidance on LGPD.
(ii) Based on the information collected, we identified some

lessons learned that can be adopted to protect participants’
privacy in online teaching-learning activities.
(iii)We identified in the responses of teachers and students

several challenges that they are facing, which require greater
attention from all those involved in the teaching-learning pro-
cess.
One limitation of the study is that it involved a small po-

pulation of teachers and students from certain regions of the
country, requiring further research on this topic. This ex-
ploratory research proved to be essential, but we understand
that most respondents are from the Southeast and Midwest
regions of Brazil. We intend to carry out other studies with
teachers and students from other regions of Brazil.
It is also necessary to examine how this process is taking

place in private educational institutions, as the participants
in this study were from public institutions. We did not con-
duct an exploratory research or an in-depth study on how the
process is taking place in private institutions in Brazil.
Another limitation of this research concerns representa-

tiveness. The sample had 91 valid answers among surveyed
teachers and students in Brazil. Although it represented a
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good sample in this scenario, the results cannot be gener-
alized to an international scale. Therefore, we will conduct
replications in international contexts.
For future work, it is necessary to investigate other ways

of guiding teachers and students better, seeking to identify
ways to maintain accessible and constant communication on
privacy. From another perspective, it would be pertinent to
investigate how public administrators of educational institu-
tions or those responsible for data protection position them-
selves on this issue.
Finally, we planned to conduct a Systematic Literature

Mapping (SLM) to categorize and synthesize research on
strategies for communicating, coordinating, and collaborat-
ing on data privacy using the hybrid search method (Petersen
et al., 2015;Mourão et al., 2017). Thismethod involves utiliz-
ing a Database Search in Scopus to identify pertinent initial
articles, followed by parallel Backward and Forward Snow-
balling (Mourão et al., 2020). This hybrid search approach
has shown to achieve a suitable balance between the qual-
ity of results and review effort, and the insights and analysis
gleaned from this process can aid us in the subsequent stages
of this research.
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