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Abstract
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The User Interface (UI) is the first artefact that the user interacts with while developing a sense of trust that motivates
him to use software applications more effectively. A badly designed Ul can deceive users and bring the system into
disrepute. Trustworthiness in Ul is mandatory, as a poorly implemented Ul can lead to the user misusing the system
and jeopardizing the expected result. Trust in computational systems involves not only technical aspects, such as
computational infrastructure, storage space, and service composition, but also aspects of Human-Computer Inter-
action (HCI). While technological aspects have received considerable attention, there are few research on human-
computer interaction in terms of trust. This paper describes a way for assessing a system’s trustworthiness based on
the user’s perception. The approach relies on a quality model to aggregate interface quality criteria in order to get a
trustworthiness score. Three sets of experiments involving more than 300 individuals were carried out to validate the
suggested methodology. A comparison was made between the trustworthiness score obtained through the method-
ology and the answers to open questions obtained through the users’ questionnaires. The results were consistent,
and statistical analysis corroborated the positive assessment. Based on these results, examples of improvements
were developed to highlight the usefulness of the approach for developing more trustworthiness interfaces.
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1 Introduction

In a globalized market, people are using online systems and
applications more frequently, which has created new chal-
lenges for software development, including problems with
human-computer interaction. However, difficulties with
non-functional criteria, such as security, privacy, and trust,
can impact the company’s value or even prevent its relation-
ship with the customer from being strengthened. Customer
expectations must be met if organisations are to promote con-
sumer trust and confidence and maintain their competitive-
ness in a global market.

Trust permeates every aspect of human life. Individuals in
societies connect with one another with the hopes of building
trusting relationships. There can be no business transactions
or the introduction of new technology without trust. This oc-
curs in the digital world as well, where a computational envi-
ronment or product is selected based on the manufacturer’s
ability to create trust with the user who will utilise the tar-
get product or environment. In computer science, trust can
be defined as the likelihood that an entity would display reli-
able behaviour for certain operations in a risky environment
[Cho et al., 2015], whereas trustworthiness is a system fea-
ture that can influence this person’s trust in the system [Gao
etal., 2021].

To create economic and/or societal benefits, trust needs
to be taken into account during all the software life cycle
[Mouratidis and Cofta, 2010]. Furthermore, each user’s per-
spective and the context of use influence trust. Thus, trust

involves not only technological qualities, but also human in-
teraction characteristics such as user experience, accessibil-
ity, and usability. Particularly, the impact of user interface
usability on trust in online stores was explored by Chen and
Dibb (2010), and a substantial correlation between interface
quality and trust was established. If a user interface is easy
to use and understand, offering a positive user experience in
addition to being functionally correct, it will be used again
and trusted by those who use it [Sharma and Lijuan, 2015].

Trust is a ubiquitous and fundamental notion in many in-
dustries, but it is especially critical in e-commerce. Accord-
ing to our understanding, mainly in this context, trust derives
not only from the right operation of e-commerce systems, but
also from how effortlessly the user completes his work and
how much confidence and pleasure he gets when using the
system.

Online shopping has grown exponentially over the last
decade and is regarded as a way for businesses to reach new
customers ([Habib et al., 2022]; [ITA Publishing, 2024]).
Particularly, during the period of the COVID 19 pandemic,
significant growth was reported by several studies ([ITA Pub-
lishing, 2024], [Al-Azzawi et al., 2021], [Parlakkilid et al.,
2020], [McKibbin and Fernando, 2021]). E-commerce web-
sites play an essential part in online shopping because of their
ability to reach and attract customers online, increasing user
satisfaction and, as a result, attracting the attention of mar-
keting practitioners, society, and academics.

Any e-commerce application uses the internet as a back-
drop and a web page to encourage buyer-vendor interaction.
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Its user interface is so critical that in a study by the Bentley
University Design and Usability Centre, it was suggested that
one only has about 6 seconds to make a positive impression
on clients when they first browse to a website [Albert, 2012].
The result of the experiments suggests that the user’s feeling
of trust is mostly determined by the quality of the user inter-
face.

Some studies that have been developed focusing on the
pandemic period confirm the same and report that purchas-
ing decisions were positively affected by trust, which in turn
presents a positive relationship with satisfaction when shop-
ping online ([Parlakkilid et al., 2020], [Attar et al., 2020]).
However, some authors go so far as to say that the shopper
had no alternatives in a lockdown context and trust could be
put aside but the lack of confidence could motivate a return
to traditional commerce when shoppers can do so (Bonisoli
and Castillo Leyva [2022]). Also, no studies were found in
the literature that published a clear impact of the COVID pan-
demic in the trust feeling related to e-commerce systems.

So, defining a set of attributes and metrics based on the
user interface is critical for determining how trustworthy an
e-commerce service is. However, because each layer of the
environment relies on a different set of attributes, different
attributes are required to compose a computational environ-
ment that gives the user a sense of trust (e.g., scalability,
availability, QoS, robustness, security, privacy assurance, de-
pendability, and so on). These metrics can serve as an ob-
jective measure of a system’s trustworthiness at a certain de-
gree of confidence, and they can inspire adjustments to boost
trust.

In this paper, we discuss the main challenges of measuring
trustworthiness from the standpoint of the user experience,
with a focus on e-commerce because they are widely used
and typically collect and manipulate sensitive data (such as e-
mail addresses, phone numbers, credit card numbers, and ad-
dresses, just to mention a few). In the context of e-commerce
and for simplicity, the word “interface” is employed through-
out this paper with the meaning of “user interface”. Also, it
is important to emphasize that this work extends and com-
plements other works of the same group, which are cited
throughout the text.

With an emphasis on user experience, we give an overview
of various methodologies, techniques, and tools for measur-
ing some trustworthiness characteristics. In addition, we de-
veloped and formalised a collection of user interface-based
attributes and sub-attributes that characterize users’ reported
feelings of trust. Using the Quality Model given by the
ISO/TEC 25000 (SQuaRE) standard [ISO, 2014], we propose
the full directions to compose all these attributes towards an
interface trustworthiness score, highlighting the normaliza-
tion, weighting, and aggregation processes.

The composition and validation processes of the proposed
approach encompassed several phases. Firstly, a systematic
literature review was carried out to identify methodologies,
techniques, and tools for measuring trustworthiness through
the user experience in the context of e-commerce. Also, we
added attributes that can be visually observed, such as a pad-
lock, company information, privacy policies, and customer
evaluations. This step allowed us to build the first version
of such as performance of page up (i.e. website load time),
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broken links, and AccessTx rate.

Following, an evaluation was carried out with 105 users
through a questionnaire after using three e-commerce web-
sites, with the aim of assessing the importance of the iden-
tified attributes as well as identifying new attributes that
users cited as relevant. The results obtained were positive
and reflected the users’ perception of trust on those websites.
Based on these results, the model was updated to accommo-
date new attributes suggested by the users and considered rel-
evant. With the complete set of attributes and sub-attributes,
we formalized all of them to make it clear how they are un-
derstood.

In the next phase, a new validation with more than 150
users was carried out, and the scores of other three e-
commerce websites were calculated and compared with the
users’ answer about those websites’ ranking. Again, the re-
sults were positive and fit the perception of the participants.

A new validation was performed in the last phase. This
time, 50 users evaluated three websites from different con-
text (three bank websites) that require even greater depend-
ability and security solutions. Again, the results obtained
through the answers to the questionnaires reflected the users’
perception of trust. We realized that some variations in
the weights of the component attributes occurred, and the
model easily accommodated those variations. Complement-
ing these last two phases, statistical analyzes were carried
out to understand the significance of the results. Finally,
based on these results, examples of improvements were de-
veloped to highlight the usefulness of the approach, always
using Nielsen’s heuristics as a guide. All details of the re-
search, including questionnaires and raw data obtained, are
available on our group’s website !.

The rest of the work is organized as follows. Relevant
concepts are presented in Section 2 followed by related work
that guided our study in Section 3. The methodology used to
get the final trustworthiness score, the metrics that compose
the user interface quality model, and the model itself can be
found in Section 4. Section 5 presents the results of the ex-
periments, including two categories of websites. Finally, the
conclusions and future work are presented in Section 6.

2 Background

This section briefly outlines the concepts that underpin this
work. Essentially, it involves trust, user experience, measure-
ments, and the quality model.

2.1 Trust

The concepts of trust and trustworthiness have been pub-
lished in a variety of contexts, including people’ social and
business contexts. For example, the OECD (Organisation
for Economic Cooperation and Development) defines trust
in the social context as a person s belief that another person
or institution will act consistently with their expectations of
positive behaviour [OECD, 2017].

Trust is founded on a bilateral relationship between a sub-
ject (e.g., a user, the truster) and an object of trust - a tar-

Uhttps://wordpress.ft.unicamp.br/seis/teste-piloto-trustworthiness/
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get entity, i.e., the entity that is trusted and is known as
the trustee (e.g., a store, a bank, or a service) [Hussain and
Chang, 2007]. An entity’s decision to interact with others is
an act of trust. The truster, in this circumstance, relies on
and trusts the trustee to do the work as promised [Aljazzaf
et al., 2010]. In this sense, trustworthiness refers to the like-
lihood that a trustee would act in the manner expected by the
truster [Bauer, 2019]. Mohammadi et al. (2014) argue that,
while trust is an individual’s concern based on their personal
observations, trustworthiness is a system quality that might
influence this person’s trust in the system in either a positive
or negative way.

Although these ideas are defined differently in diverse sec-
tors, one of the universal key goals is to appropriately as-
sess the amount of trust as a solid basis for decision making.
One major issue is that trust levels are unclear and can fluc-
tuate dynamically, making the development of trustworthy
services difficult. It is mostly dependent on a user’s feel-
ings when interacting with the system, i.e., the quality of the
human-system interaction. As a result, the user experience
should be considered when calculating a system’s trustwor-
thiness score.

2.2 User Experience and Human-Computer
Interface (HCI)

User experience is described as the user’s perceptions and
reactions as a result of using a software product, system, or
service, according to ISO 9241-210 [ISO, 2019]. All of the
user’s emotions, perceptions, preferences, bodily and psy-
chological responses, behaviours, and successes that occur
before, during, and after use are included in the user expe-
rience. Also, according to Nielsen Norman Group ([Nor-
man and Nielsen, 2024]) user experience “encompasses all
aspects of the end-user’s interaction with the company, its
services, and its products”.

To provide a good user experience, the software product
needs to achieve excellence in a number of software quality
attributes [Guerino and Valentim, 2020]. Usability is a qual-
ity HCI attribute that assesses how easy user interfaces are
to use [Nielsen, 2024]. It is related to the simplicity of use
and learning, as well as the ability of users to engage with the
system to achieve their goals and happiness in utilising the
computer system[Filho et al., 2022]. Another HCI attribute
that has a similar impact is accessibility. Web accessibility
can be defined as the characteristic that allows citizens with
any disability (visual, auditory, physical, cognitive, and neu-
rological) to use, understand, contribute, interact, and nav-
igate the internet without any type of barrier [Henry ef al.,
2023].

The intention of a consumer to keep a relationship with
a company is defined by his or her assessment of the bene-
fits and high-quality service that provide a constant stream
of value [Patterson et al., 2006], and is highly tied to the
system interface. Service quality refers to how well an
information service provider’s internal organisation, exter-
nal supplier, and third parties are served. User perceptions
are strongly tied to the process of creating consumer trust
in e-commerce. Companies and organisations that offer e-
commerce services must understand their customers’ percep-
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tions and how the companies connect with them. People typ-
ically avoid transacting over the Internet due to worries re-
garding consumer information exploitation, reliability, fraud,
and payment [Jiménez et al., 2021]. So, user experience is
a result of the features, performance, system interactivity, or
products that the user has experienced as a result of previous
experiences, abilities, and context of use.

2.3 Metrics and Measurements

A software metric can be defined as any type of measure-
ment technique that refers to a software product or system,
process, or documentation. There are some examples of
software metrics, such as the number of lines of code, the
number of defects, and the number of error messages [Som-
merville, 2011]. Software metrics, according to Malhotra
(2016), are the continual application of measurement-based
methodologies to the software development process and its
products, with the purpose of delivering relevant and man-
agement information to help the development and product
improvement process.Software metrics can give engineers
with the information they need to make technical decisions
as well as project management information.

Software metrics can be classified as control or predic-
tion metrics. Control metrics are used in software processes,
whereas prediction metrics are used with software products,
usually to measure software quality. But measuring the qual-
ity of a product in software development is not an easy task,
as quality attributes such as ease of maintenance, ease of un-
derstanding, and ease of use are external attributes that are
related to the perception of developers and end users. To
measure the quality of these attributes, you must measure
some internal attribute of the software, such as the code size
or message count. Therefore, there must be a clear relation-
ship between internal and external software attributes [Som-
merville, 2011], which should composed a model to provide
a more complete measurement.

2.4 Quality Model

Trustworthiness is a multidimensional term that combines
certain features, properties, and characteristics (such as se-
curity, privacy, fairness, transparency, and reliability, only
to mention a few). These properties or characteristics have
additional sub-attributes that enhance the number of possible
solutions.

A Multi-Criteria Decision-Making (MCDM)-based tech-
nique can be effective in establishing how to compute a ser-
vice’s global score due to the analysis’s multiple contradict-
ing qualities. Logic Score of Preferences (LSP) [Dujmovic,
2007] was adopted in a similar way to the work of Olsina
et al. [2008]. It is composed of numerous aggregation blocks
that define how the various elements should be aggregated to
produce a final score.

Service measures typically have distinct scales and dimen-
sions. Before aggregation, the measures must be brought to
the same scale. To do this, we used the normalising routines
provided in the work of Friginal et al.(2016).

To use the LSP approach, first create a Quality Model
[ISO, 2014], which is essentially a conceptual representation
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of the system’s characteristics, weights, thresholds, and oper-
ators (for example, the tree structure in Figure 1).The blocks
indicate attributes (leaf or composite) that are collected (by
the operators). Bottom-level data (leaf attributes) are ag-
gregated to form upper-level values (composite attributes),
which are then used to determine the system’s overall score
on a single 0-to-100 scale. Thresholds are normalisation
function elements that determine the range of acceptable leaf-
level attribute input values. Weight is an adjustable factor
that specifies a preference for one or more system parame-
ters (for example, memory utilisation may be more important
than performance in particular situations).

SystemTrustworthiness
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Figure 1. Quality Model

3 Related Work

To the best of our knowledge, trustworthiness measurement
from the standpoint of user experience (i.e., user perception
based on the user interface) has not been substantially re-
searched. We were unable to find any work that provided a
comprehensive solution for assessing the trustworthiness of
an e-commerce system from the user’s perspective, ranging
from the selection of appropriate attributes and sub-attributes
to the definition of how to extract appropriate measures and
the assess of a score that would allow comparison of the best
available solutions.

This section resumes the result of a systematic literature
review using the PRISMA framework [Moher et al., 2009].
The research was carried out in studies published during
the years 2009-2024. In addition to those, some classi-
cal references were added. Only English language works
were considered, and peer-reviewed scientific papers such
as journal articles, conference papers and books were in-
cluded. The search was carried out using four multidisci-
plinary electronic databases specialized in the field of Com-
puter Science: ACM Digital Library, IEEE Xplore, Web
of Science, and Springer Digital Library. It involves the
works focused on trust, trustworthiness in Subsection 3.1;
the Human-Computer Interface and its impact on the user
experience and system trust in Subsection 3.2; Subsection
3.3 report the works about trustworthiness metrics and mea-
surement and finally works related to the Quality Model in
Subsection 3.4.

3.1 Trust and Trustworthiness

As mentioned before, the notions of trust and trustworthi-
ness have been approached in several areas. Mayer et al.
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(1995) addresses the concept in terms of organizational re-
lationships and suggests a model that defines trust. Shankar
etal. (2002) developed an online trust conceptual framework
based on the diverse views and demands of numerous stake-
holders (such as customers, suppliers, employees, partners,
and so on). McKinght et al. (2002) established a multidimen-
sional model of online trust that includes four high-level com-
ponents (disposition to trust, institution-based trust, trusting
beliefs, and trusting intentions) and sixteen quantitative sub-
constructs.

Focusing on identifying trustworthiness attributes, Hussin,
Macaulay, and Keeling (2007) carried out a survey, whose
objective was to identify attributes that impact the trust of
e-commerce websites. Five e-commerce trust models were
used to survey those attributes, which were extracted using
online questionnaires, answered by 1230 participants. In ad-
dition to the attribute identification, the authors provide a
ranking of the importance of each attribute on the user’s per-
ception of trust based on the questionnaires’ top ranking on
the Likert scale (It means that in the case of using a 7-point
Likert scale, the attributes scored as 7). We borrowed this
idea from them to weight the attributes selected in our study.
A survey on systematic analysis of metrics, measurements,
metrics properties, and associated ontologies was presented
in the study of Cho et al. (2019). The authors improves
the TRAM framework, previously published by the same
group, by including security issues, addressing the measure-
ment of four major system quality aspects: security, relia-
bility, resilience, and agility. The STRAM (Security, Trust,
Resilience, and Agility Metrics) structure is a hierarchical
ontology structure for system trustworthiness, with each sub-
metric defined as a subontology. In addition to the metrics,
the paper outlines crucial evaluation procedures such as vul-
nerability assessment, risk assessment, and team building.
However, various drawbacks are revealed in the framework,
such as a lack of a clear description of used attributes, a lack
of criteria to measure structures, and a lack of data to con-
firm the proposed metrics. Tao et al. (2015) use axiomatic
methodologies to quantify software trustworthiness based
on trustworthy attribute decomposition as well as the trust
criterion (i.e. monotonicity, acceleration, sensitivity, sub-
stitutability, and expectability). To demonstrate the useful-
ness of the suggested metric, the reliability of network soft-
ware was tested using a set of attributes and sub-attributes.
The software’s critical attributes were reliability and main-
tenability, while portability and testability were non-critical.
The results demonstrated that this model outperforms other
measures provided in the literature, and the reliable qualities
demonstrate that it meets the trust criterion. Part of the at-
tributes that made up our approach were extracted from these
works, which were essential in the composition of the ap-
proach’s quality model.

Tsuda et al. (2019) developed a methodology for assessing
the quality of software products in development and use. The
WSQF framework (Waseda Software Quality Framework)
was evaluated using 21 software products and covers evalua-
tions of the planning, development, maintenance, and opera-
tions phases. ISO 25023 [ISO, 2016b] and ISO 25022 [ISO,
2016a] were used as a base to develop measurement method-
ologies. The framework was a significant starting point for
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our approach as it includes metrics for usability and accessi-
bility. According to Basso et al. (2001), items such as pho-
tographs of company employees are a simple and efficient
technique to build the customer connection. Lists of phone
numbers or internet addresses are also typical elements in
social-cue design. Providing the physical address of the store
as well as its operating hours might help to create the impres-
sion that Internet clients can rely on the organisation.

3.2 User Experience and Human-Computer
Interface (HCI)

The process of creating consumer trust in e-commerce is
inextricably tied to the user’s experience with the website.
Companies and organisations who provide e-commerce ser-
vices must understand their customers’ perceptions and how
they engage with the online interface, which is why a score
that reflects user perception of the web interface is crucial for
the industry.

Concerns regarding the exploitation of consumer sensitive
data, which allows for fraud and monetary value theft, re-
strict people from conducting internet transactions [Jiménez
etal.,2021]. According to Ang and Lee (2000), no purchase
choice will be made until the website persuades the buyer
that the merchant is reliable. The design of the interface for
e-commerce transactions is one type of impact that may af-
fect an online shopper’s faith in the company. Websites with
a more visually appealing interface typically result in greater
service quality and can influence a user’s experience and,
ultimately, his or her long-term relationship with a service
provider, thereby increasing potential consumers’ perceived
trust [Wang and Emurian, 2005].

According to several research in the Human-Computer In-
teraction (HCI) literature, user experience, usability, accessi-
bility, and product quality as attributes (or characteristics) are
factors that influence consumers’ perceptions of trust when
using a website or application [Mohammadi et al., 2013]
[Hussin et al., 2007] [Henry et al., 2023].

The work most closety related to ours is Ramadhan and
Igbal (2018). The authors evaluate the user experience in
terms of elements that influence user trust via the website
interface design. They evaluated the three most popular bit-
coin websites in Indonesia using approaches such as Expe-
riential Overview, Post-Task Rating, Performance Metrics,
Post-Session Rating, and an Eye-tracking device. However,
they did not use a model to capture the multidimensional data,
nor did they compute trustworthiness ratings to help identify
the most trusted website. This work proposes a way to calcu-
late a score that reflects this perspective, allowing compari-
son across different software products, in addition to defining
and formalising interface design aspects (characteristics and
subcharacteristics) that influence the user’s feeling of trust.

3.3 Metrics and Measurements

Casare et al. (2021) recently found a collection of user
interface-based traits that characterize users’ perceived feel-
ings of trust and codified a set of related trustworthiness met-
rics based on usability, accessibility, and user experience.
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Concerning user experience, we have searched works that
had previously been published to assess the user’s trust, but
those works are mainly focused on usability, and it was not
possible to find any relevant work that goes deep into user
experience in e-commerce.

ISO/IEC standards established a set of usability and ac-
cessibility attributes. ISO/IEC 25022 [ISO, 2016a] spec-
ifies measurements for the quality of user-system interac-
tion. Measures include, among other things, satisfaction,
efficiency, and effectiveness. Also, ISO/IEC 25023 [ISO,
2016b] specifies a set of quality metrics such as learnability,
operability, and user interface aesthetics. Each characteristic
and sub-characteristic has its own set of quality measures, as
well as instructions on how to utilise them.

Regarding accessibility, Parmanto and Zeng (2005) de-
veloped WAB (Web Accessibility Barrier) metric to quan-
tify web content accessibility. The score is based on the
Web Content Accessibility Guidelines (WCAG) 1.0 mile-
stones. In addition, the Unified Web Assessment Methodol-
ogy (UWEM) [Nietzio et al., 2008] provides test descriptions
for WCAG 1.0 conformance. Song et al. (2017) proposed
the Web Accessibility Experience Metric (WAEM), which
combines accessibility evaluation findings with user expe-
rience via paired websites comparisons. One year late the
same group [Song et al., 2018] presented Reliability Aware
Web Accessibility Experience Metric (RA-WAEM), an ex-
tension of WAEM, which takes into account user experience
and dependability when determining the severity of accessi-
bility barriers. The Web Accessibility Quantitative Metric
(WAQM) was proposed by Vigo et al. (2007), which gener-
ates an accessibility score using evaluation reports provided
by tools (for example, EvalAccess and LIFT tools).

In terms of usability, John Brooke (1996) proposed SUS
(System Usability Scale), a set of usability measures that as-
sesses the efficiency, effectiveness, user happiness, and ease
of learning features. SUS scores are derived using a ten-item
questionnaire given to respondents after they use the system
under evaluation. Complementing this effort, Bangor e? al.
[2009] propose the inclusion of another question in the SUS
questionnaire. This new question contains a list of adjec-
tives that uses the 7-point Likert scale, which aims to help
answer how the SUS numerical score is translated into usabil-
ity judgement. Sauro, Jeff [2024] proposed a package that
contains a calculator and a practical guide to the SUS. The
calculator’s role is to avoid inappropriate coding, perform
statistical comparisons between two SUS scores, deal with
missing values, calculate sample size, convert SUS scores to
rating percentages and letter grades, and verify the reliability
of responses.

Similarly, Kraig Finstad (2010) introduced a four-item
questionnaire to quantify the same features, called UMUX
(Usability Metric for User Experience). Also, the UMUX-
LITE [Lewis et al., 2013] is based on UMUX and employs
a two-item questionnaire. In the same vein, Seffah et al.
(2006) introduced the Quality in Use Integrated Measure-
ment (QUIM), a ten-usability factors model including ease
of learning, satisfaction in use, efficiency, and effectiveness.
These ten elements are further subdivided into a total of 26
subfactors or quantifiable criteria based on 127 distinct mea-
sures. Sauro and Kindlund’s (2005) and Veral and Macias’
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(2019) studies define usability as the mix of efficacy, effi-
ciency, learning ease, and satisfaction. The SUM (Single Us-
ability Metric) score was introduced in their previous study,
which integrates the majority of information in four basic us-
ability metrics: task completion rates, average number of er-
rors, average length on task, and post-task satisfaction. The
previous work presented a reaction card-based assessment of
usability perception - a popular method for getting subjective
user satisfaction in user experience ratings.

We looked into works involving questionnaires that had
previously been used. The Computer System Usability Ques-
tionnaire (CSUQ) was created by Lewis (1995) and consists
of 19 statements. They are rated by the user on a seven-point
scale (plus N/A). It assesses factors such as ease of learn-
ing, ease of use, pleasure, utility, efficiency, and satisfaction.
Similarly, Lund (2001) introduced the USE, which is a 30-
question questionnaire with a 7-point Likert scale that rates
ease of learning, usefulness, easy of use, and satisfaction.
Lin et al. (1997) introduced the Purdue Usability Testing
Questionnaire (PUTQ), which has 100 questions regarding
computer interfaces and asks users to rate agreement on a
7-point scale (plus N/A). Hendradjaya and Praptini (2015)
also propose a questionnaire with 9 questions that analyzes
usability aspects such as ease of learning, simplicity of use,
navigability, and consistency using the same scale.

Perlman(1997) created the Practical Heuristics for Usabil-
ity Evaluation questionnaire, which is based on Nielsen’s
Heuristics and Norman’s concepts. It comprises of 13 state-
ments with which the user evaluates agreement on a 7-point
scale (plus N/A). The assertions are separated into four cate-
gories: errors, feedback, learning, and user adaptation. Gra-
nollers (2018) offered a set of principles for assessing user
interfaces, as well as a series of 56 questions to be answered
when studying each concept.

We take advantage of the works presented in this section
to identify and complement attributes and sub-attributes, re-
sulting in a set of 26 characteristics that fit better with e-
commerce systems. Also, we formalize each related trust-
worthiness metric. To deal with the subjectivity of some char-
acteristics, we use the questionnaire-related works to adapt
our own questionnaire questions. Besides the professional
profile questionnaire, other two questionnaires were used
throughout the work reported in this article, one more general
and one specific to identify the flexibility-related attributes.

3.4 Quality Model

The most known quality model is the one presented by the
ISO/IEC 25000 (SQuaRE) standard [ISO, 2014]. Its tree
structure formalizes metric interpretation and interrelation-
ships. We opted to adopt this quality model in this task. In ad-
dition to being ISO/IEC standardised, it allows for the repre-
sentation of several attributes as well as the determination of
how measurements should be aggregated and what method-
ologies must be used to homogenise their values. Each at-
tribute can have its own quality model, which can subse-
quently be aggregated using a hierarchical structure. This
structure fits perfectly with our goal. Although the quality
model is a standard, its content, weights, and thresholds must
be defined for each scenario. This composition was created
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for the context of e-commerce systems with the assistance of
users, and preliminary versions have been published by the
same group [Casare et al., 2020] [Casare et al., 2021]. It also
allows for the setup of thresholds, weights, and operators.

Lew, Olsina, and Zhang (2010), also based on ISO/IEC
SquaRE standard [ISO, 2014], established a framework for
modeling quality, usability, and user experience require-
ments. Their purpose is to assess the quality of software
of the Web applications. Accuracy, suitability, accessibil-
ity, and legal compliance are some of the characteristics used
by the authors. Joseph and Mariappan (2018) created a plat-
form called Trust Score that is a dynamic trustworthiness
scoring approach based on five parameters: competency, per-
severance, credibility, reputation, and integrity. The Trust
Score is calculated by combining the 5 components and a
K-factor, which is a trust normalisation constant (parameter
weight). To the Trust Score is assigned a number between 0
and 1 (each parameter is normalized). Although the parame-
ter set is different, some attributes and normalization are also
present in our model.

Other authors used quality models for different purposes.
To evaluate e-government websites, Hendradjaya and Prap-
tini (2015) established a quality model including attributes,
such as productivity, functionality, usability, dependability,
efficiency, and portability. In their experiments, the data was
collected using specialized Web tools and surveys. Olsina
et al. (2008) provided an evaluation architecture that per-
mits preserving values for particular real-world measurement
and evaluation tasks. Their approach is very similar to ours
in that it makes use of software quality attributes, metrics,
weights, aggregation, operators, and the Logic Score of Pref-
erences (LSP) technique. However, our model considers at-
tributes that influence user trust and computes a final score
that may be used to select the most trustworthy website (e.g.,
the one with the highest trustworthiness score). Other pre-
vious works ([Lew et al., 2010], [Hendradjaya and Praptini,
2015]) presented quality models linked to usability and user
experience, as well as some quality attributes related to trust-
worthiness (e.g., reliability, accessibility), but they did not
focus on these characteristics.

4 Metrics Selection and Formaliza-
tion — User Interface Quality Model

Identifying reliable measures of trustworthiness in the infor-
mation from a system proved difficult. Given the complexi-
ties of trustworthiness, evaluating it only based on a quality
attribute is extremely unlikely. Instead, the trustworthiness
measure will be composed of several characteristics (or at-
tributes, which is used interchangeably in this work) at differ-
ent scales. To score based on a criterion, attribute values will
need to be aggregated using a given procedure, which will
almost certainly require that attribute values be expressed
in the same units in order to be able to operate with them.
Then, a multidimensional approach is needed to combine
software attributes, which must be organized into a measure-
ment model, to allow the scores to be calculated using the
model and appropriate attributes [Tao and Zhao, 2018].



User perception as a factor for improving Trustworthiness in e-commerce systems

Normally, in an e-commerce context, the essential func-
tionalities are displayed to users, and interactions are car-
ried out via service interfaces. Then, a user can access e-
commerce via various presentation channels (e.g., mobile
application, website, social network, among others). Typi-
cally, e-commerce makes use of third-party services (such as
payment, producer, distribution, and inventory), which must
be transparent to the user. E-commerce can rely on numer-
ous backup features to improve the company’s business and
performance (for example, data analytics and storage perfor-
mance), as well as infrastructure elements that help improve
both the company’s business and the user experience (e.g., se-
curity and privacy protection, exceptions treatment). Each of
those layers relies on a set of different attributes. Most work
in this context covers small groups of associated attributes.
We combined the results of several studies to compose our
own set of attributes.

As previously stated, we chose the ISO/IEC Quality
Model [ISO, 2014] for this work since it is flexible enough
to represent multiple qualities, setup the thresholds, weights,
and operators, and stipulate how the measures should be ag-
gregated, as well as which techniques must be utilized to ho-
mogenize their values. It is feasible to design one quality
model for each attribute, and then aggregate these diverse
perspectives using a hierarchical structure.

The rest of this section presents the elicitation process of
trustworthiness attributes in Subsection 4.1, the formaliza-
tion of the metrics to measure these attributes in Subsection
4.2, and in the Subsection 4.3 the Interface Quality Model
used to evaluate the trustworthiness of a system based on its
interface.

4.1 The Elicitation Process of Trustworthiness
Attributes

Like any part of a software product, measuring interface
quality helps to understand deficiencies and guide improve-
ments. Based on the findings of several studies in the liter-
ature, which were previously discussed in Section 3, it was
possible to identify an initial set of quality attributes that in-
fluence user trust during the e-commerce process. The at-
tributes were classified into three main groups: usability, ac-
cessibility, and user experience. The usefulness attribute a
component of usability, as suggested by ISO 25022 [ISO,
2016a]. After this first phase, the research group analyzed
the results obtained and added some attributes based on their
own experience in using e-commerce systems. Then, a pi-
lot test was applied, in which a group of specialists anal-
ysed three e-commerce systems and suggested a few more
attributes that were incorporated to compose the final set of
26 attributes presented in Table 1. The first column brings
the three groups of attributes, which are listed in the second
column. The third column shows the way that the metrics
were extracted in our validation process, and the last column
shows the domain of the metric values. It is worth noting
that one of the metrics (Performance) was found to be rele-
vant to both usability and accessibility, thus falling into both
categories. However, the weights assigned to this attribute in
each group are different, since the importance of the attribute
varies in the context of Usability and Accessibility.
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Table 1. Measurable attributes that can impact trust

Type  Attributes Metric
Coherent Buttons rate between 0 -
Coherent Menus rate between 0 -

Measurement way
Questionnaires
Questionnaires

1

1

Navigation Questionnaires rate between 0 - 1

Easy of learning Questionnaires rate between 0 - 1

= Usefulness Questionnaires rate between 0 - 1

:::3 Failure Handling Questionnaires rate between 0 - 1

3 Number of failures Questionnaires rate between 0 - 1

= Users facing failures Questionnaires rate between 0 - 1

Satisfaction Questionnaires rate between 0 - 1

General Flexibility Questionnaires rate between 0 - 1

Environment Flexibility Questionnaires rate between 0 - 1
Responsive Automatic tool yes/no

Performance Automatic tool rate between 0 - 1

Performance Automatic tool rate between 0 - 1

2 Simple Screen Questionnaires rate between 0 - 1

i Colors and Fonts Questionnaires rate between 0 - 1

% Visibility of system status  Questionnaires rate between 0 - 1

3 AccessTx Automatic tool rate between 0 - 1

< Back Button Questionnaires rate between 0 - 1

Broken Links Automatic tool rate between 0 - 1

Visible Focus Questionnaires rate between 0 - 1

3 Company Information Questionnaires rate between 0 - 1

:1:’ Company Reputation Questionnaires rate between 0 - 1

. Customer Opinions Questionnaires rate between 0 - 1
s Padlock Automatic visible yes/no

5 Pleasure Questionnaires rate between 0 - 1

= Privacy Policies Questionnaires rate between 0 - 1

Besides the metrics identification, the literature review
was also used to identify examples of questionnaires to be
applied, since the majority of the attributes (22 up to 26) de-
pends on the users’ evaluation. Three questionnaires were
generated. One of them collects the participant’s profile with
personal data and professional training. A second question-
naire focused only on the general and environmental flexibil-
ity attributes since, to assess them, it was necessary to use
different devices (for example, cell phones, tablets and com-
puters). The third, more general, was focused on the remain-
ing attributes.

Table 2 presents some statements composing the more
general questionnaire, in this case related to the failure han-
dling attribute. In this questionnaire, we want to ask users
how much they agree or disagree with these statements.
This agreement level was based on a 7-points Likert scale.
It is important to notice that the first statement was sug-
gested by the specialists during the pilot test, three statements
were adapted from Granollers (2018), and one of them was
adapted from Perlman (1997). Table 3, on the other hand,
presents some statements related to the flexibility question-
naire, particularly the flexibility of the environment and also
used a 7-points Likert scale. Those statements were sug-
gested by the members of the research group. The full format
questionnaires are available in our research group website.

Table 2. Failure Handling statements

Statements
The website provides error messages that
clearly say how to fix the problems.
The site makes sure that the user can easily
get out of an undesirable state [Perlman 1997].
Errors are shown in real time [Granollers 2018].
“Automatic saving” is implemented [Granollers 2018].
The website responds well to external failures
(Power cut, internet does not work, among others)
[Granollers 2018].

In addition to the attributes that were evaluated with the
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Table 3. Environment Flexibility statements

Statements
The website is flexible to be used in different browsers.
The website is flexible to be used in different devices
(smartphones, tablets).

help of the users, there is one attribute that can be visually
evaluated in the interface (the Padlock) and 4 other attributes
that can be evaluated with automatic tools (Responsive, Per-
formance, AccessTx and Broken Links) once they are objec-
tives attributes. The Mobile Friendly Test tool 2 is the only
stable tool identified to obtain responsiveness metric, which
verifies if the website is ready to run on mobile devices. The
tool’s result is O (non-responsive) or 1 (responsive). Perfor-
mance (the time/rate to load a page in the website) and Ac-
cessTx scores (how many accessibility recommendations are
met) are calculated using the average of the measurements.
The former is provided by Page Speed 3, PingDom # and GT-
Metrix ° and the latter uses the Ases ©, Nibbler 7 and Ac-
cess Monitor ® tools. The Broken Link score is calculated
based on the maximum rate obtained by any of the Dead Link
Checker °, Screaming Frog ' or Xenu’s tools '!. The tools,
based on an initial URL, scan the website and analyze links
and objects on the web page, calculating, according to their
own criteria, the metric on which each one of them is focused
and outputting a report. The reported metric value is then in-
serted into the Quality Model (until now entered manually).
The formalization of these metrics is presented in the next
section.

4.2 The Metrics Formalization

There are three groups of attributes, related to: User Experi-
ence, Accessibility, and Usability. Each attribute and sub-
attribute that makes up our model (a tree-model) was for-
malized in line with ISO/IEC 25022 / 23 [ISO, 2016a] [ISO,
2016b] structure. When data is obtained from the appropriate
source (e.g., an automatic tool or a questionnaire), the docu-
ment specifies how each one should be calculated. The ID
(Identification code), name, description, measurement func-
tion (formula detailing how the quality measure elements are
integrated to produce the quality measure), and method (the
source or type of method that can be employed to obtain the
measure) comprise this structure. A quality measure ID is a
code that represents the quality attributes and sub-attributes.
It is a sequential number within a quality sub-attribute and G
— for generally applicable — or S — Specialised for particular
needs. For example, Op-3-G means the third sub-attribute
generally applicable to compose Operable attribute. Some
annotations are supplied for each attribute (or sub-attribute)
to supplement comprehension of some aspect of the measure-

Zhttps://search.google.com/test/mobile-friendly
3https://developers.google.com/speed/pagespeed/insights/
“https://tools.pingdom.com/

Shttps://gtmetrix.com/
Shttps://asesweb.governoeletronico.gov.br/
https://nibbler.insites.com
8https://wordpress.org/plugins/access-monitor/
9https://www.deadlinkchecker.com/
0https://www.screamingfrog.co.uk/
https://xenus-link-sleuth.en.softonic.com
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ment function or sources used to derive the measure.

The document containing all formalized metrics are avail-
able on our research group’s website, and complements the
previously publication of the same group [Casare et al.,
2021]. Figures 2,3, and 4 depict the formalization of three of
those attributes. The first, Failure Handling, reveals whether
or not the website handles and treats mistakes and errors
that occur during user interaction. It is a leaf attribute (sub-
attribute) of Safety in Use (composite attribute). The one
shown in Figure 3, Environment Flexibility, assesses the
website’s ability to be used in many browsers and devices
and is a sub-attribute of Efficiency in Use, which in turn com-
poses the Usability attribute. Broken Links is a sub-attribute
of Operable, which is a component of the Accessibility at-
tribute. The method in the last column shows that it is ob-
tained automatically by tools in this case. The use of at least
three tools to determine the total number of links inspected
and the number of broken links is advised in the notes. The
measurement function is the instrument with the highest rate
of broken links (assuming the worst situation).

Figures 2 and 3 both formalize sub-attributes extracted
from questionnaires. The forth column shows the expression
used to obtain the score of a leaf sub-attribute as the average
of the scores indicated on the answers of respondents for the
questions related to this sub-attribute. In our case, as we are
using a 7-point Likert scale questionnaires, S;; is the value
of the Likert scale (1 up to 7) that has been chosen by the
respondents for each question related to this sub-attribute.

Expression 1 indicates the same calculation formula al-
ready expressed (and more simplified) based on the Likert
scale. Once the average is calculated, we also report the stan-
dard deviation in Expression 2, which can be used for adjust-
ments in the measurement of a particular case (but we did
not use it in our experiments). The expressions consider the
set of questions @ (e.g., j(1),5(2), ..., 5(m)) related to each
attribute k. The variable 4 is the Likert Scale value, and n;;
is the number of times the value ¢ of the Likert Scale was
pointed out (by all the participants) for each question j of
the attribute k. The average score considering all questions
Jj belonging to the set of questions Q(k) is AV Gatr, , and
the standard deviation of the scores considering the same set
of questions is S D¢y, -

7.
ZjeQ(k) Di1 %N
7
ZjeQ(k) Dim1 Mij

AVGattrk = (1)

7 .
ZjEQ(k) Zi:l(l - AVGattrk)z * Ny
7
2 jeqQ(r) 2oim1 Mij

The last sub-attribute, Broken Links, is being used here to
illustrate how the score for a sub-attribute extracted by auto-
matic tools is calculated. In this case, as presented in the Sub-
section 4.1, the metric is extracted relying on at least three
automatic tools (in our case, Dead Link Checker, Screaming
Frog, and Xenu’s tools). These tools return the overall num-
ber of website links as well as the number of broken links.
In this scenario, the measurement is relatively objective and
is unaffected by the computational environment or network,

‘S’Dattr;C = (2)
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ID Name Description

Measurement function Method

The site handles and treats the
errors.

S5f-1-S Failure handling

X=yL, E?=1 Sij/ (U * @) Questionnarie
i = user identifier

j = question identifier

U = the total number of users

Q = the total number of questions

Sij = the score of the question j given
by the userii

Note 1 The questionnarie uses as Likert scale point (1 to 7) and the related questions can be found in Appendix G.

Note 2 To answer the questionnarie, users must use the site before.

Note 3 Minimum 31 users (to meet statistical significance in accordance to Triola(1999)).

Note 4 The site must be tested in different browsers (e.g.,Firefox, Chrome, Safari) and with @ minimum of 10 users in each browser.

Figure 2. Formalization of General Interface Metric - Failure Handling

ID Name Description Measurement function Method
Ef-2-3 Environment The site is flexible to be used in x:Eg;lz‘?:l 5:‘;’/(” * Q) Questionnarie
flexibility different browsers and devices. i = user iéemifier

j = question identifier

U = the total number of users

Q = the total number of questions

Sij = the score of the question j given
by the user i

Note 1 The questionnarie uses as Likert scale point (1 to 7) and the related questions can be found in Appendix F.

Note 2 To answer the questionnarie, users must use the site before.

Note 3 Minimum 31 users (to meet statistical significance in accordance to Triola(1999)).

Note 4 The site must be tested in different browsers (e.qg..Firefox, Chrome, Safari) and with a minimum of 10 users in each browser.

Figure 3. Formalization of General Flexibility Metric - Environment Flexibility

ID Name Description

Measurement function Method

Op-3-G Broken links
to non-existent web pages

The amount of website links pointing | X=Max(¥{_,(B,/L,))

Automatic tool
i = tool identifier

t = the total number of tools

B = the amount of broken links
L = the total links of site

Note 1 Minimum of 3 automatic tools. For example, Dead Link Checker (https://www.deadlinkchecker.com/), Xenu's Link Sleuth
(https://xenus-link-sleuth.softonic.com.br/), Screaming Frog Seo Spider (https://www.screamingfrog.co.uk/) can be used.
Note 2 Each tool must return the total number of links inspected and the number of defective links.

Figure 4. Formalization of Automatic Tool Metric - Broken Link

relying solely on the tool’s accuracy when scanning the page.
The broken link rate is then determined based on the highest
rate obtained by any of the tools, i.e., it is calculated by the
Expression 3 (see Figure 4):

BrokenLinkRate = max —t, 3)
teT Ly

where B; is the number of broken links found by
the tool ¢t; L; is the total number of links found by
the tool ¢; and T={DeadLink Checker, Screaming Frog,
Xenu’s_Link Sleuth} is the set of tools that were used to de-

tect broken links.

The next section presents how we accommodate the at-
tributes and sub-attributes in the Quality Model.

4.3 The User Interface Quality Model

As mentioned before, the Quality Model (QM) is a reference
model proposed in the ISO/IEC 25000 (SQuaRE) standard
[ISO, 2014] that formalizes the interpretation of measures
and their relationships. It enables the description of several
attributes as well as the specification of how measurements
should be aggregated and what approaches must be used to
homogenize their values. A QM is organized in a hierar-
chical framework. Its leaf properties represent metric defi-
nitions (see Subsection 4.2), and their associated scores are
dependent on some measurement processes. The collected

leaf attributes match against thresholds (Threshold Min and
Threshold Max features) to guarantee that only relevant and
authentic data is included. A min-max normalization (using
Normal Min and Normal Max features) ensures that opera-
tors aggregate values at the same scales.

In the context of Figure 5, the three child attributes of In-
terface Trustworthiness have distinct weights (W5, W5 and
W3). Usability (W = 35%) is equally significant as Acces-
sibility (W5 = 35%) and both are more essential than User
Experience (W3 = 30%). The final score is calculated by ag-
gregating the attribute values from the leaf-level to the root at-
tributes, using the Operators (O P,,) that explain the relation-
ships between them. To define the conditions under which
composite attributes are aggregated, several operators such
as simultaneity (all requirements must be satisfied), replace-
ability (used when one of the requirements has a higher pri-
ority than the remaining requirements), and neutrality (com-
bination of simultaneity and replaceability) can be used.

In addition to the Quality Model (QM) for Interface Trust-
worthiness, the ATMOSPHERE project'? created the follow-
ing QMs (see Figure 1): Infra Trustworthiness (in charge of
assessing the trustworthiness of the system infrastructure),
Data Management Trustworthiness (in charge of assessing
data storage resources), and Trustworthy Data Processing
Services — TDPS Trustworthiness (in charge of defining the
attributes of the services that are running in order to provide

2https://www.atmosphere-eubrazil.eu
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Figure 5. Interface Trustworthiness Quality Model

the expected results to the users). More information on these
other QMs can be found on the website of our research group.

To get the score for each QM attribute, a min-max normal-
ization must be done to transform the value AV G4, from
the Likert Scale [1,7] to the interval score [0,1], as defined
in the Expression 4, where S,,;, = 1 and S;,4;, = 7 in our
case.

AVGattrk
Smaw -

Smin

“4)

Scoreqitr, =

One important element of the QM is the weight of the at-
tributes. It represents the importance of the specific attribute
(or sub-attribute) in the score composition of their parents.
We examined the questionnaire responses and utilized them
to calculate the weights for each composite attribute in the
Interface QM. These weights were determined based on the
perceptions of the participants, i.e., the attributes (or sub-
attributes) with the greatest score (7) are considered more
significant for gauging trust. The equation for computing
the weight for each composite attribute is presented in the Ex-
pression 5. Weight; is the relative relevance of the attribute
7 to its parent attribute. If two attributes (or sub-attributes)
have the same number of respondents who gave them the
highest score (7), the second highest score (6) will be used
to determine which one is the most essential; then the third
highest score (5) will be used, and so on and so forth.

n7j

Wezghtj = Zn—n?
x=1 z

®)

As the Interface Trustworthiness QM has many attributes
and sub-attributes and the presentation of the complete model
makes it difficult to read, the Figures 6, 7 and 8 present the
sub-QMs of Usability, Accessibility and User Experience, re-
spectively (the second level sub-attributes of our QM). As al-
ready mentioned, it is possible to define a QM for each char-
acteristic and then group them. The grouping of the three
second-level characteristics can be seen in Figure 5.

Learnability

W,=32.48%

W5=9.08%

Ws=24.41% W=51.18%

Wy =24.41%

Figure 6. Usability Quality Model

Perceivable

Operable

AccessTx

Back Button

W1,=30.53% W1s=24.74%

Visible Focus

W,,=33.68%

Broken Links

W,.=11.05%

Figure 7. Accessibility Quality Model
5 Trustworthiness Measurement Ex-
periments
This section describes the experiments carried out to evalu-

ate and validate the suggested methodology for using the In-
terface Trustworthiness Quality Model to produce interface-
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Figure 8. User Experience Quality Model

based trustworthiness scores for websites, as well as to help
development professionals to improve the interface design.
Firstly, we report in Subsection 5.1 the results of a pilot test,
which was important to evaluate the QM’s applicability and
to complement the set of metrics used to compose the model.
To validate the methodology, two sets of experiments were
conducted, both of which used e-commerce websites and are
detailed in Subsections 5.2 and 5.3. Finally, the Subsection
5.4 presents a validation based on a bank website, a system
context that requires even more reliable solutions.

To meet the standards of the research ethics board, all vol-
unteers in all human experiments were required to complete
a Informed Consent Form (7ermo de Consentimento Livre
e Esclarecido — TCLE, in Portuguese). This document is
part of the process approved by Ethics Committee - CAAE
n. 30471320.8.0000.5404.

The task script followed by participants in any of the ex-
periments is as follows: (i) read and agree with the TCLE;
(ii) if agreed, answer the profile questionnaire; (iii) read the
questionnaires to be aware of the questions to be answered;
(iv) perform the experiments as requested (depending on the
group they belong) until the point before the payment task;
(v) answer the test questionnaire.

5.1 The Pilot Test

This section describes the preliminary experiments (pilot
test) that were conducted in order to determine interface-
based trustworthiness scores for e-commerce websites using
the Interface Trustworthiness Quality Model. The goal of
this pilot test was to refine the user testing task elements,
which includes the following actions: improving the instruc-
tions on how to use the websites that will be the focus of
assessments; improving the questions in the surveys; com-
plementing the set of metrics; and verifying planned calcula-
tions on acquired data using the proposed metrics, aiming to
understand the weak points of the whole process.
Twenty-one persons (12 men and 9 women) between the
ages of 21 and 52 took part in the tests to evaluate three
e-commerce websites. The users were divided into two
groups: 9 participants performed the test using one website
and different devices (laptops and smartphones or tablets)
and browsers (Safari, Firefox or Chrome), and answered the
questionnaire composed of general and environment flexibil-
ity questions (see Table 3); the other 12 participants, using
the device of their choice, performed the test on the three
websites and answered one questionnaire for each evaluated
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website, with questions about failure handling, satisfaction,
usefulness, and so on. In all experiments reported in this
work, the participants were free to choose their own devices
and to visit the websites more than once as well.

Based on the questionnaire responses, the average, stan-
dard deviation, and score for each attribute represented in
the Interface QM were determined.

Moreover, the scores for Broken Link Rate, Performance
Page Up, Responsive Rate, and AccessTx Rate attributes
were also calculated based on the results of the automatic
tools.

After calculating the scores for the leaf attributes (i.e., the
attributes whose calculus were obtained through question-
naires or automatic tools), these values were used to calcu-
late the scores of their respective composite attributes in the
Interface QM. To do this, firstly the weight for each compos-
ite attribute was calculated. Finally, the whole process was
applied to get the Interface Trustworthiness score.

We did not publish here the results collected because the
purpose of this experiment was not to provide test results
or conclusions (given that it was too early to deduce any-
thing based on measurements obtained with a small number
of users at the time). In any case the results are available else-
where[Casare ef al., 2022b]. The pilot test met the desired
goals once we were able to discover and fix weaknesses in
some parts of the process (task script and elements) prior to
testing with a larger number of users.

In a first comment, the participants noted that understand-
ing the post-test questionnaire prior to beginning the test it-
self helped them pay more attention to some features of the
interface and the task that had to be completed during the
test on the website. As a result, we revised our task script to
recommend that participants read the post-test questionnaire
before interacting with the website.

Some participants complained that the option “not applica-
ble” (N/A) was missing from some questions. For example,
they argued that they had doubts about how to grade ques-
tions related to website problems if there is no failure. The
questionnaire was reviewed, and this option was added to
the questions concerning Failure Handling, as well as an ob-
servation in the instruction to select the option “4” (neutral
score) if in doubt about which answer to choose.

During the results computation stage, there was a lack of
information about each evaluated website’s “start and end
time”. In addition to measuring the test effort, it is impor-
tant to quantify the failure rate, which is one of the model’s
properties and was completely overlooked. The information
is now required in the questionnaire, and we added an alert
to the guideline to emphasize its importance.

We were first skeptical about the value of conducting the
entire evaluation procedure because the results with only a
few people would not be reliable enough to draw any firm
conclusions. Fortunately, we persisted in finishing the Qual-
ity Model with all of the collected metrics and calculating the
outcomes (all of the scores). As a result, we discovered that
the weights of the metrics acquired by the automated tools
were overestimated. This was happening because the value
assigned to the weights of those attributes was the comple-
ment to 100%, considering the set of other sub-attributes in
the same group, which was not correct. To address the is-
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sue, a question on the relevance seen by the participants in
relation to the automatic attribute was included to each tool.

During the pilot test for the more comprehensive test, the
following issues were resolved: (i) a suggestion to read
the post-test questionnaire before accessing the website was
added to the task script, as well as a highlight on the impor-
tance of filling out the time of the test start and end time on
each website; (ii) the option “N/ A” was added to some ques-
tions, along with a remark linking option “4”” when no answer
is adequate; (iii) the start and end time were added to the
post-test questionnaire; and (iv) a question for each measure
acquired by the automatic tools was included to capture the
participant’s judgement of its weight.

5.2 Methodology Validation - First set of E-
commerce websites

This experiment aimed to validate the methodology, all met-
rics created, the quality model, and generate the trustworthi-
ness score of each website.

5.2.1 First Experiments Description and Results

Three tasks were carried out: a set of participants answered
the more general questionnaire (with questions about satis-
faction, usefulness, failure handling, among others); other
set of participants answered the flexibility context question-
naire; and the automatic tools were used to get the pertinent
metrics. At this point, three e-commerce websites (referred
as A, B, and C to preserve their identity) were used: one
of a world-renowned e-commerce, one of a famous Brazil-
ian e-commerce and one of a famous Brazilian product com-
pany. Before starting the experiments with the participants,
the team of researchers evaluated the websites proposed in
the experiment, and each one cast a vote, placing the order
in which they classified the three websites in terms of trust.
These votes were saved to be used at the end of the first ex-
periment to compare the results obtained.

From November 8™ to December 17", 2021, 105 people
(82 males and 23 females), aged from 18 to 60 years old,
took part in tests and answered questionnaires after using the
three websites. In terms of professional background, 55%
of the participants do not work in information technology
and have never worked with interfaces or computer systems;
32% have worked with computer systems; and 13% are now
working with computer systems. The participants were di-
vided into two groups: 51 took the test on each of the three
websites and answered the more general questionnaire for
each of them; the other 54 took the test on one website using
different devices (laptops and smartphones or tablets) and
browsers (Chrome, Firefox, Safari), and answered a flexibil-
ity context questionnaire. The research group’s website has
further information about the surveys and their responses.

The average, standard deviation, and score for each at-
tribute comprising the QM were calculated using the ques-
tionnaire responses. Table 4 presents these calculations of
the leaf sub-attributes for the three websites.

The leaf attributes that are evaluated with the help of au-
tomatic tools are presented in the next tables. Table 5 shows
the performance of the page up score, which is computed
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by using the average of three automatic tools’ measurements
(Page Speed, PingDom, and GTMetrix). The same calcula-
tion (i.e. the average) is used to obtain the AccessTx rate
(Table 6), which uses other three tools (ASES, Nibbler, and
Access Monitor). The broken links score is calculated based
on the maximum rate obtained by any of the tools (Dead Link
Checker, Xenu's Link, and Screaming Frog), as can be seen
in Table 7.

The next step was to use the QM to guide the composition
of higher level qualities attributes (i.e., composite attributes).
To that aim, the weights of the attributes were calculated
before proceeding with the composition of parent attributes.
Using the Expression 5 on the answer of the 7-point Likert
scale, the respective weights were calculated and shown in
Table 8. According to the experiments, the most important
Usability sub-attribute was Efficiency, with 35.16% of the
weight; for Accessibility it was Perceivable, with 68.12%;
and for User Experience it was the Padlock, with 29.13%.
All the weights were considered to complete the Interface
QM. Following, some examples of the calculation are pro-
vided.

The Learnability attribute is composed of the sub-
attributes Coherent Buttons, Coherent Menus, Navigation,
and Easy of Learning. All of them were evaluated through
questionnaires. To calculate the weights of the attributes, we
must use Expression 5. Exemplifying the calculation with
the Coherent Buttons attribute, 64 respondents scored it as
7 on the Likert scale. The total number of respondents who
scored 7 for all the attributes in this group (i.e., the Learn-
ability group) is 279. So, the coherent buttons weight will
be:

Weight =64 /279 =0.22939 =22.94%

The weights of the other attributes in this group are
32.97%, 27.60%, and 16.49%, respectively (always sum-
ming up 100% in each group). Then, considering the e-
commerce A, the score of Learnability is obtained by the Ex-
pression 6:

Scorerearnability = SCOT€Coherent Button * 0.2294
+ ScoreconerentMenu * 0.3297
+ Scorenavigation * 0.276 (6)
+ Scoregasyo fLearning * 0.1649
=0.783

In other example, the attribute Efficiency in Use is composed
of Environment Flexibility, General Flexibility, Responsive-
ness rate, and Performance page up. The General Flexibility
and Environment Flexibility attributes are evaluated through
questionnaires. Their weights were calculated as 36.75% and
38.41%, respectively. In the case of the attributes Respon-
siveness rate and Performance page up, they are evaluated
using automatic tools and their weights are obtained through
the specific questions in the questionnaire (average of im-
portance expressed by the participants and not based on the
Expression 5) as 12.91% and 11.92%, respectively. So, the
score of Efficiency still considering e-commerce A is calcu-
lated as in the Expression 7:
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Table 4. E-commerce websites - Average, Standard Deviation and Score - Experiment 1

Attributes e-commerce A e-commerce B e-commerce C
Trustworthiness A Standard S A Standard S A Standard S
Verage | Deviation core Verage | Deviation core Verage | Deviation core

Coherent 6.255 1.355 0.876 | 5.980 1.276 0.830 | 4.176 2112 0.529
Buttons
Coherent 5314 1.703 0719 | 5.539 1.696 0.757 | 3.775 2.053 0.462
Menus
Navigation 5.608 1.529 0.768 | 5.402 1437 0.734 | 3471 2.033 0412
Easy of 5.843 1.447 0.807 | 5412 1.510 0.735 | 3.569 2.163 0.428
Learning
Usefulness 5204 1459 0.716 | 4.935 1575 0.656 | 3.458 1.868 0.410
Failure 4392 1.344 0.565 | 4314 1.132 0552 | 3.949 1.275 0.492
Handling
Number of 0.206 - 0.794 | 0.208 — 0792 | 0472 — 0.528
failures
User facing - - 0.863 | — - 0843 | — — 0.765
failures
Safisfaction 5.824 1389 0.804 | 4971 1735 0.662 | 3.206 1.992 0.368
General 4.850 1.908 0.642 | 4.674 2.034 0.612 | 4.195 2288 0.533
Flexibility
Environment 5.375 1.911 0729 | 4.954 1.883 0.659 | 5.052 1.960 0.675
Flexibility
Responsive — — 1.000 — — 1.000 — — 1.000
Performance —_ —_ 0.917 —_ —_ 0.817 —_ —_— 0.486
Simple

5.634 1.537 0.772 | 5.346 1.689 0.724 | 4.020 2.128 0.503
Screen
gf)’::r and 5.765 1.490 0.794 | 5.657 1.543 0.776 | 3.735 2.266 0.456
Visibility of 5.582 1.549 0.764 | 5.529 1473 0.755 | 4.052 1.953 0.509
System Status
AccessTx — — 0738 | — f— 0680 | — — 0.798
Back 5.275 1.805 0712 | 5471 1719 0.745 | 4255 2.150 0.542
Button
Broken 0.011 — 0.980 | 0.00 — 1.000 | 0.029 — 0.928
Link
Visible 5922 1.426 0.820 | 6,020 1321 0.837 | 4.667 1.917 0.611
Focus
Company 5.843 1.786 0.807 | 5.706 1.648 0784 | 5.137 2.179 0.690
Information
Company 4.402 2315 0.567 | 6.069 1.308 0.845 | 3.402 1.567 0.400
Reputation
Customers 6.020 1.590 0.837 | 5.902 1.485 0.817 | 5.196 1.951 0.699
Opinion
Padlock — — 1000 | — — 1000 | — — 1.000
Pleasure 5627 1,584 0.771 | 5.039 1825 0673 | 3.078 2113 0.346
Privacy 5.059 2.028 0.676 | 5333 1.992 0722 | 5.127 2.047 0.688
Policies

Table 5. Performance Measurements and Scores for e-commerce
websites (Automatic Tools)

Website Automatic Tools Score
PageSpeed | PingDom | GTMetrix
Average Average Average
e-comm A 88.55 95.55 91.00 0.917
e-comm B 76.77 91.77 76.44 0.817
e-comm C 29.22 83.55 33.11 0.486

Table 6. AccessTx Measurements and Scores for e-commerce web-
sites (Automatic Tools)

. Automatic Tools
Website ASES | Nibbler | Access Score
% % Monitor %
e-commerce A | 9045 85.00 46.00 0.738
e-commerce B | 89.72 | not work 48.00 0.689
e-commerce C | 93.39 82.00 64.00 0.798

Scoregy ficiencyInUse = SCOT€GeneralFlexibility * 0.3675
+ Scoregny. Flezivitity * 0.3841
+ Scoreresponsive * 0.1291
+ Scoreper formance * 0.1192)
=0.753
(7

Table 7. Broken Links Measurements and Scores for e-commerce
websites (Automatic Tools)

Website _ Automatic Tools _
Dead link Xenu’s Screaming Score
Checker Link Frog
Broken Broken Broken
Links Total Links Total Links Total
e-com A 8 607 0 1 1406 69444 0.020
e-com B 0 1 1 1 33 165743 0.000
e-com C 145 2000 31 4272 38 6395 0.073

Considering that we were able to calculate all the parents
of the leaf sub-attributes, and following the proposed QM,
the next calculation, for example, computes the score of Us-
ability. Usability sub-attribute is compose of Learnability,
Usefulness, Safety in Use, Satisfaction and Efficiency. Simi-
larly, the calculation of Usability Scores for the same website
is as presented by Expression 8:

Scoreysavitity = SCOT€Learnabitity * 0.3248
+ Scoreyse fuiness * 0.0908
+ Scoregqfetyinuse * 0.1478 ®)

+ Scoregatis faction * 0.0850

+ Scoregy ficiencyinUse * 0.3516

=0.755
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Table 8. QM Sub-attributes Weights - Experiment 1

Attribute Sub-attribute | Sub-attribute Weight %
Coherent Buttons 22.94%
Learnability Coherent Menus 32.97%
32.48% Navigation 27.60%
Easy of Learning 16.49%
Usefulness 9.08%
- . =
0, 0, M
33% 14.78% Users Facing Failures 24.41%
Satisfaction 8.50%
Efficiency in General Flexibility 36.75%
Environment Flexibility 38.41%
Use Responsi 1291%
35.16% esponsive 91%
Performance 11.92%
Performance 8.87%
Perceivable Simple Screen 33.74%
68.12% Color and Fonts 25.37%
Accessibility Visibility of System Status | 32.02%
35% AccessTX 30.53%
Operable Back Button 24.74%
31.88% Broken Links 11.05%
Visible Focus 33.68%
Company Information 14.17%
User Company Repptgtion 12.43%
Experience Customers Opinions 14.56%
30% Pleasure 7.38%
Padlock 29.13%
Privacy Policies 22.33%

Table 9. Trustworthiness Scores for e-commerce websites — Exper-
iment 1

Scores e-comm A e-comm B e-comm C
Learnability 0.783 0.764 0.458
Usefulness 0.716 0.656 0.410
Safety in Use 0.694 0.682 0.567
Satisfaction 0.804 0.662 0.368
Efficiency in Use 0.753 0.705 0.642
Usability 0.755 0.712 0.527
Perceivable 0.788 0.755 0.491
Operable 0.786 0.787 0.686
Accessibility 0.787 0.765 0.554
User Experience 0.806 0.837 0.720
Interface Trustworthiness 0.782 0.768 0.594

Table 10. Questionnaires Results - AVG and SD

AVG | SD
e-commerce A | 5.467 | 1.640
e-commerce B | 5.382 | 1.594
e-commerce C | 4.080 | 2.001
© ] .
g - T T T
A B o

Website

Figure 9. Statistical Analysis Experiment 1

The same logic applies to the qualities Accessibility and
User Experience. Finally, the Interface Trustworthiness
score is determined, which is made up of Usability, Acces-
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Table 11. Shapiro-Wilk Test — Experiment 1

e-commerce C
0.92391
0.1336

e-commerce B
0.95942
0.561

e-commerce A
W 0.92453
p-value 0.1373

sibility, and User Experience. Table 9 presents the highest
level attributes of the Interface Quality Model.

Analyzing the results obtained in the first experiment, it
can be seen that e-commerce A obtained the best interface
confidence score (0.782), closely followed by e-commerce B
(0.768), with the worst score (a difference of more than sev-
enteen percentage points) being for e-commerce C (0.594). It
is also noted that e-commerce A obtained better scores in the
Usability and Accessibility attributes, while e-commerce B
obtained better scores in the User Experience attribute. On
the other hand, e-commerce C, obtained the lowest scores
in all attributes when compared to e-commerces A and B.
The only attribute that reached a score similar to the oth-
ers (but even lower) was User Experience. Recovering the
votes casted by the team’s researchers, it was noted that all
researchers voted in the same order, and this order was coin-
cident with what was observed as a result of the Experiment
L.

To verify the significance of the results obtained in this
first experiment, a statistical analysis was performed. Firstly,
the Shapiro-Wilk test was applied, and the result is that nor-
mality was met (p > 0.05 in Table 11) in all cases. Results
were standardized on a 1-7 pt scale based on post-test ques-
tionnaire questions. For this analysis, the tool RSTUDIO!?
was used. Table 10 presents the general results of the eval-
uation of the three websites of e-commerce. As observed in
Table 10, the websites A and B obtained very close mean and
standard deviation values, while website C obtained a worse
average in relation to websites A and B. These differences
can also be seen in Figure 9.

The homogeneity of variances was also evaluated using
the Levene test (df = 54, F value = 1.4192, and p= 0.2508)
accepting the null hypothesis, and therefore assuming that
the variances are homogeneous. Thus, proving the normal-
ity and homogeneity of the variances, a normal distribution
graph was made to observe the behavior of the groups. There-
fore, the T test of the sites was elaborated. To perform this
test, the following hypotheses were assumed: HO — The av-
erages of the websites are equal; Hl — The average of one
of the websites is bigger than the others. With the results ob-
tained, it can be concluded that the difference between the
values of website A and website B are not statistically signif-
icant, and we can say that website A is equivalent to website
B. Applying the T test for websites A - C and B - C, it can
be concluded that in both cases the difference is statistically
significant, with the average of site A being 34% higher than
that of website C and the average of website B 31.9% higher
than website C.

To complement this statistical analysis, a correlation anal-
ysis of some attributes of the Quality Model was also carried
out. The correlation in statistics indicates the existence (or
not) and the degree of dependence between two variables.

Bhttps://www.rstudio.com/categories/rstudio-ide/
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Figure 10. Correlation Matrix - Trustworthiness Attributes Experiment 1

Figure 10 presents the correlation matrix of the trustworthi-
ness attributes of e-commerce websites A, B, and C. Each
matrix cell shows the correlation between two attributes, and
the darker and larger the circle, the more correlated are the
two attributes (i.e. the correlation value is closer to 1).

Analyzing the matrix, it is noticed that the correlations in
e-commerce C are more dense, presenting a highly correlated
set composed of simple screen, navigation, usefulness, satis-
faction, and pleasure. The same did not occur with the other
two websites. Observing the reasons why it probably hap-
pens, we face the lack of quality in most of these attributes
as the majority of the attributes were classified around 2 up
to 4 on the Likert scale. The other two websites have more
attributes that reach the higher Likert scale levels, and then
they are more scattered and put down the correlation of some
specific attributes. Even so, the correlation between naviga-
tion, simple screen and pleasure is still observed.

5.2.2 Improvements based on the First Experiments

This subsection presents an analysis carried out on the at-
tributes that scored worst on Experiment 1 and also some
suggestions for improvements to increase the scores of these
attributes, thus increasing the feeling of trust that the user
has. In this first experiment, website C obtained the worst
scores based on the proposed methodology. The following
attributes were analyzed: Navigation, Coherent Buttons, Co-
herent Menus, Visible Focus, Back Button, Company Infor-
mation, and Privacy Policy. In addition to having received a
low score, these attributes are visible in the interface of this
website. Some attributes (such as Usefulness and User Satis-
faction) were not selected because they are more subjective
and depend on a user’s personal perception. Other attributes
related to Safety in Use, in addition to not being visible in the
interface, depend on technical decisions that would require a
member of the development company’s team.
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Considering Usability, we analyzed the sub-attributes Co-
herent Buttons, Coherent Menus and Navigation, which
make up the sub-attribute Learnability.

Sub-attribute: Coherent Buttons (The image or text of
the buttons matches the functionality they perform). Coher-
ent Buttons is a sub-attribute that contributes to usability by
making it easier to learn how to use the website. If the illus-
tration is clearly related to the functionality, it is easier for
the user to understand that it is the point of access to that
functionality (in other words, you learn to use the website in
a more intuitive way).

As an example, each of the websites presented different
icons in the button that gives access to the list of items se-
lected for purchase: Website A used a shopping cart, Web-
site B used a shopping basket, and Website C used a shop-
ping bag (see Figures 11, 12, and 13). Given that Website
A received the highest score in this sub-attribute, it suggests
that the shopping cart icon was easily connected to the idea
of its functionality. The same cannot be said about the bag
and basket icons.

1

+= Carrinho

Figure 11. Shopping cart button - website A

1

Figure 12. Shopping basket button - website B

@

=

A

Figure 13. Shopping bag button - website C

We suggest that both website B and C change the button
image (Figure 12 and 13) so that it is clearer to the user what
its functionality is about (for example, considering a laptop
user, avoiding the need to hover the mouse cursor over the
figure to understand its associated functionality). There are
several shopping cart vector graphics available royalty-free.
Figure 14 presents a few to illustrate a possible redesign.

ﬁ
| \ o
L Wil
N 2

Figure 14. Redesign Suggestions - website B and C

>

Sub-attribute: Coherent Menus (Returning to the top
level menu requires only one simple action and few steps;
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Current position in website structure is provided). Coherent
menus is a sub-attribute that facilitates usability by making
it easier to navigate through the website.

In websites A and B, with just one click, it is possible
to return to the previous menu, as can be seen in Figures
15 (“Computadores e Informatica” menu) and 16 (“celulares
e smartphones” menu). Conversely, website C neither pro-
vides the path to return to the previous menu nor does it pro-
vide the current position in the website structure. Figure 17
shows an example of when the “Explore” menu is selected.
As one can see, a way back to the previous menu is not pro-
vided.

Computadores e Informatica  Mais Vendidos ~ Ofertas

Departamento

Monitores

< Computadores e Informatica
Monitores

Padrdo de Resolucdo

Navegue por 1

[] QHD wide 1440p
[vea

Tamanho da tela
[] Até 13,9 pol
[114,0a 17,9 pol
[118,0a21,9 pol
[]22,0a 25,9 pol
["]26,0 pol ou mais

Até 19,9 polegadas Até 25,9 polegadas
Figure 15. Website A - Menus

galaxy a53

smartphone samsung galaxy a53 Sg 128gh o
tela 6.5 dual chip Bgb ram camera R$ 1.989,00
quadrupla + seifie 32mp - preto

Figure 16. Website B - Menus

COMPRE EXPLORE AJUDA SOBRE Q U 8 D

Meus dados

s modelos:

o QO ©
Figure 17. Website C - Menus

Our suggestion for website C is that every page has a link
to return to the previously visited menu. In this way, the user
will be able to know in which position of the website he is
browsing and can return easily for previously visited pages.

Sub-attribute: Navigation (Provide maps of the website,
which allow the user to visualize paths to follow). Naviga-
tion through the website is greatly facilitated when menus
are provided, making available paths visible. This facilitates
usability, since the user can have a view of the navigation
possibilities.
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Website A provides vertical and horizontal menus that fa-
cilitate the visualization of the paths to follow for the prod-
uct purchase operation (see Figures 18 and 19). Besides, it
shows at the top of the page the path to return to the ini-
tial page (Figure 19, right — link “Menu Principal” (“Main
Menu” in English)). Website B also provides maps through
the menus shown in Figures 20 and 21, which facilitate the
tasks to be performed on the website. For website C, the
home page menu does not provide a map of the website,
which makes it difficult to navigate and find the product one
want to buy. Information on each menu item is only shown
at the bottom of the page. At several points, when activating
the menu, no action takes place or an unwanted menu is pre-
sented. For example, when pressing the “Compre” (means
“Buy” in English) button, the categories appeared (Figure
22), but when using a laptop, the mouse is moved to the cat-
egories, a wrong menu that refers to the Mother’s Day (“Dia
das Maes” in Portuguese) promotion is presented (Figure 23),
leaving the user confused.

Eletrénicos  eBooks

= Todes Vendana

Ideias para Presente  Brinquedos e Jogos

Dicas de Presentes*  Achados Interessantes  Ofertas®  Listadedesejos  ListadoBebé  Mais presenteados

Figure 18. Horizontal Menu - website A

Conteldo Digital E Dispositivos € MENU PRINCIPAL

Computadores E Informatica

Tude em Computadares e Informatica

Aplicativos Desktops

Dispositivos Kindle e eBooks

Echo e Alexa

Tablets
Comprar Por Categoria =

Memria ¢
Alimentos e Bebidas mena e

Austomotivo Pagas & Compor

Dispositivas de Conexio em Rede

Bebits

mpressoras
Beleza e Cuidados Pessoais e

Figure 19. Vertical Menu - website A

navegue pelo site

celulares e filmes e séries

smartphones

acessorios e automotivo

periféricos

stica atopecas acesebios para celutar

consoles e games

ecionive

bebés

a

Figm;e- 20. Horizontal Menu - website B

The suggestions for improving website C are: (i) construc-
tion of vertical menus that show a map of the website with cat-
egories and subcategories, making easier to locate the prod-
uct one want to buy; (ii) handle page events so that the click
of the mouse is obeyed and perceived by the user.

Casare, Guimardes and Moraes, 2024

acessérios para celular
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Figure 21. Vertical Menu - website B

MAESE COMPRE EXPLORE AJuDA SOBRE a © & a
Meus dados

MAES ¢ CO’fRE EXPLORE AJUDA SOBRE

5  Categorias

Calgados Vestuario Acessorios
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Figure 22. Menus - website C

Brasil > Diadas Mies

Dia das Maes

N&o sabe como presentear sua mae?

Figure 23. Menus - website C

In the accessibility perspective, we analyzed the sub-
attributes Back Button and Visible Focus, which make up
the sub-attribute Operable.

Sub-attribute: Back Button (Most pages on the website
allow users to return to the previously visited page.) Back
Button facilitates the operation being carried out on the web-
site, making it possible to quickly return to the previous page.
This facilitates accessibility when using the website.

In the analysis carried out on website A, we did not find a
Back Button on all the pages visited. To return to the previ-
ous page, it is necessary to use the navigation link; an exam-
ple can be seen in Figure 24. The same happens with website
B; in this website, one need to use the navigation buttons of
the browser to go back to the previous page (Figure 25). Web-
site C also does not provide a back button. Several pages
were analyzed, but on none of them was possible to find a
button to return to the previous page, being necessary to use
the links that are at the top of the page (Figure 26).

Seus pedidos Q pes
Pedidos

1 pedido faito om | nos iltimos 3 meses v

Entregue no dia 8 maio
Assinada por: Rodolfo R

Awaliar & produte

"'ﬁ»" O period
(O .
> o

Figure 24. Website A example

We suggest that the three websites analyzed add the back
button on most pages. This button helps the user while brows-
ing, making the website more operable, improving accessibil-
ity and consequently contributing to a better user experience,
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Figure 25. Website B example

» MinhaConta > Minhas Compras

Historico de Pedidos

515

Vocé ainda ndo tem pedidos

Minhas Compras

Figure 26. Website C example

which makes the website more reliable.

With regard to User Experience, we analyzed the sub-
attributes Company Information and Privacy Policy.

Sub-attribute: Company Information (Company name,
address, e-mail, and telephone are present on the website).
The Company Information sub-attribute is a set of informa-
tion that, once present, conveys confidence to the user, mak-
ing the user feel more confident that the company is well es-
tablished. This decreases uncertainty, improves the user ex-
perience, and automatically contributes to a better interface
trust score. On the websites of the first experiment, it was
verified that website A does not have the company’s contact
telephone information, and websites B and C do not have
the contact email. We suggest that in these 3 websites, the
following information be added on the first page: company
name, address, e-mail, and telephone number. This informa-
tion contributes to greater confidence in the website.

Sub-attribute: Privacy Policy (The website informs
users about the use of cookies; Privacy policies are visible on
the website). The Privacy Policy sub-attribute refers to infor-
mation about the collection, storage, processing, and sharing
of user data by websites, apps, and systems. It also highlights
the need to inform the user about the destination of their data
in different usage scenarios. These days, this information is
important and needs to be present on any website, comply-
ing with the Brazilian General Data Protection Law (LGPD)
and automatically contributing to a better user experience by
increasing the level of trust in the interface.

On websites A and C, cookies and privacy policies are
linked on the main page. On website B, this information does
not appear on the first page in a visible way. The user needs
to click on “information” for the privacy policy link to be
displayed. We suggest that website B put a link on the first
page so that the user can access information on privacy and
cookie policies. It contributes to a better user experience and
feeling of trust and automatically contributes to an increase
in the trust score.
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5.3 Methodology Validaton - Second set of E-
commerce websites

A second experiment was carried out to validate the ap-
proach, which uses a new set of three different websites. The
websites chosen for this experiment were those identified by
the previous experiment participants as the best and worst e-
commerce websites (based on the questions inserted in the
Experiment 1 questionnaire, i.e., “Which website have you
ever used that you rank as the best?” and “Which website
have you ever used and which do you classify as the worst?”).
The responses were analyzed, and two websites were chosen
from those most cited as the best and the most cited as the
worst. All steps of the approach were redone, allowing a
comparison of results.

5.3.1 Second Experiment Description and Results

One hundred and fifty-nine people between 18 and 60 years
old performed tests to evaluate the e-commerce websites.
The participants, who had no overlap with those who partici-
pated in the previous experiment (120 males and 39 females),
performed the test from May 2, 2022, to June 17, 2022, and
answered questionnaires about their experience using these
websites. In terms of professional profile, 71% are not in the
area of information technology and have never worked with
user interfaces or computer systems; 21% have worked with
computer systems, and 8% actively work with computer sys-
tems. The participants were split into two groups: 86 partici-
pants did the test on the three websites and complete the ques-
tionnaire for each evaluated website, which included ques-
tions about privacy policies, learnability, usefulness, satisfac-
tion, among others; the remaining 73 participants completed
the test using a website and several devices (smartphones or
tablets and laptops) and browsers (Chrome, Firefox, Safari),
and answered a questionnaire containing questions regarding
general flexibility and environmental flexibility.

Based on the answers obtained through the questionnaires,
the average, the standard deviation and the score were calcu-
lated for each attribute composing the Quality Model. Ta-
ble 12 presents these calculations for the three evaluated e-
commerce websites.

Again, to ensure the companies’ privacy, the presentation
of the results does not name them and the e-commerce web-
sites are referred to in the text as e-commerce A, B and C, in
no particular order. As can be seen, for e-commerce A, the
Environment Flexibility attribute showed the best values for
mean (6.360), and score (0.893); standard deviation (SD) =
1.145 . For e-commerce B, the Visible Focus attribute had
the best values for mean (6.151), and score (0.859); standard
deviation (SD) = 1.244. For e-commerce C, the best values
were presented for the Customer Opinions attribute (mean
6.221, standard deviation 0.969 and score 0.870). Exclud-
ing the attributes whose responses are binary (responsive-
ness and padlock) the highest score for all three websites was
for the broken link attribute, meaning that the websites have
practically no broken links.

The less subjective attributes that were evaluated using
automatic tools (performance page up, AccessTx rate, bro-
ken links, and responsive rate) are presented in Tables 13,
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Table 12. E-commerce websites - Average, Standard Deviation and Score - Experiment 2

Attributes e-commerce A e-commerce B e-commerce C
Trustworthiness Average Standard Score Average Standard Score Average Standard Score
verag Deviation verag Deviation verag Deviation

Coherent 6.326 1.252 0.888 | 6.081 1.383 0.847 | 5.965 1.401 0.828
buttons
Coherent 5.488 1.854 0.748 | 5.895 1.552 0.816 | 5.680 1.606 0.780
Menus
Navigation 5387 1470 0.765 | 5.581 1.663 0.764 | 5.384 1.636 0.731
Easy of 6.070 1.179 0.845 | 5.767 1.590 0.795 | 5.302 1.685 0.717
Learning
Usefulness 5407 1.605 0.734 | 5.174 1677 0.696 | 5.174 1,658 0.696
Failure 4293 1.486 0.549 | 4.416 1.439 0.569 | 4.370 1.321 0.562
handling
Number of 0.154 - 0.846 | 0.153 - 0.847 | 0330 — 0.670
failures
User facing — — 0628 | — — 0674 | — — 0.686
failures
Satisfaction 5494 1764 0.749 | 4.965 1.858 0.661 | 4977 1.791 0.663
General 5.085 1.892 0.681 | 4.736 1.949 0.623 | 4.886 1.840 0.648
Flexibility
Environment 6.360 1.145 0.893 | 5.808 1.301 0.801 | 5.955 1.278 0.826
Flexibility
Responsive — — 1.000 — — 1.000 — — 1.000
Performance — — 0.936 — — 0.579 — — 0.491
Simple

5.961 1.488 0.827 | 5.647 1.735 0.775 | 5.267 1.870 0.711
Screen
g(‘)’lll‘:r and 6.244 1.289 0.874 | 5.814 1.533 0.802 | 5.605 1.662 0.767
Visibility of 5.640 1.672 0773 | 5.736 1.535 0.789 | 5.504 1.588 0.751
System Status
AccessTx — — 0.605 — — 0.734 — —_— 0.530
Back 5.198 2.011 0.700 | 5.616 1.658 0.769 | 5.756 1.509 0.793
Button
Broken 0.001 - 0.998 | 0.001 — 0.998 | 0.002 — 0.994
Link
Visible 6.198 1.362 0.866 | 6,151 1.244 0.859 | 5.953 1.539 0.826
Focus
Company 5.628 1.692 0771 | 6.093 1.291 0.849 | 4.616 2.141 0.603
Information
Company 3.192 1.740 0365 | 6.087 1.333 0.848 | 3.198 2.076 0.366
Reputation
Customers 5.919 1314 0.820 | 5.977 1414 0.829 | 6.221 0.969 0.870
Opinion
Padlock — — 1.000 | — p— 1.000 | — — 1.000
Pleasure 5779 1324 0.797 | 5267 1788 0711 | 4.733 1.845 0.622
Privacy 5.692 1.850 0.782 | 5.895 1.801 0.816 | 4372 2313 0.562
Policies

14 and 15 respectively, for page loading performance, Ac-
cessTx rate, and broken links. Regarding the responsive rate
attribute, all e-commerce websites used in this second exper-
iment are considered responsive (scored as 1).

Table 13. Measurement and Scores of Performance Page Up for
e-commerce, based on automatics tools - Experiment 2

Website Automatic Tools Score
PageSpeed | PingDom | GTMetrix
AVG AVG AVG
e-comm A 91.77 95.88 93.11 0.936
e-comm B 64.88 61.00 47.88 0.579
e-comm C 4433 73.33 29.66 0.491

Also, the weights of each of the leaf attributes were calcu-
lated and they are coincident to the ones used in Experiment
1, which are presented in Table 8. Also in a similar way, the
composite attributes’ scores were calculated (presented in Ta-
ble 16) following the Quality Model hierarchy. The means
were presented in Table 12, and the weights were presented
in Table 8.

Analyzing the results obtained in the second experiment

Table 14. Measurement and Scores of AccessTx, based on auto-
matic tools - Experiment 2

. Automatic Tools
Website ASES | Nibbler | Access Score
% % Monitor %
e-commerce A | 75.03 46.00 nao avaliado | 0.605
e-commerce B | 95.29 86.00 39.00 0.734
e-commerce C | 66.07 57.00 36.00 0.530

Table 15. Measurement and Scores of broken links for e-commerce,
based on automatic tools - Experiment 2

Website Automatic Tools
Dead link Xenu’s Screaming Score
Checker Link Frog
Broken Broken Broken
Links Total Links Total Links Total
e-com A 4 2000 34 24512 0 295605 0.002
e-com B 2 2000 0 1 2 1138 0.002
e-com C 1 181 1 1 0 15 0.006

and presented in Table 16, considering the interface trust-
worthiness, there is practically a tie between e-commerces
A (score 0.795) and B (score 0.794), and the worst score
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Table 16. Trustworthiness Scores for websites of the e-commerce -

Experiment 2
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Table 18. Shapiro-Wilk Test - Experiment 2

e-commerce A e-commerce B e-commerce C
W 0.81708 0.87485 0.92809
p-value 0.002046 0.01749 0.1597
Table 19. Mann-Whitney Test - Experiment 2
e-commerces A /B e-commerces A / C e-commerces B/ C
w 179 241 247
p-value 0.9767 0.07983 0.05396

Scores e-comm A e-comm B e-comm C
Learnability 0.801 0.805 0.767
Usefulness 0.734 0.696 0.696
Safety in Use 0.641 0.663 0.618
Satisfaction 0.749 0.661 0.663
Efficiency in Use 0.834 0.735 0.743
Usability 0.778 0.737 0.721
Perceivable 0.831 0.769 0.719
Operable 0.760 0.814 0.746
Accessibility 0.809 0.783 0.727
User Experience 0.799 0.872 0.720
Interface Trustworthiness 0.795 0.794 0.723

was assigned to e-commerce C (score 0.723). E-commerce
B scored better on the User Experience attribute, while e-
commerce A scored better on the Usability and Accessibil-
ity attributes. E-commerce A (slightly higher) and B divided
the best scores almost equally. Contrarily, E-commerce C ob-
tained worse scores in all attributes, which justifies the worst
interface trustworthiness score.

The statistical analysis of the questionnaire results is pre-
sented in Table 17, which shows the general results for the
three e-commerce websites. Results were standardized on a
0-7 pt scale based on post-test questionnaire questions. The
website of e-commerce A obtained the best average, fol-
lowed by e-commerce B, with a very small difference. E-
commerce C, on the other hand, obtained a worse average in
relation to websites A and B, which can be seen in Figure 27.

Table 17. Questionnaires Results - average (AVG) and standard
deviation (SD)

AVG | SD
e-commerce A | 5.556 | 1.547
e-commerce B | 5.616 | 1.565
e-commerce C | 5.206 | 1.673
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Figure 27. Experiment 2 Boxplot

The Shapiro-Wilk test was applied to check the normality
of the data groups. As seen in Table 18, the p-value of web-
site C is greater than 0.05 (p > 0.05); therefore, it is assumed
that the data have a normal distribution. Opposite to that, for
websites A and B, the p-values are not greater than 0.05 (p <
0.05), therefore the data for websites A and B does not have a
normal distribution. As the normal distribution of data only
occurred with e-commerce C, the Mann-Whitney Test was
performed, as presented in Table 19.

The result of the Mann-Whitney test for e-commerces A,
B, and C showed that the p-values obtained were greater than
0.05. Therefore, it can be concluded that the difference be-
tween them is not significant. Another important detail is
that the Mann-Whitney test also verifies the median of the
data group. The test showed that the median of e-commerce
A (median = 5.64) is considered equal to e-commerce B (me-
dian = 5.77), and the same happened with the test between
e-commerces A and C, the median of e-commerce C (me-
dian = 5.30). Therefore, the difference between the medians
of e-commerces A, B, and C is not statistically significant.

To complement the statistical analysis, a correlation ma-
trix was created between the attributes that were measured
through questionnaires. Figure 28 shows the correlation of
the trust attributes of the interfaces of e-commerces A, B, and
C. When the correlation matrix is examined, it is possible
to observe that there is a stronger correlation between the
attributes utility and satisfaction, ease of learning and satis-
faction, simple screens and pleasure in e-commerces A and
B. In e-commerce C, there is a strong correlation between
the attributes navigation, usefulness, and satisfaction, and be-
tween the attributes ease of learning and pleasure. However,
a highly correlated set is not observed here as observed in
Experiment 1.

5.3.2 Improvements based on the Second Experiment

In the second experiment, the three websites obtained better
scores compared to the websites of Experiment 1, and the in-
terface trust score obtained using the proposed methodology
was very similar for the three websites. We focused on the
analysis of the following attributes: Navigation, Company
Information, and Privacy Policy, as they were the ones that
presented the lowest scores among the attributes that do not
require technical knowledge of the website.

Sub-attribute: Navigation (Provides maps of the web-
site, allowing you to visualize paths to follow). As men-
tioned before, when menus are provided with visible paths,
navigation is facilitated and, consequently, usability is im-
proved.

Website A has vertical (categories) and horizontal (sub-
categories) menus that help the user navigate the website to
find the product they want to buy. Browsing the searched
product is simple and easy. Even so, due to the fact that there
are many products to be sold, an improvement would be to
transform the horizontal menu into a vertical one to facilitate
the location of the various sub-categories (Figure 29).

On website B, the department menu helps the user find
the product he wants to buy. It has a more complete vertical
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Figure 28. Correlation Matrix - Trustworthiness Attributes Experiment 2
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that is, it does not return exactly what was typed in the search
field. We suggest that website C improves its navigation by
creating vertical menus with categories and subcategories of
products, and in the search for the product, bring only the
product that was chosen. This facilitates the usability of the
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site, making learning easier.

In the user experience part, we analyzed the sub-attributes
Company Information and Privacy Policy.

Figure 29. Searched product - website A

Sub-attribute: Company Information (Company name,
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Figure 31. Horizontal Menu - website C
address, e-mail, and telephone are present on the website).

On websites A and B, it was verified that there is no infor-
mation about telephone or email contact. On the other hand,
website C does not contain an address, telephone number, or
email for contact. We suggest that on the three websites, this
information be added on the first page (address, e-mail, and
telephone), as it contributes to the user having more confi-
dence in the website being used.

Sub-attribute: Privacy Policy (The website informs
about the use of cookies / privacy policies). As mentioned
before, the Privacy Policy sub-attribute automatically con-
tributes to a better user experience, increasing the trust score.

The three websites evaluated in this second experiment
have a link to the privacy policy at the end of the first page
for the user to consult and find out how their data will be
used and treated. However, website C was worse evaluated
in this regard by the research participants. We suggest that
the website use a larger font and highlight the link to the pri-
vacy policy information.

5.4 Methodology Validation - Bank Websites

The goal of the last experiment is to verify if the methodol-
ogy can be applied to another system context. Although still
focused on web interfaces, bank websites give us an idea of
how generic the methodology can be. Banking systems re-
quire a higher degree of dependability, security and privacy,
and the idea is to verify what the impact of these characteris-
tics is on the applicability of the methodology, as well as on
the users’ perception of trust. The details of this experiment
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can be found in a previous work of the same group [Casare
et al., 2022a]. We included here only the most important de-
tails to complement the findings and conclusions.

Table 20 presents the Usability, Accessibility, User Expe-
rience and Interface Trustworthiness scores of the Interface
QM, which are calculated using the same expressions pre-
sented before (Expression 4).

Table 20. Trustworthiness score obtained for on-line bank websites

Scores Bank 1 | Bank2 | Bank 3
Usability 0.573 0.704 0.661
Accessibility 0.563 0.583 0.549
UserExperience 0.782 0.833 0.757
InterfaceTrustworthiness 0.632 0.706 0.650

When these scores were computed, Bank 2 had the highest
Interface Trustworthiness score (0.706), followed by Bank 3
(0.650) and Bank 1 (0.632), which had the lowest trustwor-
thiness. Bank 2 really had the highest score for all three level-
2 attributes (Usability, Accessibility, and User Experience),
albeit somewhat higher in some cases. Bank 3 Accessibility
attribute has the lowest score (0.549), whereas Bank 2 User
Experience has the highest score (0.833).

Through the use case of three online bank websites, it was
possible to see that the approach is applicable to online sys-
tems that require a higher level of dependability. A result
to be highlighted is that we can observe that the weights of
the attributes vary a bit, mainly the ones related to safety
in use (which include failures). We considered that this oc-
curs due to the business context, which is diverse than on
the previous websites (in Experiments 1 and 2), making the
difference of importance of some attributes. The proposed
mechanism (i.e., the Interface Quality Model) is evident in
its importance, as it allows developers to analyze the short-
comings of each feature and enhance the interface depending
on the unique requirements. For example, all three websites
have ratings lower than 0.8. The interface designers must
then concentrate on all of the Usability sub characteristics,
as they all have scores below 0.7, with efficiency providing
a particularly low score (0.24). Even Accessibility and User
Experience had sub-attributes with poor scores, showing the
necessity to modify the interface in order to achieve a more
efficient, pleasurable, and high-quality system.

6 Conclusions and Future Work

This work presented the validation of a model (Interface
Quality Model) to support user interface quality measure-
ment and analysis, with a particular focus on the impact of
the user interface in the trustworthiness of a system (and also
in its trustworthiness score).

The proposed model comprises a set of metrics related to
a given website under analysis. It defines twenty-two met-
rics based on the answers of questionnaires by users, and four
metrics obtained by the use of automatic tools. These metrics
are grouped in a hierarchical way, and scores are computed
for each node of this hierarchy. The highest level contains
the main score of this model (the interface trustworthiness
score), and the second level contains the three main divisions
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of our model, related to usability, accessibility, and user ex-
perience. Besides, the set of computed scores of the model
indicates how each attribute (and sub-attribute) is being prop-
erly considered in the evaluated website; therefore, the worst
scores may be an starting point for a user interface team to
improve the website under assessment.

The model was evaluated in three experiments. This paper
focused on two of them, related to the assessment of two sets
of e-commerce websites. The scores computed by the model
in each experiment for each website are directly related to the
votes given by participants regarding how trustworthy these
websites are. Some interface problems related to attributes
(or sub-attributes) with low scores were also highlighted and
discussed. Besides, the paper presented a third experiment,
in which the model was used to evaluate bank websites. In
this case, it was noted that the quality of the websites is more
homogeneous, and the scores informed by the model also re-
flected this perception. These results provide evidences that
the use of this model can help identify potential problems re-
lated to the user interface that affect the trustworthiness of an
e-commerce system, and can also be used (with adaptations)
to evaluate other types of systems.

A new revision of the set of attributes will be done, updat-
ing the new publications in the literature, and then a more
extensive validation with users is planned, which should
present more complete results in future work. Also, the eval-
uation of new versions of tools for calculating objective at-
tributes is planned, considering the low accuracy that we ob-
served during the experiments. If necessary, we will consider
using paid tools if we cannot achieve better convergence be-
tween the measurements obtained by the set of tools focusing
on the same attribute. It is also intended to continue building
the trustworthiness calculation and visualization tool by mak-
ing available routines to register Quality Models and save
them in a database. The idea is to use the MYSQL DBMS,
as it is free software like the others used in building the pro-
totype of this tool.

Another goal is to compose this interface quality model
with other models that have been developed by other re-
searchers for infrastructure and data storage in order to ob-
tain a score that reflects all aspects of a system. However,
this can only be done within the scope of the website owner,
as it is necessary to know the details of the implementation
and deployment of the system under analysis to compose the
values of the more technical models.
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