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Sinopse

O livro Minicursos do XXXIX Simp6ésio Brasileiro de Redes de Computadores e Sistemas Distribuidos
(SBRC 2021) contém os minicursos selecionados para apresentacdo na edi¢do do evento realizada online, no
periodo de 16 a 20 de agosto de 2021, na cidade de Uberlandia/MG. O Livro dos Minicursos do SBRC tem
sido tradicionalmente utilizado como material de estudo de alta qualidade por alunos de graduacdo e p6s-
graduagdo, bem como por profissionais da drea. O principal objetivo dos Minicursos do SBRC é oferecer
treinamento e atualizacdo de curto prazo em temas normalmente nio cobertos nas estruturas curriculares e
que possuem grande interesse entre académicos e profissionais.

O Livro de Minicursos SBRC 2021 aborda temas atuais e de interesse da comunidade, como sistemas de
software emergentes, mobilidade e seguranca em redes centradas em informacao, virtualiza¢ao de funcdes
de rede na Internet das Coisas (IoT), redes vestiveis e sistemas ciber-humanos e ainda aprendizado federado
aplicado a IoT.

No primeiro capitulo, intitulado “Emergent Software Systems: Theory and Practice”, os autores apre-
sentam o conceito de Sistemas de Software Emergentes. A abordagem do Software Emergente visa reduzir
o esfor¢o inicial para criar solu¢des autdbnomas; suporta a criagdo de sistemas totalmente adaptaveis ca-
pazes de aprender autonomamente sobre a estrutura do sistema e seu ambiente operacional sem nenhum
conhecimento pré-definido.

No segundo capitulo, “Revisitando as ICNs: Mobilidade, Seguranga e Aplica¢des Distribuidas através
das Redes de Dados Nomeados™, os autores apresentam uma introdugdo e revisdo dos fundamentos das
Information-Centric Networks (ICN) e em seguida a arquitetura Named Data Networking (NDN). Os auto-
res apresentam as principais questdes relacionadas a mobilidade, seguranga e aplicacdes distribuidas através
por demonstracdes e atividades praticas com ambientes previamente configurados.

No terceiro capitulo, “Virtualizagdo de Fungdes de Rede na IoT: Um Panorama do Gerenciamento de
Desempenho x Seguranga”, trata do uso de Network Function Virtualization (NFV) em IoT do ponto de
vista de gerenciamento, desempenho e seguranca da rede. O texto apresenta questdes e o estado da arte
relacionados ao desempenho do uso de NFV na detec¢@o e mitigacdo de ameacgas em redes especificas de
IoT.

O quarto capitulo, “Das Redes Vestiveis aos Sistemas Ciber-Humanos: Uma Perspectiva na Comuni-
cacdo e Privacidade dos Dados”, aborda a rapida evolugdo que vem ocorrendo desde os primérdios das
redes vestiveis até a pesquisa de ponta em nanorredes. Essa evolucdo rapida fundamenta a construgdo dos
sistemas ciberfisicos e ciber-humanos que possuem aplicacdes em diversas dreas. Os autores descrevem a
necessidade de explorar as vulnerabilidades e desafios que essas redes possuem em relagdo a privacidade
dos dados e resiliéncia de seus servicos e apresentam uma discussdo, demonstrando através de exemplos
praticos essas fragilidades e um levantamento do estado da arte de propostas académicas para a protecdo da
privacidade e resiliéncia de seus servicos

No quinto e tltimo capitulo, “Aprendizado Federado aplicado a Internet das Coisas”, os autores apre-
sentar os principais fundamentos do Aprendizado Federado (Federated Learning — FL) abrangendo as fer-
ramentas e passos necessarios para o desenvolvimento de aplicacdes e servicos voltadas a IoT. Os conceitos
abordados incluem uma introdug@o a Aprendizagem de Maquina (centralizada e distribuida), o estado-da-
arte em FL, uma visdo geral dos trabalhos existentes, os desafios e as perspectivas futuras para o avanco da
area.

Os cinco capitulos abordam de forma ampla temas atuais da comunidade, sendo uma obra util para
pesquisadores e profissionais da drea de redes de computadores e sistemas distribuidos.
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Synopsis

The book of Short Courses of the XXXIX Brazilian Symposium on Computer Networks and Distributed
Systems (SBRC 2021) contains the minicourses selected for presentation in the online edition of the event,
from August 16 to 20, 2021, in the city of Uberlandia/MG. The main objective of the SBRC Mini-Courses
is to offer short-term training and updating on topics not typically covered in curricular structures and which
are of great interest among academics and professionals. The SBRC Mini-Course Book has traditionally
been used as high-quality study material by undergraduate and graduate students and professionals in the
field.

The SBRC 2021 Short Course Book covers current topics of interest to the community, such as emerging
software systems; mobility, security in information-centric networks; virtualization of network functions in
the Internet of Things (IoT); wearable networks, and cyber-human systems; and federated learning applied
to IoT.

In the first chapter, entitled “Emergent Software Systems: Theory and Practice,” the authors present the
concept of Emerging Software Systems. The Emerging Software approach aims to reduce the initial effort
to create standalone solutions; it supports fully adaptable systems capable of autonomously learning about
the system structure and its operating environment without any pre-defined knowledge.

In the second chapter, “Revisitando as ICNs: Mobilidade, Seguranga e Aplicacdes Distribuidas atra-
vés das Redes de Dados Nomeados”, the authors present an introduction and review of the fundamentals
of Information-Centric Networks (ICN) and then the Named Data Networking (NDN) architecture. The
authors present the main issues related to mobility, security, and distributed applications through demons-
trations and practical activities with previously configured environments.

The third chapter, “Virtualizacdo de Fungdes de Rede na IoT: Um Panorama do Gerenciamento de
Desempenho x Seguranga”, deals with the use of Network Function Virtualization (NFV) in IoT from the
point of view of network management, performance, and security. The text presents issues and state-of-the-
art related to the performance of NFV in the detection and mitigation of threats in specific IoT networks.

The fourth chapter, “Das Redes Vestiveis aos Sistemas Ciber-Humanos: Uma Perspectiva na Comunica-
¢a0 e Privacidade dos Dados”, addresses the rapid evolution that has been taking place from the beginnings
of wearable networks to cutting-edge research in nanonetworks. This rapid evolution underlies the cons-
truction of cyber-physical and cyber-human systems that have applications in several areas. The authors
describe the need to explore the vulnerabilities and challenges that these networks have concerning data
privacy and the resilience of their services and present a discussion, demonstrating these weaknesses th-
rough practical examples and a survey of the state of the art of academic proposals for privacy protection
and resiliency of your services.

In the fifth and final chapter, “Aprendizado Federado aplicado a Internet das Coisas”, the authors present
the main foundations of Federated Learning (FL), covering the tools and steps necessary for the develop-
ment of IoT applications and services. The concepts covered include an introduction to Machine Learning
(centralized and distributed), the state-of-the-art in FL, an overview of current work, challenges, and future
perspectives for advancing the field.

The five chapters broadly address current community issues, making them practical work for researchers
and professionals in computer networks and distributed systems.
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Mensagem dos Coordenadores Gerais do SBRC 2021

Com grande alegria e satisfacdo apresentamos o XXXIX Simpésio Brasileiro de Redes de Computado-
res e Sistemas Distribuidos (SBRC), o SBRC 2021.

A 39 edi¢do do Simpésio foi realizada de 16 a 20 de agosto de 2021 de forma online. A coordenacdo do
evento ficou sob a responsabilidade do Programa de Pds-Graduag@o em Ciéncia da Computacdo (PPGCO)
mantido pela Faculdade de Computagao (FACOM) da Universidade Federal de Uberlandia (UFU). Em
fung¢do do contexto da pandemia do COVID-19 em 2021 o evento foi planejado para ser realizado comple-
tamente de forma online.

A realizacdo de evento desta magnitude somente € possivel com o apoio, a dedicagdo, o comprometi-
mento e o trabalho diversas pessoas, de diferentes instituicdes, e nossa primeira palavra é agradecimento.

Gostarfamos de agradecer a Sociedade Brasileira de Computagao (SBC), a Comissdo Especial de Redes
de Computadores e Sistemas Distribuidos da SBC (CE-RESD) e ao Laboratério de Redes de Computadores
(LARC) pela confianga e apoio total para a organizacgio do evento.

Também agradecemos aos patrocinadores que permitiram a realiza¢do do evento: o Comité Gestor da
Internet no Brasil, o CGLbr na categoria Diamante. Na categoria Ouro do SBRC 2021 estdao a FORTINET,
a HUAWEI, o PAGSEGURO, o PAGBANK. Na modalidade Prata, o GOOGLE e a ALGAR TELECOM e
ainda UFU, através da Pr6-Reitoria de Pesquisa e P6s-Graduacdo.

A organizagdo do evento somente foi possivel pela dedicagéo e pelo trabalho intenso dos coordenado-
res das diversas atividades realizadas. Nossos profundos agradecimentos aos coordenadores do comité de
programa Alberto Egon Schaeffer Filho (UFRGS) e Fabio Luciano Verdi (UFSCAR). Aos coordenadores
de workshops J6 Ueyama (USP) e Rafael Lopes Gomes (UECE). Aos coordenadores de palestras, tutoriais
e mentoria, Antdnio Alfredo Loureiro (UFMG) e Eduardo Coelho Cerqueira (UFPA). Aos coordenadores
de Painéis, Augusto José Venancio Neto (UFRN) e Carlos André Guimaraes Ferraz (UFPE). Aos coordena-
dores de minicursos, José Ferreira de Rezende (UFRJ) e Kleber Vieira Cardoso (UFG). Aos coordenadores
do Salao de Ferramentas, Cristiano Bonato Both (UNISINOS) e Daniel Fernandes Macédo (UFMG). Aos
coordenadores do Concurso de Teses e Dissertacdes, Leandro Aparecido Villas (UNICAMP) e Michele
Nogueira Lima (UFMG). Aos coordenadores do Hackathon, Cesar Augusto C. Marcondes (ITA) e Linnyer
Beatrys Ruiz Aylon (UEM) e ainda comité de organizacdo local, Jodo Henrique de Souza Pereira (UFU),
Luiz Claudio Theodoro (UFU), Rodrigo Miani (UFU) e Rafael Pasquini (UFU).

Agradecemos ainda ao comité consultivo do SBRC Ronaldo A. Ferreira (UFMS), Alberto Egon Scha-
effer Filho (UFRGS), Miguel Elias Mitre Campista (UFRJ), Igor Monteiro Moraes (UFF), Weverton Cor-
deiro (UFRGS), Anelise Munaretto Fonseca (UFTPR), Marcelo Gongalves Rubinstein (UERJ), Antdnio
Jorge Gomes Abelém (UFPA) e Fabiola Gongalves Pereira Greve (UFBA) e finalmente agradecemos a todo
time local formado por estudantes do Programa de Pés-graduagdo em Ciéncia da Computagao e técnicos da
Universidade Federal de Uberlandia.

Como resultado de todo este trabalho, o SBRC 2021 foi muito rico em contetido e, durante a semana,
diversas atividades foram realizadas entre elas: dezessete (17) Se¢des Técnicas; cinco (5) palestras interna-
cionais; cinco (5) painéis com profissionais e pesquisadores do Brasil e do exterior; cinco (5) minicursos;
concurso de teses e dissertagdes; saldo de ferramentas; evento MUlheres em redeS de computadores e siste-
mAs diStribuidos (MUSAS); Hackathon FORTINET e ainda dez (10) Workshops em diversos temas e que
com uma rica programacao envolvendo outras se¢des técnicas, painéis e palestras nacionais e internacionais.

Com toda esta programacdo, o SBRC 2021, retine representantes nacionais e internacionais da acade-
mia, administrag@o publica, empresas e outras organiza¢des de forma a favorecer um ambiente estimulante
para a apresentacdo e discussdo de ideias, solu¢des e aprendizados com foco nos mais diferentes desafios e
oportunidades existentes na drea de redes de computadores e sistemas distribuidos.

Pedro Frosi Rosa (UFU)
Flavio de Oliveira Silva (UFU)
Coordenadores Gerais do SBRC 2021
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Mensagem dos Coordenadores de Minicursos do SBRC 2021

E com muita satisfagio que apresentamos os Minicursos do XXXIX Simpésio Brasileiro de Redes de
Computadores e Sistemas Distribuidos (SBRC), realizado online entre os dias 16 e 20 de agosto de 2021.
Os Minicursos do SBRC produzem os capitulos do Livro de Minicursos os quais permitem a comunidade
se atualizar em temas que despertam grande interesse entre académicos e profissionais. O livro, assim como
as apresentacdes no simpoésio, possui um viés altamente didatico, capaz de motivar alunos de graduagao,
pos-graduagdo e profissionais da drea a mergulharem nos temas propostos. A ideia é abrir horizontes e
complementar a formacdo dos participantes em temas recentes ou ainda pouco explorados nas estruturas
curriculares das institui¢des tradicionais de ensino e pesquisa e com grande potencial de interesse para
estudantes e profissionais de forma a melhor qualificd-los para suas pesquisas académicas e/ou sua atuagdo
no mercado.

Nesta edi¢@o do evento, recebemos 10 submissdes no prazo final apés um adiamento. Todas as propostas
foram atribuidas a trés revisores, os quais aceitaram prontamente e revisaram no prazo. Diante deste fato,
gostarfamos de agradecer imensamente aos 18 membros do TPC deste ano que se dedicaram a revisdo das
propostas de forma sempre atenciosa. Foi um prazer trabalhar com todos.

Houve uma decisao de aceitar no maximo cinco propostas. As cinco propostas selecionadas, aquelas que
tiveram as maiores médias gerais, e contribuiram para atrair publico para o evento. Os temas selecionados
sdo bastante atuais e abordam temas como fog computing, quantum Internet, softwariza¢do em 5G, deep
learning e computagdo serverless. Vale mencionar que, dentre as propostas ndo contempladas, algumas
teriam plenas condicdes de serem aceitas, o que infelizmente ndo foi possivel desta vez.

Gostarfamos de agradecer aos organizadores gerais do SBRC 2021, os professores Pedro Frosi Rosa e
Flavio de Oliveira Silva os quais, com muita dedicac@o, otimismo e resiliéncia, ndo desistiram de organizar o
SBRC neste ano atipico de 2021. Agradecemos a confianga na organizacido dos Minicursos, no trato sempre
muito gentil e na infinita paciéncia. Todas as mensagens enviadas foram sempre respondidas prontamente.

Agradecemos também aos autores dos minicursos, pois sem a dedicagdo e esmero de todos na escrita e
na entrega pontual do material, nada disso teria sido vidvel. Temos certeza de que todas as apresentagdes
brindaram todo o trabalho e possibilitaram ampla absorc¢do técnica da plateia. O desfecho dos minicursos
foi suave gracas a colaboragdo e ao profissionalismo de todos. Agora, é rentabilizar o arduo trabalho
fomentando frutiferas discussdes em dire¢do ao avanco da Ciéncia, cada vez mais ttil e necessdria nestes
dias.

José Ferreira de Rezende
Kleber Vieira Cardoso
Coordenadores de Minicursos do SBRC 2021
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Capitulo

1

Emergent Software Systems: Theory and Practice

Roberto Rodrigues Filho (UFG), Barry Porter (Lancaster University),
Fabio M. Costa (UFG) and Iwens Sene Junior (UFG)

Abstract

Autonomic Computing and related research communities have drawn attention from re-
searchers and industry practitioners who seek techniques and tools to build large-scale,
reliable self-adaptive systems. However, building autonomic solutions remains a chal-
lenge: i) the upfront effort to develop such systems is very high, making them costly to
implement; ii) only specialised parts of the system are made adaptive, limiting its flexi-
bility in handling unknown operating conditions; and iii) state-of-the-art approaches still
heavily rely on design-time predictions of operating conditions, making systems execu-
tion uncertain when predictions are wrong. To address these challenges, the concept of
Emergent Software Systems has been proposed. The Emergent Software approach aims to
reduce the upfront effort to create autonomic solutions, and it supports fully adaptive sys-
tems able to autonomously learn about the system’s structure and operating environment
with no predefined knowledge or predictions. This chapter aims to disseminate Emergent
Software Systems, presenting the central concept and tools to realise the approach.

1.1. Introduction

Over the last two decades, systems researchers have acknowledged the increasing com-
plexity in developing and managing software systems and the need for new and dynamic
solutions [6, 24, 26, 47]. According to Blair [6], this complexity stems from two main
reasons: 1) the increasing heterogeneity of modern systems, and ii) the increasing volatil-
ity ever more present in the operating environment of such systems. In addition, systems
have become larger, with millions of lines of code divided into software modules running
over distributed infrastructures across the globe (e.g., YouTube), making them difficult to
manage and evolve to accommodate new business and user demands.

This makes systems increasingly difficult to manage. In particular, the volatility of
the operating environment resulting from the frequent changes that occur in the system is
a crucial challenge to overcome. These changes happen across the entire system, and they
impact different layers: infrastructure, platform and application. In the infrastructure, the

Livro-texto de Minicursos 1 ©2020 SBC — Soc. Bras. de Computagdo
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addition and removal of nodes and adjustments in a node’s resource capabilities (e.g.,
due to costs or system demands) in modern elastic environments, such as the cloud, are
very common. These changes in the infrastructure may impact the software modules
running on the impacted nodes, which sometimes need to be tuned accordingly. For
instance, nodes being removed from the infrastructure due to faults require changes in
the software to cope with such situations (e.g., adopting fault-tolerance mechanisms).
Likewise, an evolution of the software features may demand changes in the system’s
overall architecture to improve efficiency as well as in its infrastructure to provide more
resources. For instance, the addition of video streaming as a feature in a web-based
application may require an increase in network resources and computing resources from
the infrastructure.

These are examples of common changes, and given the characteristics of current
systems (large scale and heterogeneity), these situations are difficult to handle. Never-
theless, it is not hard to imagine that it is possible to anticipate such scenarios. That
gives time for engineers to prepare the system for such changes and make sure that the
proper mechanisms are in place when these changes occur. Nowadays, however, due to
the scale these systems operate, these examples of changes are often accompanied by
difficult-to-predict situations. For instance, content provided by a system may go viral,
which suddenly increases user access, demanding more resources and, sometimes, a more
optimised version of the system to better handle the new workload. In other cases, due
to the complex interaction among the distributed modules of a system, a predefined fault-
tolerance mechanism may be ineffective because it simply did not anticipate a series of
successive failures throughout the system.

The above examples make evident that it is crucial to address the volatility (i.e.,
the frequent changes) of modern operating environments in contemporary systems. The
illustrated situations demand fast and accurate decision making that may affect many dif-
ferent layers of the system. In the literature [26, 40, 47], the self-adaptive and autonomic
computing communities have argued that pushing the responsibility of decision making
to adapt systems when facing changes to the machine itself is the best way forward.

Self-adaptive and autonomic systems are software systems able to change their be-
haviour or structure to accommodate changes with minimum or no human interference in
the process [10]. These systems require the definition of an adaptation logic, responsible
for deciding how and when adaptation occurs, and an adaptation mechanism responsible
for reifying changes to the system. As the volatility of modern systems increases, the
demand for self-adaptive systems follows suit. Moreover, considering that the decisions
on how adaptation should be performed must be fast and accurate, relying on engineers
to manually analyse the current system status and design the new system behaviour to
cope with changes is a slow and unsuitable process. Self-adaptation solutions, in turn,
are a perfect fit to address the increasing volatility of modern operating environments.
That is because they take over the responsibility to make decisions at runtime and quickly
perform online adaptations with no human interference.

However, the development of such adaptive systems presents its own challenges.
First, the upfront effort of creating such systems is high. This, in turn, makes the develop-
ment of self-adaptive systems costly. The effort is put into capturing the adaptation logic
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and ensuring that the system will not enter a malfunctioning state as a result of adap-
tation. Also, the adaptation mechanisms should encompass all adaptation possibilities,
and support seamless runtime adaption with minimum impact on system’s performance.
Second, given that it is costly to create self-adaptive systems, a common strategy is to
make only specialised parts of the system self-adaptive. This vastly limits the flexibility
of the systems in handling changes, particularly the unexpected ones. Lastly, current ap-
proaches heavily rely on design-time prediction to build such systems. This inevitably
leaves the system incapable of handling unforeseen/uncertain conditions and often un-
derperforming when these predictions are inaccurate. As a response to that, the con-
cept of Emergent Software Systems have been proposed and investigated in the literature
[37,42, 43, 44, 45].

Emergent Software Systems is an approach to facilitate the development of self-
adaptive systems. It applies lightweight component-based models (e.g., [7, 11, 36]) in tan-
dem with reinforcement learning [49] algorithms to support the creation of self-adaptive
systems. The component-based models enable the composition of software from a collec-
tion of small (e.g., the size of a class in a Java program) and highly reusable components.
These models also enable seamless runtime adaptation of the system by replacing a set of
components with others. Considering that the system is entirely composed of these small
components, the entire system is made to adapt. The reinforcement learning algorithm, in
turn, enables the system to start with no predefined domain-specific knowledge and learn
as it executes which software composition (defined by the set of small components) is
the most suitable composition for the operating environment on which the system is cur-
rently operating. Thus, the reinforcement learning algorithm allows Emergent Software
Systems to autonomously build their own understanding of the system structure and their
operating environment, eliminating the need for predictions.

This chapter presents an approach that aims to facilitate the creation of self-
adaptive systems, named Emergent Software Systems. The goal is to motivate the adop-
tion of the Emergent Software System approach to build self-adaptive software able to
cope with the demands of contemporary systems. To achieve this, we introduce the main
concepts of self-adaptive and autonomic computing systems, as well as the state-of-the-
art in the field, along with the shortcomings of current approaches (Sec. 1.2). Then, based
on the flaws of current approaches, we motivate and introduce the concept of Emergent
Software Systems (Sec. 1.3). We introduce the concept along with the challenges involved
in realising it. Next, we introduce our implementation of the concept and a framework
that supports the creation of Emergent Software Systems (Sec. 1.5). We discuss the ap-
plication of the concept to build microservices able to evolve their internal architectural
composition and to cope with the dynamism of current operating environments (Sec. 1.6).
We make available a collection of practical exercises and code examples for the reader to
gain hands-on experience with the development of Emergent Software Systems. Finally,
we conclude the chapter by inviting researchers and industry practitioners to join the ef-
fort to further develop the concept and contribute to create self-adaptive solutions that are
able to cope with the demands of contemporary systems (Sec.1.7).
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1.2. Related Work and Background

This section introduces the main concept in self-adaptive, autonomic computing systems.
It also presents some of the most relevant and seminal papers in the area. We discuss the
current state-of-the-art techniques used to implement self-adaptive systems. We also fo-
cus on reinforcement learning algorithms to support runtime learning of the self-adaptive
systems adaptation logic. This focus on the learning algorithms is essential for under-
standing our proposed Emergent Software Systems approach. We conclude the section
by presenting the shortcomings of current self-adaptive techniques.

1.2.1. Autonomic Computing

Motivated by the increasing complexity in contemporary systems, IBM introduced the
concept of Autonomic Computing [26] in a manifesto in 2001. Their motivation were
their vision of future systems being characterised by their large size, their interconnec-
tivity with other large systems, the heterogeneity level and the constant demands to cope
with changes. These type of systems require skilled software engineers to install, con-
figure, tune and maintain them. In [26], Kephart and Chess argue that contemporary
systems were reaching the limit of the human capacity to manage systems adequately and
to timely react to unexpected events. Thus, inspired by the autonomic nervous system in
human beings, the Autonomic Computing vision aims to enable systems to self-manage
based on goals defined by administrators with minimum human interference.

The realisation of the concept of Autonomic Computing requires systems to im-
plement autonomous behaviour towards a specific system aspect (e.g., security, perfor-
mance, fault-tolerance). These systems aim to autonomously maintain specific properties.
These are known as self-* properties. These properties are dimensions of autonomous
behaviour incorporated in a system to address a particular system aspect. Autonomous
systems may implement the following self-* properties: self-protecting, self-optimising,
self-healing and self-configuring.

Self-protecting systems (e.g., [52]) are capable of identifying possible security
threats and operating risks for the system well functioning. Furthermore, these sys-
tems can adequately handle and prevent malicious users from exploiting possible security
threats by, for example, autonomously changing their internal structure. Self-optimising
systems (e.g., [22]) are systems that can change their structure to improve some aspects
of their performance autonomously, for example, by reducing the systems response time.
Self-configuring systems (e.g., [25]) can autonomously set up when introduced to a dis-
tributed system or change their configuration to accommodate the insertion of new sys-
tems. Self-healing systems (e.g., [1]) is capable of maintaining a level of reliability by
discovering faults in the system’s behaviour and deciding on a course of action to maintain
system execution.

The area of autonomic computing brought a variety of scientific and engineering
challenges to be addressed. Many of these challenges were introduced and discussed in
seminal paper ‘The Vision of Autonomic Computing’ [26]. The main challenges involve
the life-cycle of autonomous systems, which comprehends systems design, test, man-
agement, monitoring and upgrading systems. The management of interactions among
autonomous systems includes defining services provided and required by autonomous
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systems, services discovery and negotiation of providing services to multiple autonomous
entities. Another challenge is the definition and representation of the global system’s
goals, representing the interface between humans and autonomous systems. These chal-
lenges are still in debate in the related research communities with promising solutions and
future directions.

1.2.2. Self-adaptive Systems/Self-organising Systems

The term ‘self-adaptive systems’ is usually used as an umbrella term by different re-
search communities to refer to the systems ability to change its structure to accommo-
date changes. Whereas in distributed environments, the term ‘self-organising systems’ is
frequently used to refer to systems capable of reorganising their distributed architecture
to cope with changes and achieve global system goals. In order to build systems that
are capable of self-organising and self-adapting, the system requires the definition of an
adaptation logic to guide software adaptation, the implementation of adaptation mech-
anisms to propagate changes to the actual system structure, and coordination among the
system nodes to ensure a coherent change and convergence towards global system goals.

The adaptation logic is responsible for capturing the knowledge that allows the
system to detect events of interest and decide its next course of actions, which include
the decision to maintain the system in its current state or to adapt to another config-
uration. The adaptation logic can be represented in different forms: the policy-based
approaches, which represent adaptation logic using expertly-crafted rules defined in the
design phase; model-driven approaches, which apply models representing system prop-
erties, QoS traits, system architectures, system goals and equations that support runtime
reasoning and adaptation; and bio-inspired algorithms are used to encode adaptation logic
imitating behaviours found in nature, e.g. ant-colony.

The adaptation mechanisms are responsible for propagating changes in the ex-
isting software. These mechanisms are classified either as parametric or architectural
approaches. Parametric approaches consider the system as a black box, having only
dial buttons to influence the system behaviour. This approach is limited compared to
architectural-based approaches because it can only change the system within a predefined
range of parametric values. The architectural adaptation approach allows the system to
change its structure by replacing components or changing its architecture pattern to main-
tain system properties (e.g., using a load balancer architecture to maintain the perfor-
mance or replicate services to cope with system failures). The architectural adaptation
allows profound changes in the system, making it more flexible to cope with changes in
the operating environment.

In a distributed scenario, it is essential to create mechanisms to ensure that the sys-
tem achieves its global goals whilst maintaining non-functional requirements. This is im-
perative, particularly in situations where multiple autonomous single-goal entities make
their own adaptation decisions and interact with each other. In this context, the coordi-
nation of software adaptation is critical to ensure a coherent adaptation of distributed
systems and convergence towards a common global system goal. Many approaches for
coordinating adaptation were investigated in the multi-agent research community where
the autonomous entities (agents) sought cooperation and consensus to make decisions to
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converge the system towards the global desired behaviour. Some approaches use voting
schemes, action predictions, and other consensus schemes.

Typical activities of a self-adaptive and self-organising system involve monitor-
ing the system execution, analysing the monitored data, deciding on and executing the
course of action the system needs to maintain its desired properties. The feedback loop
conceptual framework was widely adopted to implement self-adaptive systems for cap-
turing these essential activities to equip systems with autonomous adaptation ability. The
most famous feedback loop conceptual framework in self-adaptive systems and auto-
nomic computing field is the MAPE-K loop [3], which stands for Monitoring, Analysing,
Planning, Executing. The framework actions are guided by the knowledge (the K in the
MAPE-K) defined by experts at the design phase. This knowledge is also expanded by
the results of the previous system’s actions. In today’s autonomous systems, the activities
defined in the MAPE-K feedback loop are imperative to realise self-adaptive systems.
Even if the classic MAPE-K feedback loop is not applied, some form of it is always used
to support reliable adaptation.

1.2.3. Organic Computing

The Organic Computing research initiative started in Germany with the focus to address
and explore the self-organisation concept in technical software systems, inspired by neu-
roscience and molecular biology principles and software engineering [35, 47, 51]. Orig-
inated around the same time as the Autonomic Computing paradigm, the Organic Com-
puting initiative also focused on the problem of having multiple instances of interacting
autonomous systems, which may lead to conflicts and undesired emergent behaviour af-
fecting the resulting system [47].

In detail, autonomous systems with multiple goals might spontaneously interact
with other autonomous systems to achieve and maintain global systems goals. The inter-
action among autonomous system instances is not a far-fetched futuristic idea. A concrete
example given in [47] draws attention to the modern cars and the multiple interacting de-
vices that are required to support the basic cars functions. In this example, devices require
data from other devices to provide their functionality, and the orchestration of such de-
vices results in the car and all its available functions. Problems with the interactions
among these systems, such as delaying the delivery of information to devices, may lead
to miscalculations and compromise service execution. The problems with orchestration
and synchronisation that may occur in such scenarios are not the only problem. Another
fundamental problem is the emergent undesired behaviours resulted from unpredicted in-
teractions among systems devices.

Given this scenario of interacting autonomous systems, several studies were con-
ducted to validate multiple controlling mechanisms that could be used to prevent unde-
sired emergent behaviour in a variety of scenarios [41, 33] as well as to address further
aspects (self-* properties) of autonomous systems [8, 19].

1.2.4. Reinforcement Learning (RL) for Adaptive Systems

Reinforcement Learning is a learning paradigm in which an agent learns to correlate a set
of actions to reward values [49, 46]. An agent, in this context, can be defined as software
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capable of executing actions and collecting rewards as a consequence of the performed
actions. This learning paradigm allows software systems to learn, at runtime, whilst the
system interacts with the environment, which actions and order will yield maximum re-
ward values. This characteristic of this learning paradigm applied to self-adaptive systems
enables the system to learn the adaptation logic as it executes, driving software adaptation
at runtime, and evolving its adaptation logic as the system encounters new, unforeseen
situations [2, 27].

Several papers on self-adaptive systems that apply reinforcement learning algo-
rithms in the adaptation process, such as [2], or any machine learning algorithm for that
matter [54, 30, 16], focuses on parametric adaptation. Parametric adaptation consists of
changes in software parameters as if the system were a black box with dials. In this
context, the system can only adapt within a predefined set of values/actions, limiting the
capacity of reinforcement learning algorithms to learn beyond the actions that experts
established in the design phase.

This limitation of parametric tuning approaches also affects some architectural-
based approaches such a [27, 32, 18], because, in these approaches, the system can only
change its architecture based on a predefined range of architectural configurations, and
that expanding this fixed range of architectural options requires the system and the learn-
ing algorithm to be re-evaluated and re-defined.

In [27], Kim and Park demonstrate the application of Q-learning, a well-known
and widely used reinforcement learning algorithm, to architectural change robots in a
simulation case study. This is one of the earlier and most representative examples of
the direct application of reinforcement learning to build and evolve adaptation logic in
self-adaptive systems. The paper describes how to create learning tables with actions
and systems states, detailing a method to apply Q-learning to self-adaptive systems. The
paper ends with evaluating the application of reinforcement learning to robot simulations,
showing that a robot that applies such an approach can successfully learn and evolve its
adaptation logic.

The main limitation of applying reinforcement learning to self-adaptive systems in
the literature is the lack of abstraction of actions and states for the machine learning algo-
rithm. As papers such as [2, 27] illustrate, reinforcement learning algorithms are applied
to self-adaptive systems to optimise software in specific domains, with a predefined set of
actions observable in specific case studies. This shows high levels of human dependency
to define, for each application domain, the set of actions and states on which the learning
algorithm will be developed, limiting the potential and generalisation of reinforcement
learning approaches in self-adaptive systems.

We argue that in order to fully enable learning and evolution of the adaptation
logic of software systems, it is required to 1) apply reinforcement learning to the com-
position process of systems and i1) ‘abstract’/remodel the system to be easily handled by
machine learning algorithms. The proposed Emergent Systems concept demonstrates how
these two points can be realised by unifying component-based models and reinforcement
learning algorithms.
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1.2.5. Critique of Existing Approaches

Although the main concepts and research areas that focus on self-adaptive software so-
lutions have been introduced, we have not pinpointed the shortcomings of the most rel-
evant work that describes the different existing techniques to create self-adaptive solu-
tions. In this section, we present these studies, dividing them into different categories.
The self-adaptive systems research area is vast and multi-disciplinary, having multiple re-
search communities proposing different solutions with different terminologies. To address
this issue and present a more complete picture of the state-of-the-art of such techniques,
we attempt to group these relevant works based on the similarities of their proposed ap-
proach. As a result, we created the following categories: 1) rule-based and policy-driven
approaches, ii) mathematical models, and iii) bio-inspired approaches. Note that these
categories do not contain all relevant approaches. For a better attempt at a complete pic-
ture of the different approaches, refer to [42].

Rule-based and policy-driven approaches implement the simplest and most straight-
forward method to represent the systems adaptation logic. Due to their simplicity, these
were the most used methods in designing early self-adaptive systems. The approach con-
sists of manually writing static rules in the design phase to describe software state or
operating conditions and make the system aware of what software configuration it should
change into in case those conditions are detected. Some approaches implement very
straightforward and static rules, not leaving room for autonomous reasoning and decision
making in the process, as described in [23], and other approaches, such as in [28], the
software engineers describe adaptation rules in terms of logic expressions, which allow a
small level of reasoning in the adaptation process.

These policy-driven approaches are very effective when all system states are well
known before and the deployment environment is fairly static. For that reason, these ap-
proaches were used in early examples of self-adaptive solutions. Due to the high levels of
dynamism in the operating environment of contemporary applications, the static policy-
driven approach is not adequate to support the required levels of flexibility in the software
adaptation process. Suppose the system suffers from fluctuations in the workload or un-
expected failures in the underlying structure. In that case, these systems cannot react
accordingly and accommodate the changes on time, leading the system to a malfunction-
ing state or degraded performance.

Mathematical models consists of approaches that capture their adaptation logic in the
form of mathematical functions. Sometimes differential equations are used to establish
a relation between input and output. This input-output mapping is used to capture the
systems state and connect it to a particular action that changes the systems state and
therefore controls the adaptation process. An example of such approach is described in
[31]. Lu et al. present mathematical models that guide the assignment of classes of
HTTP requests to threads responsible for handling these requests in a web server. The
goal is to enable an adaptive assignment of requests to threads to guarantee delays below
a predefined value as workload characteristic changes. Although this approach supports
a dynamic request-to-thread assignment according to workload variation, its adaptation

Livro-texto de Minicursos 8 ©2020 SBC — Soc. Bras. de Computagdo



XXXIX Simpésio Brasileiro de Redes de Computadores e Sistemas Distribuidos — SBRC 2021

logic is determined by a predefined set of fix equations, which are highly complex to
elaborate and does not evolve to accommodate unexpected events.

A slightly different and better approach to this is shown in [18]. Elkhodary et al.
propose a learning approach to generate mathematical functions that correlate the pres-
ence of software features in the system with the satisfaction levels of the system’s goals.
These mathematical functions are autonomously created as a result of offline training by
running the system and exposing it to a set of operating conditions the system is expected
to find in production. After the system’s deployment, as it is exposed to new operating
conditions, it is capable of fine-tuning the functions coefficients to incorporate new op-
erating conditions. Although this approach reduces the complexity of defining equations
to guide adaptation by generating the model autonomously, it only tunes the model to ac-
commodate new conditions. If new software modules are added, or completely different
conditions are encountered, the system will require offline re-training.

Bio-inspired approaches encode behaviours found in nature into algorithms to solve
optimisation problems. A very popular example of this approach is the ant colony, where
agents imitate ant behaviour in finding food by leaving a trail of pheromone that other
ants can sense [15]. A great variety of papers explored the application of such methods
in a variety of problems such as vehicle routing [20], graph colouring [12] and project
scheduling [34]. Another popular example of this approach is evolutionary computing
[17]. This concept applies the basic idea of biological evolution to solve problems. This
approach defines a population of individuals, then randomly insert genetic variations into
the population and submit them through a selective process eliminating some individuals
and leaving the fittest according to a selection function. The remaining individuals are
used to build the next generation of individuals that go through the process again.

Bio-inspired approaches are used to directly provide systems with self-adaptive
capabilities. For example, Ding et al. [14] describe an algorithm that encodes the be-
haviour of Neuroendocrine Immune System to support autonomous composition and
adaptation of web services. Another example is described in [40], where Ramirez et
al. used evolutionary computing to predict operating conditions the system will be facing
and how the diverse available software configurations would best suit different condi-
tions maintaining desired QoS levels. These approaches are complementary to Emergent
Software Systems, as they can be used in online learning to find optimal architectural
compositions.

1.3. The Concept of Emergent Software Systems

This section introduces the concept of Emergent Software Systems and discusses the main
challenges of realising the approach. First, we motivate the need for Emergent Software
Systems, then we introduce and described the concept in detail. We conclude the section
by presenting the main challenges inherent in the concept regardless of current technol-
ogy’s limitations. Note that we do not discuss the implementation of the concept in this
section. That is to allow the reader to focus on the ideas behind the concept rather than
implementation details. We present an implementation of the concept in Sec. 1.5.
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1.3.1. Motivation

The main motivation for considering the advancement of self-adaptive solutions is the
increasing dynamism of current operating environments. As previously described, this
dynamism requires systems capable to react fast and accurately to new and often un-
expected operating conditions. This scenario makes the advancement of self-adaptive
systems crucial when considering the development and management of future systems.

An analysis of the start-of-the-art approaches to realise self-adaptive systems (Sec.
1.2) shows that current approaches share one or more of the following characteristics that
prevent the advancement of self-adaptation systems: 1) significant human-dependency in
their design; ii) inability to autonomously evolve their adaptation logic in face of unex-
pected conditions; and iii) adaptation mechanisms are only applied to very specific parts
of the systems. The Emergent Software System concept is introduced to enable the cre-
ation of self-adaptive system that addresses these three main concerns.

As previously described, the realisation of self-adaptive solutions requires the de-
velopment of an adaptation logic, adaptation mechanisms and often a coordination strat-
egy (in distributed contexts) to ensure seamless runtime adaptation. Analysing the most
relevant work in this domain with regards to adaptation logic creation and evolution, a re-
search gap was identified [42]. There is a lack of work addressing the entirely autonomous
creation and evolution of adaptation logic, which would enable the development of solu-
tions capable of addressing the high levels of uncertainty commonly presented in devel-
oping adaptive solutions (as described in [10]). Furthermore, the creation of systems able
to autonomously develop their adaptation logic would reduce the engineering efforts of
developing autonomous solutions, facilitating the development of self-adaptive systems.

Considering the adaptation logic, the state-of-the-art approaches implement dif-
ferent techniques including policy-driven (e.g., Grace, et al. [23]), system representative
models (e.g., SASSY [32]) and mathematical models (e.g., Netkv [53]). Most of the
approaches require the definition of adaptation information in the design time. Some
techniques allow the adaptation logic to evolve as new events occur in the operating envi-
ronment, enabling a limited evolution of its adaptation logic to accommodate new events
from the operating environment (e.g., FUSION [18]). This approach, however, can not
evolve its adaptation logic if new software is added, requiring a re-execution of its offline
training approach to generate the new adaptation logic. Finally, Georgé et al. [21], have a
complete autonomous multi-agent approach, that is constantly trying to optimise towards
a goal, but never builds nor evolves an adaptation logic. This approach is not able to ‘re-
member’ optimal solutions for previously seen situations, having to search for solutions
even when previously seen conditions occur.

Therefore, the concept of Emergent Software Systems is a response to the iden-
tified gap in the literature considering the development of self-adaptive systems. The
concept facilitates the development of self-adaptive systems because it does not require
predictions or domain-specific knowledge. The resulting system is entirely adaptive with
no extra effort than writing code (e.g., matching code to a feature model). Lastly, the
emergent system can learn and evolve its adaptation logic as it executes and new condi-
tions arise.
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1.3.2. Definition

Emergent Software Systems is an approach to facilitate the development of self-adaptive
systems. In detail, this novel concept consists of autonomously composing systems from
small reusable software components, according to metrics and events (numbers and labels
that represent the system’s health status and its operating condition) and user-provided
goals. This process ensures that software is autonomously composed as a response to ex-
ternal stimuli and user-desired goals. Next we present a definition of Emergent Software
System as it was first introduced in [42].

The realisation of Emergent Software Systems requires the existence of a system
goal G and a finite set of small software units SU. The goal G defines the main purpose of
the system (comprehending both functional and non-functional requirements) and SU is
composed of a variety of software units u. For some u € SU, there exist implementation
variations of u, meaning that unit variants provide the same functionality in different
forms. For example, if the functionality is to compress a stream of bytes, there should
exist software units implementing variations of compression algorithms (e.g., gzip, zlib,
etc.). The functionalities are defined in the form of interfaces that define the available
functions the software unit offer or require, as well as the kind of data that can be passed
in or out of those functions. The software units are connected to each other through their
interfaces, connecting the units that require a specific interface to the units that provide
the same interface. This process of connecting software units is the result of software
architectural composition, forming a single instance of software in a single node.

The presence of variations of software units enables a variety of architectural com-
positions. This happens locally, in individual machines, but the same process can also be
used to compose distributed systems with emergent software running on a distributed in-
frastructure. In this distributed setting, each resulting software assembly influences how
an executing software on a given node interacts with others. The interaction of multiple
emergent systems running on distinct nodes constitutes the global system architectural
composition. In other words, there are no predefined specifications of the system topol-
ogy, protocols or data semantics; these are determined by local architectural composition.

Furthermore, the existence of unit variants allows the resulting system to be as-
sembled to achieve G in different ways, enabling the system to maintain the required QoS
in diverse operating conditions. Furthermore, some of the software units are required to
emit a stream of metrics and events. Metrics are numeric values that represent the health
status (e.g., performance) of the system and are also used as indicators of the satisfaction
levels of G. On the other hand, the events are used to classify the operating environment,
representing systems inputs and deployment characteristics such as CPU and memory
percentage usage. The classification of the environment is essential to enable a fair com-
parison among the metrics of multiple existing compositions, ensuring that the perception
of the system health of a given composition is compared to that of another composition in
a fair way, given that both were exposed to the same operating conditions.

Problem Statement: The problem that emergent systems have to solve is to learn the
composition of software units to best satisfy G at runtime. The system identifies its G
satisfaction levels by analysing the collected metrics, choosing the most suitable com-
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position by analysing metrics within the same operating condition, characterised by the
collected events. The problem is aggravated by the need to involve multiple nodes to ac-
complish G. In a distributed scenario, the system must find the best global composition
to satisfy G coordinating local composition across the available nodes.

To conclude, the Emergent Software System paradigm differentiates itself from
other approaches to self-adaptive systems by incorporating an online learning approach to
compose software systems. This strategy is a step beyond current approaches. It reduces
the effort of creating the system, enabling the system to build its own understanding of its
components and operating conditions (i.e., its adaptation logic). Furthermore, the main
focus of Emergent Software solutions is in self-composition instead of self-adaptation. As
a consequence of this change of focus, the Emergent Systems paradigm is expected to cre-
ate software solutions capable of handling the increasing complexity of software systems
by postponing decisions that are commonly made in the systems design phase, pushing
software composition and design decisions to be made at runtime whilst the system is
exposed to operating conditions.

1.3.3. Emergent Software Systems Challenges

The definition of the Emergent Software Systems concept imposes some challenges when
implementing it. This section discusses the main challenges and their impact on the reali-
sation of Emergent Software Systems and their adoption to create large-scale self-adaptive
systems. These challenges were first introduced in [38].

Combinatorial Explosion: The Emergent Software vision is fundamentally based on
a combinatorial learning process. These systems are built from combining smaller com-
ponents into architectures and testing these architectures at runtime. As components are
added to the repository, the number of possible architectural assemblies increase exponen-
tially. This scenario becomes considerably worse when considering distributed systems,
where the global system architecture results from combining a set of individual software
architectures. Considering that adding one component to the repository exponentially in-
creases the number of possible architectures, this property has a cascading effect in the
distributed scenario when considering the amount of participating nodes in the system.
The global system architecture is the overall combination of the micro-architectures of all
participating nodes. To illustrate how quickly the search space grows in a distributed sce-
nario, consider the following example: Two identical web servers with 50 compositions
each running on two distinct nodes, and one load balancer with ten valid compositions
running on another node. The load balancer is responsible for forwarding requests to both
web servers. This system has 25,000 valid compositions (50 x50 x 10). If we add another
web server node with 50 compositions, the number of global compositions increases to
1,250,000 (505050 10). This is an inherent property of emergent systems and a fun-
damental problem to be addressed in order to show the feasibility of the emergent systems
paradigm and guarantee its consolidation.

Coordination: Emergent systems are responsible for i) composing the system using
software units, ii) collecting perception data generated by the components at runtime and
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iii) learning about the collected information. In a distributed setting, these systems can
operate in different locations with different “personalities”. The system can operate by
controlling arbitrary groups of nodes in the system. They can control the operation of
either individual nodes, in a completely decentralised fashion, or groups of any number of
nodes, up to all system nodes, thus providing degrees of centralised control. Additionally,
emergent systems can adopt different personalities, for example, by acting in an entirely
selfish manner according to a group’s local interests and ignoring the rest of the system, or
by acting in an altruistic way, making local decisions to benefit global system’s interests.

Behavioural Mismatch: In a distributed systems scenario, systems hosted in different
nodes might implement behaviours that do not match other interacting nodes. For ex-
ample, one system might encode different schemes of encryption algorithms, making the
nodes incompatible with each other. A trivial solution for this problem is to manually de-
fine rules or impose constraints regarding aspects of the system behaviour. As discussed
before, such a solution would be against the philosophy of emergent systems due to its
restraining nature, limiting the reinforcement learning process. Emergent systems should
have the freedom to explore and learn autonomously whilst simultaneously maintaining
the system in a globally valid composition.

Relative Fitness Landscape: In emergent systems, fitness landscapes are graphs rep-
resenting the fitness values of the available architectures executing on an operating en-
vironment. These graphs have an oscillatory shape where the highest peak represents
the architectural composition with the highest fitness value, meaning that it is the opti-
mal available architectural composition for the observed operating environment. Other
valid architectural compositions are formed with lower fitness values as components are
removed or replaced from the architecture with the highest fitness value. In the context
of an emergent software system, for different operating conditions (external stimuli), the
fitness landscape of the system changes, meaning that the fitness values of the available
compositions change, including the choice of a new composition as the most suitable one
when the environment changes. This scenario characterises emergent software systems
as having dynamic fitness landscapes. In [8], Cakar ef al. define two types of dynamic
fitness landscapes, one influenced by external stimuli and the other influenced by the
system’s constituent components. Cakar et al. refer to changes in the fitness landscape
caused by the system’s internal elements as self-referential fitness landscapes.

Emergent software system’s fitness landscapes suffer from external stimuli and
the interaction of the components that form the system’s architecture. The fitness value
of a specific architecture is determined by the metrics and events generated by the sys-
tem’s components. Thus the perceived conditions are directly influenced by the executing
composition itself. This scenario makes it difficult for the system to differentiate real
changes from a distorted perception of the environment. The dynamic fitness landscapes
of emergent systems in tandem with the distortion perception problem represent a crucial
challenge to realise emergent systems.
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Monitoring Data Quality: The poor quality of the metrics and events collected from
the system’s components may give the system a false perception of its performance and
operating conditions, misleading the system to accumulate false knowledge, which may
in turn trigger unnecessary adaptation or the selection of suboptimal architectures. In
addition, as a related challenge, the absence of important perception data hides trends in
the operating environment from the system. For example, the system may find its per-
formance degrading over time with no apparent change in the operating condition. This
scenario occurs when selected events do not match all essential aspects of the environment
that impact the system’s performance or when event averages are miscalculated, hiding
fluctuations in the environment. This apparent mismatch between how the system per-
ceives its environment and the actual environment directly impacts the emergent system’s
ability to locate an optimal architectural composition. Ideally, emergent systems should
detect such blind spots so that the appropriate adjustments can be made to give the system
a more precise perception of its environment.

1.4. Successful Projects

As aresult of realising the Emergent Software System concept, we built a number of real-
world systems to evaluate our approach. In this section, we provide an overall description
of the three main projects developed to this date. These projects are open-source and
available for download. All instructions to replicate the results are also provided with the
code. We also provide references to previous publications where we detail the design,
implementation and evaluation of each of these systems, and analyse how they realise

the Emergent Software Systems concepts. The tools used to develop these projects are
described in Sec. 1.5.

1.4.1. Emergent Web Server

The Emergent Web Server is a fully functional Web server that implements the HTTP 1.0
protocol and appropriately handles HTTP requests. The Web server was entirely devel-
oped according to the concept of Emergent Software Systems. It can adapt and evolve its
internal composition to better handle requests according to the observed workload char-
acteristics. Its design and implementation are fully described in [37, 38, 45], where it is
used as a case study to explore and evaluate the concept. The emergent Web server is also
presented in a publicly available video! that demonstrates its execution and performance.

The emergent Web server was initially explored with 42 unique ways to com-
pose its internal architecture and was exposed to various workload patterns. The results
show that the emergent Web server can converge towards the appropriate composition in
a timely manner and learn the best performing composition for different classified work-
load patterns, being able to recompose its internal architecture to the best performing
composition as soon as a previously seen workload pattern is recognised.

Later in this chapter (Sec. 1.5.4.1), the emergent Web server will be used as a
target system for the reader to experiment and practice with the concept and tools to
create Emergent Software Systems.

To access the video, please visit: https://youtu.be/BBNvbC6w_3Y
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1.4.2. Distributed Emergent Web Server

The Distributed Emergent Web Server is an extension of the emergent Web server. It also
consists of a fully functional Web server that implements the HTTP 1.0 protocol and can
serve content on the Web. The difference between this project and the emergent Web
server is that it can delineate parts of its architecture and relocate them to other machines
in a distributed infrastructure.

This project was used to explore learning in a distributed setting. The description
of the project and the results are described and presented in [39]. The paper also presents
the open-source code of the project to enable replication of its results. Besides the learning
approach evaluated in the context of a distributed emergent Web server, this project also
explores the potential of abstracting distributed compositions as actions to adapt the Web
server into different architectural compositions to be learned at runtime.

The distributed emergent Web server can learn, at runtime, and with no predefined
domain-specific knowledge, which Web server composition is the most suitable for the
observed operating environment. Besides that, the distributed emergent Web server can
also learn whether or not it requires running on multiple machines to handle the incoming
workload volume.

1.4.3. Emergent Microservices

The Emergent Microservices project introduces a novel approach for the implementation
of microservices using the concept of Emergent Software Systems. The project describes
the use of the approach to create a fully functional real-world microservice that can ap-
propriately handle incoming requests in a self-adaptive fashion.

The creation of Emergent Microservices aims at enabling microservices to adapt
and evolve their internal architectural composition to autonomously cope with workload
volume changes and workload pattern changes. The emergent microservice can evolve its
internal architectural composition to better handle incoming requests at runtime, with no
human interference.

The results of implementing and evaluating the approach are described in [43].
Rodrigues Filho et al. show that an emergent microservice can detect and adequately
adjust its composition to accommodate changes in the operating environment. The paper
also discusses the roles of engineers and machines in the design and evolution of future
microservice-based systems. A more detailed description of the emergent microservice is
presented later in this chapter (Sec. 1.5). We also use this project as a practical exercise to
familiarise the reader with the Emergent Microservices concept and the use of Emergent
Software Systems tools to build autonomic systems.

1.5. Perception, Assembly, Learning (PAL) Framework

This section discusses the realisation of the Emergent Software Systems concept. We
present a framework that facilitates and supports the creation of emergent systems fol-
lowing the definition given in Sec. 1.3. This framework was introduced in [42].

Emergent Software Systems can autonomously compose software architectures
from small and reusable software components according to the observed operating envi-
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Figure 1.1. The PAL framework architecture [42].

ronment. To realise this concept, we built a framework with three main modules: Percep-
tion, Assembly and Learning (Fig 1.1).

The Assembly module searches for components in a repository, creates an in-
memory representation of all available architectural compositions the system can be as-
sembled into, and supports seamless adaptation from one composition to another at run-
time. The Perception module, in turn, generates and adds proxy components to the sys-
tem’s architecture to monitor the system’s health status and operating environment. Fi-
nally, the Learning module leads the entire autonomous software composition process
through reinforcement learning approaches.

The interaction among the three modules is depicted in Fig. 1.1. The framework
is organised in a multi-tier architecture in which the upper layers use the functions of the
lower-level layers to implement their own functions and provide higher-level functional-
ities. The multi-tier modular architecture ensures that each participating module imple-
ments a well-defined set of functionalities to the upper level. Although the main modules
are designed to be generic and useful in any application domain, this modular structure
allows each module to be replaced by a variant, when applicable, to explore the specifici-
ties of particular domains. This characteristic makes the framework flexible, facilitating,
for example, the experimentation and comparison of a variety of learning algorithms in
the Learning module.

The three modules have well-defined roles in the realisation of the Emergent Soft-
ware System concept. Their interaction results in a feedback loop that keeps the system
constantly observing its health status and operating conditions and learning the optimal
available system’s composition for the observed environment. The following sections fo-
cus on the implementation details and the functionalities provided by the PAL framework.

1.5.1. Assembly Module

This section provides details on the Assembly module, covering the component-based
model used to enable the concept of Emergent Software Systems and the functionalities
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provided to the upper layers. The definition of Emergent Software Systems is based on
the composition of fully functional software architectures from small components. To
assemble components into functioning local architectures, the Assembly module searches
for components in the repository, gathers information about them (and their variants) and
assembles them into a fully functional system with composition options. The Assembly
module uses functions provided by a component-based runtime to execute component
replacement and composition at run time whilst abstracting the processes that support
software architecture composition and (re)composition used by the Learning module to
realise the reinforcement learning process. The following sections present the API func-
tions provided by the Assembly module and describe the role of a component-based model
in the autonomous composition process enabling architectural adaptation by component
replacement.

Component-based models are essential to support the concept of Emergent Software
Systems, mainly because they provide the necessary information about components to re-
alise autonomous software composition. The information provided supports autonomous
component connections to form functioning software architectures, avoiding random com-
ponent compositions and offline testing to find compositions that work. Furthermore,
since component models allow developers to express features through interfaces that are
explicitly defined when coding components, the component-based model eliminates the
need to use extra models to label the system code and define which parts of the system
are adaptive and how to adapt them (e.g. what features could be replaced and how to
replace them). For example, feature models (such as in [18]) are often used to represent
how pieces of code interact with each other, and how they could be replaced to support
adaptation. Such feature models force developers to detail the relationship between dif-
ferent parts of the system after implementing the system itself, increasing development
effort. On the other hand, the component-based model is a way to eliminate that need,
integrating essential information for component adaptation directly in the component’s
code. This characteristic reduces development effort during system design, facilitating
software adaptation throughout the entire system rather than limiting it to specific parts
that were previously modelled.

This work uses the Dana? component model described in [36]. Dana is a general-
purpose programming language that inherently provides a component-based model and
runtime support for component adaptation in fine-grained complex modular structures.
Component-based models require the definition of interfaces and components. Interfaces
define function signatures (i.e., function names, return types and the list of parameters
with their respective data types). Each interface expects at least one component that im-
plements all functions defined in it. Components can provide implementation for multiple
interfaces and may require other interfaces to support their own implementation. Also,
multiple components might implement the same interface using different approaches.
Those are often referred to as component variants, and it is by means of replacing those
variants in an executing software that the adaptation process occurs. This “provides-
requires” policy is a central part of a component-based model, allowing the language

ZPlease refer to http://www.projectdana.com for more practical information on the language, its
component-based model and its online adaptation mechanism.
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interface Addition { component provides Addition {
int add (int a, int b) int add (int a, int b) {
} returna +b
}
interface Multiplication { }
int mult (int a, int b)
} component provides Multiplication requires Addition addition {

int mult (int a, int b) {
intresult =0
for (int count = 0; count < b; count ++) {
result = addition.add(result,a)
}

return result

}

Figure 1.2. Example of interfaces and components. Note that Multiplication re-
quires an external interface (Addition) to complete its implementation. The code
is written using the Dana programming language syntax [42].

runtime to connect different components to create fully functional software. Software
evolution or adaptation is realised by replacing components in the resulting software ar-
chitecture at runtime without interrupting the system’s services. Moreover, as part of the
online replacement of a component, the system needs to examine the component’s depen-
dencies (i.e., its “requires” declaration) and perform further changes in its architecture to
add any components that are required to support the new one.

An example of the Dana language syntax and its component-based model is show
in Fig. 1.2. The figure shows two interfaces: Addition and Multiplication. Each inter-
face may comprise a number of function definitions, where each function is defined by
its name, return type, and a list of parameters with their types. The figure also shows two
components that provide the implementation for the two interfaces. The Multiplication
component is a simple example that illustrates a component implementation depending
on another interface. In this case, the Multiplication component relies on the interface
Addition to support its implementation. Therefore, whenever the Multiplication compo-
nent is used, any component providing Addition is required to be connected to it. Con-
sidering the use of these interfaces and components to create a Calculator program, if
multiple components provide the Addition interface, then any of those components can
be connected to the Multiplication component to make it work. Furthermore, we could
also assume the existence of a Multiplication component variant that, for example, does
not require the Addition interface, thus implementing the Multiplication interface in a
different way. Therefore, in this example, there exists a variety of architectural options to
realise the Calculator program, each option implementing the operation Multiplication
differently, by either connecting Multiplication with a variety of Addition components or
replacing Multiplication with a variant that does not require the Addition interface.

The Dana runtime provides basic functions to abstract the online architectural
composition and adaptation process. The abstractions provided by the language sup-
port, through single function calls, the realisation of software adaptation or composition,
involving: 1loading new components into memory, pausing an old component’s ex-
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ecution, transferring component states (when applicable — i.e. replacing statefull
components) and connecting a new component with its required components. Dana
transparently executes the tasks mentioned above without further actions from the de-
veloper. The Assembly module supports these functions with low-level operations to
determine and control the composition and adaptation process at runtime. A list of the
functions provided by the Assembly module is detailed below.

The Assembly Module API:

* bool setMain (char compName []): This function is responsible for start-
ing the assembly of the target system’s architecture. The Assembly module is ca-
pable of assembling an entire system’s architecture and its variations from a main
component.

e String[] getConfigs (): This function returns a list of the available archi-
tectural descriptions. These descriptions are string-based representations of archi-
tectures, containing a list of components and how these components are connected
in the architecture. Furthermore, these descriptions are used by the Learning mod-
ule to reason and learn about architectural compositions.

* bool setConfig(char configDesc[]): This function is used to change
the executing architectural composition to another at runtime. This function re-
ceives as parameter the architectural description of the new composition.

* char[] getConfig(): This function returns the currently executing software
composition.

* bool removeComp (char compName []): This function removes a specific
component from the list of components being used by the Assembly module to
form the available software compositions. As a result, there is a decrease in the
number of available software compositions. This function expects the name of the
component to be removed.

* bool addComp (char compName []): This function adds a component to the
list of available components. As a result, there is an increase in the number of possi-
ble architectural compositions. This function receives the name of the component,
searches for it in the repository and loads it into the Assembly module to create
future architectural compositions.

The setMain () function sets the procedure to compose the software architec-
ture and variations of it from a root component. The root component implements the main
function, i.e., the point where the program starts its execution. From that component, the
Assembly module extracts the name of the required interfaces. For each required inter-
face, the Assembly module searches the repository for components that provide it. Sup-
pose the Assembly module locates multiple components providing the same interface. In
that case, it gathers the component variants (i.e., the multiple components providing the
same interface). It attaches them to the interface creating an adaptation point, i.e., a point
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Figure 1.3. An example of a generic architecture represented by the Assembly
module. This results from executing the Assembly module function setMain [42].

where there are multiple components to choose from. These adaptation points are repre-
sented in a tree, as shown in Fig. 1.3 for hypothetical interfaces A, B and C. After loading
all components that provide the interfaces required by the main component, the Assembly
module repeats the same steps for each of the loaded components. It continues with load-
ing components and their variants for the required interfaces until the entire architectural
tree is complete with the necessary components to realise at least one working software
composition, i.e., having at least one component providing every required interface.

A working composition consists in the selection of one component in each re-
quired interface on the tree (an example is shown in Fig. 1.3). The components marked
in blue in the figure are part of the currently executing composition. After loading com-
ponents and their variants, the Assembly module selects and runs a random architectural
composition. The example in Fig. 1.3 presents a total of 14 available architectural com-
positions. As show above, the Assembly also module provides functions to add new
components (which were not in the repository when setMain was first executed) and
to remove components as candidates to provide a specific interface, not allowing the re-
moval of components that have no variants. These two functions influence the number of
available architectural compositions. Furthermore, the Assembly module provides func-
tions to return a list of architectural descriptions of the available compositions, a function
to return the description of the currently executing composition, and a function to change
from one composition to another. These functions work by acting on information about
the available components, as structured in a tree (as exemplified in Fig. 1.3) and stored in
the Assembly module.

The Assembly module provides architectural descriptions to enable external mod-
ules to reason about the running software structure and change the running composition.
This text-based description provides information about the components that make up a
specific composition, along with their relationships, i.e., how the components are con-
nected. The architectural descriptions are helpful to the PAL framework for two main
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reasons: i) they enable external modules to interact with the architecture variations built
by the Assembly module; and ii) they enable external modules to infer and reason about
information on the architectures. Thus, architectural descriptions facilitate the interac-
tions between the other framework modules (mainly Perception and Learning) and the
Assembly module. Since a description contains all the details to reassemble any archi-
tectural composition, they enable, for example, the Learning module to reason about the
available architectural compositions to understand the impact of specific components in
the architecture. Furthermore, the descriptions support the creation of different imple-
mentation versions of the Assembly module, in case a domain-specific version of the
Assembly module may perform faster in special scenarios, enabling these different ver-
sions to internally represent compositions in different data structures whilst maintaining
a consistent format for referencing valid software compositions.

An example of the architectural description is presented bellow:
|MainComp,CAb,CBa,CCa|MainComp : A : CAb,CAb : B : CBa,CAb : C : CCal|

This is the architectural description of the executing composition illustrated in
Fig. 1.3. The description has two main parts: the list of components and the compo-
nents relationships. On the left-hand side of the description, there is a list of all par-
ticipating components in the architecture. In the example, the list of components is
MainComp,CAa,CBA,CCa. The component relationships part of the description (on the
right-hand side) describes how the participating components are connected. The first re-
lationship, MainComp : A : CAb, tells that MainComp is connected to CAb through the
interface A.

1.5.2. Perception Module

The Perception module uses the Assembly module functions to enable the system to moni-
tor its health status and collect information about the operating environment. Furthermore,
the Perception module provides, through a RESTful API, both its own functions and the
Assembly module functions to external modules interacting with Perception. This facili-
tates access to functions that support the learning process, such as functions to change to
a new software composition, to get a list of possible software compositions, to add new
components or remove components, and to get the executing composition description
(i.e., Assembly functions), as well as functions to allow insertion, removal of monitoring
components (proxies) to extract monitoring information from the executing system (i.e.,
Perception functions). This section is divided into two subsections: the first one describes
the perception data (events and metrics), which represent the system’s health status and
classify operating environments. The second subsection describes a particular type of
component (proxies) that are autonomously generated and inserted into the software ar-
chitecture to collect metrics and events from executing compositions.

1.5.2.1. Perception Data (Events and Metrics)

The perception data (Events and Metrics) are data types through which the system rep-
resents its health status and operating conditions, which is essential information for the
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data Metric {
char name([]
dec value
bool preferHighValue

}

data Event {
char name([]
char type[]
dec value

Figure 1.4. Metric and Event data types in the Dana programming language [42].

system to learn about its internal composition and execution environment. The learning
algorithm uses these data to classify environments and determine the level of satisfaction
of the system’s goal, serving as the base for the system to learn and make design choices.
The metrics are used to represent aspects of system health status (e.g., performance, secu-
rity level, and so on), while events are created to store the values of environment features
(e.g., input patterns, hardware characteristics). In tandem, the Learning module uses both
events and metrics to realise its reinforcement learning approach. As an essential charac-
teristic, both data types (see Fig. 1.4) were designed to capture information regardless of
the application domain, enabling the PAL framework to learn about any target system by
setting the appropriate event types and metrics to ensure a satisfying learning outcome.

The metric data type is composed of the name, value and preferHighValue
attributes. The name attribute represents the aspect of the system that is being mon-
itored. This field may be set as ‘response time’ or ‘the number of active threads’ or
any other string that represents aspects of the system that can be quantitatively mea-
sured and monitored. The value attribute stores the corresponding value associated
with the metric. For example, for ‘response time’ the system may store a value in mil-
liseconds representing the time that the system takes to process incoming requests. Addi-
tionally, metrics are used to represent system status and express the system’s goals. The
preferHighValue, when set to true, tells the system to find the architectural compo-
sition that maximises the value attribute. Contrarily, when preferHighValue is set
to false, the system searches for the composition with the lowest value attribute. name
and preferHighValue are often manually defined by a domain expert, and the system
obtains the value as it executes. Note that it is possible to create multi-goal Emergent
Systems using the concept of metrics. However, we focus on showing the feasibility of
the Emergent Software Systems approach and not to explore the autonomous optimisation
of multi-goal systems.

Events are used to represent different features of the operating environment. The
event data type represents features with the following attributes: name, type, and value.
The name attribute stores the name of the feature; for example, in cases where it is im-
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portant to characterise request patterns, a possible event type could be named as ‘request
type’. The attribute t ype defines the data type of the environment feature. In our request
pattern example, this attribute could be set to ‘text” when the system received requests to
retrieve text files, or ‘image’ to represent different labels of the same ‘request type’. Fi-
nally, the attribute value quantifies the observed attribute. For example, it stores the size
(e.g., in bytes) of the requested files. This allows the system to understand the operating
environment it is running on, in this example, by understanding how differences in the file
size of certain request types affect system operation. The name values are often manu-
ally defined at design time, while the t ype and value are collected from the executing
target system.

After collecting events and metrics from the executing system, other important
attributes can be inferred: the number of times a certain attributed was perceived (e.g.,
number of requests for text files). This could be essential information that assists the
system in determining whether an event is recurring or not, which might be an essential
aspect to characterise the operating environment. Another critical piece of information
is the time when the metrics and events were collected. Time-stamped data enables the
system to establish a timeline with information on how the system and the operating
environment behave in a time frame. The collection of events and metrics is done by
proxies, which are components that are autonomously generated to collect (and time-
stamp) information about the system.

1.5.2.2. Proxy Components

Proxy Components are essential elements in the Perception module. They are responsible
for extracting events and metrics from the system and operating environment. A proxy
component complies with the same policy of other components in a component-based
model. Thus, with regards to the Assembly module, it is indistinguishable from other
components in terms of code structure, syntax, and connection to other components. The
only difference is that proxies are annotated to allow the Assembly module to locate them
and extract the collected metrics and events and to avoid connecting two or more proxy
components.

A special characteristic of proxies is that they need to provide and require, at the
same time, the interface the proxy is supposed to monitor. By requiring and providing
the same interface, the proxy component can be inserted between two components; one
that requires the interface (e.g. component A) and another that provides the interface
(e.g. component B). Then the proxy can intercept function calls from A to B and extract
information from their interaction. Fig. 1.5 illustrates a proxy component inserted in the
system.
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Figure 1.5. Proxy component inserted in the system’s architecture [42].

The Perception module was designed to support a proxy-based monitoring solu-
tion, mainly because proxies are non-intrusive, i.e., they do not require code to be inserted
into the monitored component to extract information for the system. Thus, it is possible
to separate the code responsible for monitoring a specific component from the component
itself, not requiring component developers to code functions to monitor the component,
avoiding it becoming incompatible with the applied learning algorithm. Furthermore, this
separation of concerns (component code and monitoring code) also makes the compo-
nent development process more flexible, eliminating the need for a model to dictate how
components should be coded to enable their monitoring.

This proxy-based approach implemented by the Perception module also enables
the autonomous generation of proxy components at runtime, according to the necessity
and goals of the Learning module. Proxy generation is further detailed next. Furthermore,
considering that a Proxy component is generated to monitor target interfaces rather than
components, and that multiple components might require the same interface throughout
the system, a Proxy Expression Language was designed to allow the Learning module to
express precisely what interface to place the proxies in the system structure. The Proxy
Expression Language is also described in detail in what follows.

The Proxy Generation Process gives the system flexibility by autonomously generat-
ing the appropriate proxy components for the goals of the Learning module, regardless
of the system, the application domain or the components to be monitored. The Learning
module triggers the proxy generation process. Once it obtains the system goals and the
available architectural compositions, the Learning module triggers the proxy component
generation process. This generation process requires as input the target interface and com-
ponents responsible for generating the metrics and events to be collected from the target
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interface components.

The Perception module provides a range of components that implement the col-
lection of specific metrics and events and allow the creation of new metric/event-collector
components. For example, to collect the response time in milliseconds, component Re s-
ponseTime offers the code necessary to collect such metric. This component provides
a timer that is triggered right before the function is invoked and stopped right after the
function finishes processing, returning the calculated time the function took to execute.
The same applies to collecting event information. An example event is, in the context of
a system that handles HTTP requests, the collection of MIME types from incoming re-
quests. The component MimeType is also implemented and provided. This component
provides a function that receives the request in a raw-text format and returns the extracted
mime-type of the requested resource. Both components described above are provided by
the Perception module. As new components of this kind are implemented, the Perception
module makes them available to be used in the generation of proxy components.

The metrics and events generated in the proxy are timestamped once created and
stored in an object named Container. This object is responsible for averaging the
metrics and events of the same type, updating the ‘count’ variable to express the number
of occurrences of a specific event or metric, and making them available to the Perception
module, which, in turn, formats them into a JSON string as perception data to send to the
Learning module upon request. Note that averaging event and metric values is essential
to reduce the amount of data stored in the proxy component.

Proxy Expression Language: Proxy components focus on monitoring interfaces rather
than particular components. The reason is that a proxy designed to monitor an interface
monitors a standardised feature and thus can monitor all component variants that pro-
vide such feature, independent of individual component implementations. Furthermore,
suppose that the system adapts its architectural composition, from an implementation of
the monitored component to one of its variants. In that case, the Perception module can
replace the component without replacing the proxy, reducing the number of changes per-
formed by the Assembly module. The main problem of monitoring interfaces rather than
components is that an interface can be required by multiple components in the software
architecture. As a result, when placing a proxy to monitor an interface, the Perception
module actually needs to place multiple proxies to monitor every component that requires
that interface throughout the architecture, thus impacting the performance of the system.
The Proxy Expression Language was designed to provide fine-grained control over the
process of proxy placement, while avoiding the need for the Learning module to indicate
what component (instead of interface) should be monitored every time an architectural
change occurs.

The Proxy Expression Language (PEL) is a tool to precisely express where to
place proxy components in the architectural composition. The Learning module uses this
language to ensure that the generated proxy components are kept in place, monitoring
the intended interface even as the software compositions are constantly changing. The
Perception module is responsible for interpreting the expression and making a list of ar-
chitectural compositions without proxy components, associating these compositions with
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their equivalent compositions with proxy components added at the right places (interfaces
or components) according to the expression created by the Learning module. Therefore,
whenever the Learning module requests the software composition to be changed, the Per-
ception module compares the new architecture description with the list of equivalent com-
positions and decides. Suppose the new composition matches one of the compositions in
the list. In that case, the Perception module changes the software composition to the
corresponding new composition with the proxy component in the right place according
to the expression. This strategy enables the Learning module to work with architectural
descriptions with no added proxy components. The Perception module is responsible for
applying the PEL expression provided by the Learning module once (before it starts the
experimentation process) and transparently adding proxy components to the appropriate
places in the software architectural composition.

The language provides levels of control to the Learning module when placing
proxy components in the system, allowing it to place proxies for only one specific com-
ponent, or for all components that require an interface, or any level between the two, for
example, by placing a proxy component to monitor an interface but only if a specific com-
ponent requires that interface (as opposed to every component that requires that interface).
The Learning module can thus create expressions as generic or as specific as needed, hav-
ing the Perception module to use that expression against the architectural description to
determine the place to add the proxy components in the software architecture. Adding
multiple proxy components to different software architecture parts gives a clearer per-
spective of the system status and its operating environment. However, it adds overhead
to the processing and collection of events and metrics, impacting system performance.
Thus, an essential challenge in adding proxies to the software architecture is identifying
the number of proxy components and their optimal placement to reduce the number of
proxies whilst maximising the quality of collected data. Considering that, in an Emergent
Software Systems architecture, a component calls functions on lower-level components
(as shown in the component graph of Fig. 1.3), by placing proxies at the highest possible
level, the monitoring proxy can calculate the time a stack of function calls takes to exe-
cute. This is not a general rule and may vary according to the architecture. An exception
to this scenario is when, at some point in the function call stack, a function is called to be
executed in a different thread.

1.5.2.3. The Perception Module API

The Perception Module API is presented below:

* void addProxy (char exp[]): This function receives as parameters an ex-
pression in the Proxy Expression Language (PEL) format that determines where
the proxy should be inserted into the software architecture. At the end of this func-
tion’s execution, the user should expect the monitoring proxy to be inserted into the
systems architecture;

* void removeProxy (char exp[]): This function removes inserted moni-
toring proxies. The function receives as parameters the same expression used to
add the proxy in the system and uses it to remove the proxy;
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* char[] getPerceptionData (): This function returns the collected metrics
and events from the executing system in a JSON format;

These are the main functions provided by the Perception module. Note that, due
to the dependency of the Perception module from the Assembly module (the Perception
modules uses the Assembly module functions to implement their own), any component
that interacts with the Perception module will have access to both the Perception module
functions and the Assembly module functions.

1.5.3. Learning Module

The Learning module is responsible for guiding the learning process, which is crucial to
the realisation of Emergent Software Systems. This module uses the lower level modules
(Perception and Assembly modules) to trigger the deployment and composition process
and to request Proxy generation by selecting Metrics and Events generators according
to the system goals. It controls the entire online learning process, triggering the ex-
ploration and exploitation phases, classifying the operating environment and identifying
the most suitable architectural composition. This section describes the learning process
(exploration and exploitation phases), showing three learning strategies: 1) the Baseline
approach, ii) the Feature-based approach, and iii) two Multi-armed bandit approaches.
Furthermore, this section also describes an environment classification algorithm.

The learning process executes with no prior knowledge about the target system nor
any information about the operating conditions to which the system will be exposed. The
main task of the Learning module is to understand the correlations between the assembled
collection of components (the system’s behaviour) and the system’s perception of its per-
formance in each identified operating condition. The Learning module executes its main
task by requesting the Assembly module to change the system’s architectural composition
in order to experiment with the identified changes in the operating environment. It then
observes its performance and the operating conditions through the Perception module.

1.5.3.1. Learning Algorithms for Emergent Software Systems

The generic approach to realise learning in Emergent Software Systems involves three
main tasks. Firstly, the system must be able to characterise and classify features in its op-
erating environment (derived from the stream of events being emitted) so that the perfor-
mance of different compositions can be compared in equivalent environments and so that
the learning module can “remember” which compositions work best in each environment
(i.e., to save re-learning each time a recurring environment is encountered). Secondly,
after finding the most suitable architectural composition for the perceived environment,
the system exploits the optimal composition whilst observing the environment and the
its own performance to detect any changes and trigger learning again, in case it detects
unforeseen changes. Finally, as in any online learning system, the learning module must
balance the trade-off between exploring options for which there is insufficient information
and exploiting options already known to be good [49]. This third task is essential because
the emergent software framework operates on live software, and sub-optimal performance
has real consequences.
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Performing online reinforcement learning is highly challenging. The software is
not in control of its operating environment and cannot know in advance when it may
reliably compare any two software compositions against the same operating condition.
Moreover, there are complex interactions between the exploration process itself and the
environment, as selecting a “good” composition may impact the system performance and
change the perceived environment. The explored learning approaches are reinforcement
learning [49] algorithms tailored to our particular problem space. The learning approaches
presented in this section continually discover optimal assemblies by exploring the search
space while simultaneously classifying observed features of the operating condition into
labelled environments. The Baseline approach explores all available compositions before
opting for the best performing option. This approach is presented as a baseline to com-
pare with other learning strategies because it is guaranteed (when operating conditions
are maintained during exploration) to find the optimal global composition. The Feature-
based approach, on the other hand, explores the search space analysing features instead of
individual compositions. Thus it reduces the search space by focusing on representative
compositions of available features. This approach relies on domain-specific assumptions
and is scalable to support learning in large search spaces (i.e., with a large number of
system composition options). Finally, the Multi-armed bandit approaches differ from the
above strategies by adopting better strategies to balance the exploration and exploitation
phases. They also consider fluctuations in the performance metrics collected from the live
system, making these approaches more robust. If a drastic fluctuation on a performance
metric of the system occurs, the baseline and the feature-based approaches may converge
towards a suboptimal system composition.

The Baseline Algorithm applies a standard “exploration activity” to both characterise
the current environment and identify the best composition for that environment. The sys-
tem triggers exploration whenever it encounters high uncertainty in its decision-making
process — where this uncertainty comes either from (i) having no information at all (i.e.,
after system startup), (ii) the current environment characteristics deviating outside the
expected ranges from existing experience, or (iii) current system performance deviating
beyond its expected range.

The exploration activity tries every possible composition for a fixed-length “ob-
servation window” wy, such that the total time spent exploring is:

wyx length (getConfigs ())

The observation window w; is defined according to the application domain. A reason-
able time frame value (w;), based on previous investigation, is 10 seconds for high quality
learning results. The getConfigs () function is provided by the Assembly module and
returns all available software compositions. After trying every composition, the learning
module then characterises the data collected over the entire exploration process to deter-
mine the best course of action.

Specifically, after an exploration activity, the learning module selects the best-
performing composition for use and enters its exploitation phase. The selected action
continues to be monitored and analysed for its suitability every w; time units. A change
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in the operating environment is detected if either (i) perceived events during w; show
that this is a different event pattern or (ii) perceived metrics during w, show degraded
performance. This detected change in the operating environment also triggers a change in
the learning behaviour, forcing it to start exploring again. The algorithm waits for w; * 3
of consistently observed behaviour to avoid frequent oscillation between exploitation and
exploration phases before changing its current course. In case (i), if the detected event
pattern has been previously seen, the best matching composition is simply selected. In all
other cases, new exploration activity is triggered. This process of exploration/exploitation
repeats continually, where the amount of exploration reduces as fewer new environmental
conditions are seen. Note that this learning algorithm, based on an exhaustive exploration
phase, is not designed to scale up to large systems with thousands of compositions but
rather serves as a proof-of-concept and useful baseline against which to compare more
sophisticated algorithms.

The Feature-based learning strategy is an alternative solution for the Learning module.
Instead of experimenting with all available architectural compositions, the system exper-
iments with representative architectures for a specific feature. A feature is a functionality
defined by an interface and, therefore, in this context, the words feature and interface are
used interchangeably. A variety of components can be created to provide a single feature
by implementing the same functionality differently, requiring, for example, other features
(sub-features) in their implementation. The algorithm exploits that property by choosing
the component variant for a specific feature F' considering the sub-features required by
the component variants of F'.

Furthermore, the algorithm does not try all variants of all features (interfaces) in
the system’s architecture. Instead, it only tries component variants for the most suitable
features, testing only one component variant for features that were not suitable for the
operating environment. Therefore, this approach reduces the search space and supports a
faster learning process, providing a more scalable solution. However, this approach relies
on the assumption that the worst component variant for the best feature is better than any
component of the other features, which might not be true for every application.

This strategy maintains the essence of the reinforcement learning algorithm, i.e.,
the entire process described in the baseline strategy still applies. The only part of the
algorithm that the feature-based strategy changes is the selection of the next composition
to be tested. In the baseline approach, the algorithm tests them all. The feature-based
approach navigates through the software architecture from top to bottom, deciding on the
component variants it encounters for each feature (interface) with multiple component
variants. Once it determines the best component variant for a feature, it traverses the
tree downwards considering only the chosen component variant, eliminating the branches
that correspond to the remaining (not selected) variants. This process continues until
the algorithm decides on every component variant of every feature it considers relevant,
resulting in the optimal discovered architecture. The rest of the algorithm, including the
environment classification and the details of the exploitation phase, are the same as in the
baseline approach.

The description of the Feature-based approach as well as an evaluation of its per-
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formance is detailed in [42]. The algorithm considers a tree-like structure that represents
all architectural compositions for the software, as illustrated in Fig. 1.3. Considering a
tree-like structure representing the available architectural compositions, the algorithm se-
lects the first interface (down from the root) with component variants. Note that Emergent
Systems only have composition options 1f and only if there exist component vari-
ants for at least one required interface. The system has no option for required interfaces
with only one component implementing their functionalities. Therefore, the algorithm
navigates the tree from top to bottom, determining the best component variant only for
the required interfaces with more than two alternative components implementing them.
The algorithm tests all interfaces (that have component variants) required by a selected
component at a higher level, ignoring the interfaces required by components that were
not selected at any level of the tree. The selection of component variants in each required
interface is carried out by executing architectural compositions containing the component
variants and selecting the variant in the best performing architecture. Once a component
variant is selected, it becomes part of the “optimal” composition. Then the algorithm
moves on to the next interface with component variants, following the branch defined
by the selected component. This process is repeated until there are no more interfaces
with component variants, making the composition containing all selected components the
“optimal” composition.

A quick performance comparison between the baseline and feature-based algo-
rithms shows that the feature-based strategy converges much faster. Considering the ab-
stract architectural compositions of Fig. 1.3, the baseline approach takes w; * 14 time (2.3
min for w; = 10 secs) to explore all possible compositions. For the Feature-based strat-
egy, considering the worst case scenario, the algorithm explores compositions in wy * 11
time (1.8 min for w; = 10 secs). Considering the best case scenario, the Feature-based
approach takes w; x5 time (50 secs for w; = 10 secs), in case the best feature is B (com-
ponent CAa) rather than B + C (component CAb). The average case, in this example, is
when the best feature is C (component CAc), resulting in an execution of w; 7 (1.16 min
for w; = 10 secs). In this particular example, the best case scenario for the feature-based
approach has a significant advantage over the baseline approach. The worst case scenario,
however, is not as significant, having a difference of only 30 secs (and not guaranteeing
global optimality). However, if we consider that, for every exploration phase the baseline
approach always executes in 2.3 secs (considering w; = 10 secs), the feature-based search
is still very advantageous. A more expressive scenario, using a real system as example,
is described and explored in [42], showing the advantages of the Feature-based search
approach.

So far, the presented algorithms were specifically developed to realise the Emer-
gent Software Systems concept. Next, we present two pre-existing algorithms, describing
their use to build Emergent Software Systems.

Multi-armed Bandit is a well-known problem in statistics with many proposed algo-
rithms to solve it [5, 9, 48, 50]. The solutions consist in balancing the exploration and
exploitation phases. This balance is widely studied and very important in reinforcement
learning strategies. In the multi-armed bandit problem, we consider multiple slot ma-
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chines, just like those found in casinos, that give a particular reward whenever their arms
are pulled. Each machine has a probability distribution function over the presented re-
ward, meaning that each time an arm is pulled, a different reward may be presented. Some
machines may be more inclined to have a higher probability of presenting high rewards.
The problem consists in discovering which machine is most likely to yield the highest
average reward. The probability distribution function of each machine is not previously
known. The solution should explore the available machines to get their rewards and learn
their probability distribution functions. However, as the solution gathers information on
the rewards of some machines, it should also exploit the machine (or set of machines)
which are known to yield high rewards up to that point.

Modelling the Emergent Software Systems learning problem using the multi-
armed bandit model is useful for two main reasons. Firstly, it allows the use of well-
studied algorithms known to provide the solution. The advantage of using such algo-
rithms is that they have theoretical guarantees regarding convergence towards the optimal
solution. Although the theoretical convergence occurs in infinite time, it is guaranteed
that the algorithm will eventually converge towards an optimal solution. Secondly, the
fluctuations over the reward signal match the fluctuations of collected metric values from
running systems that are never fixed on a specific value but rather slightly fluctuates over
a range. That means that when an executing system is queried for its execution metrics
(the metrics that allow the evaluation of its performance) the metric readings are never a
fixed number, it always varies slightly as it is queried.

In the context of emergent software systems, pulling an arm means that an action
is being performed on the running system to change its architecture from one composition
to another. The bandit algorithms explore the available systems compositions at runtime
to find the composition that yields the best performance. Considering that the system is
in production, the algorithm must carefully balance the exploration (i.e., finding the best-
performing composition) and exploitation (i.e., taking advantage of the best-performing
composition) phases. This balance is crucial to avoid overly affecting the performance of
the running system while it handles incoming user requests.

The two main bandit algorithms used to realise Emergent Software Systems are
Upper Confidence Bound (UCB1) [4] and Thompson Sampling [9]. This section de-
scribes the working mechanisms of these two solutions and how they are used in the
context of realising emergent systems.

Upper Confidence Bound (UCBI) is a well-known and widely used algorithm
to solve the multi-armed bandit problem. The algorithm works as follows: it starts by
taking action (i.e., pulling an arm), then it waits until it receives a reward, it normalises
the reward, and then it calculates what action should be taken next based on its equation,
for every single available action. The action that yields the highest value as a result
of calculating the equation becomes the following action to be taken. The equation is

described and shown below:
T+ 4/ 2’11%

The variable k indicates a certain action. It ranges from 0 < k < fotal number of
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actions, each action in an emergent systems context is a unique architecture composition.
The variable n indicates the total number of times the algorithm performed actions (i.e.,
selected any architecture composition). The n; term indicates the number of times action
k was selected. The first part of the equation defined by r; represents the average reward
of choosing action k. The squared root part of the equation determines the algorithm’s
confidence level on a certain action k. The algorithm calculates the result of the equation
for every single available action. The action that yields the highest value from the equation
becomes the algorithm’s next action. This process repeats while the system is executing,
and at some point in time, when the algorithm converges, the action that yields the highest
average reward will always be chosen from that point on. After convergence, the average
reward value for every action becomes too large, and the squared root part of the equation
(i.e., the confidence level of the algorithm on each action) becomes too small that it cannot
force the algorithm to take any other action, expect the best one.

The confidence level is inversely proportional to the squared root part of the algo-
rithms’ equation. That means that as the algorithm gains confidence in a specific action,
that second part of the equation yields a minimal value, and therefore it interferes less
on the action that will be chosen. On the other hand, if actions are neglected (i.e., not
chosen for a long while), the confidence level of the algorithm to take such actions drops,
meaning that the resulting value of the squared root part of the equation increases, forc-
ing the algorithm to choose the action. In this particular regard, the equation dictates the
primary mechanism on which each UCB1 algorithm operates, making it balance between
exploring and exploiting the available actions as it increases the algorithm’s confidence in
the returned reward of a specific action.

We refer the reader to [39] for further detail on the approach, including an example
and the evaluation results of its use in the Learning module of the PAL framework.

Thompson sampling is another algorithm that solves the multi-armed bandit prob-
lem. The difference between this algorithm and UCBI is in the mechanism of balancing
the exploration and exploitation phases. Instead of being guided by the UCB1 equation,
each action in the Thompson sampling approach is selected with the probability of it being
the best action given the history of the algorithm’s actions selection.

In detail, the algorithm considers a probability distribution over the reward of each
action with densities given by bell curves. That means that the centre of the bell curve
is history of the average reward on that action, and the spread of the curve is the level
of uncertainty (i.e., high uncertainty is a result of few attempts at a specific action). For
an action to be selected with Thompson sampling, the random sample from its bell curve
must be higher than the corresponding samples from all other actions. This is true if
either the centre point is high or if the spread is large, corresponding respectively to the
high average observed rewards or high uncertainty.

As a result, the algorithm selects the most likely actions or actions that are likely
to perform well, but the algorithm has less information (i.e., the algorithm is less confident
about). The rest of the algorithm is very similar to the UCBI1; the algorithm selects an
action, observes its reward, normalises its reward, determines which action should be
taken next according to its probability of yielding high rewards, then selects the next
action and repeats. At some point, as the system executes, the algorithm gathers enough
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information on the probability distribution of each action, so that it knows with a high
degree of certainty which action will yield the highest reward.

For an example of the use of this approach to create an emergent web server,
please see [37].

1.5.3.2. Environment Classification

Environment classification is an important part of the learning process. The Learning
module classifies operating environments for two main reasons: i) to compare architec-
tural compositions exposed to equivalent external stimuli to guarantee fair comparisons,
and ii) to ‘remember’ the best software composition for previously seen conditions to
avoid unnecessary re-learning. The process to classify environments is very challenging.
That is mainly because the executing architectural composition may distort the perceived
conditions. These distortions create the illusion of changes in the environment. For ex-
ample, the system may perceive a workload volume increase, when in reality, it is the
running architecture that can process more requests in less time. This phenomenon is de-
scribed in Sec. 1.3 and it is referenced as self-referential fitness landscapes. This section
describes the environment classification algorithm used in tandem with the Baseline and
Feature-based learning approaches.

After collecting information about the explored architectural compositions, the
Learning module receives a list of Events and Metrics attached to each executed compo-
sition. Based on that information, the system classifies the operating environment. This
approach minimises the effects of environment distortion by classifying environments
using ranges. The algorithm creates ranges for each collected Event and Metric, with
minimum values defined by the lowest perceived values for the event or metric and max-
imum values defined by the highest value registered by the compositions, as illustrated in
Fig. 1.6.

Fig. 1.6 illustrates the classification of two operating environments obtained from
the tests with the emergent Web server; these results are detailed in [45]. Consider a Web
server program and the operating environment as the patterns of requests handled by the
server. The first environment consists of large-size text file requests with low variations,
i.e., the majority of text files requested were repeated files. The second environment,
on the right hand side of the figure, consists of large-size image file requests with low
variation (i.e., large volumes of requests to repeated files).

During the exploitation phase, the system has already selected the best option to
execute under the perceived operating environment and only observes metrics and events
collected from the executing architectural composition. If the collected values are within
the ranges established by the environment class, and if there is no extra event type and
value (e.g., within a pattern of text-only requests, a few video requests start appearing),
then the system understands that the environment has not changed. On the other hand, if
the collected values are outside the range of any event type or metric (e.g., the system has
a significant performance decrease), then after three iterations (the threshold to trigger
exploration or architectural changes), the system compares the values it perceives with
previously defined environments, in case these values are within all the ranges established
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Figure 1.6. Example of classified environments using ranges of collected Event
and Metric values. The first environment consists of requests of large-size text
files with low variation. The second environment consists of large-size image
files with low variation [45].

in classified environments, the system changes to the composition attached to the new
environment. Otherwise, the system triggers exploration.

This range-based classification approach has some limitations. For a more accu-
rate classification of environments, for instance, this approach works best when there are
no changes in the environment during exploration, as it is demonstrated in [45]. Also,
it is difficult to “remember” environments when there are overlaps among their defined
ranges, preventing the system to accurately determine the operating environment based
only on data collected from a single architecture (which is often the case to trigger ex-
ploration or composition changes during exploitation phase). Furthermore, as with any
current machine learning approach, this approach suffers when essential features of the
environment are not defined as Events, leaving, for example, two or more distinct en-
vironments to be classified as the same. As previously mentioned, the implementation
of the Emergent Software Systems learning approach is very challenging, with several
open issues to be addressed. Therefore, further research is required to better explore and
overcome the range-based environment classification issues.

1.5.4. Practical: Using the PAL Framework

This section covers the main ideas and concepts of a set of practical exercises that aim to
familiarise the reader with the presented framework. Note that all the details of the practi-
cal exercises along with the code for the PAL framework and the detailed instructions on
how to install all the necessary software to run the exercises are available on Github’. The
framework and the target system were developed using the Dana programming language.
All code presented in this section is written in the Dana programming language®.

3https://github.com/robertovrf/sbrc21_minicurso
“https://projectdana.com
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Figure 1.7. Emergent web server architecture.

The practicals presented in this section aim at providing hands-on experience to
the reader on creating emergent systems. We begin by describing the target system on
which practical will be based. We introduce the components used throughout the practical
and describe the module that allows the target system to learn to self-adapt without human
interference or predefined domain-specific knowledge.

1.5.4.1. Emergent Web Server

This section focuses on the emergent Web server as the target system. The Web server is
developed using the Dana programming language following its component-based model.
The Web server consists of four primary interfaces that define its main functionalities.
There are component variants for some of these four interfaces, i.e., components that im-
plement the same interface but in a slightly different manner. These component variants
enable the recomposition of the web server architecture, maintaining its main functionali-
ties but behaving in a way that may impact the Web server’s performance when subjected
to different request patterns.

Fig. 1.7 shows the Web server architecture. The outer dotted boxes represent the
interfaces, while the inner boxes represent the components that implement the respective
interface. The main interfaces are the RequestHandler, HT T PHandler, Compressor and
Cache. The RequestHandler interface defines how the Web server handles TCP requests.
For that particular interface, there are two components that implement that functional-
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ity. The first component, also named RequestHandler, creates a thread to handle each
TCP request. The component variant, named RequestHandlerPT, maintains a pool of
threads instead and assigns incoming TCP connections to an existing thread to handle the
incoming request.

The interface HT T PHandler defines the functions necessary to handle HTTP re-
quests. For that interface, there are four component variants: HT T PHandler, which
implements the functions to handle HTTP requests with no additional optimisations;
HTTPHandlerCMP, which compresses the response before sending it to the client;
HTTPHandlerCH, which caches the response after sending it to the client; HT T PHand —
lerCHCMP, which compresses the response before sending it to the client and caches the
compressed response in memory.

The remaining interfaces, Compressor and Cache, define the functionality of both
compression and caching. Both interfaces are used by the components that implement
the HTT PHandler interface and require compression and/or caching. For the compres-
sor interface, the GZip component implements the gzip compression algorithm. For the
cache interface, in turn, each component variant implements a different cache replace-
ment algorithm (to replace cached items when the cache is full and a new item needs to
be cached). The cache implementations are: Least-Frequently Used (LFU), Least Re-
cently Used (LRU), Most Recently Used (MRU ) and Random Replacement (RR).

The set of components illustrated in Fig. 1.7 are used to compose a functioning
Web server capable of serving files located in the htdocs folder. To compose a fully
functional Web server, one component for each of the interfaces must be part of the appli-
cation architecture. The adaptation of the Web server consists of swapping at runtime one
component to a variant component that implements the same interface. For instance, we
enable the adaptation of a Web server composition that uses the HT T PHandler compo-
nent variant that implements the HT T PHandler interface to the HTTPHandlerCH that
caches the response after sending the response to the client. In the new composition, the
Web server performs better when the workload pattern has many repeated requests that
result in the same response.

In the Github repository that hosts the code for the practicals, the reader will find
the Web server code in the repository folder and the instructions to run it with a specific
fixed composition. In the next section, we describe a component that enables the reader
to interact with the Web server and its various compositions.

1.5.4.2. Interactive Emergent System (IES)

The Interactive Emergent System (IES) is a command-line tool that provides access to
the PAL framework. Its goal is to allow the user to interact with the framework modules
through the command line to inspect and control a running emergent system. In this part
of the practical, we expect the reader to run IES and use it to compose the emergent Web
server (explored in Sec. 1.5.4.1), change it from one composition architecture to another
as it executes, and collect response time information from the executing Web server.

To execute IES, it is necessary to provide, as parameters, the path to the root com-

Livro-texto de Minicursos 36 ©2020 SBC — Soc. Bras. de Computagdo



XXXIX Simpésio Brasileiro de Redes de Computadores e Sistemas Distribuidos — SBRC 2021

ponent of the Web server. A detailed description of how to execute IES to start the web
server is provided in the companion Github repository. Once the IES starts, it calls the
Assembly module function setMain(), which triggers the Assembly module to search for
the components to compose the Web server, including its several architectural composi-
tions. After the Web server is loaded and one of its compositions is executing, the IES
presents a command prompt that enables interaction with the framework functions.

The user can call any function of the ESS framework modules through the IES
command prompt. For instance, the user can list all Web server compositions found
by the Assembly module (through the Assembly function getAllConfigs()) and change
the executing Web server architecture to any of the available compositions in the list
(setConfig(config)). The user is also able to query the running Web server (getConfig())
and collect information on the performance of its current composition (by calling the
Perception function getPerceptionData()). Note that the Web server executes normally
during the IES execution, and clients can issue HTTP requests to it at any time. Requests
to the Web server can be issued from a regular web browser or through a client program
that is also available in the repository.

We expect the reader to explore all functions provided by the PAL framework
modules and familiarise themselves with the capabilities provided by the framework.
Next, we explore the execution of the PAL framework to realise the emergent Web server,
showing the potential of the emergent software systems framework to autonomously com-
pose systems and learn the most suitable composition for different operating conditions.

1.5.4.3. Emergent Web Server

This section presents the third and practical exercise, which provides hands-on experience
executing the emergent Web server. This exercise consists in executing the PAL frame-
work targeting the Web server and experimenting with different operating conditions for
the target system as it learns the best composition for each operating condition. We ex-
pect the reader to execute the framework and observe how it operates. We welcome the
reader to develop different operating conditions (by creating different clients for the Web
server) or to create new components to allow for further architecture variants. After such
additions to the experiment, we expect the reader to test the framework to see if it locates
the best composition for the new setting.

In this practical, the reader should execute the emergent Web server using the
Interactive Emergent System tool. After the Web server is loaded, the reader should start
a client program that generates a workload for the server. As the web server handles
the requests, the reader should start the learning process and observe the system as it
learns the optimal composition with no predefined domain-specific knowledge or human
interference. Once the learning converges, the reader can choose a different client that
generates a different workload pattern, in order to see if the learning can detect the change
and converge to the new optimal composition.

We also encourage the reader to interact with the IES tool and manually find the
optimal best composition for a given workload pattern generated by an available client
program. This will give the reader an idea of how challenging it is for the learning al-
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gorithm to perform the same task. We also encourage the reader to think of different
learning approaches that could be used to make the learning module converge faster to
an optimal composition by writing and experimenting with new learning strategies. A
detailed description to execute this practical is in the Github companion repository.

1.6. Emergent Microservices

This section introduces the concept of Emergent Microservices [43]. This concept stems
from the direct application of the Emergent Software Systems concept to build microser-
vices able to autonomously evolve their internal architecture to accommodate changes in
the workload pattern. We present the concept of microservices and motivate the need
for emergent microservices. We then explore the concept in the domain of smart cities,
which is known for having highly volatile execution environments. We conclude the sec-
tion by presenting a set of hands-on exercises to familiarise the reader with the Emergent
Microservice concept. The code for this practical is also available in the GitHub compan-
ion repository”, along with detailed instructions to run the example. In the practical, we
also expect the reader to extend the example by creating new emergent microservices and
testing the concept in different domains and operating conditions.

1.6.1. Microservices

Before we dive into the concept of Emergent Microservices, we first introduce the gen-
eral concept of microservices. Microservices has gained popularity in the industry and
has been used as building blocks to create large-scale and flexible systems. Due to its
increasing popularity, the concept has become very important in modern distributed sys-
tems and has been extensively used to build systems in various domains (e.g., Web-based
systems, video streaming services, supporting platforms for [oT-based systems).

In short, microservices can be defined as self-contained small services that imple-
ment a single functionality of a larger system [29]. As a result, instead of implementing
a system as a massive, highly interconnected monolith, the system can be broken down
into smaller self-contained, easier-to-manage and highly reusable services. These charac-
teristics make microservice-based systems highly maintainable, easier to evolve, highly
reusable and adaptive, which are essential characteristics to create modern systems.

Each microservice is self-contained, which means that they can be deployed and
run independently of other parts of the system. A microservice provides a RESTful API,
with its endpoint URI, HTTP method, expected parameters, and expected result. We show
an example of a microservice API function documentation below:

HTTP Method: GET
URI: https://189.234.22.12:80/collector/get_data
HTTP status code: (200) OK,

(400) Bad Request or

(500) Internal Server Error
Response description: Collected data (JSON format)
Response example:

>https://github.com/robertovrf/sbrc21_minicurso
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{"resources": [ {
"yuid": "ae9cf502-5ed2-47d4-914c-clcaeclcd4lc4d",
"capabilities": {
"environment_monitoring": [{
"temperature": "38.313",
"humidity": "38.313",
"date": "2016-06-21T23:27:35.000Z"}]

b1

Microservices are often deployed on cloud-based infrastructures, packaged in-
side containers that are managed by container-orchestration systems. The container-
orchestration systems are fundamental to manage microservices in real deployments.
They offer support for elasticity both horizontal and vertical, and system recovery when
the container fails, triggering the creation of a new instance. These are important ac-
tions to cope with the dynamism of the system’s operating environment, which constantly
changes and demands the system to adapt.

1.6.2. Emergent Microservices

Microservice supporting tools, such as container orchestration systems, are well equipped
to handle workload volume variation. To cope with the increasing user demands, they may
create new replicas of the microservices, or increase the amount of computing resources
available to the container running the microservice. However, they are not able to effi-
ciently cope with variations that also involve changes in the workload pattern.

Changes in the workload are common in current systems. In general, these changes
may affect the workload volume (e.g., the number of requests issued in a time frame),
which may increase or decrease according to user demand, and the workload pattern
(e.g., from requests for text-based data to requests for image-based data). Changes in
the workload pattern often impact microservice performance depending on the type of
functionality or data being returned. In that sense, some workload patterns require the
evolution of the microservice’s internal implementation to better accommodate the new
pattern. For instance, if there is an increase in the size of text-based data returned by the
requests to a microservice, compression of the returned data may be an effective way to
improve the service’s performance, enabling it to better accommodate the new workload.

Such improvements in the service implementation required by a change in the
workload pattern are often conducted by the developer. The process typically consists in
having an expert analyse the service logs to determine the characteristics of the new work-
load pattern and how they impact the service’s current implementation. Then, developers
are required to implement, test and deploy a new version of the service. This process is
entirely human-dependent and often inefficient. Emergent Microservice [43] is a concept
that aims to support the autonomous evolution of a microservice’s internal composition
as a response to workload pattern changes. It represents a more efficient way to evolve a
microservice’s internal architecture at runtime, automating the process described above.
We argue that this is not only convenient but crucial to support the development of future
distributed systems.
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The Emergent Microservice concept is realised by applying the Emergent Soft-
ware Systems framework to a component-based implementation of microservices. To
facilitate microservice implementation, we developed an emergent microservice frame-
work on top of components that implement the Web server. The framework is illustrated
in Fig. 1.8 and is composed of a set of components that implement the business logic
of the microservice, along with utility components that assist their implementation. Ex-
amples of utility components are implementations of common data structures (e.g., hash
map, lists, queue, trees) and database drivers (e.g., MongoDB, MySQL).

Emergent Microservice Internal Architecture
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Figure 1.8. Internal architecture of an emergent microservice, showing the main
components and how they connect. (Figure adapted from [43]).

Apart from the business logic and utility components, interceptor components
comprise an essential part of the emergent microservice’s framework. They intercept
the requests sent to the business logic components and alter their processing to change a
specific non-functional concern. For instance, a microservice that constantly accesses a
database to return historical unchanged data can improve its performance by caching the
data in memory. In that context, a cache interceptor can be transparently inserted into the
microservices internal composition to boost its performance when needed.

Interceptors are thus a transparent method of adding variants to the microservice’s
internal composition. This allows the development of dynamically adaptive microser-
vices without extra effort from the developers. They are only required to provide the core
implementation of the microservice by implementing their business logic components,
possibly making use of the utility components. A set of predefined interceptors are pro-
vided, adding standard variants to the microservice’s internal composition. The emergent
software systems framework uses these variants to compose the microservice and learn at
runtime the most appropriate composition for it.

Interceptors, however, are not the only way to add variation to the emergent mi-
croservice’s internal architecture. Any component variant added to the framework might
be picked up by the PAL framework and used to generate different internal architectural
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compositions for the microservice. If there are different ways to implement the microser-
vice’s business logic, implementing the microservices functions differently is also a way
to create different microservice architectural variants.

Once the components and their variants are implemented, the deployment process
of an emergent microservice is similar to the process of deploying regular microservices.
Often these microservices are deployed on a cloud computing environment, using contain-
ers and container-orchestration technologies. The process often involves containerising
the microservices components and their variants as well as the PAL framework. As the
container starts, the PAL framework assembles the first microservice composition and
starts learning, as incoming user requests are handled by the microservice, the best com-
position for the observed request pattern. As a regular container deployment managed
by a container-orchestrator, the microservice is also susceptible to be replicated as the
volume of workload increases and the service performance hits a predefined threshold.
This process of configuring container-orchestration systems to manage the microservice
container is better described in the practicals (Sec. 1.6.4).

1.6.3. Case Study: Emergent Microservices in the InterSCity Platform

The Smart Cities domain was chosen as a use case to illustrate the Emergent Microser-
vice concept due to the highly volatile execution environments that it entails. In particular,
we focus on the InterSCity platform [13]. It is an open-source microservice-based plat-
form to support smart cities applications. The platform aims at abstracting the interaction
between applications and city resources, providing a layer capable of scaling to handle
the application and data processing demands of large cities. The platform architecture is
composed of six microservices, as shown in Fig. 1.9.

Web Mobile Development
Application Application Tools

Resource Resource
Discovery Viewer

Data Resource Actuator
Collector Catalog Controller

Resource Adaptor

l_‘" T_I
IoT Gateway | | loT Gateway | | loT Gateway

Figure 1.9. InterSCity platform microservices (https://interscity.org).
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Each of the InterSCity microservices has a specific role. Resource Adaptor is the
microservice responsible for receiving incoming requests from devices, redirecting those
requests to the appropriate microservice. Resource Catalog is responsible for storing in-
formation about all devices available in the city. Resource Discovery provides information
about specific devices. Data Collector is responsible for providing applications with ac-
cess to all data collected from city devices, as well as providing the devices with a gateway
to push their collected data. Actuator Controller is the microservice that provides access
to the city actuator devices. Finally, Resource Viewer is responsible for showing visual
representations of available city resources.

We selected the Data Collector (DC) microservice to redesign it as an emergent
microservice for this case study. DC was chosen for being a crucial microservice in the
platform, responsible for handling all data access generated by city applications. Thus, it
plays a crucial role in the global performance and scalability of the system.

The functionality of the DC microservice is provided in terms of four operations:

Retrieve all historical data in the database;

Retrieve all historical data collected from a specific city resource (e.g., a bus line
information);

Retrieve the most recent data collected;

Retrieve the most recent data collected from a specific city resource (e.g., the latest
location of a specific bus);

To realise the emergent DC, we implement these operations on the business logic
components of the emergent microservice framework (described in Sec. 1.6.2). The
MySQL drive component is used as a utility component to provide the microservice with
access to a database. As interceptors, we make available components that implement
caching, compression, and both caching and compression (in the same component). They
are used to generate the DC internal composition variants.

The architecture of the DC microservice, with all its components and variants is
shown in Fig 1.10. The Dispatcher component forwards incoming HTTP requests to
the DataCollector component for processing. This component is responsible for imple-
menting the core functionality of the DC microservice. The interceptors, in turn, are the
components that add variants to the DC microservice and enable it to have its behaviour
optimised according to the pattern of incoming requests.

In total, the interceptors enable the creation of four unique microservice inter-
nal architectural compositions. In the default composition of the DC microservice, the
Dispatcher is directly connected to DataCollector, and the microservice performs as in
its original, non-emergent implementation. The second composition is obtained when the
Cache interceptor is plugged between the Dispatcher and DataCollector components.
This interceptor caches all responses sent back to clients. It increases the microservice
performance when clients frequently request the same sets of data — caching the response
in memory increases the microservices performance because it prevents the service from
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Figure 1.10. Data Collector Emergent Microservice. (Figure adapted from [43]).

connecting and retrieving data from a remote database. The compression composition,
in turn, is obtained by placing the Compression interceptor in between the Dispatcher
and DataCollector components. This interceptor compresses all responses before send-
ing them back to the client. This composition may increase the microservice’s perfor-
mance when the returned data is large and highly compressible. Under these conditions,
response compression may dramatically decrease the network transmission time of the
response. Finally, the CacheCompression interceptor caches the compressed returned
response. This composition improves the microservice performance in scenarios where
clients request repeated data that are large and highly compressible.

We experimented with the emergent DC in a cloud-based environment to validate
the concept. The result is illustrated in Fig. 1.11. We executed the emergent DC and two
other implementation of DC: Default and Cache-Compression. The Default composition
consists of a regular implementation of the DC microservice with no extra components
to improve its performance. On the other hand, the Cache-Compression implementation
consists of adding both a Cache and Compression components to the DC microservice.
This last implementation compresses every response before sending it back to the client,
and after sending the response, it caches the compressed response in memory. We sub-
jected all three microservices to two different workloads, Workload A and Workload B.
These workloads have distinct characteristics. Workload A consists of repeated requests to
a specific small set of data (i.e., a workload where the cache composition would increase
the performance of the system). In contrast, Workload B consists of requests to completely
new data (i.e., a workload that would make cache-based compositions perform badly).

Fig. 1.11 shows that the Default composition has the worst performance when
subjected to Workload A, but it has the best performance when subjected to Workload B.
The graph also shows that Cache-Compression performs significantly better than Defult
when subjected to Workload A, but it performs worse when subjected to Workload B. This
result is expected due to the characteristics of the experimented workloads and the imple-
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Figure 1.11. Average response time for three versions of the same microservice
when subjected to two distinct workloads (A and B). EM learns and converges to
the best performing composition for both Workload A (cache-compression) and
Workload B (default). At 30s, EM identifies a previously seen workload pattern
and is able to immediately adapt its composition.

mentation details of both microservices. The graph also demonstrates the ability of the
emergent DC (the EM yellow square-dotted line) that after the learning phase (represented
by the spikes on the yellow line) converges towards the best performing composition for
both Workloa A and B. The graph finally shows that when the emergent DC is subjected
to an already seen workload (from time 30s onwards on the graph — Workload A is exe-
cuted again), emergent DC ‘remembers’ what the best composition is for Workload A and
quickly changes its composition to Cache-Compression without the exploration phase.

As a result of creating and evaluating an emergent version of the DC microser-
vice, we demonstrate that a microservice can react and evolve its internal composition
when the incoming request pattern changes. Based on the application of the Emergent
Software Systems concept and framework to realise Emergent Microservices, we can cre-
ate microservice-based systems that are not only capable of coping with changes in the
workload volume (through the use of supporting tools such as autoscalers on a cloud-
based infrastructure), but are also capable of quickly and autonomously reacting in the
face of workload pattern changes. Next, we describe a practical exercise that shows the
necessary steps to execute the emergent DC microservice and subject it to various work-
load patterns in order to observe its dynamic self-adaptability.

1.6.4. Practical: Using PAL to Realise Emergent Microservices

After reading the previous sections (Sec. 1.6.2 and Sec. 1.6.3), where we introduce the
concept and framework of Emergent Microservices (EM), along with its realisation us-
ing the PAL framework, we invite the reader to access the companion repository® and
download the code and instructions to execute the emergent DC.

In the repository, the reader will find the emergent DC source code, along with

®https://github.com/robertovrf/sbrc21_minicurso.

Livro-texto de Minicursos 44 ©2020 SBC — Soc. Bras. de Computagdo



XXXIX Simpésio Brasileiro de Redes de Computadores e Sistemas Distribuidos — SBRC 2021

the code for the PAL and emergent microservices frameworks, with instructions to run
the system both on the cloud and on a local machine. If choosing to run it on a cloud-
based infrastructure, the reader will find a set of scripts and a detailed tutorial to generate
the emergent microservice Docker image, as well as the Kubernetes’ scripts (YAML) to
deploy emergent microservices. Otherwise, if the reader chooses to execute the microser-
vices on a local machine, we make available an image of a virtual machine that comes
configured with all necessary software. We also make available a set of client programs
that simulate user behaviour and define different workload patterns for the reader to ob-
serve how the emergent DC learns at runtime, and without human interference, which
microservice composition has the best performance.

If the reader has access to a cloud infrastructure, they will also find the instruc-
tions to run their emergent microservice in tandem with the Horizontal Pod Autoscaler
(HPA). HPA is a supporting tool that observes the execution of a container and, in case
the container’s resource consumption increases above a predefined threshold, creates fur-
ther replicas of the executing container. This is the state-of-the-art technique that has been
widely used in production to autonomously handle sudden increases in workload volume.

The use of HPA in tandem with emergent microservices offers the potential to deal
with both workload volume increase and workload pattern fluctuations. As the workload
changes in pattern, the emergent microservice can learn, at runtime, the best performing
composition for the detected workload pattern before HPA trigger any creation of repli-
cas. As the workload volume increases, HPA can increase replicas to cope with the new
volume. In tandem, emergent microservices can keep all replicas to their best performing
composition according to the observed pattern. This, in turn, may lead to a decrease in
the number of necessary replicas (i.e., resources usage) to cope with the new volume.
Although this is a promising idea, it has not been fully explored in the literature.

The code available in the repository enables the reader to experiment and create
their very own microservice. We encourage the reader to write different microservices and
different component variants for their own microservices, as well as for the DC microser-
vice, to familiarise with the concept. We also motivate the reader to use our available
code to build on our work and solve the challenges that remain to be solved when realis-
ing the concept of emergent software systems in general and emergent microservices in
particular. We list a set of research challenges and directions that the reader may consider
in case they are interested in further exploring this research topic:

* Exploration of new learning approaches to better classify operating environments;

* Exploration of new learning approaches that enable better interaction among emer-
gent microservices and other supporting tools that exist in the industrial microser-
vice ecosystem (e.g., horizontal and vertical autoscalers);

» Explore the composition of large-scale systems using emergent microservices. Build-
ing systems with thousands or more emergent microservices;

We hope the community joins us in developing this novel technology that has

"https://kubernetes.io.
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much potential to support the creation of future Internet systems. We believe that applying
the PAL framework to build microservice architecture-based systems is a promising way
to support the creation of large-scale self-adaptive systems that can handle the increasing
dynamism of modern systems.

1.7. Conclusion

This chapter aimed to disseminate the concept of Emergent Software Systems, motivate
the approach and advertise the tools to realise the concept. This chapter also presents
the case for applying the concept to create real-world, fully functioning adaptive-systems.
In particular, we presented an emergent web server and an emergent microservice. We
also presented practical exercises to familiarise the reader with the concept and with the
creation of real-world emergent software applications.

We have presented the concept of Emergent Software Systems as an approach
to facilitate the development of autonomic computing systems. The concept consists in
applying lightweight component-based models and reinforcement learning algorithms to
create systems able to learn, at runtime, the most suitable available composition for the
observed environment. Using these two technologies to build such systems enables the
creation of everyday software systems that are emergent and adaptive. We also enable
self-adaptive systems to cope with unknown conditions as our approach is shown to learn
at runtime with no predefined domain-specific information.

This concept was successfully used to create real-world systems. It was explored
in data centre-based applications such as the emergent Web server, the distributed Web
server and emergent microservices. All information about the concept and these projects
have been published elsewhere by the authors, as referenced throughout the chapter.

The chapter also presented the challenges and potential research directions to de-
velop the concept further, hoping for a more significant adoption by the self-adaptive/
autonomic systems research community and industry practitioners. We finish the chapter
by inviting everyone interested in developing future systems to join the effort to further
develop and explore the main ideas that define the concept of Emergent Software Systems
and their potential in supporting the creation and management of future systems.
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Abstract

This chapter revisits the theme of Information-Centric Networking by exploring the archi-
tecture of Named Data Networking (NDN). NDN imposes changes in data forwarding and
routing that makes the architecture more suitable for addressing distributed applications
and mobile scenarios, in addition to providing a data-level security mechanism. Thus, the
chapter addresses NDN properties and emergent researches on areas of mobility, security,
and distributed applications, involving this architecture.

Resumo

Este capitulo revisita a temdtica das Redes Centradas na Informacdo ao explorar a arquite-
tura das Redes de Dados Nomeados (do inglés, Named Data Networking — NDN). A NDN
impoe mudangas no encaminhamento e roteamento de dados que tornam a arquitetura
mais apropriada para enderecar aplicacoes distribuidas e aplicacdoes em cendrios de
mobilidade, além de proporcionar mecanismos de seguranca em nivel de dados. Assim,
este capitulo aborda as propriedades da NDN e os desenvolvimentos recentes nas dreas de
mobilidade, seguranca e aplicacoes distribuidas envolvendo a arquitetura.

2.1. Introducao

Redes Centradas na Informacao (do inglés, Information-Centric Networking — ICN) [Ja-
cobson et al. 2009] € um modelo baseado em nomes de dados/contetido criado como uma
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alternativa para atender os requisitos atuais e futuros da Internet. A principal caracteristica
das propostas baseadas em nome € a desassociacdo entre o localizador e o identificador de
conteudo, presente nas redes TCP/IP. Essa caracteristica fundamental imp6s mudangas na
forma de identificacdo de hosts, encaminhamento, roteamento e seguranca. Além disso,
viabilizou o surgimento de arquiteturas que possibilitam o desenvolvimento de nativas para
lidar com requisitos como seguranga e mobilidade.

Diversos projetos (e.g., DONA, CCN/NDN e PSIRP/PURSUIT) foram desenvol-
vidos com o intuito de enderecar os desafios de criar uma rede baseada em nome. Esses
projetos tinham o objetivo de desenvolver uma arquitetura vidvel para a implantacao de
ICN. Desta forma, buscavam definir as melhores abordagens de nomeagdo, roteamento,
seguranga, entre outros desafios advindos com o novo modelo. Dentre os projetos de-
senvolvidos, podemos destacar as Redes de Dados Nomeados (do inglés, Named Data
Networking — NDN), que caracteriza-se pelo forte apoio da industria, pela disponibilidade
de um amplo conjunto de plataformas de cdigos para desenvolvimento e experimentagao
e por uma comunidade cientifica internacional fortemente ativa.

A arquitetura NDN trata-se de uma proposta clean-slate, i.e., “tecnologia disrup-
tiva”, que oferece servigos de comunicacdo a partir de um modelo que € dirigido pelo
receptor (receiver-driven), adota o encaminhamento baseado em nomes, implementa se-
gurancga ao nivel dos dados (através de infraestruturas de chaves publicas), baseia-se na
difusdo seletiva de mensagens (multicast) nao orientada a conexao, e faz uso de caching na
camada de rede [Jacobson et al. 2009, Zhang et al. 2018a, Saxena et al. 2016]. Embora em
NDN as caracteristicas mais fundamentais das ICNs tenham sido mantidas, a arquitetura
tornou-se madura e se expandiu fortemente nos ultimos anos, acompanhando os novos
requisitos de aplicacdes avangcadas em diferentes cendrios.

As propriedades da NDN que a tornam apropriada para sanar os requisitos atuais
sdo decorrentes de alguns elementos de sua arquitetura: Pending Interest Table (PIT),
Forwarding Information Base (FIB) e Content Store (CS). Esses elementos sdo respon-
sdveis, respectivamente, por manter uma lista de requisicdes pendentes e possibilitar um
plano de encaminhamento stateful, i.e., com guarda do estado/contexto, armazenar infor-
magdes de encaminhamento e realizar in-network caching. Além dessas estruturas, cada
n6 da rede deve possuir um moédulo de estratégia de encaminhamento, que serd responsavel

por definir “se”, “quando” e “para onde” encaminhar cada pacote de interesse [Jacobson
et al. 2009, Zhang et al. 2014].

Os n6s da rede NDN fazem uso da FIB, PIT e CS para realizar uma comunicagao
baseada no padrao arquitetural publish/subscribe [Eugster et al. 2003], por meio de um
esquema de comunicagdo assincrona. Este mecanismo de comunicac¢do impulsiona o
desenvolvimento de protocolos de roteamento baseado em nomes, cuja principal funcdo
€ auxiliar o processo de encaminhamento e disseminar informacdes de alcancabilidade
(prefixos de nomes) [Zhang et al. 2019a]. O roteamento baseado em nomes, em conjunto
com as demais propriedades da NDN, permite a implementacdo de fun¢gdes nomeadas
de rede e de uma plataforma de invocacdo remota de métodos de forma distribuida e
transparente quanto a localizacao [Krol and Psaras 2017, Kr6l et al. 2018]. No entanto,
como a NDN utiliza um mecanismo de comunica¢do assincrono em um ambiente de
alta taxa de volatilidade, é importante manter o estado distribuido do sistema, apesar
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de eventuais desconexdes, ingressos e saidas de nés. Por tais motivos, protocolos de
sincroniza¢do tém sido desenvolvidos de modo a viabilizar a comunicagdo assincrona
quando nem todas as partes podem estar online ao mesmo tempo [Li et al. 2018].

A mudanga de paradigma proposta na arquitetura NDN, de um modelo de co-
municac¢do centrado nos hosts para um modelo centrado na informacdo, também impde
mudangas fundamentais na forma de pensar seguranca de redes [Zhang et al. 2018d]. As
estratégias e frameworks de seguranga passam, portanto, a proteger os dados diretamente, e
aplicacdes devem fazer uso da seméntica associada ao esquema de nomeacdo para aplicar
os controles de seguranga, funcdes criptograficas e tolerancia a falhas. Por conseguinte,
novos desafios e problemas cldssicos abrem espago para pesquisas [Mannes and Maziero
2019, Zhang et al. 2018d], como: modelo de confianga, ataques de DDoS em IoT, modelos
de ataque, autorizacao e propriedade na hierarquia de nomeacao.

Em cendrios de mobilidade, o plano de encaminhamento stateful da NDN oferece
alternativas mais eficientes de descoberta de recursos [Aratjo et al. 2019]. A desvinculac¢do
do contetdo da sua localizagao € outro aspecto que permite 0os ndés moveis recuperarem
dados sem se preocupar onde os mesmos estdo hospedados [Jacobson et al. 2009, Zhang
et al. 2014]. Por tais motivos, a comunidade tem procurado, através da NDN, solucdes
leves, escaldveis, seguras e eficientes para redes méveis ad-hoc e redes veiculares [Brito
et al. 2020, Araujo and Sampaio 2021, Zhang et al. 2019a, Mannes and Maziero 2019].

Este capitulo tem o objetivo de revisitar a temdtica das ICNs ao explorar a arqui-
tetura NDN considerando trés aspectos fundamentais das aplicagdes emergentes: mo-
bilidade, seguranca e aplicacoes distribuidas. Para atingir esse objetivo, o capitulo €
iniciado com uma breve revisdo dos fundamentos da arquitetura NDN (Secado 2.2). Em
seguida, sdo discutidas as principais questdes relacionadas aos trés eixos tematicos es-
colhidos (mobilidade, seguranca e aplicacdes distribuidas) — nas Secdes 2.3, 2.4 e 2.5,
respectivamente — onde sdao apresentados desafios de pesquisa, aplicagdes potenciais e
casos de uso. Na Secdo 2.6, sdo apresentados os ambientes de experimentacao da arquite-
tura NDN e as instrugdes para as atividades praticas. Os principais desafios de pesquisa
envolvendo a arquitetura e os eixos temadticos sdo elencados na Se¢do 2.7. Por fim, o
capitulo € concluido na Secao 2.8.

2.2. Visao Geral do Paradigma ICN e da Arquitetura NDN

Nesta secdo serdo apresentadas algumas caracteristicas das ICNs e seu comparativo com
a arquitetura TCP/IP. Além disso, serd discutida a arquitetura NDN, incluindo aspectos
como estrutura dos nds, nomeacao, roteamento e encaminhamento de dados. Também sera
discutido o impacto da integragcdo da NDN com outras arquiteturas e modelos.

2.2.1. Revisao dos fundamentos de ICNs

A arquitetura atual da Internet é baseada no padrao TCP/IP, que tem uma associacio entre
os servigos/contetdos disponiveis e sua localiza¢do. Desta forma, o usudrio precisa saber
onde o contetido/servigo esté localizado. A ideia basica da ICN é desacoplar localizador e
identificador do contetido e permitir que as solicitagdes de contetido sejam direcionadas
a rede, como um servico, sem que o usudrio necessite saber sua localizacdo [Jacobson
et al. 2009]. A mudanca de paradigma impacta no comportamento da rede em relacio aos
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pacotes transmitidos e servicos ofertados. O padrao TCP/IP trafega pacotes enderecados
a uma localizagdo, enquanto a ICN trafega pacotes enderecados a um contetido. Apesar
dessa mudanca, a ICN preocupa-se em manter requisitos como simplicidade, robustez e
escalabilidade.

Na Figura 2.1, observa-se uma relacdo entre os servigos e caracteristicas das
arquiteturas TCP/IP e do modelo ICN. Na arquitetura atual (a esquerda), o protocolo IP
€ responsdvel por prover a comunicagdo entre os hosts e estd no centro do modelo. No
lado direito da figura, observa-se a substituicdo do protocolo IP por pedacos de contetidos
nomeados (chunks) que sdo utilizados na comunicagdo entre consumidor e produtor. Além
disso, identifica-se que outros protocolos comuns nas redes TCP/IP (e.g., IP, UDP e TCP)
podem ser usados para facilitar a comunicacdo em ICN. Pelas caracteristicas expostas
na figura, percebe-se que enquanto a arquitetura TCP/IP visa comunicar dispositivos, o
modelo ICN tem o objetivo de prover contetidos para usudrios e aplicacoes.

L] .
email WWW fone ... ;

[ \J
\ SMTP HTTP RTP ... /

TCP UDP ...

[ I
\ /
G B

‘Enlaces individuais :

/ CSMA async sonet ... \ ' : / IP UDP P2P BCast ... \

\ cobre fibra radio ... } : : \ }
e .
s ) & )

Figura 2.1. Comparacéao entre a arquitetura TCP/IP e as arquiteturas baseadas
no modelo ICN. Traduzido de [Zhang et al. 2014].

Em busca de um modelo ICN para o futuro da Internet, pesquisadores propuseram
projetos de arquiteturas centradas na informacao. As arquiteturas variam em relacdo a
alguns aspectos, como nomeacao e roteamento. Os principais projetos desenvolvidos foram
o DONA, PSIRP/PURSUIT e CCN/NDN. Dentre os projetos, destaca-se a importancia
do NDN, que foi criado ha mais de 10 anos e, desde entao, tem se consolidado como a
principal implementagao de ICN.

2.2.2. Arquitetura NDN

NDN ¢ uma abordagem centrada no conteudo criada para enderecar os requisitos atuais
e futuros da Internet [Zhang et al. 2010]. Enquanto a arquitetura atual, centrada no
host, preocupa-se com a comunicacao entre dispositivos, a NDN foca na distribuicao de
conteddo. Com esse objetivo, a arquitetura NDN usa uma comunicag¢do inspirada no
padrao arquitetural publish/subscribe, define novos tipos de pacote de transmissdo de
dados, estabelece novas estruturas para os nds da rede, faz roteamento baseado em nome e
utiliza um plano de dados que armazena estado [Jacobson et al. 2009, Zhang et al. 2018a].

Em NDN, existem trés papeis principais que um host pode assumir: consumidor
de dados, produtor de dados e encaminhador. O consumidor de dados é um dispositivo
que envia requisi¢oes de contetido para a rede. O produtor de dados € o responsavel pela
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criacdo e disponibilizacdo dos contetidos. Enquanto o né encaminhador atua como um
dispositivo intermedidrio entre esses dois hosts. Essas caracterizagdes de host ndo sdo
excludentes. Portanto, um né pode atuar como produtor, consumidor ou encaminhador em
diferentes momentos [Zhang et al. 2018a].

A comunicagdo entre os hosts € estabelecida através do envio de pacotes de interesse
e de dados (Figura 2.2). O pacote de interesse € andlogo a uma requisi¢do, ja o pacote
de dados inclui o conteddo requisitado. Cada um desses pacotes € definido de acordo
com diferentes campos que servem para proporcionar funcionalidades distintas, como
prevencao de loops e medi¢des de qualidade de servigo da rede [Saxena et al. 2016]. Além
dos pacotes de interesse e de dados, a NDN também define o Negative Acknowledgment
(NACK) para indicar que um n6 ndo pode satisfazer a requisi¢do ou encaminhar o pacote
de interesse.

Pacote de Interesse Pacote de Dados

Nome do contetddo Nome do contetdo

Elementos opcionais (guias)
(escopo do nome, dica para uso de cache, dica de
encaminhamento)

Metainformacdes
(tipo de conteldo, periodo de atualizacao, ...)

Nonce Contetdo
Elementos opcionais (guias) Assinatura
(tempo de vida do interesse, limite de saltos, (tipo de assinatura, localizador de chaves, bits de
parametros da aplicacao) assinatura, ...)

Figura 2.2. Pacotes da arquitetura NDN'.

A NDN especifica trés estruturas fundamentais para o processamento de pacotes:
a tabela de interesses pendentes (do inglé€s, Pending Interest Table — PIT), a base de
informacdes de encaminhamento (do inglés, Forwarding Information Base — FIB) e uma
estrutura de armazenamento de contetudo (do inglés, Content Store — CS). Uma visdo geral
do cédigo da NDN ¢ apresentada na Figura 2.3. Dentre os principais mddulos, destaca-se
o NDN Forwarding Daemon (NFD) [Afanasyev et al. 2018] que consiste numa estrutura
que implementa o protocolo NDN e define como os pacotes de interesse e de dados sao
trafegados na rede e processados pelos equipamentos. NFD é composto por diversos
modulos que, além de implementar as fun¢gdes de encaminhamento de pacotes, definem
estruturas e servicos da arquitetura. Dentre os principais modulos do NFD, € possivel citar:

* ndn-cxx Library, Core e Tools: proporcicona fun¢des comuns a diversos servigos
do NFD. A biblioteca do ndn-cxx € essencial no desenvolvimento de aplicacdes
NDN, como monitoramento das faces, DNS, roteamento e sincronizagao.

* Faces: trata-se de uma abstracdo que engloba tanto interfaces fisicas quanto logicas,
incluindo tineis e chamadas do sistema entre camadas da arquitetura NDN.

'De acordo com a especificagio: https://named-data.net/doc/NDN-packet-spec/
current/index.html.

2 Adaptado de: https://named-data.net/wp-content/uploads/2019/11/
5-codebase.pdf#page=5.
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Software de infraestrutura

NFD- NDN- Ferramentas Repo-ng, Centro de
{ NAD ] [android } { RIOT ] [HNFD} { NDN } [NLSR} [NDVR} { repo-sql } {controle NDN}

Bibliotecas NDN

NDN-CCL (JS, Vector NDN-
{ndn-cxx} {Java, Python)} [ NAC } {ChronoSync} [PSync} { Sync J [ RTC }

Aplicacoes Frameworks de avaliagdo
ChronoChat ndns ndncert ?Ignw_ ndnSIM miniNDN
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Figura 2.3. Visédo geral do codigo base da NDN”. As caixas hachuradas séo refe-
rentes a trabalhos apresentados em [Brito et al. 2020, Araujo et al. 2021].

Tables: implementa as principais estruturas de processamento de pacotes em NDN:
a CS, a PIT e a FIB. Além disso, engloba a defini¢do de tabelas que implantam
politicas de cache, medicdes e outras funcionalidades da rede.

» Forwarding: define o fluxo do processamento de pacotes considerando as tabe-
las implementadas no médulo 7ables. Esse mddulo permite o uso de diferentes
estratégias de encaminhamento, como best-route € multicast.

* Management: implementa o protocolo de gerenciamento NDN e permite a verifica-
cdo do desempenho da rede através de registros de informa¢des de monitoramento
dos pacotes, como laténcia.

RIB Management: ¢ responsavel por gerenciar a base de informacdo de roteamento
(do inglés, Routing Information Base — RIB), que inclui rotas estéticas e dinamicas.

Na defini¢do da estrutura do NFD, destaca-se a composi¢do interna das faces com as
camadas de servico de enlace e transporte. Na Figura 2.4, € possivel observar que a camada
de transporte € a camada de mais baixo nivel. Essa camada € a responsavel por prover
entrega de pacotes para a camada de servi¢o. A camada de transporte utiliza a estratégia
best-effort nessa comunicagdo, que pode ocorrer através de diferentes mecanismos de
entrega, como transporte UNIX, Ethernet, UDP e TCP, a parir da utiliza¢do do formato de
codificacdo TLV.

O formato de pacotes de tamanho varidvel (do inglés, Time-Length-Value — TLV) é
utilizado para codificar os pacotes da camada de servico de enlace. Essa camada proporci-
ona um servigco de entrega best-effort para os pacotes das camadas de rede (interesse, dados
e NACK). A camada de servico de enlace € composta pelo servi¢o de enlace genérico e
pelo servigo de enlace veicular. O servigo de enlace genérico € a opcao padrao, enquanto o
servigco de enlace veicular € uma estrutura planejada para possibilitar a implementacao de
uma estratégia adequada a cendrios de redes veiculares.

Considerando o protocolo NDN e sua implementacdo por meio do NFD, temos a
definicdo de todo o fluxo de processamento de pacotes. O processo € iniciado quando um né
encaminhador recebe um pacote através de uma face. As etapas do fluxo de processamento
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Face [ pacote de camada de rede: interesse, dados, NACK

servigo de enlace  servigo de enlace
genérico veicular

! bloco TLV

transporte  transporte transporte transporte
UNIX Ethemnet UDP TCP

[ stream UNIX/TCP, frame Ethernet, pacote UDP

Figura 2.4. Representacido da estrutura interna das faces NDN. Traduzido de
[Afanasyev et al. 2018].

de pacotes varia de acordo com o tipo de pacote (interesse, dados ou NACK) e com a ac¢do
que estd acontecendo (recebimento, envio, deteccdo de loop, etc.). Para os pacotes de
interesse sao definidos pipelines correspondentes a entrada e saida de pacotes, detec¢do
de loop e contabilizacdo de acertos e erros na CS. Para os pacotes de dados sdo tratadas
trés acdes distintas: dados nao solicitados, entrada e saida de pacotes de dados. Ja para o
NACK sdo definidos os processos de recebimento e envio.

Durante esses pipelines, as estruturas da NDN sdo utilizadas com finalidades
variadas em momentos distintos. Em geral, a PIT possibilita a prevencao de loop, agregacao
de requisicdes para um mesmo interesse, encaminhamento multicast, manutencao de estado
das requisi¢des e calculo de Round Trip Time (RTT) a partir das interfaces de saida e tempo
de envio [Saxena et al. 2016]. J4 a FIB € utilizada parar armazenar as melhores rotas de
encaminhamento de pacotes de interesse. Named-data Link State Routing Protocol (NLSR)
[Wang et al. 2018] € o protocolo padrdo utilizado em NDN para popular a FIB. Trata-se de
um protocolo que utiliza informacdes sobre estado de enlace ou roteamento hiperbdlico
para calcular as rotas e adiciond-las na tabela de roteamento. O NLSR possibilita a adicao
de vdrias interfaces de saida para um mesmo prefixo. Com isso, torna-se necessario o
estabelecimento de um ranking para determinar as melhores rotas e adicioné-las na FIB.
As multiplas rotas também podem ser usadas simultaneamente, para enviar interesses,
através do suporte nativo de multihoming da NDN [Zhang et al. 2018a].

Além do uso da PIT e FIB, um dos diferenciais da NDN € a adi¢do de in-network
caching. Em NDN, os nés encaminhadores t€m uma CS que mantém uma cépia local dos
conteidos. Esse armazenamento possibilita maior resiliéncia e melhorias na qualidade
de servigco da rede e no tempo de resposta ao usudrio. A politica padrao de placement
de cache em NDN € a Leave a Copy Everywhere (LCE). Isso significa que todos os
conteidos que chegam no né encaminhador serdo armazenados. Como o tamanho da
CS ¢ limitado, é comum o uso de uma politica de substitui¢do de conteddo que pode ser
determinada considerando diversos contextos [loannou and Weber 2016, Pires et al. 2021]
e cujo desempenho é uma preocupacao sinalizada em diversos trabalhos [Ribeiro et al.
2017, Ribeiro et al. 2018, Pires et al. 2018, Pires et al. 2019].
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A arquitetura NDN inclui repositérios de dados distribuidos, que t€ém o objetivo
de armazenar cépias dos contetdos. Diferente da CS, que se trata de um armazenamento
oportunistico, os repositdrios sao utilizados para armazenar contetdos especificos. Esse
armazenamento pode ser realizado através da insercdo estética de contetudos ou através da
configuracdo de prefixos de conteudos que devem ser armazenados [Zhang 2019].

As trés estruturas basicas da NDN sao utilizadas no encaminhamento e roteamento
de pacotes [Zhang et al. 2014]. O encaminhamento ¢ feito de forma distinta para pacotes
de interesse, de dados e NACK. Na Figura 2.5, sdo demonstrados os processos de chegada
de pacotes de interesse e de dados em um né encaminhador. Ao receber um pacote de
interesse, o nd verifica se hd um contetido correspondente armazenado localmente na CS.
Se houver, o conteudo € enviado ao né solicitante e o pacote de interesse é descartado.
Nesse cendrio, uma cépia local do conteddo € utilizada para resolver a requisicdo do
usudrio e a taxa de acerto do cache é incrementada.
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simultanea. Além disso, como a CS faz uso de uma estratégia oportunistica, o conteido é
armazenado na CS dos nés intermedidrios.

Além das fun¢des bésicas supracitadas, o pipeline de um n6 encaminhador NDN
inclui também operagdes especializadas que dao suporte a arquitetura, como o uso de dife-
rentes estratégias de encaminhamento com base no nome e na FIB (e.g., melhor caminho,
multiplos caminhos, encaminhamento adaptativo, etc.), validacdo do escopo do nome com
relacdo a face de entrada e saida (e.g., /1localhost para comunicacdo inter-processo,
/localhop para comunicagdo entre vizinhos apenas), politica de dados nao solicitados,
supressao de retransmissdo, marcacao e uso de tags (e.g., CachePolicyTag para evitar a CS,
PrefixAnnouncementTag para roteamento por auto aprendizagem, IncomingFaceldTag para
informar a aplicacdo a face de entrada, etc.), medi¢des de RTT, dentre outras.

As estruturas de processamento de pacotes e as propriedades da NDN possibilitam
vantagens em diferentes cendrios e associacao com arquiteturas variadas. Tais vantagens
t&ém motivado propostas que envolvem a ado¢ao da NDN em conjunto com novos modelos,
paradigmas e arquiteturas, tais como SDN/P4 e blockchain, aplicados em cendrios de
mobilidade, como VANETSs e FANETSs.

2.2.3. Integracido com outras arquiteturas e modelos

Zhang et al. 2019a exploram a escalabilidade das arquiteturas centradas na informag¢ao em
relacdo as redes IP. Nesse trabalho, sdo considerados diferentes aspectos para avaliar os
projetos desenvolvidos na drea de ICN. Dentre os observados, € possivel citar as abordagens
de implementacio overlay, underlay e hibrida. A maioria dos projetos desenvolvidos até
2013 propuseram o uso de ICN como um overlay da rede IP. A partir de 2014, tem-se
predominancia de projetos que propdem a arquitetura como um modelo underlay ou hibrido.
A andlise realizada pelos autores considerando a variedade da forma de implementacao
e dos outros aspectos elencados (e.g., requisitos da arquitetura atual), demonstram a
versatilidade de implementagdo de arquiteturas ICN e a possibilidade de adaptacdo a
diferentes cendrios. Além disso, observa-se que ndo existe um consenso sobre a integracio
e interoperabilidade da NDN com outras arquiteturas legadas (e.g., TCP/IP).

Algumas iniciativas [Madureira et al. 2021, Siracusano et al. 2018, Conti et al.
2020, Nour et al. 2019a, Signorello et al. 2016, Miguel et al. 2018, Karrakchou et al.
2020a] tém explorado os beneficios da NDN a partir da integragdo com o paradigma SDN
e a linguagem P4. Azgin et al. 2016 propdem a utilizagdo da PIT apenas nas bordas da
rede, removendo-a dos comutadores NDN do nicleo, de modo a tornar mais eficiente o
processamento dos pacotes. Com esta mesma motivacdo, Madureira et al. 2021 utilizaram
a linguagem P4 para desenvolver uma arquitetura e um protocolo denominados NDN-
Fab. Através da programacdo na camada de enlace (L2), a arquitetura estabelece que os
comutadores de borda da rede definem, na origem, as rotas de encaminhamento de pacotes
NDN no nicleo. Assim, a NDN-Fab possibilita a interoperabilidade entre abordagens
centradas no conteido e baseadas em localizacgdo, aproveitando a escalabilidade da NDN e
o desempenho do encaminhamento L2. A NDN-Fab define o controlador de rede como o
responsavel pelo gerenciamento de PITs e FIBs globais, a partir da sua visdo centralizada
do nucleo. Ja Moiseenko and Oran 2017 propdem o ICN Path Switching, que permite o
uso de path discovery e path steering, além de realizar o encaminhamento de pacotes NDN
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sem depender de pesquisas LNPM na FIB.

Alguns trabalhos [Signorello et al. 2016, Miguel et al. 2018, Karrakchou et al.
2020a] propdem a integracdo de todos os recursos da NDN dentro dos comutadores P4.
Dada as limitagdes da linguagem P4, a implementacdo de todos os recursos previstos na
arquitetura NDN ndo € vidvel. Por exemplo, a inexisténcia de estruturas de repeticao,
dificulta o processamento de pacotes no formato TLV (do inglés, Type-Length-Value)
[Afanasyev et al. 2018]. Além disso, destaca-se o fato de que as principais estruturas
de dados das redes NDN (PIT, CS e FIB) demandam espagos de armazenamento. A
implementacao dessas estruturas requer a utilizacado de médulos de memoria mais lentos,
levando a uma redug¢do no desempenho de comutacio de pacotes da rede.

Além das iniciativas de integracdo com a arquitetura IP e com SDN/P4, destaca-se
a relacdo da NDN com livro-razdo distribuido (do inglés, distributed ledgers — DLT),
implementados sobretudo através da tecnologia blockchain [Fotiou and Polyzos 2016, Yu
et al. 2017, Mori 2018, de Sousa et al. 2019]. Fotiou and Polyzos 2016 apresentaram um
esquema para validacdo de integridade e fornecimento de contetidos em NDN que permite
que uma identidade (e.g., nome) possa ser usada como uma chave publica. O problema
abordado reflete um cendrio em que um detentor de um contetido deseja compartilha-lo
com alguns consumidores. Yu et al. 2017 realizaram uma discussao inicial do arcabouco
NDN DeLorean, com foco na autenticacao de arquivos de dados de longa duracdo em
NDN. DeLorean fornece um servigo de auditoria de dados por meio da verificagao de
assinaturas em um livro-razao publico. Por fim, Mori 2018 propds um esquema para
assegurar a integridade e autenticidade da fonte de dados de sensoriamento na cache em
redes de sensores sem fio baseadas em NDN.

Zhang et al. 2019b propdem um sistema de livro-razdo distribuido utilizando um
grafo aciclico direcionado e Proof-of-Authentication. Esse sistema € construido em cima
de uma arquitetura NDN, com o objetivo de facilitar a disseminacao de informacao entre
os hosts. Jin et al. 2017 usam a arquitetura NDN em substitui¢do a rede TCP/IP com
a justificativa de que a NDN prové melhor suporte para implementacido de multicast e
hierarquias de status nas blockchains. Por fim, Sedky and Mougy 2018 utilizam NDN para
implementar uma blockchain, com o intuito de otimizar a troca de informacgdo entre as
partes e aumentar a efici€éncia das transagoes.

Implementacdes de NDN tém sido amplamente utilizadas para cendrios de redes
de maior complexidade, sobretudo envolvendo mobilidade e dispositivos com capacidade
limitada de recursos computacionais. Portanto, destaca-se uma tendéncia recente para
a implementacgdo das redes veiculares de dados nomeados (do inglés, Vehicular Named
Data Networks — VNDN) [Grassi et al. 2014, de Sousa et al. 2018a, de Sousa et al.
2018b, Wang and Li 2020, Rondon et al. 2020, Fang et al. 2018, Wang et al. 2020, Khelifi
et al. 2020, Tizvar and Abbaspour 2020, Wang et al. 2021] que sdo definidas como
redes veiculares ad-hoc em que os n6s (veiculos) atuam no armazenamento temporario de
conteddos e encaminhamento de interesses para nds adjacentes, com o intuito de atender
a demanda dos consumidores. Com motiva¢des semelhantes, outra linha de trabalhos
explora as vantagens da NDN na comunicacdo em redes de veiculos aéreos nao tripulados
(do inglés, Flying Named Data Networking — FNDN) [Aratjo et al. 2019, Barka et al.
2018, Serhane et al. 2021].
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2.3. Suporte a Mobilidade em Redes de Dados Nomeados

Nesta secdo, serdo apresentados os aspectos referentes a mobilidade dos nés em ambientes
NDN. Inicialmente, serdo discutidos os requisitos das redes mdveis emergentes e as vanta-
gens oferecidas pela NDN a essas redes; em seguida, serdao elencadas algumas questdes
sobre a mobilidade do consumidor e do produtor de dados, apresentando a classificacdo de
solugdes de suporte a mobilidade desses nds em quatro categorias principais.

2.3.1. Requisitos de redes moveis do futuro para NDN

Estima-se que o uso de conexdes moveis alcancard mais de 70% da populacdo global em
2023 [Cisco 2020]. Diante do histérico e previsdes que demonstram um crescimento cada
vez maior de conexdes e requisitos distintos das aplicacdes emergentes, a NDN surge
como uma arquitetura promissora com potencial para atender a demanda prevista. Ha
muitos trabalhos que apontam a ICN como um facilitador de comunicagdo, possibilitando
melhorias de desempenho em redes 5G [Serhane et al. 2021], implantacdo e desenvolvi-
mento de solugdes em IoT [Nour et al. 2019b, Madureira et al. 2020] e computacdo de
borda [Psaras et al. 2018]. Dentre as principais caracteristicas da NDN que favorecem o
suporte a mobilidade dos nds, podemos citar: necessidade de dados seguros e nomeados na
camada de rede, armazenamento em cache, uso de repositorios, agregacdo de requisicoes e
entrega multicast.

Dados seguros e nomeados na camada de rede

Um grande diferencial da NDN em relacdo a arquitetura TCP/IP € a substituicdo de
enderecos IP na camada de rede por dados nomeados, além da seguranca aplicada aos
dados em vez do canal de comunicagdo [Zhang et al. 2014]. O uso de dados nomeados na
camada de rede torna possivel a separacdo do identificador e localizador dos dados. Uma
vez que os dados sdo seguros e tornam-se independentes de localizacio, qualquer n6 com
capacidade de armazenamento pode manter uma cépia local desses dados ao recebé-los.

O armazenamento na rede permite que os dados dos usudrios permanecam dis-
poniveis, mesmo quando os dispositivos do usudrio estdo offline. Como € mais vidvel
considerar que os dados estejam sempre disponiveis em algum lugar na rede do que os
dispositivos estejam sempre online, é esperado que a NDN impulsione novas geracdes de
aplicagdes verdadeiramente P2P por meio do armazenamento na rede e da comunicagdo
assincrona [Zhang 2019, Psaras et al. 2018] com suporte nativo de multihoming na camada
de rede [Zhang et al. 2018a, Amadeo et al. 2016].

Armazenamento em cache

A capacidade de armazenamento em cache nos nés da NDN € uma das principais vantagens
dessa arquitetura em relagdo a arquitetura TCP/IP. O armazenamento em cache é um
componente pertencente ao encaminhamento da NDN e cada n6 encaminhador desempenha
um cache oportunistico, no qual armazena passivamente os dados que o né ajuda a
encaminhar [Zhang 2019]. Os nés que armazenam os dados podem atuar como nds
de réplica usando a fun¢do de armazenamento. Desta forma, os dados armazenados
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em cache podem ser usados para responder solicitagdes futuras, independentemente da
acessibilidade do produtor original, o que contribui com a mobilidade do produtor [Aratjo
et al. 2019, Aratjo 2018, Aratjo et al. 2018].

Este armazenamento em cache melhora a recuperagao de dados e reduz a latén-
cia [Nour et al. 2019b], além de permitir que os nds moveis ajudem no processo de
distribuicdo de dados, simplesmente ao mudarem de rede, desempenhando o papel de
mula de dados [Araujo and Sampaio 2021]. Contudo, apesar do armazenamento em cache
proporcionar vantagens significativas a mobilidade dos nds, apenas a adocao de cache
pode ser insuficiente e outros tipos de armazenamento sao requeridos para que possam ser
usados por todas as aplicagcdes que almejam disponibilizar seus dados [Zhang 2019].

Repositorios

Diferente da CS (cache), os repositorios (repos) sao elementos da arquitetura NDN que
visam o armazenamento persistente de dados [Zhang 2019]. Um repo pode ser um
dispositivo independente ou um mdédulo conectado a um dispositivo com outra finalidade,
como produtores de dados ou nés roteadores [Zhang 2019]. Os repos sao armazenamentos
gerenciados que sdo instruidos sobre quais conteidos armazenar e buscam proativamente
por esses conteudos na rede. O gerenciamento de um repo determina quais conteudos
devem ser carregados para o seu armazenamento, conforme os prefixos de nome dos
conteddos informados na configuracao do repo [Zhang 2019].

De acordo com Psaras et al. 2018, com a expansdo da IoT e da era da computacao
de borda, é necessario um modelo de comunicagdo centrado em dados que atenda o real
objetivo das aplicacdes neste contexto, que € o acesso aos dados. Os autores defendem
a implantagdo de repos na borda da rede (e.g., em pontos de acesso Wi-Fi ou similares)
que possam ser usados para armazenar temporariamente os dados gerados pelos usudrios e
dispositivos da IoT, antes da sincronizacdo com a nuvem — a sincroniza¢ao deve ocorrer
apenas quando necessario seguindo a melhor estratégia de acordo com os dados e requisitos
da aplicac@o. A adocao de repos na borda tem potencial para reduzir a largura de banda
necessdria para enviar os dados e os custos financeiros com a sincronizacdo com a nuvem.
Além disso, pode prover suporte a mobilidade, uma vez que o repo, ao armazenar os dados
dos produtores moveis, passa a responder as solicitacdes para esses dados e assim torna
transparente a mobilidade do produtor [Psaras et al. 2018].

Agregacao de requisicoes

As solicitacdes de pacotes de interesse para o mesmo pacote de dados, oriundas de
diferentes consumidores ou nao, podem ser agregadas na PIT dos nés. Essa acdo evita
a necessidade de todas as requisicdes terem que alcancgar o n6 produtor ou detentor dos
dados solicitados. A agregacdo de requisi¢des permite que apenas a primeira requisi¢ao de
cada interesse seja encaminhada rumo a fonte de dados causando uma reducao significativa
do trafego da rede [loannou and Weber 2016, Shannigrahi et al. 2017]. Ao se mover de
uma rede para outra, um né moével pode ter suas requisi¢des agregadas e atendidas a partir
do primeiro roteador comum a sua rede antiga e atual, ndo havendo uma comunicagdo fim
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a fim entre o n6 mével e o produtor dos dados.

Ao analisar uma base de dados cientificos, — mais especificamente, dados climéticos
usados por cientistas de todo o mundo — Shannigrahi et al. 2017 comprovaram que o0s
padrdes de solicitagdes sdo realmente agregaveis e podem reduzir a carga no servidor. Os
autores investigaram a NDN sob a perspectiva de um sistema de distribui¢cao de dados
cientificos e comprovaram que a agregacdo de interesses pode ser util em cendrios de
alto trafego, principalmente quando combinada as técnicas de cache e estratégias de
encaminhamento. A NDN pode melhorar a entrega de dados para os usudrios finais e, ao
mesmo tempo, reduzir a carga nos servidores e na rede [Shannigrahi et al. 2017].

Entrega multicast

A entrega multicast de dados acontece — como uma consequéncia secunddria da agregacao
de interesses de diferentes origens na PIT dos nés — quando um né com interesses agregados
recebe o pacote de dados solicitado, i.e., o dado € replicado no né e encaminhado a
cada interface de entrada dos interesses pendentes agregados na PIT. Dessa forma, um
unico pacote de dados consegue responder a todos os interesses pendentes agregados e
correspondentes ao dado [Amadeo et al. 2016].

A NDN suporta o multicast/anycast naturalmente a partir da camada de rede, e
quaisquer solicitacdes insatisfeitas durante um evento de mobilidade podem ser reemitidas
sem a necessidade de solu¢des complexas de handoff como as empregadas no IP [Nour
et al. 2019b]. O multicast nativo também atende ao objetivo de reduzir a quantidade de
trafego e as interacdes com os nds com restri¢ao de energia, beneficiando principalmente
os dispositivos da IoT [Amadeo et al. 2016].

2.3.2. Mobilidade de consumidor

Em NDN a mobilidade do consumidor € naturalmente suportada através da prépria ar-
quitetura [Zhang et al. 2016, Zhang et al. 2018b, Aratjo et al. 2019]. Os consumidores
simplesmente podem requisitar novamente os interesses para os dados nio recuperados e a
rede se responsabiliza pela entrega desses dados aos consumidores, independentemente
de sua localizacdo. Isso é possivel gracas ao esquema de trilha —i.e., “migalhas de pao’
(do inglés, “bread crumbs”) — deixado pelos interesses na PIT dos nds salto a salto ao
longo do caminho do percurso do interesse em direcao a fonte dos dados. As trilhas na PIT
possibilitam o encaminhamento dos dados de volta ao consumidor, efetivando a entrega
dos dados requisitados [Jacobson et al. 2009].

’

Tanto os consumidores modveis quanto os consumidores estaticos se beneficiam
da funcionalidade do plano de encaminhamento com estado baseado em trilhas na PIT.
Contudo, no caso de consumidores méveis, pode haver uma peculiaridade nas situagdes
em que o consumidor troca de rede (i.e., processo conhecido como handoff ou handover)
durante uma solicitagdo. Por exemplo, se um consumidor mével emitir um interesse a
partir de uma rede e, antes que o dado seja recebido, ocorrer o handoff desse consumidor
para uma outra rede, a aplicacdo no consumidor tende a requisitar novamente os dados nao
recuperados que, por sua vez, serdo entregues na rede atual e na rede antiga do consumidor.
Isso acontece justamente pelo fato dos dados seguirem as trilhas encontradas na PIT dos
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nés e especialmente devido as seguintes razoes:

* Entradas PIT ativas: cada entrada PIT representa uma trilha para encaminhar
os dados recuperados de volta ao solicitante. As entradas PIT sdo removidas em
duas situagdes: (i) quando um pacote de dados correspondente chega ao né ou (ii)
quando a entrada PIT atinge seu tempo de vida (do inglés, lifetime) sem que um
dado correspondente tenha sido recebido.

* Privacidade dos consumidores: na NDN, as requisi¢des nao carregam informacdes
que identifiquem o consumidor [Zhang et al. 2014] — diferente das redes IP em
que os pacotes transportam os enderecos IP de origem e destino — portanto, as duas
requisi¢cdes do consumidor movel (i.e., antes e depois do handoff) sdo tratadas pela
rede como sendo totalmente independentes.

* Fonte de dados alcancavel: é necessario que pelo menos uma fonte de dados (e.g.,
n6 produtor ou né detentor) esteja alcancavel a partir das redes em que as requisicoes
foram feitas para que os dados sejam recuperados. Os protocolos de roteamento sao
responsdveis por manter as informacdes de alcangabilidade dos nds atualizadas na
tabela FIB de cada n6 da rede.

Algumas das caracteristicas da NDN discutidas anteriormente podem facilitar a
mobilidade dos nés. O plano de encaminhamento com estado da NDN possibilita que os
consumidores apenas requisitem novamente os dados ndo recuperados, mesmo apds uma
mudancga de rede. Porém, essa simplicidade no suporte a2 mobilidade do consumidor nio
se aplica no suporte a mobilidade do produtor [Aradjo and Sampaio 2017].

2.3.3. Mobilidade de produtor

O modelo de comunica¢do da NDN € focado na recuperagdo de dados em vez da entrega
de pacotes. O foco na recuperaciao de dados possibilita que o suporte a mobilidade do
produtor se concentre no encontro dos interesses com os dados gerados pelos produtores
moveis [Zhang et al. 2016]. Os dados nomeados na camada de rede e a seguranca aplicada
diretamente aos dados facilitam a replicacdo e armazenamento em cache no caminho
(on-path caching), cache fora do caminho (off-path caching) [loannou and Weber 2016] e
nos repositorios [Zhang 2019], o que aumenta as chances do interesse encontrar os dados,
mesmo que o produtor original esteja indisponivel [Aradjo et al. 2019, Aradjo 2018]. Para
possibilitar que os interesses encontrem os dados do produtor mével, Zhang et al. 2016
apontam duas direcdes possiveis:

1. Perseguicao do produtor: usa um elemento auxiliar (i.e., um “ponto de encontro”)
para descobrir o paradeiro do produtor na rede. Os interesses sdo direcionados
a um produtor mével para recuperar dados (os interesses nao precisam alcancar
o produtor, caso encontrem os dados solicitados na cache de algum roteador ao
longo do caminho). Essa direcdo é semelhante ao suporte a mobilidade IP e as
abordagens baseadas em mapeamento e rastreamento podem ser adaptadas para
serem empregadas na NDN. Com excecdo das abordagens baseadas em roteamento,
visto que € improvavel que os produtores méveis anunciem o prefixo dos dados no
sistema de roteamento na escala da Internet [Zhang et al. 2016].
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2. Encontro de dados: visa garantir que os dados produzidos por produtores moveis
sejam facilmente encontrados. Essa direcdo pode potencializar a centralizacdo em
dados da NDN, uma vez que os dados podem ser desassociados do produtor (e.g., 0s
dados podem ser movidos para um local estaciondrio e de facil acesso) e aplicagdes
que geram dados em um local, podem tornar o nome dos dados independente do
produtor mével e atrelado a uma regido estaciondria [Zhang et al. 2016].

As principais abordagens de solugdes de suporte a mobilidade do produtor estdao
representadas na Tabela 2.1 e sdo discutidas individualmente nas subsecdes seguintes.
Por questdes diddticas e de padronizacao, durante o restante desta secao serdo usados os
termos mapeamento, rastreamento, depdsito de dados e local de dados para classificar as
abordagens de mobilidade do produtor, conforme terminologia adotada em Zhang et al.
2016 e Araujo 2018.

Tabela 2.1. Abordagens de mobilidade do produtor [Zhang et al. 2016, Aradjo 2018].

Perseguicao do produtor mével

Mapeamento O produtor informa ao ponto de encontro qual o ponto de fixa¢do
onde seus dados podem ser recuperados.
Rastreamento O produtor cria uma trilha de migragao para alcanca-lo, que deve

ser seguida por interesses do ponto de encontro.

Encontro de dados
Depésito de dados | Os dados produzidos pelo produtor mével sdo movidos para um
servidor estaciondrio conhecido.
Local de dados | Os dados sdo produzidos e disponibilizados em uma regido estaci-
ondria.

Perseguicao do produtor: Mapeamento

As solugdes baseadas em mapeamento herdam as ideias do suporte a mobilidade IP, usando
pontos de encontro estdveis para alcancgar o produtor mével. Nas abordagens baseadas em
mapeamento, o produtor precisard enviar informagdes ao ponto de encontro sempre que
fizer handoff. Assim, cada produtor mével deve informar o nome do seu ponto de fixacao
atual “tempordrio” ao ponto de encontro “estavel” [Zhang et al. 2016]. Os trabalhos dessa
abordagem se dividem em duas dimensdes com base na func¢do do ponto de encontro € na
forma como os nomes de pontos de fixacdo mapeados sdo transportados nos pacotes de
interesse.

Funcao do ponto de encontro: pode ser um servico que mapeia os nomes dos
dados produzidos por um produtor mével para o nome do ponto de fixacdo atual do
produtor; um agente doméstico que faz o tunelamento de interesses em direcdo aos
produtores mdveis; ou um sistema hibrido que engloba 0 mapeamento de nomes e o
mecanismo de tunelamento de interesses [Zhang et al. 2016]. A Figura 2.6(a) mostra
quando o ponto de encontro desempenha o servico de mapeamento de nomes, primeiro
os consumidores consultam o ponto de encontro para obter o mapeamento entre 0 home
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dos dados e o nome do ponto de fixacdo atual do produtor e, em seguida, os proprios
consumidores encapsulam os interesses em direcao ao ponto de fixagao obtido [Zhang et al.
2016]. Jana Figura 2.6(b), o ponto de encontro atua como um agente doméstico do produtor
movel, onde os dados sdo publicados sob o nome do ponto de encontro estaciondrio e
globalmente alcangédvel. Os interesses dos consumidores alcangam o ponto de encontro
que faz o tunelamento dos interesses recebidos em dire¢do ao produtor mével, no seu ponto
de fixac@o, com base nas informacdes de mapeamento [Zhang et al. 2016]. Por fim, no
modo hibrido o ponto de encontro atua como um agente doméstico para encaminhar, via
tunel, o primeiro interesse ao produtor mével, e o pacote de dados retornado traz o nome
do ponto de fixacao atual do produtor; que pode ser usado pelo consumidor para enviar
interesses, via tinel, diretamente ao produtor [Zhang et al. 2016].

- 1
- y
= \ \-
- - Q 0
D Progiutor Consumidor "" Encontro @@ Prefl)fo D \ W D
movel alcangavel

(a) Servico de mapeamento. (b) Agente doméstico.

Figura 2.6. Abordagem de mobilidade baseada em mapeamento do produtor, a
funcao do ponto de encontro. Adaptado de [Zhang et al. 2016, Araujo 2018].

Buscar dados através de nomes de pontos de fixacio mapeados: para orientar
o interesse que carrega um nome inalcancavel para o ponto de fixagdo atual do produtor, o
nome do ponto de fixagdo precisa ser anexado ao interesse. Para esse fim, hd duas opg¢des:
(1) colocar o nome do ponto de fixagcdo como prefixo ao nome dos dados transportado no
interesse ou (ii) acrescentar um novo campo no pacote de interesse para carregar 0 nome
do ponto de fixacdo, como uma dica de encaminhamento [Zhang et al. 2016].

Perseguicao do produtor: Rastreamento

As solugdes baseadas em rastreamento estendem o plano de encaminhamento com estado
para criar a trilha de migracdo e recuperar interesses dos consumidores. Semelhante a
abordagem de agente doméstico, o rastreamento requer que os dados sejam publicados sob
o prefixo globalmente alcangdvel do ponto de encontro. Sempre que o produtor se move,
envia interesse de comando de rastreamento ao ponto de encontro para manter o caminho
reverso entre sua localizagdo atual e o ponto de encontro.

Os interesses de comando de rastreamento recuperam interesses dos consumidores,
em vez de dados. Os interesses regulares dos consumidores serdo encaminhados rumo
ao ponto de encontro, mas podem seguir em direcdo ao produtor caso encontrem o
rastreamento no caminho, como mostra a Figura 2.7. Dessa forma, o ponto de encontro
ndo precisa necessariamente participar da comunicag¢ao entre consumidor/produtor; e se
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encarrega de fazer anincios de roteamento para o prefixo do nome de dados visando atrair
os interesses dos consumidores para os dados do produtor mével e o interesse de comando
de rastreamento para si [Zhang et al. 2016].

Produtor . . QMY
DD movel Consumldor I I Encontro g *@¢ Rastros

Figura 2.7. Abordagem de mobilidade baseada em rastreamento do produtor.
Adaptado de [Zhang et al. 2016, Araujo 2018].

Quando o produtor se move e a nova trilha de migragao (i.e., rastro) cruza com um
rastro anterior, os interesses dos consumidores que estdo pendentes no rastro antigo podem
ser encaminhados para o novo rastro. Outra abordagem se baseia no fato do produtor
enviar interesse de comando de rastreamento para, além do ponto de encontro, o seu ponto
de fixacao anterior para buscar os interesses pendentes e minimizar a interrup¢ao da busca
de dados. O processo de rastreamento pode ser feito de diferentes formas, incluindo o
rastreamento na FIB e na PIT [Zhang et al. 2016].

Rastreamento na FIB: introduz uma FIB dedicada (tFIB) separada da FIB padrio.
A tFIB ¢ atualizada pelos interesses de comando de rastreamento. Interesses regulares
serdo encaminhados seguindo o rastreamento, se existir correspondéncia na tFIB [Zhang
et al. 2016].

Rastreamento na PIT: estende a funcionalidade da PIT, de recuperar dados, para
recuperar interesses. Adiciona um novo campo, t raceName, no pacote de interesse,
reservado ao nome de interesses de comando de rastreamento visando criar um rastro
entre ponto de encontro e produtor mével; e um sinalizador, t raceable, para indicar
se um interesse pode ser rastreado por outros interesses. ApOs receber um interesse com
traceName, um roteador primeiro procura uma correspondéncia do t raceName com
as entradas da PIT. Se houver uma correspondéncia, o interesse serd encaminhado através
da interface de entrada do interesse do comando de rastreamento, caso contrario sera
encaminhado usando o mecanismo padrao [Zhang et al. 2016].

Encontro de dados: Depoésito de dados

Como a NDN permite que os dados sejam facilmente separados dos produtores originais,
em vez de perseguir o produtor mdvel, uma alternativa € mover os dados gerados por esses
produtores para uma localizacdo acessivel (e.g., estaciondria) [Zhang et al. 2016], como
representado na Figura 2.8, onde os interesses do consumidor sdo encaminhados para o
depdsito para buscar dados e podem encontrar o rastro do produtor mével no caminho.
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~
Produtor I I . Deposito
DD movel !Consumldor @de dados .Dados

Figura 2.8. Abordagem de mobilidade baseada em depodsito de dados. Adaptado
de [Zhang et al. 2016, Araujo 2018].

Um deposito de dados se assemelha a um agente doméstico das solugdes baseadas
em mapeamento, exceto pelo fato que o depdsito de dados assume a responsabilidade por
hospedar os dados em vez de simplesmente encaminhar interesses [Zhang et al. 2016].
Por exemplo, o depdsito pode ser configurado para armazenar sob demanda os dados dos
usudrios e, ao receber uma solicitagdo para recuperar um determinado dado, retornaré o
dado se este j4 tiver sido carregado no depdsito, caso contrério, o depdsito tentard recuperar
o dado solicitado usando técnicas de mapeamento ou rastreamento.

Um deposito de dados representa um encontro baseado em nomes, onde os interes-
ses e dados sdo atraidos para se encontrarem. A Internet atual desempenha a funcdo de
depdsito na camada de aplicag¢do. O servigo de armazenamento na nuvem € um exemplo de
encontro baseado em nomes e depdsito de dados. Diferente da rede atual, a NDN suporta
o encontro baseado em nomes na camada de rede, permitindo que o depdsito anuncie o
prefixo dos dados na tabela de roteamento [Zhang et al. 2016].

Encontro de dados: Local de dados

Em algumas aplicacdes e ambientes de rede, os dados estdo associados a uma regiao
geogréfica especifica e podem ser gerados por qualquer produtor no local, como mostra a
Figura 2.9. Por exemplo, em aplicacdes de VNDN [de Sousa et al. 2018a], os dados sobre
as condicOes da rodovia em um determinado local podem ser gerados por qualquer veiculo
presente naquela regido [Zhang et al. 2016].

O encaminhamento de interesses para recuperar os dados pode usar geo-roteamento
ou contar com as RSUs (Road Side Units) para anunciar os prefixos de dados da regiao
no sistema de roteamento. Quando um produtor na regido recebe um interesse, pode
usar informacdes de GPS (Global Positioning System) para gerar o dado e responder a
solicitacdo recebida. O produtor também pode responder os interesses recebidos se houver
dados correspondentes em cache. Uma vez que o produtor sai da regido do local dos dados,
deixa de receber requisi¢des para os dad